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1. OBLLIME NONTOXKEHUA

Monntnka 06pPaboTKM NEepPCoHasbHbIX  AAHHbIX
(nanee — MonuTnka) paspaboTaHa B COOTBETCTBUM C
depepanbHbiM  3aKOHOM OT 27.07.2006. Ne152-®3 «O
NepcoHasbHbIX AaHHbIX» (aanee — ©3-152).

Hactoawaa [lMonutmnka

onpeaenaer nopAaaoK

06paboTKM  NepcoHanbHbIX  AaHHbIX W Mepbl MO
obecneyeHunto 6€30NacHOCTU NepPCoHaNbHbIX AaHHbIXx B 000
«JomunHa Pyc» (panee — OnepaTop) € Lebio 3aWuTbl NpaB U
cBobog, YesnoBeKa W rpaxgaHwHa npu obpaboTke ero
MepCcoHaNbHbIX AaHHbIX, B TOM 4uMc/ie 3alWuTbl MNpaB Ha
HENPUKOCHOBEHHOCTb YaCTHOWM YKU3HW, IMYHYIO U CEMENHYI0
TaliHy.

B Monutnke Mcnosb3yoTca caeaytolime OCHOBHbIe
MOHATUA:

ABTOMaTU3UPOBaHHAA 06paboTKa nepcoHaNbHbIX
BAHHbIX — 06paboTKa NepcoHaNbHbIX AAHHbLIX C MOMOLLbIO
CPeACTB BbIUUCAUTENBHON TEXHUKM;

6n10KupoBaHue

NepCoHaNbHbIX AaHHbIX -

BPEMEHHOEe npeKpaweHne o06paboTKM MNepPCcoHasNbHbIX

OaHHbIX (33 WCKAoYeHMem cayyaeB, ecamM ob6bpaboTKa
HeobxoAMMa ANA YTOYHEHUA NepPCOHANbHbIX SAHHbIX);

nHpopMaLMOHHaA cuctema NepCcoHabHbIX
BAHHbIX - COBOKYMHOCTb cogepiKalmxca B 6asax AaHHbIX
NepcoHasibHbIX AaHHbIX, U obecneymBatoWmx Mx obpaboTky
NHPOPMALMOHHbIX TEXHONOMUIA U TEXHUYECKUX CPEeACTB;

o6e3nnuMBaHMe  MNEPCOHANbHbLIX  AAHHbIX -
AENCTBUA, B pe3yibTaTe KOTOPbIX HEBO3MOXKHO OnpeaenTb
6e3  MCNoNb3oBaHWA  AONONHUTENbHOW  MHOpPMaLUK
NPUHAANEKHOCTb NEPCOHasbHbIX AAHHbIX KOHKpPEeTHOMY
CyObEeKTY NEPCOHANbHbIX AAHHbIX;

06paboTKa nNepcoHanNbHbIX AaHHbIX - Anboe
aevicteue (onepauma) Uam COBOKYNHOCTb AENCTBUM
(onepauwnit), coBepluaemMblx C WCNO/Nb3OBAaHMEM CPeACTB
aBTOMaTM3aLMM MAN 6e3 UCNOoNb30BaHUA TaKUX CPeACTB C
NepcoHabHbIMM BKAOYaA  cbop,

AaHHbIMU, 3anuchb,

CUCTeMATM3aLMIo, HaKOM/JeHWe, XpaHeHue, YTOYHeHue
(obHOBNEHME, M3MEHeHWe), M3BNeYeHUEe, UCNONb30BaHMUe,
nepegadyy (pacnpocTpaHeHue, npefoCTaB/eHWe, [OCTyn),
obesnmumBaHme, BNOKMPOBaHME, yAaNeHUe, YHUUTOXKEHUE
NepCcoHaibHbIX AAHHBbIX;

onepartop - rocyAapcTBeHHbIN opraH,
MYHUUMNANbHBLIA OpraH, lopuauyeckoe wan ¢usmyeckoe

U0, CamMoCTOATENbHO NN COBMECTHO C APpYyrMMmn nndamu

1. GENERAL PROVISIONS

The policy of processing personal data (hereinafter
- the Policy) is developed in accordance with the Federal
Law as of 27.07.2006. No.152-¢3 Data"
(hereinafter - ®3-152).

This Policy sets out the procedure for processing of

"On Personal

personal data and the measures to ensure personal data
security taken by Domina Rus Limited Liability Company
(hereinafter referred to as the Operator), with the purpose
to protect the rights and freedoms of a person and citizen in
the course of processing one’s personal data, including
protection of privacy rights, personal and family secrets.

The following basic concepts are used in the Policy:

data -
processing of personal data by means of computer facilities;

Automated processing of personal

Blocking of personal data - temporary termination
of personal data processing (except for cases when

processing is necessary to clarify the personal data);

Personal data information system - a set of
personal data contained in databases as well as information
technologies and technical means securing their processing;
data - actions
following which it is impossible to determine affiliation of

Depersonalization of personal

personal data with a specific personal data subject without
the use of additional information;

Personal data processing - any action (operation)
or set of actions (operations) carried out with the use of
automation tools or without such means in respect of
data,
systematization, accumulation, storage, updating (renewal,
(distribution,
provision, access), depersonalization, blocking, removal,

personal including collection, recording,

modification), extraction, use, transfer

destruction of personal data;

Operator - a state body, municipal body, a legal

entity or an individual, that organizes and (or) implements
personal data processing independently or jointly with other
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opraHusywolme u (Man) ocywecteaswouwme o06paboTky
MepcoHanbHbIX AaHHbIX, a TaKKe onpeaensalolme Leau
06paboTKM NepcoHanbHbIX AaHHbIX, COCTaB MePCOHaNbHbIX
OaHHbIX, noanexawmx obpaboTtke, gencteva (onepaumu),
coBepLIaemble C MepCcoHabHbIMU AAaHHbIMU;
nepcoHanbHble AaHHble — ntobaa MHGopmauus,

OTHOCALWAACA K NpPpAMO NN KOCBEHHO onpeaeneHHoOMy munum

onpegensemomy ¢du3myeckomy amuy (cybbekty
NepcoHabHbIX AaHHbIX);
npeAocTaBNeHne MepCcoHaNbHbIX  AaHHbIX —

AeNcTBUA, HanpaBNeHHble Ha PacKpbITME NepcoHaNbHbIX
OaHHbIX onpeaeneHHoOMy ULy UAW onpesesneHHOMY Kpyry
vy,

pacnpocTpaHeHue

NepCoOHA/NIbHbIX  AadHHbIX -

[eWCTBMA, HanpaB/ieHHble Ha PacKpbiTMe MNepCoHaNbHbIX
Kpyry
Win  Ha

AaHHbIX HeonpeaeneHHoOmy nny, (nepep,aqa

NepcoHaNbHbIX  AAaHHbIX) O3HaKOMNIeHne ¢
NepcoHabHbIMM AAHHbLIMW HEOTPaHUMYEHHOro Kpyra /v, B
TOM uucne o6bHapoLoOBaHME MepPCOHANbHbIX AaHHbIX B
cpeacTBax — MacCOBOMA

uHpopmauuu, pasmelleHne B

MHPOPMALMOHHO-TENEKOMMYHUKALUMOHHBIX  CETAX UM
npegocTaB/ieHne JOCTyna K NepCcoHaNbHbIM AAaHHbIM KaKMM-
b0 NHbIM cnocobom;

TPaHCrpaHU4Han nepepaua NepcoHanbHbIX
BAaHHbIX - Nepesaya NepcoHasbHbIX SaHHbIX HA TEPPUTOPUIO
MHOCTPAHHOrO rocyAapcTBa OpraHy BAACTU MHOCTPAHHOro
rocyzapcrsa, MHOCTPaHHOMY dur3nyeckomy nam
WMHOCTPaHHOMY OPUAUYECKOMY NNLLY;

YHUUTOXKEHNE NepCoHaNbHbIX AAHHbIX - 4EeNCTBUSA,
B pe3y/ibTaTe KOTOPbIX HEBO3MOXHO BOCCTAaHOBUTb
cofeprkaHne nepcoHabHbIX AaHHbIX B MHPOPMALMOHHOM
(nnn)

cncteme  nNepcCoHaNbHbIX  AadHHbIX U pe3ynbraTte

KOTOPbIX  YHWYTOXKAKOTCA  MaTepuasbHble  HOCUTENM
NepCcoHaIbHbIX AAHHBbIX.

KomnaHuua o6asaHa onybauKoBaTb WAM  WHbIM
obpasom obecneynTb  HeorpaHWYeHHbIM  JocTyn K
HacToswen NonnTrKe 06pPaboTKM NEePCOHANbHbLIX AAHHbIX B

COOTBETCTBMM C Y. 2 cT. 18.1. $3-152.

2. NPNHUUNBI U YCNOBUA OBPABOTKN NEPCOHAJIbHbBIX
OAHHbIX

2.1. NMpuHUMNbI 06paboTKN NEPCOHANbHbIX AAHHbIX

ObpaboTka  MepcoHanbHbIX  AaHHbIX y  Onepatopa

OCyLiecTBnAeTCcA Ha oCHOBe cneayrownx npuHUMNOB:

persons, and that defines the purposes of processing
personal data, the structure of personal data subject to
(operations) performed with

processing, the actions

personal data;

Personal data - any information relating directly or

indirectly to identified or being-identified individual

(personal data subject);

Provision of personal data - actions aimed at
disclosing personal data to a specific entity or a certain circle
of persons/entities;

Distribution of personal data - actions aimed at
disclosing personal data to indefinite circle of persons
(transfer of personal data) or at acquaintance of unlimited
data,
in mass media,

including
data

with personal
data

number of persons
promulgation of personal
placement in information and telecommunication networks

or provision of access to personal data in any other way;

Cross-border transfer of personal data - transfer of
personal data onto the territory of a foreign state to a public
authority of a foreign state, to a foreign individual or foreign
legal entity;

Destruction of personal data - actions following
which the content of personal data in the personal data
information system can not be restored and (or) following
which the material carriers of personal data are destroyed.

The company is obliged to publish or otherwise
provide unlimited access to this Personal data processing
policy in accordance with Part 2 of Art. 18.1 of the Federal
Law ®3-152.

2. PRINCIPLES AND CONDITIONS OF PERSONAL DATA
PROCESSING

2.1. Principles of personal data processing
The personal data processing by the Operator is carried out
on the basis of the following principles:
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- 3aKOHHOCTU U1 CNpaBeaNnBON OCHOBDI;

- orpaHuyeHMa 06pPabOTKM  MepcoHaNbHbIX  AaHHbIX

OOCTUMKEHMEM KOHKPETHbIX, 3apaHee ONpeaeneHHbIX W
3aKOHHbIX Lenew;
- HegonyuweHua o06paboTKM NepcoHasibHbIX  AAHHbIX,
HecoBMecTMMOM ¢ Lenamm cbopa nepcoHanbHbIX AaHHbIX;

- HeponyuweHusa obbeanHeHWAa 6a3 AaHHbIX, COAEPMKALLUX
nepcoHabHble JaHHble, obpaboTKa KOTOPbIX
OCYLLECTBAETCA B LLeNIAX, HECOBMECTUMbIX MeXay cobolf;

- 06paboTKM TONBKO TEX MEPCOHANbHbIX AaHHbLIX, KOTOpble
OTBEYaloT LLes 1AM ux 06paboTku;

- COOTBETCTBMA COAepXaHMA U obbema obpabaTbiBaembix
NepCcoHabHbIX AaHHbIX 3aABJEHHbIM LenaM 06paboTky;

- HegonyuweHua o06paboTKM NepcoHasibHbIX  AAHHbIX,
M3BbITOYHbIX MO OTHOLWEHWIO K 33ABAEHHBIM LENam ux
06paboTku;

- obecnevyeHns TOYHOCTM, AOCTAaTOYHOCTU U aKTyaslbHOCTU
NepPCOHa/bHbIX AAHHbIX MO OTHOLIEHUIO K LUensm obpaboTku
NepCcoHaNbHbIX AaHHbIX;

- YHUUYTOXeHuAa nbo o6e31numMBaHMA MNepCcoHasbHbIX
OAHHbIX N0 AOCTUXKEHUM Uenen ux obpaboTku nam B cnyvae
yTpaTbl HEOBXOAMMOCTU B LOCTUMKEHUM ITUX Uenen, npu
HEBO3MOXHOCTU YCTpaHeHMsas OnepaTtopom AOMYLLEHHbIX
HapyweHWW NepcoHaNbHbIX  AAHHBbIX,

ec/in MHoe He

npesycmMmoTpeHo ¢peaepasbHbIM 3aKOHOM.

2.2. YcnoBuA 06paboTKM NepcoHaNbHbIX AAHHbIX

OnepaTtop npousBoguT 06paboOTKY NEepPCcOHaNbHbIX AAHHbIX
NpY HaANYUKM XOTA Bbl OAHOTO U3 CAeayoLWmnX

YyCNoBUN:

- 06paboTKa NepcoHasbHbIX AaHHbIX OCYLLECTBAAETCA C
cornacusa cybbekTa NepcoHaNbHbIX AaHHbIX Ha 06paboTKy
€ro NepcoHasibHbIX AaHHbIX;

- 06paboTKa NepcoHasbHbIX [AaHHbIX Heobxoauma ANA
OOCTUXKEHUA uenen, NpesyCMOTPEHHbIX MeXAYyHapoLHbIM
porosopom Poccuitckot Pepepaumm MaM 3aKoHOM, ANA
oCyLLEecTBNEHUSA " BbINONHEHUA BO3/I0XKEHHbIX
3aKoHoaaTenbcTBOM Poccuiickoit ®epepauun Ha OnepaTopa
dYHKUMI, NOSIHOMOYMI U 06A3aHHOCTEN;

- 06paboTKa NepcoHasbHbIX [AaHHbIX Heobxoauma AnA

ocywiecTsieHnAa npasocyana, MCNOJTHEHUA CYAE6HOFO aKTa,

aKTa Apyroro opraHa WAM  AO/KHOCTHOrO  /vua,
noanesKalymx NCMONHEHUIO B COOTBETCTBUM c
3aKOHO4aTEeNbCTBOM Poccuiickoi depepaumn 06

MCNONTHUTENNBHOM NPONU3BOACTBE,;

- legality and fair basis;
- restrictions on personal data processing by achievement of
specific, pre-defined and legitimate purposes;

- prevention of personal data processing incompatible with
the purposes of collecting personal data;

- prevention of unification of databases containing personal
data where processing is carried out for purposes
incompatible with each other;

- processing only of the personal data that meet the
objectives of processing;

- compliance of content and volume of processed personal
data with stated processing objectives;

- denial of processing the personal data that are redundant

in relation to the stated purposes of their processing;

- ensuring accuracy, sufficiency and relevance of personal
data in relation to the purposes of personal data processing;

- destruction or depersonalization of personal data upon
achievement of the purpose of their processing or in case of
irrelevance of the need to achieve these objectives, if the
Operator can not eliminate the breach in personal data
processing, unless otherwise provided by the federal law.

2.2. Terms of personal data processing
The Operator proceeds to personal data processing in the
presence of at least one of the following conditions:

- personal data processing is carried out with the consent to
processing on the part of a personal data subject;

- personal data processing is necessary to achieve the
objectives stipulated by an international treaty of the
Russian Federation or a law, for implementation and
performance of functions, powers and duties imposed on
the Operator by the legislation of the Russian Federation;

- personal data processing is necessary for administration of
justice, enforcement of a judicial act, a deed of another
body or official that is subject to enforcement in accordance
with the law of the Russian Federation on enforcement
proceedings;
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- 0b6paboTka nepcoHaNbHbIX AaHHbIX Heobxoguma Ans

WUCNONHEHMA  O0roBopa, CTOPOHOM  KoToporo  aunbo

Bbll'O,Cl,OI'IpVIO6p€TaTe}'IEM U1 nopy4dyuTenem no KOTopomy
ABNAETCA Cyst‘KT NnepCoHanbHbIX AaHHbLIX, a TaKXe O1A

3aKo4YeHnA Aorosopa no MHUnUnaTmnse CYGBEKTa
NnepCoHaNbHbIX AaHHbIX WAW O0roBopa, N0 KOTOpOMy
Cy6'bEKT nepCcoHaNbHbIX AaHHbIX 6y,EI,ET ABNATbLCA

BblrogonpuobpeTtatenem Uav nopyyutenem;

- 0bpaboTKa NepcoHaNbHbIX AaHHbIX Heobxoauma pnn
OCYLLECTBNIEHUA MpPaB M 3aKOHHbIX MHTEpecoB onepaTtopa
WK TpeTbux uy, AMbo ANA AOCTUNKEHUA O0bLeCcTBEHHO
3HaYUMMbIX LUenel npu  yCNnoBUW, 4YTO MpU  3ITOM He
HapylwatoTca npaBa M cBoboabl CybbeKkTa MNepcoHasbHbIX
OaHHbIX;

- ocyuecTtensetcs ob6paboTka
Kpyra

npeagoctasaieH Cy6'bEKTOM nepcoHaibHbIX AAdHHbIX nmbo no

NnepCcoHaNbHbIX AOadHHbIX,

[OCTYN  HeorpaHWYeHHOoro ML, K KOTOpbIM
ero npocbbe (manee - 06UWEAOCTYNHbIE MEPCOHaNbHbIE
AaHHble);

- ocyuwectsnaetcs 06paboTKa NepCcoHasibHbIX AaHHbIX,

noanexawmx  onybsnkosaHuMio  uanm  obsasatenbHoOMy

PaCKPbITUIO B COOTBETCTBMM C peaepasibHbIM 3aKOHOM.

2.3. KoHpuaeHUMaNnbHOCTb NEPCOHA/NbHbIX AAHHbIX
Onepatop M WHble AvUa, NOAy4YMBLUME AOCTYN K
NepCcoHaibHbIM AaHHbIM, 06A3aHbl HE PACcKpbIBATb TPETbUM
ML @M U He PacnpoCTPaHATb MepCoHasibHble AaHHble 6e3
cornacusa cybbeKkTa NepcoHasbHbIX AaHHbIX, €CN UHOEe He

npeaycmMmoTpeHo ¢peaepasibHbIM 3aKOHOM.

2.4. O6wen0CTyNHbIE UCTOYHMKN NEPCOHANBHDbIX AaHHbIX

B uenax uWHPopmaumoHHoro obecneyeHus y
OnepaTopa MOryT CO34aBaTbCA 06WEA0CTYNHbIE UCTOYHUKM
NepcoHabHbIX AaHHbIX CY6bEKTOB NepCcoHasbHbIX AaHHbIX,
B TOM uucne KHurM. B

CNpPaBOYHUKN WU afdpecCHble

O6Ll.l,e,CI,OCTyI'IHbIe MUCTOYHUKN NEePCOHaNbHbIX JAdaHHbIX C
NMMCbMEHHOIo cornacua Cyﬁ'bEKTa NepPCoOHaNbHbIX AOaHHbIX

MOTyT BK/KOYaTbCA €ro ¢aMMnVIﬂ, nmmAa, oT4yecCcTBo, AaTa U

MeCTO  poxXaeHua, AOONKHOCTb, HOMepa  KOHTAKTHbIX
Tened)OHOB, aapec 3/'IeI'(Tp0HHOl7I noYyTbl n MUHblE
nepcoHa/ibHble AaHHblE, COO6LLI,aEMbIe Cy6'beKTOM

NnepCoHa/IbHbIX AaHHbIX.
CeegeHua o CYGBEKTE NepCOHaNbHbIX AOaHHbIX

AO01KHbI 6bITb B noboe Bpemsa UCKTIOYEHDbI n3

O6Ll.l,e,CI,OCTyI'IHbIX NUCTOYHUKOB MNEPCOHA/IbHbIX AaHHbIX MO

- personal data processing is necessary for the performance
of an agreement in which a personal data subject is a party
or beneficiary or guarantor, as well as for conclusion an
agreement on the initiative of a personal data subject or an
agreement under which a personal data subject will be a
beneficiary or guarantor;

- personal data processing is necessary for the exercise of
rights and legitimate interests of the Operator or third
parties or for achievement of socially significant purposes,
provided that this does not infringe the rights and freedoms
of the personal data subject;

- personal data processing is effected when the access to
these data on the part of unlimited number of persons is
provided by the personal data subject or at his request
(hereinafter - publicly available personal data);

- personal data processing is effected in respect of the data

subject to publication or mandatory disclosure in

accordance with the federal law.

2.3. Confidentiality of personal data

The Operator and other persons that are granted access to
personal data shall not disclose the personal data to third
parties or distribute them without consent of the personal
data subject, unless otherwise provided by the federal law.

2.4. Publicly accessible sources of personal data

Within the purpose of information provision, the
Operator may create public sources of personal data
subjects, including directories and address books. The
following may be included in the publicly available sources
of personal data, with a written consent of a personal data
subject: his surname, name, patronymic, date and place of
birth, position, contact phone numbers, e-mail address and
other personal data reported by the personal data subject.

The information about the personal data subject
shall be deleted at any time from publicly available personal
data sources at the request of the personal data subject, an
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TpeboBaHUO cybbekTa nepcoHanbHbIX OaHHbIX, authorized body engaged in protection of personal data

YyNO/IHOMOYEHHOrO OpraHa Mo 3awute npas Cy6bekTos

nepCcoHabHbIX AaHHbIX nnbo no peweHunto cyaa.

2.5. CneyuanbHble KaTeropumn nepcoHasbHbIX AaHHbIX
O6paboTka onepaTopom CneumnanbHbiX KaTeropui
NepcoHaNbHbIX OaHHbIX, Kacatowmxcs pacosoi,
HaLMOHaNbHOW NPUHAANENKHOCTU, NOAUTUYECKUX B3rNAL0B,
PEeNUTMO3HbIX UAN GUNOCOPCKMX YOeRaAeHUN, COCTOAHUSA
30,0p0BbA, UHTUMHOM KMU3HU, [LOMNYCKAETCA B CAYyYanAX, eCn:
- CybbeKT nepcoHaNnbHbIX [AaHHbIX Jan  cornacve B
nMcbMeHHol ¢opme Ha 06paboTKy CBOWMX MEPCOHAsbHbIX
JaHHbIX;
- NepcoHanbHble AaHHble CAenaHbl 06LenoCTynHbIMU
CyObEKTOM MEepPCOoHaNbHbIX AaHHbIX;
- 06paboTKa NepcoHaNbHbIX AAHHbIX OCYLLECTBAAETCA B
COOTBETCTBMM C 33aKOHOAATENBCTBOM O [OCYAAPCTBEHHOM
COUMANbHOM MOMOLM, TPYZOBbIM  3aKOHOLATENbCTBOM,
3aKoHogaTenbcTBOM Poccuiickoit Pegepauum o neHcUax no
rocyflapcTBEHHOMY  MeHCMOHHOMYy  obecnedyeHuto, o
TPYLO0BbIX NEHCUAX;
- 0bpaboTKa nepcoHaNbHbIX AaHHbIX Heobxoguma Ans
3alWMTbl ¥KU3HW, 300POBbA MAN WMHBIX KU3HEHHO BaAMKHbIX
MHTEPEeCcOoB CybbeKTa MepcoHasbHbIX AAHHbIX MO0 KU3HU,
3[,0POBbA UM UHbIX KU3HEHHO BaXHbIX UHTEPECOB APYruUX
ML, W NONAyYeHWe cornacusa CcybbekTa nepcoHasbHbIX
AaHHbIX HEBO3MOXHO;
- 06paboTKa NepCcoHasbHbIX AaHHbIX OCYLLECTBAAETCA B
MeZMKO-NPOPUNAKTUYECKUX LeNsaxX, B Lensx ycTaHoBAeHuA
MeZULMHCKOrO AMarHo3a, OKasaHuAa MeAULMHCKUX W
MeZMKO-COLMaNbHbBIX YCAYr MpW YCNOBMM, 4TO 06paboTKa
NepcoHaNbHbIX AaHHbIX

ocyuiecTBaAaeTcA NNUOM,

I'lpOCbeCCVIOHaJ'IbHO 3aHMMakoWmMmca Mep,VIU,VIHCKOVI

AeATeNbHOCTbIO M 06A3aHHBIM B COOTBETCTBUUM  C
3aKoHoZaTenbcTBom Poccuiickoit depepaumm  COXpaHATb
BpauyebHyto TaliHy;

- 0bpaboTKa NepcoHaNbHbIX AaHHbIX Heobxoauma pnn
YCTAaHOBNEHUA WAM  OCYLLECTBNEHWA NpaB CcybbekTa
NepcoHasbHbIX AAHHbIX MU TPETbUX /UL, @ PABHO U B CBA3M
C ocyulecTBaeHNeM NPaBoCyAus;

- 06paboTKa NepcoHasbHbIX OAHHbLIX OCYLLECTBAAETCA B
COOTBETCTBMM C 3aKOHOZATENbCTBOM 06 06A3aTe/bHbIX
BMAAX CTPAXOBaHMA, CO CTPAXOBbIM 3aKOHOA4ATENICTBOM.
ObpaboTka  crneumanbHbIX

KaTerOpVIVI nepCcoHa/IbHbIX

AaHHbIX, OCYLWEeCTBAABLUAACA B CAy4aAaX, NpeayCMOTPEHHbIX

subjects’ rights or by court order.

2.5. Special categories of personal data

The Operator’s processing special categories of personal
data relating to race, nationality, political views, religion or
philosophical views, health status, intimate life is allowed in
the following cases:

- the personal data subject has agreed in writing to have his
personal data processed;

- the personal data have been made publicly available;

- the personal data processing is carried out in accordance
with the legislation on state social aid, labour legislation,
Russian Federation legislation on state retirement pensions,
labour pensions;

- personal data processing is necessary to protect the
personal data subject’s life, health or other vital interests, or
the life, health or other vital interests of other persons,
while obtaining consent from the personal data subject is
impossible;

- the personal data processing is carried out for medical and
prophylactic purposes, for establishing a medical diagnosis,
providing medical and medico-social services, on condition
that the personal data processing is effected by a person
professionally engaged in medical activities and required to
maintain medical secrecy in accordance with the legislation
of the Russian Federation;

- personal data processing is necessary to establish or
exercise the personal data subject’s rights or those of third
parties, as well as in connection with enforcement of justice;

- personal data processing is carried out in accordance with
the legislation on compulsory insurance or with insurance
legislation.

The processing of special categories of personal data carried
out in cases provided for by Clause 4 of Article 10 of ®3-152
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nyHktom 4 cratbm 10  ®3-152, 6bITb

Hesame/IMTeNbHO NpeKpalLeHa, ecn YCTPpaHeHbl NPUYUHBI,

OOJ/IXKHA

BCneAcCTBUE KOTOPbIX OCywecTBnAanaCb UX o6pa60TKa, ecniun
MHOE He YCTaHOB/1EHO d)Eﬂ,epaﬂbeIM 3aKOHOM.

O6p360TKa NepCoHaNbHbIX AaHHbIX O CyAMMOCTU MOXKET
ocyuwecTBnATbcA ONepaTopomM UCKAKOYUTENIbHO B CAYYaAAX U
B nopAaake, KOTOpPble onpeaenAarTcA B COOTBETCTBUM C

¢6ﬂ,epaﬂbelMM 3aKOHamMmu.

2.6. BuomeTpuyeckme nepcoHanbHble faHHble

CeefeHusn, KoTopble XapaKTepusyioT

dusmonormyeckme " buonoruyeckme - 0CoHEHHOCTU
YyesioBeKa, Ha OCHOBAHWWM KOTOPbIX MOMHO YCTaHOBUTb €ro
NIMYHOCTbL (BMoMeTpuyeckne nepcoHasibHble AaHHble) MoryT
obpabatbiBaThcs OnepaTopoM  TO/bKO

npn  Haanymm

cornacua cybbekTa NepcoHanbHbIX AaHHbIX B MUCbMEHHOM
dopme.

2.7. NopyuyeHue o06paboTKu

Apyromy auuy
OnepaTop

NnepCcoHa/ibHbIX AdHHbIX

Brnpase nopy4uTb 0bpaboTky
NepCcoHabHbIX AAaHHbIX APYrOMy JNLY C COracua cybbeKTa
NepCcoHaNbHbIX AaHHbIX, €CAU WHOe He NpPesyCMOTPEHO
denepanbHbIM 3aKOHOM, Ha OCHOBAHMM 3aKAOY4AEMOro C
3TUM NMLOM gorosopa. J/1Muo, ocyuwecteastowee o6paboTky
NepcoHasbHbIX AaHHbIX MO NopyyeHuto OnepaTtopa, 06a3aHo
cobnogatb NPUHLMMBI "

npasuaa 06paboTKkn

NepCcoHasibHbIX AaHHbIX, NpeaycMoTpeHHble @®3-152 wu

HacToswwel NoanTmKkoi.

2.8.
Poccuiickoit Pegepauum

O6paboTKka nNepcoHaNbHbIX AaHHbIX FpaXAaH

B cooTBeTcTBMM co cTatbelt 2 depepanbHoro
3akoHa oT 21 utona 2014 ropga N 242-®3 «O BHeceHuu
M3MEHEHUI B  OTAENbHble  3aKOHOAATe/ibHble  aKTbl
Poccuiickon ®depepaumm B 4YacTU YTOYHEHMA NopsAAKa
06paboTKM nepcoHaNbHbIX AaHHbIX B WMHPOPMALMOHHO-
TE/IEKOMMYHUKALMNOHHbBIX CeTAX» npu cbope nepcoHasbHbIX
OaHHbIX, B TOM u4ucae nocpeacTBOM WHGPOPMaLMOHHO-

TE/IeKOMMYHUKAUNOHHOM  ceTn  "UHTepHeT", onepaTtop

06a3aH 0becneynTb 3anNncb, CUCTEMATU3ALMIO, HAKOMNIEHUE,
XpaHeHWe,  YTOYHeHue (obHOBNEHME, U3MEHEHME),
M3BNEYEHME NepPCOHasIbHbIX AaHHbIX rpakaaH PoccuicKol
depepaumm ¢ Mcnonb3oBaHWem 6a3 AaHHbIX, HAXOAALLMXCA

Ha TeppuTopumn Poccuiickoit Pepepauun, 3a UCKAOUEHUEM

must be immediately terminated if the reasons for their
processing have been ceased, unless otherwise provided for
by the federal law.

The processing of personal data relating to criminal record
may be carried out by the Operator only in cases and in the
manner set in accordance with the federal laws.

2.6. Biometric personal data

The data describing a person’s physiological and biological
characteristics, those letting to establish his identity
(biometric personal data) may be processed by the Operator
only on the basis of the personal data subject’s consent in

writing.

2.7. Entrusting personal data processing to other person

The Operator has a right to entrust personal data processing
to other person with the consent of the personal data
subject, unless otherwise provided by the federal law, on
the basis of an agreement concluded with that person. The
person engaged in personal data processing by instruction
of the Operator is obliged to comply with the principles and
rules of personal data processing provided for by $3-152
and this Policy.

2.8. Processing of personal data of Russian Federation
citizens

In accordance with Article 2 of the Federal Law N 242-®3 of
July 21, 2014 "On Amending Certain Legislative Acts of the
Russian Federation Regarding Specification of the Procedure
Data
Telecommunication Networks", the Operator is obliged,
data,
information/telecommunication

for Personal Processing in Information and

when collecting personal including through the
network "Internet", to
provide for due recording, systematization, accumulation,
storage, specification (updating, modification), extraction of
personal data of Russian Federation citizens, with the use of
databases located on the territory of the Russian

Federation, except for the following cases:
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cnydaes:
- 0bpaboTka nepcoHanbHbIX AaHHbIX Heobxoguma Ans
OOCTUXKEHUS Lenen, npesyCMOTPeHHbIX MEeXAYHapOoAHbIM
poroopom Poccuitickoint dPepepaumm uan 3aKoHOM, ANS
OCYLLEeCTBNEHUA " BbINO/IHEHUA BO3/10’KEHHbIX
3aKoHogaTenbcTBOM Poccuitickoit Pepepaumm Ha onepatopa
dYHKUMI, NOSTHOMOYMI U 06A3aHHOCTEN;

- 0bpaboTKa nepcoHanbHbIX AaHHbIX HeobxoauMma AnA
OCYLLECTB/IEHWNA NPABOCYAMUA, UCMONHEHUA CyAebHOro akTa,
Apyroro

noAanesKalmx

adKTa OopraHa nnn AONKHOCTHOIO nnua,

MCNOTHEHUIO B COOTBETCTBUN C

3aKOHO4aTEeNbCTBOM Poccuiickoi depepaummn 06
WCMNONHUTENBHOM MpOU3BOACTBE (Aanee — UCNONHEHWe
cyaebHoro aKra);

- 06paboTKa nepcoHanbHbIX [AaHHbIX Heobxoauma ANA
NCMNONHEHUA NosIHOMOYNNA

denepanbHbIX  OpraHoB

NCMNOJIHUTEIbHOMN BNacTy,

$oHzaoB,
B/1ACTU

opraHos rocyaapcCrBeHHbIX

BHe6IOp,)KETHbIX MCNONHUTENbHbIX OpraHos

rocyaapcTBeHHOM cybbekToB Poccuiickoi

depepaumm, OpraHoOB MECTHOrO CamMOynpaB/ieHua W
YHKUMIA OpraHusaumii, y4acTBylOWMX B MNpenocTaBAeHUmn
COOTBETCTBEHHO FrOCYAAaPCTBEHHbIX M MyHUUMNAAbHbIX YCAYT,
npeaycMmoTpeHHbIXx depepanbHbiM 3aKOHOM OT 27 uonA
2010 roga N 210-93 «0O6 opraHu3auum npeaocTaB/eHuUn
rocyZapCTBEHHbIX W MYHMLMNANAbHbLIX YCAYr», BK/OYan
pernctpaumio cybbekTa NepcoHanbHbIX AaHHbIX HA eAUHOM
nopTase rocyfapcTBEHHbIX U MyHULMNANbHBIX YCAYT U (MAn)
pernoHanbHbIX nopTanax rocyapCTBEHHbIX "
MYHUUMNANbHBIX YCAYT;

- 0bpaboTka nepcoHaNbHbIX AaHHbIX Heobxoguma Aans
OCYLLEeCTBAEHUA npodeccMoHanbHoOM neaTenbHoCTU
KypHanucta M (MAKM) 3aKOHHOW AeATeNbHOCTM CpeacTsa
maccoBol MHPOpMaUUM MMBO HayYHOM, NUTepPaTyPHON NN
WHOW TBOPYECKOWN AeATeNbHOCTU NPU YCNOBUU, YTO NPU STOM
He HapywatloTcA npaBa W 3aKOHHble WHTepecbl cybbeKTa

NepCoOHa/IbHbIX AaHHbIX.

2.9. TpaHCcrpaHU4YHaA nepepaya NepcoHaNbHbIX AaHHbIX

OnepaTop o06na3aH ybeantbcA B TOM, 4TO

MHOCTPAHHbIM TOCYAapCTBOM, Ha TEpPpPUTOPUID KOTOPOro
npegnosaraetca OcCywecTBnATb nepenadvyy nepCcoHaNbHbIX

AaHHDbIX, obecneunBaeTca afeKBaTHaA 3aWuTa npas

Cy6'beKTOB NnepCoHaNbHbIX AaHHDbIX, Ao Ha4vana

ocyLwiecTsieHnA Ta KoM nepenayu.

- personal data processing is necessary to achieve the
objectives stipulated by an international treaty of the
Russian Federation or a law, for implementation and
performance of functions, powers and duties imposed on
the Operator by the legislation of the Russian Federation;

- personal data processing is necessary for administration of
justice, enforcement of a judicial act, a deed of another
body or official that is subject to enforcement in accordance
with the law of the Russian Federation on enforcement
proceedings (hereinafter - enforcement of a judicial act);

- personal data processing is necessary for exercise of
powers of federal executive bodies, state off-budget funds’
authorities, executive bodies of state power of the Russian
Federation entities, local self-government bodies, and to
meet the functions of organizations participating in
provision of state and municipal services, respectively,
envisaged by the Federal Law N 210-®3 of July 27, 2010 "On
Organization of State and Municipal Services", including
registration of personal data subject in the unified portal of
state and municipal services and (or) regional portals

providing state and municipal services;

- personal data processing is necessary for exercise of
professional activities of a journalist, and (or) legitimate
activity of a mass media body, or scientific, literary and
other creative activity, on the condition that the rights and
lawful interests of the personal data subject are not
violated.

2.9. Cross-border transfer of personal data

The Operator is obliged to make sure that the
foreign state to which it is intended to transfer the personal
data ensures adequate protection of the personal data
subjects’ rights, prior to such transfer.
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TpaHcrpaHWyHan nepeaada nepcoHasibHbIX AaHHbIX
Ha TePPMTOPMM MHOCTPAHHBIX FOCYAaPCTB, He
obecneumBaloWwMx afeKBaTHOM 3aWuTbl NpaB CybbLEKTOB
NepCcoHaIbHbIX AaHHbIX, MOXKET OCYLLEeCTBAATLCA B
cnyyanx:
- HanuuuMa cornacus B NUCbMeHHOM ¢opme cybbeKkTa
NepcoHabHbIX AAHHbIX Ha TPAHCTPAHWUYHYIO Nepeaady ero
NepCcoHasibHbIX AAHHBIX;
- UCMO/NHEHWA [O0roBopa, CTOPOHOM KOTOpPOro ABAseTcA

CyObEeKT NEPCOHANbHbIX AAHHbIX.
3. MPABA CYBBEKTA NEPCOHA/IbHbIX AAHHbIX
3.1. CornacMe cybbeKTa nNepcoHaNbHbIX AAHHbIX Ha
06paboTKy ero nepcoHaNbHbIX AAHHbIX

CybbeKT MepcoHaNbHbIX  AaHHbIX  NPUHUMaEeT
pelleHve O NpeaoCTaB/EHUN ero NepcoHanbHbIX AAHHbLIX U
[aeT cornacme Ha ux obpaboTKy cBoboaHO, cBOE BOMEN U B
cBoem WHTepece. Cornacve Ha 06pabOTKy MepcoHabHbIX
OaHHbIX MOeT OblTb [aHO CyH6beKTOM NepCoHasbHbIX
OaHHbIX UM ero npeacrasutenem B N0bon nossonstolemn
noatsepanTb GaKT ero nosayyeHus Gpopme, ecin MHoe He

yCTaHoBNEHO denepasibHbIM 3aKOHOM.

3.2. MpaBa cy6beKTa NepcoHasbHbIX A4aHHbIX
Cy6beKT nepcoHasibHbIX AaHHbIX MMeeT MpaBo Ha

nonyyeHne y Onepatopa wuWHOpMauLUK, Kacatoweica

06paboTKM ero nepcoHanbHbIX AAHHbIX, €C/IM TaKoe NpaBo

He orpaHuMyeHo B cooTBeTcTBMM C  deaepasibHbIMM

3aKoHamu. CybbeKkT nepcoHanbHbIX AaHHbIX  Bhpase

Tpebosatb OT OnepaTopa YTOYHEHUA €ro MNepcoHasbHbIX
OaHHbIX, UX GNOKMPOBAHUA WMAN YHUUTOXKEHMA B C/yvae,
eCAM  MepcoHasbHble fAaHHble ABAAIOTCA  HEMONHbIMMU,
YCTapeBWMMMN, HETOYHbIMM, HE3AKOHHO MOYYEHHBIMU UK
He ABAAIOTCA HEOBXOAUMbIMM ANA  3aABNEHHOW Lenu
06paboTKM, a TaKXKe MPUHUMATb NpPesyCMOTPEHHble
3aKOHOM Mepbl NO 3aLmTe CBOMX MpPas.

O6paboTka MepcoHaNbHbIX AAHHLIX B LEnsax
NpoABUKEHNA TOBApPOB, PaboT, ycayr Ha pbiHKe nyTem
OCYLLECTBNIEHUA  NPAMbIX  KOHTAaKTOB C  CybbekTom
NepcoHabHbIX AaHHbIX (NOTeHUMaNbHbIM NoTpebutenem) c

NOMOLbIKO CpeacTtB CBA3N, a TaKXe B UENAX NoINTUYECKOMN

armtTaumu AonyCKaeTcA TONbKO npu ycnosuu
npeasapuTenbHoOro cornacuA Cy6'bEKTa nepCcoHaNnbHbIX
AaHHDbIX.

The cross-border transfer of personal data to the
territory of foreign states that cannot secure adequate
protection of personal data subjects’ rights may be effected
in the following cases:

- consent in writing of the personal data subject to cross-
border transfer of his personal data;

- execution of agreement where the personal data subject is
a party.

3. PERSONAL DATA SUBIJECT’S RIGHTS

3.1. Personal data subject’s consent to processing of his
personal data

The personal data subject takes a decision to
provide his personal data and agrees to their processing
without coercion, of his own free will and in his interests.
The consent to processing of personal data may be given by
the personal data subject or his representative in any form
that allows to confirm the fact of its receipt, unless
otherwise provided by the federal law.

3.2. Personal data subject’s rights

The personal data subject has a right to receive
information from the Operator regarding processing of his
personal data, if such right is not restricted in accordance
with the federal laws. The personal data subject has a right
to demand the Operator’s verification of his personal data,
their blocking or destruction - if the personal data are
incomplete, outdated, inaccurate, illegally obtained or are
not necessary for the stated purpose of processing — and to
take measures provided by law to protect his rights.

Personal data processing aimed at promotion of
goods, work, services in the market, through direct contacts
with the personal data subject (potential consumer) by
means of communication, and for the purposes of political
agitation, is allowed only with the prior consent of the
personal data subject.
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Onepatop 06f3aH HemMenNeHHO NpPeKkpaTUTb Mo
TpeboBaHMIO CybbEKTa MepCOoHabHbIX AaHHbIX 06paboTKy
€ro NepcoHanbHbIX AaHHbIX B BblleyKa3aHHbIX Lensx.

3anpewgaeTca

npuHATHNE Ha OCHOBaHUKN

NUCKNIIOYUTENBHO aBTOMATM3MPOBAHHOM 06paboTkn

nepCcoHabHbIX AaHHbIX pEUJEHMﬁ, nopoxaatuwmnx

ropngnyeckmne nocneactsuA B OTHOWEHUU Cy6'beKTa

NepCcoHabHbIX AaHHbIX nnu WHbIM obpasom
3aTparvBaloWMX ero npaBa W 3aKOHHble WHTepechbl, 3a
WCK/IIOYEHNEM C/lyYaeB, NPefyCMOTPEHHbIX desepanbHbimu
3aKOHaMK, MAW MPU HaAM4YUKM COrfacua B MUCbMEHHOWM
bopme cybbeKTa NEPCOHANbHbIX AaHHBbIX.

Ecnn cybbeKT nepcoHasibHbIX SAaHHbIX CYUTAET, YTO
Onepatop ocyuwecTeafseTr 06paboTKy ero nepcoHaNbHbIX
OaHHbIX C HapyweHuem TpeboBaHui ®3-152 uam MHbIM
obpasom HapywaeT ero npaBa W cBobogbl, CybbEKT
NMepcoHabHbIX AaHHbIX BNpaBe obanosatb AeNCTBUA UK
6espelictene OnepaTopa B YNONHOMOYEHHbIM OpraH no
3alWmTe MpaB CYObEKTOB NEPCOHasbHbIX AAaHHbIX WMAW B
cyaebHom nopagke.

CybbeKT nepcoHanbHbIX AAHHbLIX MMeeT MPaBo Ha
3aLUMTY CBOMX MPAB M 3aKOHHbIX MHTEPECOB, B TOM YMCae Ha

BO3MelleHNe yBbITKOB U (M1M) KOMMeHCcaumMo MOPanbHOro

Bpeaa.

4. OBECNEYEHUE BE3OMACHOCTU NEPCOHAJIbHbIX

OAHHbIX
besonacHocTb nepcoHanbHbIX OaHHbIX,
obpabaTbiBaeMbIx Onepatopom, obecneynsaeTca

peanusaumeit NPaBoBbIX, OPraHM3aLMOHHBIX U TEXHUYECKUX

mep, Heobxoaumbix ana  obecneyeHua TpeboBaHUi

¢ep,epaanoro 3aKOHO4aTeNnbCTBa B obnactu 3alWnThbI

NepCoHa/IbHbIX AaHHbIX.

Ona

Aocrtyna K

npeaortspauleHna  HeCaHKUMOHUMPOBAHHOIO

nepcoHasbHbIM  AaHHbIM  Onepatopom
NPUMEHAIOTCA Ccleaylowme OpraHM3aLMOHHO-TEXHUYECKNe
mepbl:

- Ha3HayeHuWe [JOMKHOCTHLIX /ML, OTBETCTBEHHbLIX 3a
opraHusaumnio 06paboTKM U 3aLLMUTbl NePCOHaNbHBIX AAHHbIX;
- OrpaHMuYeHMe cocTaBa /ML, AOMYLLIEHHbIX K ob6paboTke
NepCcoHaibHbIX AAHHBbIX;

- 03HaKoMNeHue cybbeKToB ¢ TpeboBaHUAMK delepanbHOro
3aKOHOZATeNbCTBA M HOPMATUBHBIX AOKyMeHToB OnepaTtopa

no o6pa60TKe M 3aWnTe nepCoHaibHbIX AaHHbIX;

The Operator shall immediately stop processing the
personal data upon request of the personal data subject, for
the above purposes.

It is prohibited to take decisions entailing legal
consequences in respect of a personal data subject on the
basis of exclusively automated processing of personal data,
or decisions otherwise affecting his rights and legitimate
interests, with the exception of cases provided for by the
federal laws, or having the consent of the personal data
subject in writing.

If the personal data subject deems that the
Operator carries out processing of his personal data with
infringement of the provisions of ®3-152 or otherwise
violates his rights and freedoms, then the personal data
subject has a right to appeal against the actions or omission
of the Operator to the Authorized body engaged in
protection of personal data subjects’ rights, or to apply to
court.

The personal data subject has the right to protect
his rights and legitimate interests, including compensation
of damage and (or) compensation of moral harm.

4. PROVIDING PERSONAL DATA SECURITY

The security of personal data processed by the
Operator is provided through implementation of legal,
organizational and technical measures necessary to meet
the requirements of the federal legislation in the field of
personal data protection.

To prevent unauthorized access to personal data,
the Operator practices the following organizational and
technical measures:

- appointment of officials responsible for organization of
processing and protection of personal data;

- restriction of the number of persons admitted to personal
data processing;

- familiarization of entities with the requirements of the
federal legislation and the Operator’s regulatory documents
for processing and protection of personal data;
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- OpraHM3auma y4yeTa, XpaHEHUs U obpalleHns HocuTenew,
cogepKalmnx MHPOpPMaLMIO C NeEPCOHANbHBIMU AaHHbIMW;

- onpeaeneHue yrpo3 6e30MacHOCTM NePCoOHasIbHbIX AAHHbIX
npu nx obpaboTke, GopMMPOBAHNE HA UX OCHOBE MOAEeNEN
yrpos;

- paspaboTKka Ha OCHOBE MOAENU YrpO3 CUCTEMbI 3aLMUThI
NepcoHaNbHbIX AaHHbIX;

- MpoBepKa roToBHOCTU U 3GGEKTUBHOCTM MCMOb30BAHUA
CpeAcTB 3aWnTbl UHPOpMaLMK;

- pasrpaHuyeHue JocTyna nonb3osarteneun K
MHPOPMALMOHHBIM pecypcam W NPorpaMmmHO-annapaTHbIM
cpeacTeam 06paboTkm MHGopmauuu;

- peructpauMs M y4yeT OENCTBUA  MONb30OBaTenem
NHPOPMALMOHHBIX CUCTEM NEPCOHANBHBIX AAHHBbIX;

- WCMNONb30BaHWE aHTUBWMPYCHbIX CPeACTB U CPeacTs
BOCCTaHOB/IEHMA CUCTEMbI 3aLUMUTbI NEPCOHAbHbLIX AAHHbIX;
- NpUMeHeHMe B HeobxoaMMbIX CAy4aax CpPeacTs
MEKCETEBOro 3KPaHWPOBAHUSA, OOHapyXKEHUA BTOPXKEHWUN,
aHaNM3a 3aWMUWEHHOCTM W cpeacTB Kpuntorpaduyeckon
3aWmnTbl HGOPMaLUWY;

- OpraHv3auMa MPOMYCKHOro peXuma Ha TeppuTopuio
OnepaTopa, OXpaHbl

I'IOMELLI,eHVII‘/II C TeEXHNYEeCKnmun

cpeacTBamu 06paboTKM NepcoHanbHbIX AaHHbIX.

5. 3AK/TIOYUTE/IbHBIE NOJTIOXEHUA

MHble npasa u obasaHHocT Onepartopa B CBA3M C

0b6paboTKOM  MepcoHaNbHbIX  AAHHbIX  OMpeaenatTca
3aKoHogaTenbctBomM Poccuiickoit dPepepaumm B obnactu
NepCcoHabHbIX AaHHbIX.

PaboTHMKM OnepaTopa, BMHOBHblE B HapyLUEHWUW
HOpM, peryavpytowmx o6paboTKy M 3aWwmUTy NepcoHasnbHbIX
JaHHbIX,  HecyT

MaTepuanbHylto, ANCUUNNNINHAPHYIO,

AOMUHUCTPATUBHYIO, rpaxXaaHCKo-NnpaBoByrO nnun
YronosHyro OTBETCTBEHHOCTb B NopAAgKe, YCTaHOB/IEHHOM

¢6ﬂ,epaﬂbelMM 3aKOHamMmu.

- organization of due accounting, storage and handling of
carriers containing personal data;

- identification of threats to personal data security in the
course of their processing; formation of threat models on
their basis;

- development of a personal data protection system based
on the threat model;

- checking the working condition and efficiency of
information protection tools;

- differentiation of users' access to information resources,
software and hardware for information processing;

- registration and record of actions of personal data
information systems’ users;

- use of anti-virus tools and means for restoring personal
data information systems;

- application, as necessary, of firewalls, intrusion detection
means; analysis of security condition and of the means of
cryptographic protection of information;

- organization of access control in the Operator’s territory,
guarding of premises containing technical facilities for
personal data processing.

5. CONCLUDING PROVISIONS

Any other rights and obligations of the Operator
relating to personal data processing are set by the
legislation of the Russian Federation in the area of personal
data.

The the

regulations governing processing and protection of personal

Operator’'s  employees infringing
data incur material, disciplinary, administrative, civil or
criminal liability in the manner established by the federal

laws.
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