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Abstract: This feature issue presents a collection of recent theoretical and expaliment
developments in the field of quantum key distribution (QKD) and its extension to other quantum
cryptography protocols and devices. It encompasses work on a variety of QKD protocols
including continuousariable, measuremedevice independent, and twiield QKD, as wellas
other newly proposed protocols, in platforms ranging from optical fiber through tessgire
indoor and satellite links. It covers examples of hacking strategies andahdgroneasureas
well as applications of machine learning techniques in designing quantum netivalés
includes new developments in efficient superconducting photon-number resolving dedsctor
well as fast quantum random number generators. Distinctively, this feauweedssonstrates
how different expertise in science and engineering can come together to produdecane that
hopefully takes us one step closer to the wide-scale deployment of quantum cortionsica
technologies.

© 2019 Optical Socigy of America

Quantum information science is in a transition phase to become a technology. ltkadirand,
guantum key distribution (QKD) is arguably the most advanced quantum techrmiognysing
informationtheoretic security guaranteed by fundataéquantum mechanical lave$ nature.
Since the invention of the celebrated BB84 protocol, three decades ago, this fledemas
growing steadily, as witnessed by the recent intercontinental satellite @KDnstration

between China and Austria, as walthe 200®&m-long BeijingShanghai QKD link launched

in 2017, among other initiatives pursued across the world. Despite these achievements, wide
adoption of QKD technologies will benefit from continuous efforts in addressing a number of
important challeges, including secure distribution of keys over long distances at high rates,
integration of QKD networks with the existing infrastructure for data comeatians networks,
providing easy access to end users at a low cost, and ensuring the securdtyoal peitings.

All these should come together in QKD services offered in future quantum communications
networks. Such networks will then offer a platform for the deployment of other quantum
communications technologies, i.e., beyond QKD applications,asignantum digital

signatures.

This feature issue on QKD and beyond has a collection of work that addresses the above
challenges. Agnedt al. demonstrate some new techniques for subnanosecond timing accuracy



for satellite communications [1]. This wilhable highrate lownoise longdistance satellite

QKD links to be established. Novel structures for QKD networks have been predeattedss,
with wireless functionality [2], and core, featuring reconfigurability [&Yers with Caet al.

using software defined networking concepts to design QKD networks [4]. These sl
increasing interest in applying machine learning techniques to optineipetformance ad)KD
systems [57]. The security of practical implementationsla#so been addresséy devising
hacking strategies8f10], with their corresponding countermeasures, as well as by accounting
for realistic imperfections and finHeey effects in the security analysis []1Thefeature issue
also covers some less conventional protocols [12,13], relying on ambiguowdisstateination,

as well as insight into muithode and higldimensional QKD systemd44,19. It also features
new quantum secure direct communication techniques to solve the key-disclosure ptéhlem [
Last, but not leasthe feature issue covers recent advancements in fast integuatedm

random number generators [17,18] and photon-number resolving detectors based on
superconducting technology [[19

We hope that this feature issue provides a useful reference for the latest denésaprthe

field, and stimulates further interdisciplinary collaborations to tackle thairéng deployment
challenges of quantum communications technologies. We would like to express ibwdetat

the former Editolin-Chief, Grover Swdzlander, for his support and encouragement, and journal
staff for their help and patience. Finallye would like to thank all the authors and the dedicated
reviewers, without whose efforts this feature issue would have not been possible.
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