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Abstract—Peer-to-peer networks are widely used today. 

Due to this wide use, they are the target of many attackers. 

The most mentionable of them is the Sybil attack. This is 

an attack in which it creates many fake identities. In this 

paper, the detection scheme and efficient mitigation 

mechanism to counteract Sybil attack in the peer-to-peer 

network is proposed. The proposed Sybil detection 

scheme is used to detect Sybil attack. The detection of 

Sybil attack is depending upon the behavior of the 

packets. The identity and the location of the packet are 

checked. If the location and identity of the packet are 

changed than that of the mentioned, the packet is detected 

as a Sybil attack. Sybil mitigation scheme is the 

combination of cost incurred method and certified 

authentication method. The Sybil packet will be removed 

by closing read/write operations. The proposed scheme is 

evaluated on the basis of detection rate and false positive 

rate. The experimental results show that Sybil attack is 

accurately detected by the proposed system in terms of 

low false positive rate and high detection rate. Moreover, 

the proposed system works efficiently in terms of Sybil 

detection rate and false positive rate.  

 
Index Terms—Peer-to-peer networks, Sybil attack, Sybil 

detection scheme, Sybil mitigation scheme, Sybil 

detection rate, false positive rate. 

 

I.  INTRODUCTION 

The communication has to take place through the 

network between the peer-to-peer systems. P2P systems 

are the distributed systems, the communication between 

them happens through internet. The communication 

between P2P systems may include sharing of confidential 

data. Confidentiality of data should be maintained in such 

systems. The data privacy and confidentiality in the 

network is maintained by maintaining the network 

security. Security of networks plays vital role in 

transactions and communications. Many researchers have 

developed mechanisms for detection and defence of all 

possible attacks and threats.  The mechanisms proposed 

sometimes fail to address the problem of security and 

sometimes may prove as an effective one. So, the aim of 

this chapter is also to propose the effective and efficient 

mechanism in detecting and mitigating the Sybil attack. 

Amongst many harmful attacks, is the Sybil attack in 

which, the fake identities are created by the malicious 

node and the created fake identity claims to be a different 

node. Sybil attack has become the genuine problem in 

many different networks like Wireless Sensor Network 

(WSN), Ad-hoc networks like VANETs and MANETs, 

Social networking sites, e-commerce applications 

[1][2][3][4][5][11][13][14][19][31]. The effects of Sybil 

attack in such networks are also different. Some examples 

of such systems can be quoted as: in voting system, for 

the political advantages, many fake IP are created to cast 

votes and also to alter the result of the searches of the 

related terms. In ad-hoc networks like MANETs, the lack 

of centralised authority leads to Sybil node misleading 

the honest nodes resulting hijacking the honest nodes [26]. 

Also in wireless sensor networks, the energy and power 

consumption are used on account of making attack 

successful [19] [20]. In social networking sites, the rate of 

fake identities accounts acceptance is increased [12]. 

Many peer-to-peer systems are vulnerable to Sybil 

attack in which an adversary creates many bogus 

identities called Sybil identities and try to gain the control 

of the network by polluting the network with the fake 

identities [30]. In peer-to-peer networks, the identities are 

used as an abstraction to hide the correspondence of the 

identities. By default, each identity corresponds to the 

distinct entity whereas after Sybil attack, many identities 

correspond as a single local entity. After becoming part 

of the peer-to-peer network, fake identities may then 

overhears the communication or act maliciously. By 

masquerading and presenting multiple fake identities, it 

becomes easier for an adversary to control the network 

substantially. Sybil attack is divided into taxonomies 

depending upon their behaviour [19][31]. Sybil node may 

directly communicate with the honest node or may steal 

the identity of the other nodes or may create some 

identities to work in the network. 

We propose the mechanism to handle the Sybil attack 
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in the peer-to-peer network. The proposed approach 

contains the combination of the mechanism for detecting 

and mitigating the Sybil attack. The detection mechanism 

works by observing the behaviour of the malicious file. 

The Sybil mitigation mechanism is combination of the 

two approaches that is cost incurred and certified 

authentication. This will be further elaborated in the 

coming section. Rest of the paper is organised as: section 

II contains related work about the topic discussed. 

Security issues and problem definition will be discussed 

in section III. The proposed work will be explained in 

section IV. The results and discussion part will be 

included in section V. Section VI contains the conclusion 

and future scope.  

 

II.  RELATED WORK 

Sybil attack has affected to the number of networks 

showing different effects. Many defense systems were 

proposed for various networks. The defense systems 

previously proposed for different networks with the 

issues are discussed in this section. 

A.  Social Network 

There are many defense systems developed for social 

networks. Sybil Defender [3] is a defense mechanism 

which is depending upon the random walks within the 

social network. Wei Wei et al. proposed this mechanism 

for the large social networks using real network data as a 

database. They claimed that this mechanism can correctly 

identify Sybils within the network. It is observed that the 

detection rate is slower as random walks were used. Neil 

Zhenqiang Gong et al.[4] proposed a scheme based on 

semi supervised learning framework. This scheme is able 

to accurately detect the Sybil nodes with low false 

positive rate. This scheme is also called as a ranking 

mechanism. Yu et al. [12] uses the fast mixing property 

of the social networks. The trustworthy social networks 

were used to detect the Sybil node within the network. In 

this proposed approach, each node creates its routing 

table for the incoming as well as outgoing edges. After 

that, it starts the random walk considering the adjacent 

node in the routing table and publicly registers the 

random walk starter and witnesses node if it becomes 

suspect. The verifier detects whether the suspect is Sybil 

or not. This approach gives 99.8% result in verifying the 

suspect as Sybil attack. Pengfei Liu et al. [6] proposed a 

scheme using an algorithm based on set of iterative 

optimization. This proposed scheme was evaluated based 

on the real world social topology. This algorithm is 

effective in directed social network for detection of the 

region of sybils. 

B.  Wireless Sensor Networks 

Wireless sensor networks have many challenges, in 

spite of all challenges; the researchers were able to 

defend Sybil attack in such networks. Liang Xiao et al.[9] 

developed a mechanism to counteract against Sybil attack  

 

in WSN. A concept of enhanced physical layer 

authentication scheme was used. The performance is 

examined on the basis of many parameters as bandwidth, 

signal power, number of channel estimates, number of 

Sybil clients and number of access points. It can be 

executed in most of the existing WSN and with very low 

overheads. This scheme works better when the terminals 

are inside buildings or in crowded urban areas. Spatial 

correlation of Received Signal Strength was used by 

Yingying Chen et al. [10] to construct the attack detection 

model. This was performed on the real network setup that 

is, IEEE 802.11 and IEEE 802.15.4. This model was able 

to detect the Sybil attack with high detection rate and low 

false-positive rate. Concept of light weight identity 

certificate method was used by Qinghua Zhang et al. [27] 

to defend aginst Sybil attack in WSN. This method 

provides a means for authentication of all data messages. 

Overhead computations were shown to be acceptable in 

sensor networks. 

C.  Ad-hoc Networks 

P. Vinoth Kumar [15] used Batch authenticated and 

key agreement scheme to authenticate multiple requests 

sent from number of vehicles. Batch verification 

algorithm was used to classify the requests obtained from 

various vehicles to provide immediate response to the 

emergency vehicles. The data of ad-hoc vehicular 

network was used to evaluate this proposed scheme. By 

restricting the timestamps provided by road side units 

Sybil attack can be prevented in early stages itself. Shan 

Chang et al. [11] used the trajectories of vehicles while 

preserving their location privacy concept to defend Sybil 

attack in vehicular ad-hoc network. The performance of 

the scheme was used on false positive and false negative 

error. Footprint can largely restrict Sybil attack and can 

enormously reduce the impact of Sybil attack. The 

concept of packet delivery ratio was used to identify the 

Sybil attack by V. Palansamy et al. [26]. Simulated 

graphs were used to analyze the performance of the 

proposed model. Sybil attack can be efficiently and 

effectively detected in online auction group.  

D.  Peer-to-peer Networks 

Wang et al.[1] used neighbor similarity trust to detect 

Sybil attack in e-commerce site, in which, the duplicate 

attack peers are detected as a neighbors. Non-trustworthy 

rate and detection rate are the parameters used to evaluate 

the proposed mechanism. Sybil attack can be effectively 

minimized using this proposed approach and is much 

effective in e-commerce applications. Chayan Banerjee [7] 

used a new type of indirect validation in which the two 

stage validation is useful in checking the suspected node 

is a Sybil node or not.  It is less in storage and computing 

complexity. This is an effective mechanism in defending 

Sybil attack in peer-to-peer network. Symons were 

chosen dynamically also were entrusted with moderating 

the transactions, this concept was used by Jyothi B S et al. 

[14]. The probability of considering the sybils and 

detecting them was higher in this proposed approach. 
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III.  SECURITY ISSUES IN P2P NETWORK AND PROBLEM 

DEFINITION 

Securing data in peer-to-peer network is a challenging 

task, due to their open nature. As, in p2p,the peers cannot 

be necessarily trusted to have a safe data sharing, it is 

important to build a trusted and secured data sharing 

application for p2p network. The environment in which 

peers function is open, which welcomes any peer to join 

the network. These peers cannot be trusted and hence 

these peers are more vulnerable to the attacks such as, 

Sybil attack. Today’s p2p network does not totally fulfill 

the requirements of the security of the network like 

availability and file authentication. As, it may be difficult 

to prevent Sybil attack in p2p network, it is important to 

develop techniques that are able to: 1) Detect attack, 2) 

Mitigate attack and also 3) manage to communicate with 

the other peers. 

A. Availability 

There are different resources availability requirements 

that are important to the p2p systems. Each node in p2p 

system should be able to communicate with the other 

nodes in a system to offer resources. In Sybil attack, an 

intruder may gain access of resources even if not granted, 

by creating the fake identities.  

B. File Authentication 

It is the second security requirement for p2p systems. 

An authentication should be sent by the sending peer and 

should be exactly received by the other peer in order to 

provide the authentication of file sharing. A masquerade 

may use the suspected physical device to send the 

authentication message to the peer which it may have 

considered it is coming from the authenticated peer. 

Hence looking at the above security issues of p2p 

system, it is necessary to build a mechanism to counteract 

Sybil attack by considering these issues. The built 

mechanism should also be efficient enough to handle the 

Sybil attack. 

 

IV.  PROPOSED WORK 

This section explains the proposed approach for the 

detection and mitigation of Sybil attack. We propose a 

Sybil Detection Scheme for detecting the Sybil attack in 

the network and Sybil Mitigation Scheme for removing   

A. Sybil Detection Scheme 

Sybil detection scheme is proposed for detection of 

Sybil attack in the network. The main objective of this 

scheme is to detect the Sybil attack in the network to 

make it easy to defend network from such harmful attacks. 

The proposed approach for detection of Sybil attack is 

based on the behavior of packet when entered into the 

network. The Sybil packet shows the behavior as it 

creates fake identities targeting the system and takes the 

control of the network to steal information in the network. 

The proposed detection mechanism is also based on this 

behavior. 

The proposed approach works on the behavior of 

received packet. The incoming packet in the network 

carries their identity and location where it is to be placed. 

ID and location are the two distinguishing parameters for 

normal packets from Sybil attack packets. As the ID and 

location of the packet after entering in the network is 

same as that of the received packet, then it is detected as 

the normal packet. But if the incoming packet makes its 

copies that is creates the fake identities at different 

location that that of mentioned, then it is detected as a 

Sybil attack packet. This will be continued throughout the 

stream of packets and for each packet, the packets 

showing the behavior as Sybil, will be counted and give 

the count of the detected Sybil packets. Fig. 1 shows the 

flow of Sybil detection scheme. 

 

 

Fig.1. Flow of Sybil Detection Scheme 

Step:  Before detection is to be done, the server client 

connectivity is must to establish the communication 

between these two systems 

 

1) While client communicates with the server Receive 

packets from client by the server. 

2) Check the behaviour of the received packet based on 

the condition: 

 

If 

    IDrecvd=IDmentioned in packet 

Detect the packet as the normal packet. 

Else 

    If 

       IDrcvd≠ IDmentioned in packet 

Detected packet is the malicious packet. 

       End If 

     End Else 

  End If 

 

3) Check the location of the received packet based on 

the conditions: 

 

If Loc rcvd=Locmentioned 
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  Detect the packet as the normal packet 

Else 

   If Loc rcvd≠Loc mentioned 

     Detect the packet as the malicious packet 

     Find the location of the multiplied packets 

         Detect the packet as the Sybil packet 

      End If 

   End If 

 

B. Sybil Mitigation Scheme 

The next step after detection of Sybil attack is to 

mitigate in the network to stop it causing unnecessary 

damage to the network. This scheme is designed by 

keeping in mind, the drawbacks of the earlier proposed 

mechanisms of defending network from Sybil attack. The 

earlier proposed approaches for defending network from 

Sybil attack are either much costlier of they are based on 

the models which themselves are vulnerable to the attacks. 

We propose a cost efficient and effective Sybil mitigation 

scheme to make network free of this harmful attack.  

Proposed Sybil Mitigation Scheme is the combination 

of the two schemes that is, cost incurred and certified 

authentication. The incoming file in the network will be 

accompanied by the location and the authorization key. 

This authorization key is generated using MD5 algorithm. 

The key is signed and this is kept as a unique key for each 

file. If the key verification with the original key fails, and 

if it is making the multiple copies of itself at the various 

locations, the path is traced for the multiple copies 

formed to get the details as where the copies of the file 

are formed. If the file without permission is trying to 

make copies of itself at different locations other than the 

specified one, that file is not allowed to make copies of it 

by withdrawing the read/write actions. The multiple 

copies will not be formed by this way and even if formed 

will not be able to modify the contents of the file or to 

write the malicious code which can be harmful for the 

information in the network. In this approach the cost and 

time is minimized as, the file is denied with the read/write 

permission before behaving maliciously and it is stopped 

from making harm to the network. 

 

Steps: 

 

1) If Locrcvd≠Locmentioned 

        The file is the Sybil file 

 

2) Find the location of the multiplied files 

3) Close the read/write operations of the file 

 

       End If 

          For each location of incoming file 

      Do 

 

        Apply MD5 to generate the authorization key. 

        Apply Signature to make it unique 

 

    If Keyverified≠Keygenerated 

       Trace the path of the multiplied files by detecting the 

location 

4) Close the read/write operations of the file 

 

 

Fig.2. Diagram Showing Flow of Sybil Mitigation Scheme 

 

V.  RESULTS AND DISCUSSION 

A. Experimental results 

The first step before proceeding is to make the server 

client environment. The server client environment is 

created by letting the server communicated with the client. 

The client and server will recognize themselves and the 

communication will take place as the gateway is 

established. Fig. 3 shows the status of server before 

starting the communication. The server status is shown as 

―Stopped‖ as the server is yet to start. 

Before starting the server, the file receiving path is to 

be selected to keep the file received by a server. The 

status will be changed as: Server Status: running and 

waiting to receive file. The key receiver window will be 

opened after starting the server. Fig. 4 shows the server 

status and the file receiving path. Also, fig. 5 shows the 

key receiver window. 

At the client side, the window to select the file to send 

to the server will be opened. From this window, we can 

select the file to be sent. The IP address is also shown on 

the window. The IP to connect to the server is to be 

inserted to make the communication secured and 

authenticated. The file to be uploaded can also be 

encrypted to provide the verification of the client. Fig. 6 

shows the client side window where the file name is the 

name of the selected file that is, Sybil file and the text of 

the file is also shown in the text box on left. After 

uploading a file, the file will be in authentication process 

as to provide the established communication 

authentication. The status of the client will be 
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disconnected as a file is in authentication process. Only 

after the process has been completed, the client will be 

connected to the server. After the authentication is over, 

the key window will be opened. 

 

 

Fig.3. Status of the Server before Starting Communication 

 

Fig.4. Server Status and File Receiving Path 

 

Fig.5. Key Receiver 

 

Fig.6. File Uploading At Client Side 

 

 

At the key window, the username and password of the 

user will be displayed and this information along with the 

key computed will be transferred to the server to provide 

the verification at the server side, the key will be verified 

and the location of the file will also be verified. If the 

location and the key remain same, the file is not a Sybil 

file. But if the file is found to be multiplied at the various 

locations copying the key of the honest file, the file will 

be detected as a Sybil file. Fig. 7 shows the key window 

for verification of the user. 

At the server side, the information of the user sent will 

be displayed and stores at the background. After 

receiving a file, if the file is observed to be multiplied at 

the various locations, it is detected as a Sybil attack file. 

Fig. 8 shows the detection of Sybil attack file. 

 

 

Fig.7. Key Window at Client Side 

 

Fig.8. Detection of Sybil Attack File 

After detection of Sybil attack, Sybil mitigation 

scheme will be applied. This scheme targets the Sybil 

attack packets. The behavior shown by the packet 

confirms it as a Sybil attack. The keys are made unique 

for each file. If the key is not matched the file is detected 

as the malicious file. The address where the file is copied 

with fake key is identified. The file in not allowed to 

make any operations by closing read/write access of the 

file and the file is further not allowed for any of the 

operations. Fig. 9 shows the window after mitigation 

scheme is being applied. In this approach the cost and 

time is minimized as, the file is denied with the read/write 

permission before behaving maliciously and it is stopped 

from making harm to the network. 



 Detection and Mitigation of Sybil Attack in Peer-to-peer Network 61 

Copyright © 2016 MECS                                                I.J. Computer Network and Information Security, 2016, 9, 56-63 

 

Fig.9. Mitigation of Sybil Attack 

B. Evaluation results 

The impact of Sybil attack in the network is studied 

using the attack detection rate. An attack detection rate is 

the rate of detecting the attack packets among the total 

number of packets received. Each packet is verified for 

checking its behavior. As a server receives first packet of 

the flow, the behavior of the packet is checked. The 

packet showing some malicious activity is traced and 

depending upon the observation of the behavior of the 

packet, it is detected as the Sybil packet. Proposed 

scheme can efficiently detect the Sybil attack packets 

among the total number of packets sent. This procedure is 

followed for all the packets in the stream of packets. Fig. 

10 shows the result of the detection of packets as Sybil 

attack packets amongst the total number of attack packets. 

The result of the test shows that Sybil packets are 

detected efficiently in each test. 

The false positive rate is the rate of falsely detecting 

honest packets as Sybil packets. Sometimes, honest 

packets show the behavior as if it is malicious one. The 

system may detect such packets as malicious packets. The 

aim is to decrease false positive rate so that the honest 

packets should not frequently be detected as Sybil attack 

packets. Fig. 11 shows the graph of the false positive rate 

with respect to the detection rate. The false positive rate 

is minimized for increase in detection rate. The table of 

false positive rate is shown in Table 1. 

 

 

Fig.10. Graph Showing Detection Rate of Sybil Attack 

 

 

 

 

Table 1. Values of False Positive Rate Along With Detection Rate 

Detection rate False positive rate 

0.9 0.04 

0.91 0.038 

0.92 0.031 

0.93 0.03 

0.94 0.028 

0.95 0.025 

0.96 0.02 

0.97 0.018 

0.98 0.015 

 

 

Fig.11. Graph Showing False Positive Rate 

Table 2. Values of False Negative Rate Along With Detection Rate 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.12. Graph Showing False Positive Rate 

 

Detection rate False negative rate 

0.9 0.02 

0.91 0.018 

0.92 0.012 

0.93 0.01 

0.94 0.009 

0.95 0.007 

0.96 0.004 

0.97 0.004 

0.98 0.004 
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False negative rate is the third evaluation parameter. 

The false negative rate is the rate of detecting Sybil attack 

packet as an honest packet falsely. The system may 

sometimes detect Sybil packet as an honest packet. This 

abnormality may be due to some malicious activities 

happening in the network or the behavior of the Sybil 

packet to show as an honest packet. The table showing 

the values of false negative rate against the detection rate 

is shown in Table 2. Fig. 12 shows the graph plotted for 

false negative rate against detection rate. It can be clearly 

observed from the graph that the false negative rate is 

decreasing as increase in the detection rate. The false 

negative rate should be minimized to achieve the better 

efficiency in detection of Sybil attack in the network. The 

false negative rate has been minimized for the proposed 

approach. 

 

VI.  CONCLUSION AND FUTURE SCOPE 

In this paper, the mechanism is proposed both to detect 

and mitigate Sybil attack in the peer-to-peer network. 

Sybil detection scheme is able to detect Sybil attack 

packets observing the behavior of the packets. Mitigation 

scheme is the combination of two methods cost incurred 

method and certified authentication method. In this 

scheme, the Sybil packets are mitigated from the network 

with a very efficient way. 

The evaluation of the proposed system is done on the 

basis of the evaluation parameters, shows that the 

proposed scheme is able to identify Sybil attack in the 

network very efficiently. Also the mitigation scheme 

works effectively. The experimental results show that the 

proposed scheme works better in terms of good detection 

rate, low false positive rate and low false negative rate. 

The future scope of this work may include making 

scheme more cost efficient and easy to implement in any 

type of network. The main focus will be on detection rate 

and false positive rate. 
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