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VNC & hVNC
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Who are we

* IBM Security (Trusteer) Financial Malware Research Team
* Or Safran

« Pavel Asinovsky
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Remote Desktop Software

Allows remote control of a computer across the network.

Originally was used for remote technical support.

Used for server administration, conference calls, file transfers, etc.

Has many implementations: RDP, VNC, Citrix, LogMeln, TeamViewer etc.

esw UG9S
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What is VNC

 Virtual Network Computing.

* Graphical desktop sharing system that

uses the RFB protocol (Remote Frame Keyboard & Server
Buffer). Mouse Input

+ Composed of a server and a client.
+ Platform independent.
* Default TCP port 5900.

* The desktop is shared. — at

* Used by many RAT (Remote Access Client / Viewer
Tool) Malware.
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Part 1 — Sessions, Window Stations and Desktops

£B Microsoft

Windows | 7
Internals

Part T

System architecture, processes,
threads, memory management,
and more




Sessions, Window Stations and Desktops

« Securable kernel objects (contain a security
descriptor).

« Used as containers to manage graphical objects,
provide isolation and security.

+ Structured in hierarchy.

« Each session contains only one interactive window
station — WinSta0.

Session 14
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Winsta0
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Desktopl
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. . ZL WinObj - Sysinternals: www.sysinternals.com |E| = | = 2
Window Stations File View Help
a- " Sessions = | Marme
4l 0 Do [ Service-Ou0-448ab8S
H o OSLIEWICES "
- - s ' [ WinSta0
A logical security boundary. a2 = e
- BaseNamedQObjects il
- Contains a clipboard, atom table, and one || DosDevices H
or more desktop objects. | 448 Windows 0
fon 1) WindowStations ~ ||« b
° Contains the keyboard; mouse, and a YSessionst\ 2\ Windows\WindowStations
display device. 5 @ chrome exe 002  985572K  619768K 47
_ _ " chrome exe 143 K 2056 K 34
+ Associated with a process. € chrome &xe 4044 K 1060K 16
¢ chrome exe 48,836 K 299520 K 38
* The interactive window station (WinSta0) is ¢ chrome exe 78616 K 59768 K 45
the only that can display user interface or — pefeAl -
receive user input. Type Name
File: “Device ' KeecDD
+ Used by Chrome to |mp|ement a “Sandbox”_ File: “Device \WamedFipe mojo 4752 5476 182306586189315828411
File: “Device\NamedPipe'mojo 4752 8572 5424247446060851687
Direciony “Koown Dlls
Desktop “shox_ahtemate desltop (1250
Lhrectany oessions Wi baseNamealbjects
Section “aessionz'2'\BazeMamedObjectz \CrShared Mem _3bf150e2dfe20c 79
Section “Sessions'2'BaseMamedObjects CrSharedMem _ba7?113a2e23ddh4
Section "Sessions"2'BaseMamedObjects CrSharedMem_edbcaadad 1b5755
Section “Sessions ' BaseMNamedObjects \ CroharedMem felal1l3e171181c:
Window Station “Sessions \2\Windows \Window Stations Service-Ix(-448ab 85
Window Station “Sessions " 2\Windows \Window Stations \Service-Ix(-448ab 3%
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Desktops

« A desktop is a logical display surface that contains Ul objects such as windows, menus and hooks.
* Used as a container to create and manage windows.

« Associated with a thread.

» By default, there are few interactive desktops on windows:
— The default desktop: \Sessions\1\Windows\WinStaO\Default

— The Winlogon secure desktop: \Sessions\1\Windows\WinStaO\Winlogon
— And more...

* There can be only one interactive desktop at a time.

[E conhost exe 12988 <« 0.01 Console Window Host Microsoft Corporation

Windows Logon Application Microsoft Corporation
Type . MName
ALPC Port “WRPC Control'Whsg KRpcl323181
Desktop “Winlogon
Desktop “[Disconnect
Desldop “Diefault
| Directory “KnownDlls
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—
Winlogon Secure Desktop Examples

< Switch User

< Log off

1%/ User Account Control

@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  chrome.exe
Publisher: Unknown
File origin: Hard drive on this computer

(%) Show details [ys ]

Change when these notifications appear
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Multiple Desktops

» Supported by Windows API since Windows 2000.

HDESK WINAPI CreateDesktop(

In_ LPCTSTR lpszDesktop,

_Reserved  LPCTSTR lpszDavice,

_Reserved  DEVMODE *pDevmode, nESKTnPs

_In_ DWORD dwFlags, t‘ D
In_ ACCESS MASK dwbDesiredhfccess, Q! l - /
_In opt_  LPSECURITY ATTRIBUTES lpsa Q - '

s

/A

« Have many legitimate uses: ._ ‘?"
— Security applications [ ,

— Multiple desktops
— Windows logon/logoff screens

N DESKTOPS|EVERYWHERE
— Ctrl + Alt + Del screen o \ ,
— Screensavers
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Press to create desktop 4

7:01 PM
10/4/2014
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—
Association to Desktops under the hood

* When a program calls a USER32 or GDI32 function, a window station is assigned to the calling
process and a desktop is assigned to the calling thread according to the following rules:

— As specified using the SetThreadDesktop() / SetProcessWindowStation() APIs.
— Inherited from the parent process.

— As specified in the STARTUPINFO structure.

— The calling thread connects to the “\Default” Desktop.

{

lpApplicationName, i
. VAl : T
A=l 'iL:LIJ.'—- WORD

" In opt_  LPSECURITY ATTRIBUTES - LPTSTR

_In opt SECURITY 2 L IBUTES h : ILDPTSTR
In BOOL

- - ¥ el 3

_In DWORD ( 5, LPTSTR
In opt ) g DWORD

~In opt CTSTR Curren Ty DWORD

In_ ' upInf ) DWORD
_out_ LPPROCESS INFORMATION lpProcessInformation
DWOERD
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Part 2 — Financial Malware and hVNC




About financial malware

CREIES (FAEHF)

-
CEREE T -5 5 4 1647

Digital Banking : ®os

HAT—F VI T FE R~ FTARN

Digital banking |Credit card ser

@ ZZNES - B0 RT—FBER

Welcome to Digital Ban

Customer number :] » Forgotten any of your log in details?

This is your date of birth {ddmmyy) followed by your unique number which
identifies you to the bank. " 112¥Nn3J oD

Remember me. We don't recommend storing data on a shared computer. wnnun Tip

¥ Tell me more about this feature

10'1D

27Mno'o N / Aanom
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—
Credential theft techniques

Web Injections

* Form Grabbing

» Cookie Grabbing

« KeyLogging (kernel mode \ user mode)
« SSL Proxy (with certificate installation)
* DNS Pharming

* Redirects
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I
Web Injections

Google

One account. All of Google.

Sign in to continue to Gmail

EMBogachev@gmail.com

Google will never ask for your gramdmother's

preferences!
Stay signed in Forgot password?

Google

One account. All of Google.

Sign in to continue to Gmail

EMBogachev@gmail.com

Google will never ask for your favorite pizzal
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Financial Malware and hVNC

Introduced to the world by the infamous Zeus malware.

Allows the attacker to use the exact same machine as the victim.

hVNC alone is usually not enough to commit a fraudulent transaction.

Most modern financial malware have an embedded hVNC module (Zeus, Gozi, Dridex and more).
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hVNC Evolution

Keyloggers/Form

Password validation
grabbers

IP/Geo-location validation SOCKS Proxy Server

Browser/System fingerprint
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hVNC

« Has same capabilities like regular VNC.

« Hidden (runs on a different desktop).

« Cannot see the user’s desktop and can'’t be seen by the user.

« Makes sure the SwitchDesktop API is never called.

« Has the same browser-system fingerprint as the user.

« Uses BackConnect — the server sends the first connection request to the client.
« Slightly modified RFB protocol to authenticate the malware.

« Must implement all the user interaction by itself (Windows supports only a single interactive desktop at a
time).

« Can be used to log in to active web-sessions (shopping websites, Facebook, Gmail).
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hVNC

Malware Process

lCreateDesktop()

Hidden Desktop
created

l SetThreadDesktop()

The hidden desktop
Is assigned to the
malware

l CreateProcess()

Explorer.exe
(Taskbar, start menu

and desktop icons)
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Part 3 — Gozi ISFB hVNC case study




Gozi ISFB

One of the most widespread financial malwares.

* One of the best hVNC modules found in the wild.

+ Based on the hVNC code of Zeus.

* Has debug versions — fd36d1e2bel1f0079c7ch66288778ffa9.

+ Became an open source malware when an unknown player leaked it's code (the hVNC module is
missing from the source code).
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Finding and Decrypting Gozi's hVNC Module

* The hVNC module is downloaded from a remote server. Encrypted hVNC,

RSA key is stored in
the binary

* The module is encrypted with two layers of encryption:
lRSA decrypt

— Serpent cipher with a randomly generated key (appended to

the encrypted module). Encrypted hVNC +

Serpent ke
— The Serpent encrypted hVNC module and the Serpent key are P y

encrypted again using an RSA cipher.

l Serpent decrypt

Decrypted module
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I
Gozi's hVNC injection to processes

CreateProcess
Hooks
 The code injection technique is the same one the Gozi malware Modify
Infinite loop — jmp
0
Resume
thread
LoadLibrary
Suspend
Thread
Restore entry
point
Resume
thread

Injected process
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hVNC Server Authentication

* Most hVNC modules send a unique identifier of the malware to the hVNC client in order to
authenticate it.

* Aregular VNC client will not work out of the box, it has to be reversed and patched.

0000
0010
0020
0030
0040
0050
0060

00 50 56 a2 20 65 00 50 56 8e a4 3a 08 00 45 00
00 60 57 70 40 00 80 06 00 00 cO a8 14 46 cO a8
14 40 c2 b3 01 bb 3b 6d 5f 42 81 8b fO 00 50 18
(P RO IR34 36 39 45 45 42 45 45 2d 34
46 32 38 2d 44 43 30 36 2d 31 42 42 45 2d 30 35
41 30 33 36 36 41 31 33 31 34 2d 30 32 00 00 00
00 00 00 00 00 00 00 00 00 00 ab f4 57 30

W Bl B
PN 0 SEEBEE-4

 After the authentication phase is over, the regular RFB protocol is initiated.

0000
0010
0020
0030
0040

00 50 56 a2 20 65 00 50 56 8e a4 3a 08 00 45 00
00 34 59 8f 40 00 80 06 00 00 cO a8 14 46 cO a8
14 40 c3 06 01 bb 9f 82 8a 70 54 a7 b8 eb 50 18

01 00 a9 fd 00 00 P EEFIFIEENENEEIFTIENEED

.PV. e.P V.. :..E.
AR e F
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Browser manipulation

* Has code to deal with every common browser (IE, Chrome, Firefox, Opera).

« One cannot open the same browser in two separate desktop under the same user profile.
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I
Browser manipulation - Chrome

« For Chrome, hVNC copies the whole user profile (user data folder) to a different location and setting it
as the user data directory for the new browser process.

- explorer.exe aReadﬁle C:\Users\tom\AppData'\Local\Google \Chrome'\User Data'\Certificate Transparency\283\manifest fingerprint

- explorer.exe BWriteFile C:\Users\tom"\AppData‘\Local\Temp\{FB6SEACS-1E4A-ESAA-D05F-32E93403862D}_CR'\Certificate Transparency 289 \manifest fingemprint
_aexplorer.exe BRead File C:\Users\tom\AppData‘Local\Google\Chrome'\User Data\Certificate Transparency 285 \manifest fingerprint

aexplorer.exe B\Readﬁle C:\Users\tom"AppData"Local\Google"Chrome\User Data"\Certificate Transparency\285 \manifest json

_-aexplorer.exe BWfiteFlle C:\Users\tom\AppData'\Local\ Temp \{FB68EACS-1E4A-E5AA-D05F-32E93403862D}_CR'\Certificate Transparency\289 manifest json
_=aexplorer.exe BF\'eadFlle C:\Users\tom"AppData"\Local\Google"Chrome\User Data"\Certificate Transparency\285 'manifest json

File Edit Event Filter Tools Options Help

Hd QABE | A® © A5 #%B AQN

Process Name Operation Path Resutt Detail
Liexplorerexe J¥¢Process ... C:\Program Files\Google\Chrome\Application\chrome.exe SUCCESS PID: 5232, Command line: "C:\Program Files

Command line: “C:\Program Files\Google \Chrome\Application\chrome exe™ -userdata-dir="C:\Users\tom\AppData'\Local\Temp\{FBESEACS-1E4A-ESAA-DO5F-32E93403862D)_CR" —no-sandbox —allowno-

sandbaxjob —~disable-3d-apis -disable-accelerated{ayers —disable-accelerated plugins —disable-audio —disablegpu ~disable-d3d 11 —disable-accelerated-2d-canvas —disable-deadine-scheduling —disable-ui-
deadiine-scheduling ~aura-no-shadows
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32

Browser manipulation - Chrome

« The browser might render pages using the graphics card (GPU).

* The browser uses a sandbox that might not play well with hVNC module.

aMoSandboxallow:

IBM Security

text
text
text
text
text
text

"UTF-16LE",
"UTF-16LE",
"UTF-16LE",
"UTF-16LE",
"UTF-16LE",
"UTF-16LE",

; DATA XREF: set_chrome :1d__1= args+oATo

--no-sandbox --allow-no-sandbox-job ——dlsahle 3d-a’

'pls --disable-accelerated-layers --disable-accelera’
"ted-plugins --disable-audic --disable-gpu --disable’
'-d3dll --disable-accelerated-2d-canvas --disable-de’
‘adline-scheduling --disable-ui-deadline-scheduling '

--aura-no-shadows",@



Browser manipulation — Internet Explorer

hVNC doesn’t want to allow |IE to merge different frames into the same process.

text "UTF-16LE"™, '-nomerge -noframemerging’,@

Virtual registry hooks
— Hook registry query functions to change settings only in the hVNC session without any permanent changes.

IE settings
— Alter many IE settings virtually: protected mode for internet zones, enhanced protected mode and more.

UAC adjustments:
— When UAC is on and off, IE uses different location to load session cookies.
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I
System manipulation

 Virtual registry hooks for changing system settings:
— Disable visual effects [Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects]
— Disable active desktop [Software\Microsoft\Windows\CurrentVersion\Policies]
— Removes wallpaper [Software\Microsoft\Internet Explorer\Desktop\General]

* Hook window events:
— EVENT_OBJECT_CREATE
— EVENT_OBJECT_HIDE
— EVENT_OBJECT_SHOW
— EVENT_OBJECT_DESTROY
— EVENT_OBJECT_LOCATIONCHANGE
— etc.

+ Virtual keyboard and mouse (PostMessage to the topmost window).
* Virtual Clipboard.

« Screenshots (Using BitBIt and PrintWindow APIs).
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Taking the “h” off

* We are able to watch fraudsters in action with two easy steps.
* Open a handle by using the OpenDesktop API.
« Switch to the fraudster’s desktop using the SwitchDesktop API.

hvnc_handle = OpenDesktopA(hvnc_desktop name, NULL, FALSE, GENERIC ALL);
SwitchDesktop(hvnc_handle);
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Piecing the Puzzle

* Obtain and decrypt the hVNC module.
* Inject the hVNC module into explorer.exe the same way Gozi does.

« Direct the hVNC module to communicate with our machine instead of the one originally
hardcoded into the binary.

* Overcome the protocol differences between Gozi's hVNC and the standard RFB.
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Demo
Server (Victim) Client (Attacker)

* Manually inject the Gozi hVNC « Set up a VNC client in listening mode.
module and make it run from _ _
explorer.exe. « Wait for an RFB_ connection from the

server and obtain control over the

« Make it connect to our VNC client by victim’s machine.

replacing the IP address.

« Establish a connection and bypass
the bot identifier authentication.

Start

37 IBM Security


final_hvnc_movie.mp4
final_hvnc_movie.mp4

|OCs

« Second explorer.exe holding a handle to an unknown desktop (Not the default one).
* Usually has ctfmon.exe automatically running under it (text input services support).

* Has processes running under it that you don’t see their windows, such as a browser.

=] n winlogon.exe 2060 K 5,184 K = n winlogon exe 2.060 K 5184 K
B _ orer.exe 143 34500 K 43,628 K =l | explorer exe 1.42 34432K 49,628 K
1 - explorer exe 118 24.972K 38.316K El=Fplorer exe 124 24,976 K 38.316K
P ctfmon exe 9.660 K 3676 K ¥ ctfmon exe 9,660 K 3676 K
| calc.exe 1.10 13.844 K 9.716K | calc.exe 1.33 13.844 K 9.716K
= 2 iexplore exe 062 13388 K 17.028K =) (Siexplore exe 0.61 13,592 K 17.068 K
(2 iexplore exe 1.33 21.132K 25320K - 2iexplore.exe 1.25 20,988 K 25384 K
) ¥ procexp exe 3.05 15,328 K 23808 K v procexp exe 242 15.200 K 23608K
L4 vmtoolsd exe 0.05 5.200 K 11.072K 2 vmtoolsd exe 0.02 5184 K 11.056 K
Type Name Type - Name
ALPC Port \RPC Control\OLE287ED3F73B874792A3544C655C 11 ALPC Port \RPC Control\OLE1F518E353C8C4F5894A4C446CDIF
esktop \Default Desktop \{2FA91BB8-C244-39BD-44D3-167DBBB7AADT}
esktop \{2FA91BB8-C244-39BD-44D3-167DBSBTAADT} Desktop \{2FA91BB8-C244-39BD-44D3-167DBSBTAADT}
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Conclusions

The hVNC code is extremely complicated.

It is one of the top tools in the financial malware toolkit.

It uses many cool tricks and manipulations in order to achieve it's purpose.
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Although not new, it is still popular and common in online banking fraud today.




I—
Questions?
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