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Overview

Overview

This workbook is composed of tabs that contain the activities for each phase from the DevSecOps
Activities & Tools Guidebook. Each activity tab's table contains the same content as provided in
the document, with additional space provided for the capture of mission-specific tailoring.

The workbook also includes a Continuous Activities tab that summarizes related activities that
span several phases AND a Tools tab that describes capabilities of different tools used to perform

tests.

The columns of the "phase activities" tabs

Column
Acti

as follows:
Description
Actions that occur within the specific DevSecOps phase

Indicates how the activity fits into the baseline:

REQUIRED indicates that the activity must be performed
within the software factory as part of the Minimal Viable
Product (MVP) release.

PREFERRED indicates an aspirational capability obtained as
the ecosystem matures.

AS REQUIRED indicates the activity may be reuired by the

Baseline program or as an oversight activity.

NIST 800-218 Secure Software Development Framework
SSDF (SSFD) alignment
Description Simple explanation of the activity being performed
Inputs Types of data that feed the activity
|Outputs Types of data that result from the activity
Tool D List of tool categories required to support the activity

Security / Testing / CM

Alignment with Continuous Security, Continuous Testing, or
Continuous Configuration Management

Activity alignment with continuous activities is also indicated by shading of the Activities column as

follows:

Continuous Security activity

Continuous Testing activity

Continuous Configuration Management activity
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Continuous Activities

UNCLASSIFIED

DevSecOps Activities and Tools

Security Activities Phase Cyber Tool Dependencies

Mission Based Cyber Risk Assessments All Phases Mission Cyber Risk Assessment tool

Threat modeling Plan Threat modeling tool

Code commit scan Develop Source code repository security plugin

Security code development Develop IDE

Static code scan before commit Develop IDE security plugins

Dependency vulnerabiity checking Build Dependency checking / BOM checking tool

Static application security test and scan (SAST) Build, Test SAST tool

Database security test Test Security compliance tool

Dynamic application security test and scan (DAST) Test DAST tool or IAST tool

Interactive Application Security Tests (IAST) Test DAST tool or IAST tool

Manual security testing (such as penetration test) Test Various tools and scripts (may include network security test tool)
Service security test Test Security compliance tool

Post-deployment security scan Deploy Security compliance tool

Compliance Monitoring (resources & services) Monitor Compliance tool; Operational dashboard

Compliance Monitoring (COTS) Monitor Compliance tool; Operational dashboard

Database monitoring and security auditing Monitor Security compliance tool

Runtime Application Security Protection (RASP) Monitor Security compliance tool

System Security monitoring Monitor Information Security Continuous Monitoring (ISCM)

SBOM Software Composition Analysis Post-Build SBOM & Software Factory Risk Continuous Monitoring tool
Software Factory Risk Continuous Monitoring Post-Build SBOM & Software Factory Risk Continuous Monitoring tool
API Security Tests Build API Security Test tool

Cooperative & Adversarial Tests Operate Cooperative & Adversarial Test tool

Persistent Cyber Operations Tests Operate Persistent Cyber Operations test tool

Chaos engineering Operate Chaos engineering tool

Test Activities

Test Tool Dependencies

Test Audit All Phases est management too
Test Deployment Plan, Develop |Configuration automation tool; laC
Test Plan Plan Test tool suite, Work management system
Unit Test Develop Test tool suite; Test coverage tool
Component Test Develop Static analysis tool
Dynamic Analysis Develop Dynamic analysis tool
Service Component Test Develop Service functional test tool
Database Component Test Develop Database test tools
Regression Test (includes smoke tests) Build, Test Test tool suite
Software Integration Test Build Test report about whether the integrated units performed as designed.
System Test Build Test result about if the system performs as designed.
Functional Test Test Functional test tool
Integration Test Test Includes both System & Sub-System
Mission-Oriented Developmental Tests Test Test tool suite
Performance Test Test Test tool suite; Test data generator
Acceptance Test Test Test tool suite; Non-security compliance scan
Non-security compliance scan; Software license compliance checker; Security
Compliance Scan Test/Deliver compliance tool
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Continuous Activities

UNCLASSIFIED

DevSecOps Activities and Tools

Development Tests Release Development testing tool

User Story Review and Demonstration Release Work management system
Operations Team Acceptance Deliver n/a

Configuration Integration Testing Deliver Configuration integration test tool
Operations Tests Deliver Operations testing tool
Post-deployment checkout Deploy Test scripts

Operational Test and Evaluation Deploy Operational Test and Evaluation tool
User Evaluation / Feedback Post Deploy n/a

Sustainment and Chaos Testing Operate Sustainment and Chaos Testing tool
Test Configuration Audit Monitor Track test and security scan results

Configuation Management Activities

Tool Dependencies

Configuration management planning Plan Team collaboration system; Issue tracking system

Configuration identification Plan CMDB; Source code repository; Artifact repository; Team collaboration system

Design review Plan Team collaboration system

Documentation version control Plan Team collaboration system

Code commit Develop Source code repository

Code review Develop Code quality review tool

Store artifacts Build Artifact repository

Build configuration control and audit Build Team collaboration system; Issue tracking system; CI/CD orchestrator

Test Audit Test Test management tool

Test configuration control Test Team collaboration system; Issue tracking system; CI/CD orchestrator

Infrastructure provisioning automation Deploy Configuration automation tool; laC

Asset inventory to include SBOMs Monitor Inventory Management

System performance monitoring Monitor Operation monitoring; Issue tracking system; Alerting and notification; Operations
dashboard

System configuration monitoring Monitor ISCM; Issue tracking system; Alerting and notification; Operations dashboard
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Plan UNCLASSIFIED DevSecOps Activities and Tools
Activities Baseline SSDF  Description Inputs Outputs Tool Dependencies Security / Testing / CM
Change management planning REQUIRED |PO.1.1, |Plan the change control process Organizational policy; Change control procedures; Team collaboration
PS.1.1, Software development best Review procedures; system;
PS.3.1, practices Control review board; Issue tracking system
PW.6.1 Change management plan
Configuration identification REQUIRED |PO.2.1, |Discover or manual input configuration|IT infrastructure asset; Configuration items CMDB; Configuration
PS.1.1, |items into CMDB; Software system components Source code repository; |Management
PW.2.1, |Establish system baselines (include DevSecOps tools); Artifact repository;
PW.4.1, code baselines; Team collaboration
PW.4.2, document baselines system
PW.6.2
Configuration management (CM) |REQUIRED |PO.3.1, |Plan the configuration control process;|Software development, security |CM processes and plan; Team collaboration Configuration
planning PO.3.3, |ldentify configurations items and operations best practice; |CM tool selection; system; Management
PO.4.1, IT infrastructure asset; Responsible configuration items; |Issue tracking system
PO.4.2, Software system components |Tagging strategy
PW.2.1
Database design PREFERRED |PO.1.2, |Data modeling; System requirement; - Database design document Data modeling tool;
PO.3.1, |Database selection; System design - Teams collaboration
PO.5.2, |Database deployment topology system
PW.1.1,
PW.5.1
Design review PREFERRED |PO.1.2, |Review and approve plans and Plans and design documents; |Review comments; Team collaboration Configuration
PW.1.2, |documents Action items system Management
PW.2.1,
PW.8.2,
RV.2.2
DevSecOps process design REQUIRED |PO.1.1 |Design the DevSecOps process Change management process; |DevSecOps process flow chart; Team collaboration
workflows that are specific to this System design; DevSecOps ecosystem tool system
project Release plan & schedule selection;
Deployment platform selection
Documentation version control REQUIRED |PO.1.1, |Track design changes Plans and design documents; |Version controlled documents Team collaboration Configuration
PO.1.2, system Management
PO.1.3,
PS.1.1
laC deployment REQUIRED |PO.3.2, |Deploy infrastructure and set up Artifacts (Infrastructure as The environment ready Configuration
PO.3.3 |environment using Infrastructure as  |Code) automation tool;
Code Infrastructure as Code laC
Mission-Based Cyber Risk REQUIRED |PW.7.2, |An assessment of risks based upon  |NIST 800-53 RMF Control Risk assessment Risk assessment tool | Security
Assessments RV.1.1, [the stated mission of the system or Implementations
RV.1.2, |platform FIPS 199 system categorization
RV.2.1, Information types
RV.3.1,
RV.3.2,
RV.3.3,
Project/Release planning REQUIRED |PS.3.1, |Project task management Project charter Project Plan Team collaboration
PS.3.2 |Release planning Project constraints Task plan & schedule system;
Release plan & schedule Project management
system
Project team onboarding planning |REQUIRED |PO.2.1, |Plan the project team onboarding Organization policy Onboarding plan Team collaboration
PO.2.2, |process, interface, access control system
PO.2.3 |policy
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Plan UNCLASSIFIED DevSecOps Activities and Tools
Activities Baseline SSDF  Description Inputs Outputs Tool Dependencies Security / Testing / CM
Risk management REQUIRED |PO.1.2, |Risk assessment System architecture; Risk management plan Team collaboration
PO.3.1, Supply chain information; system;
PO.4.1, Security risks
PW.1.1,
PW.1.2,
PW.2.1,
RV.2.1
Software requirement analysis REQUIRED |PO.1.1, |Gather the requirements from all Stakeholder inputs or feedback; |Requirements Documents: Requirements tool;
PO.1.2, |stakeholders Operation monitoring feedback; |- Feature requirements Team collaboration
PO.1.3 Test feedback - Performance requirements system;
- Privacy requirements Issue Tracking system
- Security requirments
System design REQUIRED |PO.1.1, |Design the system based on the Requirements database or System Design Documents: Team collaboration
PO.1.2, |requirements documents - System architecture system;
PO.1.3 - Functional design Issue tracking system;
- Data flow diagrams Software system design
- Acceptance Criteria tools
- Infrastructure configuration plan
- Tool selections
- Ecosystem Tools:
- Development tool
- Test Tool
- Deployment platform
Test Audit REQUIRED |PO.2.1, |Test audit keeps who performs what |Test activity and test results Test audit log Test management tool |Testing
PS 2.1, |test at what time and test results in
PW.1.2, |records
PW.2.1
Test Deployment REQUIRED |PW.1.3 |Deploy test infrastructure Test environment applications | Test environment instrumentation |Testing tool, Team Testing
and infrastructure collaboration system
Test Plan REQUIRED |PO.1.1, |Plan testing, including validating Requirements database or Test plans Testing tool, Team Testing
PO.1.2, |Acceptance Criteria, specifying documents, system design collaboration system
PO.1.3, |Component Tests, Component
PW.8.1, |integration Tests, and Software
PW.8.2 |Integration Tests
Threat modeling PREFERRED |PW.1.1, |Identify potential threats, weaknesses |System design Potential threats and mitigation Threat modeling tool Security
PW.2.1, |and vulnerabilities. Define the plan
RV.2.1 [mitigation plan
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Develop

Activities

Baseline

Description

UNCLASSIFIED

Inputs

Outputs

Tool Dependencies

DevSevOps Activities and Tools

Security / Testing / CM

Application code development |PREFERRED PO.1.2, |Application coding Developer coding and appropriate Source code & test results | IDE
PO.3.1 unit, integration, etc. testing input
Code commit REQUIRED PS.1.1, |Commit source code into version control Source code Version controlled source |Source code repository Configuration
PW.4.4 |system code Management
Code Commit Logging REQUIRED PO.3.1, |Logging of successful code commits, or - Review Comments Code Commit Log Logging tool
PO.3.3, |analysis of rejected commits, which will have |- Source Code Weakness Findings
PO.5.1, |benefits to security and insider threat - Version-Controlled Source Code
PO.5.2 |protections - Security Findings and Warnings
Code commit scan REQUIRED RV.1.2 |Check the changes for sensitive information |Locally committed source code Security findings and Source code repository Security
before pushing the changes to the main warnings security plugin
repository.
If it finds suspicious content, it notifies the
developer and blocks the commit.
Code review PREFERRED PW.7.1, |Perform code review to all source code. Note | Source code Review comments Code quality review tool Configuration
PW.7.2 |that pair programming counts. Management
Component Test PREFERRED RV.8.1, |Closed-box testing, evaluating the behavior |Test plan Test results Test tool suite, Testing
RV.8.2 |of the program without considering the Test cases Test coverage tool
details of the underlying code Test data
Database Component Test REQUIRED RV.8.1, |Closed-box database testing, evaluating the |Test plan Test results Test tool suite, Testing
RV.8.2 |behavior of the database without considering | Test cases Test coverage tool
the details of the underlying code Test data
Database development PREFERRED PO.3.1 |Implement the data model using data Data model Database artifacts IDE or tools come with the
definition language or data structure (including data definition, |database software
supported by the database; triggers, view definitions,
Implement triggers, views or applicable test data, test data
scripts; generation scripts, test
Implement test scripts, test data generation scripts, etc.)
scripts.
Database functional test PREFERRED PW.8.1, |Perform unit test and functional test to - Test data; Test results Database test tools Testing
(optional) PW.8.2 |database to verify the data definition, - Test Scenarios
triggers, constrains are implemented as
expected
Documentation REQUIRED PO.1.1, |Detailed implementation documentation - User input; - Documentation; IDE or document editor or
PO.1.2, - Developed Source Code - Auto generated build tool
PO.1.3, Application Programming
PW.7.2 Interface (API)
documentation
Dynamic analysis PREFERRED RV.1.2, |Dynamic code analysis involves running Source code, fuzz data Various outcomes Dynamic code analysis tool |Testing
RV.2.1, |code and examining the outcome. depending on the code
RV.3.1, execution
RV.3.2,
RV.3.3
Functional test REQUIRED PW.8.1, |Functional tests determine if code is acting in|- Test data; Text results Functional testing tool Testing
PW.8.2 |accordance with the pre-determined - Test Scenarios
requirements.
Infrastructure code PREFERRED PO.5.1, |System components and infrastructure Developer coding and appropriate Source code & test results | IDE
development PW.8.2, |orchestration coding unit, integration, etc. testing input
PW.9.1 |Individual component configuration script
coding. Includes Database deploy and high
availability configuration
Version 2.2 UNCLASSIFIED 7



Develop

Activities

Baseline

Description

UNCLASSIFIED

Inputs

Outputs

Tool Dependencies

DevSevOps Activities and Tools

Security / Testing / CM

Mission Based Cyber Risk REQUIRED PW.7.2, |An assessment of risks based upon the NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Assessments RV.1.1, |stated mission of the system or platform Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3,
Security code development REQUIRED PO.1.2, |Security policy enforcement script coding Developer coding and appropriate Source code & test results |IDE Security
PW.5.1, unit, integration, etc. testing input
PW.6.1,
PW.6.2
Service functional test PREFERRED PW.8.1, |Perform unit test and functional test to - Test data; Test results Service testing tool Testing
PW.8.2 |services - Test Scenarios
Static analysis REQUIRED RV.1.2, |Static code analysis examines code to Source code Static code analysis report|Static code analysis tool Testing
RV.2.1, |identify issues within the logic and
RV.3.1, |techniques.
RV.3.2,
RV.3.3
Static code scan before REQUIRED PW.7.1, |Scan and analyze the code as the developer |Source code; known weaknesses source code weakness IDE security plugins Security
commit PW.7.2 |writes it. Notify developers of potential code findings
weakness and suggest remediation.
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what test at | Test activity and test results Test audit log Test management tool Testing
PS 2.1, |what time and test results in records
PW.1.2,
PW.2.1
Test development REQUIRED PW.9.1, |Develop detailed test procedures, test data, |Test plan Test procedure document; | IDE; Testing
PW.8.2 |test scripts, test scenario configuration on Test data file; Specific test tool
the specific test tool Test scripts
Unit test REQUIRED PW.8.1, |Assist unit test script development and unit  |Unit test script, individual software unit| Test report to determine | Test tool suite, Testing
PW.8.2 |test execution. It is typically language under test (a function, method or an  |whether the individual Test coverage tool
specific. Whenever possible, the unit test interface), test input data, and software unit performs as
should be automated. expected output data designed.
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Build

Activities

Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependencies

DevSecOps Activities and Tools

Security / Testing /

(o]

API Security Tests REQUIRED PO.3.2, |Closed-box test, evaluating the Application Executable system/application |Test results Test tool suite Security
PO.4.1, |Programming Interfaces' compliance with Test Plan
PW.1.3, |security requirements Test Cases
PW.4.4, Test data
RV1.2
Build REQUIRED PO.3.1, |Compile and link Source code; Binary artifacts Build tool;
P0O.3.2, dependencies Build Report Lint tool;
PO.3.3, Artifact repository
PO.4.1
Build configuration control REQUIRED PS 3.2 |Track build results, SAST and dependency Build results; Version controlled build Team collaboration system; Configuration
and audit checking report; SAST report; report; Issue tracking system; Management
Dependency checking report Action items; CI/CD orchestrator
Go/no-go decision
Component Test REQUIRED RV.8.1, |Closed-box testing, evaluating the behavior of  |Test plan Test results Test tool suite, Testing
RV.8.2 |the program without considering the details of  |Test cases Test coverage tool
the underlying code Test data
Dependency vulnerability REQUIRED PO.3.1, |ldentify vulnerabilities in the open source Dependency list or BOM list Vulnerability report Dependency checking / BOM | Security
checking PO.3.2, |dependent components checking tool
PW.4.4,
RV.1.1,
RV.1.2,
RV.1.3
Functional test REQUIRED PW.8.1, |Functional tests determine if code is acting in Test plan; Requirement Functional test scripts, the | Test report documenting the | Testing
PW.8.2 |accordance with the pre-determined documents and/or database; software units under test, |performance of the integrated
requirements. Acceptance criteria test input, and expected  |unit.
output data
Integration test REQUIRED PW.8.1, | Develops the integration test scripts and execute|Test plan; Requirement Integration test scripts, the| Test results documenting the | Testing
PW.8.2 |the scripts to test one or more software units as |documents and/or database; software units under test, |functioning of the system.
a group with the interaction between the units as | Acceptance criteria; APIs for test input data, and
the focus. integrated systems expected output data
Mission Based Cyber Risk |REQUIRED PW.7.2, |An assessment of risks based upon the stated |NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Assessments RV.1.1, |mission of the system or platform Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3,
Regression Test (includes REQUIRED RV.8.1, |Regression testing is re-running functional and |Test plan, Test results Test management tool Testing
smoke tests) RV.8.2 |non-functional tests to ensure that previously Test cases,
developed and tested software still performs as |Test data
expected after a change.
Release packaging REQUIRED PS.2.1, |Package binary artifacts, VM images, Binary artifacts; Released package with Release packaging tool
PS.3.1, [infrastructure configuration scripts, proper test  |Scripts; checksum and digital
PS.3.2 |scripts, documentation, checksum, digital Documentation; signature
signatures, and release notes as a package. Release notes
Software Integration Test REQUIRED RV.8.1, |Tests where individual software modules are Test plan, Test results Test management tool Testing
RV.8.2 |combined and tested as a group Test cases,
Test data
Static application security REQUIRED PO.3.1, |Perform SAST to the software system Source code; known Static code scan report SAST tool Security
test and scan PO.3.2, vulnerabilities and weaknesses |and recommended
PO.3.3, mitigation.
PO.4.1,
PO.4.2
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Build

Activities

Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependencies

DevSecOps Activities and Tools

Security / Testing /

(o]

Store artifacts REQUIRED PO.3.1, |Store artifacts to the artifact repository Binary artifacts; Versioned controlled Avrtifact Repository Configuration
PO.3.3 Database artifacts; artifacts Management
Scripts;
Documentation
System test PREFERRED PW.8.1, |System test uses a set of tools to test the Test plan; Requirement System test scripts, the | Test results documenting the | Testing
PW.8.2 |complete software system and its interaction documents and/or database; software system and performance of the system.
with users or other external systems. Includes  |Acceptance criteria external dependencies,
interoperability test, which demonstrates the test input data and
system's capability to exchange mission critical expected output data
information and services with other systems.
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what test at what | Test activity and test results Test audit log Test management tool Testing
PS 2.1, |time and test results in records
PW.1.2,
PW.2.1
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UNCLASSIFIED

DevSecOps Activities and Tools

Test
Activities Baseline SSDF  Description Inputs Outputs Tool Dependencies Security / Testing / CM
AP Security Tests REQUIRED PO.3.2, |Closed-box test, evaluating the Application Programming Executable system/application Test results Test tool suite Security
PO.4.1, |Interfaces' compliance with security requirements Test Plan
PW.1.3, Test Cases
PW.4.4, Test data
RV1.2
Compliance scan REQUIRED RV.1.2 |Compliance audit Artifacts; Compliance reports Non-security compliance scan;  |Testing
Software instances; Software license compliance
System components checker;
Security compliance tool
Database security test PREFERRED PW.8.1, |Perform security scan; Test data; Test results Vulnerability findings; Security
PW.8.2, |Security test Test scenarios Recommended mitigation actions
PW.9.2
Dynamic application PREFERRED RV.1.2, |Perform DAST or IAST testing to the software system Running application and Vulnerability, static code DAST tool or IAST tool Security
security test (DAST) and Rv.2.1, underlying OS; weakness and/or dynamic code
scan RV.3.1, Fuzz inputs weakness report and
RV.3.2, recommended mitigation
RV.3.3
Interactive Application PREFERRED PO.4.1, |IAST (interactive application security testing) analyzes code |Software instances, Test results IAST tool Security
Security Tests (IAST) PO.4.2, |for security vulnerabilities while the app is run by an Test scenarios,
PS.2.1, |automated test, human tester, or any activity “interacting” Test data
PW.1.1, |with the application functionality.
PW.5.1,
PW.8.1,
PW.8.2
Manual security test REQUIRED PO.4.1, |Such as penetration test, which uses a set of tools and Running application, underlying  |Vulnerability report and Various tools and scripts (may Security
P0O.4.2, |procedures to evaluate the security of the system by injecting|OS, and hosting environment recommended mitigation include network security test tool)
PS.2.1, |authorized simulated cyber-attacks to the system.
PW.1.1,
PW.5.1, |CI/CD orchestrator does not automate the test, but the test
PW.8.1, |results can be a control point in the pipeline.
PW.8.2
Mission Based Cyber Risk |REQUIRED PW.7.2, |An assessment of risks based upon the stated mission of the |NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Assessments RV.1.1, |system or platform Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3,
Performance test PREFERRED PO.3.1, |Ensure applications will perform well under the expected Test case, test data, and the Performance metrics Test tool suite, Test data Testing
P0O.3.2, |workload. The test focus is on application response time, software system generator
PO.3.3 |[reliability, resource usage and scalability.
Regression test REQUIRED PW.4.4, |A type of software testing to confirm that a recent program or |Functional and non-functional Test report Test tool suite Testing
PW.7.2 |code change has not adversely affected existing features. regression test cases;
The software system
SBOM Software REQUIRED PS.3.2 |Collect and analyze provenance data for all components of |Software Bill of Materials Analysis report SBOM Analysis tool Security
Composition Analysis each release Vulnerabilities
Service security test REQUIRED PO.3.1, |Perform security scan; Test data; Test results Vulnerability findings; Security
PO.3.2 |Security test Test scenarios Recommended mitigation actions
Software Factory Risk REQUIRED PS.3.2 |Monitor Software Factory controls Software Factory controls Alerts Monitoring tool suite Security
Continuous Monitoring
Software Integration Test REQUIRED RV.8.1, |Testing where software modules are integrated logically and |Test data; Test results Test management tool Testing
RV.8.2 |tested as a group Test scenarios
Static application security |REQUIRED RV.1.2, |Perform Static Application Security Tests (SAST) on the Source code, known Static code scan report and SAST tool Security
test (SAST) and scan RV.2.1, |software system. vulnerabilities and weaknesses [recommended mitigation
RV.3.1,
RV.3.2,
RV.3.3
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Test DevSecOps Activities and Tools
Activities Baseline SSDF  Description Inputs Outputs Tool Dependencies Security / Testing / CM
Suitability test PREFERRED n/a Accessibility and usability test The tested system Test report Test tool suite, Testing

Failover and recovery test Supporting system Non-security compliance scan
performance, stress and volume test Test data
security and penetration test
interoperability test
compatibility test
supportability and maintainability
System Test REQUIRED RV.8.1, |Test where the entire system is tested as a whole Test data; Test results Test management tool Testing
RV.8.2 Test scenarios
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what test at what time and Test activity and test results Test audit log Test management tool Testing
PS.2.1, [test results in records
PW.1.2,
PW.2.1
Version 2.2 UNCLASSIFIED 12



Release

Activities

Baseline

Description

UNCLASSIFIED

Inputs

Outputs

DevSecOps Activities and Tools

Tool Dependency

Security / Testing / CM

Artifacts replication PREFERRED PS.2.1, |Replicate newly release artifacts to all | Artifacts Artifacts in all regional artifact Artifacts repositories
PS.3.1, [regional artifact repositories repositories (release, regional)
PS.3.2,
PW.4.1,
PW.4.2
Developmental Cyber PREFERRED PO.4.1, |Testing the system in development Known CVEs, privacy requirements, |Recommendations Testing
Tests PO.4.2, |and operational environments security requirements, and potential
PS.2.1, threats
PW.2.1,
PW.8.1,
PW.8.2,
RV.3.2,
RV.3.4
Mission Based Cyber Risk | REQUIRED PW.7.2, |An assessment of risks based upon |NIST 800-53 RMF Control Risk assessment Risk assessment tool |Security
Assessments RV.1.1, |the stated mission of the system or  |Implementations
RV.1.2, |platform FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3
Operational Readiness REQUIRED n/a Suitability and effectiveness test of The tested system Test report Test tool suite, Testing
Test the entire system Supporting system Non-security
Test data compliance scan
Release go / no-go REQUIRED PW.2.1, |Decision on whether to release Design documentation; go / no-go decision; CI/CD Orchestrator
decision RV.3.4 |artifacts to the artifact repository for  |Version controlled artifacts; Artifacts are tagged with release tag if
the production environment. Version controlled test reports; go decision is made
Security test and scan reports
SBOM Software REQUIRED PS.3.2 |Collect and analyze provenance data |Software Bill of Materials Analysis report SBOM Analysis tool  |Security
Composition Analysis for all components of each release Vulnerabilities
Software Factory Risk REQUIRED PS.3.2 |Monitor Software Factory controls Software Factory controls Alerts Monitoring tool suite | Security
Continuous Monitoring
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what |Test activity and test results Test audit log Test management tool| Testing
PS.2.1, |test at what time and test results in
PW.1.2, |records
PW.2.1
User Story Review and PREFERRED n/a Review of the user story, including User Story, artifact repository, and test|Push go/no-go decision Artifact repository, test | Testing
Demonstration description and acceptance criteria, |environment. environment
and a demonstration of the completed
work.
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Deliver

Activities

Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependency

DevSecOps Activities and Tools

Security / Testing / CM

Configuration Integration |REQUIRED PO.4.1, |Testing the fully integrated system to Accepted Release Package Configuration Results Testing
Testing P0O.4.2, |ensure that it meets requirements
PS.2.1,
PW.2.1,
PW8.1,
PW8.2
Deliver released artifacts |REQUIRED PS.2.1, |Push released artifacts to the artifact Release package New release in the artifact repository |Artifacts repository
PS.3.1, [repository
PS.3.2,
PW.4.1,
PW.4.2
Delivery Results Review |REQUIRED PO.3.3, |Review of the release package and all | Configuration results and Production
RV.3.2, |associated artifacts, configuration Recommendations Push go/no-go decision
RV.3.4 |results, and recommendations
Mission Based Cyber Risk | REQUIRED PW.7.2, |An assessment of risks based upon the |NIST 800-53 RMF Control Risk assessment Risk assessment tool |Security
Assessments RV.1.1, |stated mission of the system or platform |Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3
Operational Cyber Tests |PREFERRED PO.4.1, |Testing the system in operational Known CVEs, privacy requirements, |Recommendations Testing
PO.4.2, |environments security requirements, and potential
PS.2.1, threats
PW.2.1,
PW8.1,
PW8.2,
RV.3.2,
RV.3.4
Operations Team REQUIRED PO.4.1, |Testing on the delivered artifacts to Release package; Accepted release package Testing
Acceptance PO.4.2, |ensure that they meet operational Test results;
PS.2.1, |requirements SBOM Software Composition
PW.2.1, Analysis;
PW8.1,
PW8.2
SBOM Software REQUIRED PS.3.2 |Collect and analyze provenance data for |Software Bill of Materials Analysis report SBOM Analysis tool  |Security
Composition Analysis all components of each release Vulnerabilities
Software Factory Risk REQUIRED PS.3.2 |Monitor Software Factory controls Software Factory controls Alerts Monitoring tool suite | Security
Continuous Monitoring
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what test | Test activity and test results Test audit log Test management tool | Testing
PS 2.1, |at what time and test results in records
PW.1.2,
PW.2.1

Version 2.2
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Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependency

DevSecOps Activities and Tools

Security / Testing / CM

Artifact deployment |PREFERRED PO.3.1, |Artifacts deployment and data loading Artifacts in the repository; Running database system Artifact repository;
PO.3.2 Data Database automation tool;
Data masking or encryption tool if
needed
Artifact download PREFERRED PW.4.1, |Download newly release artifacts from the Artifact download request Requested artifacts Artifact repository
PW.4.2 |artifact repository
Compliance Tests REQUIRED PO.3.1, | Testing to determine whether a deliverable Artifacts in the repository; Test results Test management tool Testing
PO.3.2, |complies with the requirements of a Test scenarios;
P0O.3.3 |[specification, technical standard, contract, or |Data
regulation
Create linked clone |PREFERRED PW.4.1, |Instantiate VM by creating a link clone of parent|VM parent New VM instance Virtualization Manager
of VM master image PW.4.2 |VM with master image New VM instance parameters
Database artifact PREFERRED PO.3.1, |Database artifacts deployment and data Artifacts in the repository; Running database system Artifact repository;
deployment PO.3.2 |loading Data Database automation tool;
Data masking or encryption tool if
needed
Database Schema |PREFERRED PO.3.1, |Database software schema deploy/update. Avrtifacts in the repository; Running database system Avrtifact repository;
installation PO.3.2, Data Database automation tool;
PO.3.3 Data masking or encryption tool if
needed
Formal Qualification |AS REQUIRED PO.3.1, |Tests to assess appropriateness or Artifacts in the repository; Test results Test management tool Testing
Tests P0O.3.2, |qualifications of deliverables with contractual |Test scenarios;
PO.3.3 |requirements. Data
Human Systems AS REQUIRED PO.3.1, Avrtifacts in the repository; Test results Test management tool Testing
Integration Tests P0O.3.2, Test scenarios;
PO.3.3 Data
Infrastructure PREFERRED PO.3.1, |Infrastructure systems auto provisioning (such |Infrastructure configuration scripts / |Provisioned and configured Configuration automation tools; laC |Configuration Management
provisioning P0O.3.2, |as software defined networking, firewalls, DNS, |recipes / manifests / playbooks infrastructure
automation PO.5.1, |auditing and logging system, user/group
PO.5.2 |permissions, etc.)
Interoperability Tests |REQUIRED PO.3.1, |Testing of the communication and cooperation |Artifacts in the repository; Test results Test management tool Testing
PO.3.2, |between multiple software and system Test scenarios;
P0O.3.3 |capabilities. Data
Interoperability AS REQUIRED PO.3.1, |Interoperability Certification, especially relevant Testing
Certifications PO.3.2, |[for flight and weapon systems
PO.3.3
Mission Based Cyber| REQUIRED PW.7.2, |An assessment of risks based upon the stated |NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Risk Assessments RV.1.1, |mission of the system or platform Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3,
Mission-Oriented REQUIRED PO.3.1, |Tests to evaluate and validate the performance |Artifacts in the repository; Test results Test management tool Testing
Developmental Tests PO.3.2, |of new or existing systems, equipment, or Test scenarios;
PO.3.3 |[technology in real-world mission scenarios. Data
These tests are conducted to determine the
ability of the system to meet its intended
objectives and to identify any potential issues
or areas for improvement.
Operational AS REQUIRED PO.3.1, |Evaluation of a minimal capability fielding or Assessment results Testing
Assessments P0O.3.2, |early fielding capability in the unique theater of
P0O.3.3 |employment and/or for tailored use to support
preliminary evaluation of operational
effectiveness and suitability, while taking into
equal consideration survivability and lethality
effects
Version 2.2 UNCLASSIFIED
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Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependency

DevSecOps Activities and Tools

Security / Testing / CM

Operational Test and |AS REQUIRED PO.3.1, |Independent test and evaluation of system All application artifacts, test plans  |Reports of test results Test management tool to capture | Testing
Evaluation PO.3.2, |effectiveness, suitability, and survivability to and reports. operational data to include
P0O.3.3 [include cyber resilience by the actual mission instrumentation (as needed).
user base.
Performance Tests |REQUIRED PO.3.1, |Testing that determine the stability, speed, Avrtifacts in the repository; Test results Test management tool Testing
PO.3.2, |scalability, and responsiveness of an Test scenarios;
PO.3.3 |application or system under a given workload. |Data
Post-deployment PREFERRED PW.4.1, |Run automated test to make sure the important| Smoke test scenarios and test Test results Test scripts Testing
checkout PW.4.2 |[functions of system are working, including Early|scripts
Operational Test; Interoperability Test;
Performance Test; and Compliance Test
Post-deployment REQUIRED PO.4.1, |System and infrastructure security scan Access to system components and |Security vulnerability findings | Security compliance tool Security
security scan P0O.4.2, infrastructure components
PW.4.1,
PW.4.2
SBOM Software REQUIRED PS.3.2 |Collect and analyze provenance data for all Software Bill of Materials Analysis report SBOM Analysis tool Security
Composition components of each release Vulnerabilities
Analysis
Software Factory REQUIRED PS.3.2 |Monitor Software Factory controls Software Factory controls Alerts Monitoring tool suite Security
Risk Continuous
Monitoring
Test Audit REQUIRED PO.2.1, |Test audit keeps who performs what test at Test activity and test results Test audit log Test management tool Testing
PS 2.1, |what time and test results in records
PW.1.2,
PW.2.1
User Evaluation / REQUIRED PO.4.2 |Collect and analyze user evaluations and/or Surveys; Testing
Feedback feedback Bug reports;
Trouble tickets

Version 2.2
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UNCLASSIFIED

DevSecOps Activities and Tools

Operate
Activities Baseline SSDF  Description Inputs Outputs Tool Dependency Security / Testing / CM
Business Operations | REQUIRED PO.3.1, |Continuously manage resource usage |Cost utilization reports, Optimized resource  |Operations dashboard
PO.3.2, |and billing metrics allocation
PO.3.3
Capacity PREFERRED PO.3.1, |Continuously manage CSP service Operational statistics, logs, |Optimized resource |Operations dashboard
Management PO.3.2, |configuration parameters metrics allocation
PO.3.3
Chaos engineering |PREFERRED PO.3.1, |Chaos Engineering is practice that Test scenarios; Test results Chaos engineering tool Security
PO.3.2 |explores how systems operate when Test data
presented with previously unexpected
actions or scenarios. It may include
injecting faults into systems (such as
high CPU consumption, network
latency, or dependency loss), changing
data (fuzzing), removing capabilities, or
otherwise altering the operational
environment, observing how the
systems respond, and then using that
knowledge to initiate improvements.
Chaos Engineering is also defined as
"experimenting on a distributed system
in order to build confidence in the
system’s capability to withstand
turbulent conditions in production.”
Cyber OT&E REQUIRED PO.3.1, |Cyber OT&E evaluates the operational Security
PO.3.2 |effectiveness, suitability, survivability,
and lethality of DoD systems in
operationally relevant and
representative contested cyberspace
Logging REQUIRED PO.3.3 |Log system events All user, network, application, |Logs Logging
and data activities
Mission Based Cyber| REQUIRED PW.7.2, |An assessment of risks based upon the [NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Risk Assessments RV.1.1, |stated mission of the system or Implementations
RV.1.2, |platform FIPS 199 system
RV.2.1, categorization
RV.3.1, Information types
RV.3.2, CNSSI 1253
RV.3.3,
Performance Tests |PREFERRED PO.3.1, |Tests that assess performance of the |Requirements documents Reports of observed |Operational monitoring Testing
PO.3.2 |asset in the operational environment and/or database; Service performance tools
Level Agreements
Persistent Cyber AS REQUIRED PO.3.1, |Tests that are incorporated into the Test scenarios; Test results; Cybersecurity test tools Security
Operations Tests PO.3.2 |operational environment and may be | Test data Alerts
used to assess cybersecurity controls
at any time, often continuously.
Roll Forward/Roll PREFERRED PO.3.1, |Continuously validate procedures to roll |Backups, after-images Point-in-time Backup management;
Back PO.3.2 |forward/roll back recovered file Database automation tool

Version 2.2
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UNCLASSIFIED

DevSecOps Activities and Tools

Operate
Activities Baseline SSDF  Description Inputs Outputs Tool Dependency Security / Testing / CM
SBOM Software REQUIRED PS.3.2 |Collect and analyze provenance data |Software Bill of Materials Analysis report SBOM Analysis tool Security
Composition for all components of each release Vulnerabilities
Analysis
Software Factory REQUIRED PS.3.2 |Monitor Software Factory controls Software Factory controls Alerts Monitoring tool suite Security
Risk Continuous
Monitoring
Sustainanbility and |PREFERRED PO.3.1, |Create the capability to continuously, |Chaos scripts Report and evaluation | Test management tool Testing
Chaos Testing PO.3.2 |but randomly, cause failures in the
production system to test resiliency

Test Audit REQUIRED PO 2.1, |Test audit keeps who performs what Test activity and test results | Test audit log Test management tool Testing

PS 2.1, |test at what time and test results in

PW 1.2, |records

PW 2.1
User Evaluation / REQUIRED PO 4.2 |Collect and analyze user evaluations  |Surveys; Testing
Feedback and/or feedback Bug reports;

Trouble tickets

Version 2.2
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Monitor DevSecOps Activities and Tools

Activities Baseline Description Inputs Outputs Tool Dependencies Security / Testing / CM
Asset Inventory to include REQUIRED PS.3.2, |Inventory system IT assets IT assets Asset inventory Inventory Management Configuration
SBOMs PW 4.1 Management
Compliance Monitoring REQUIRED PO 3.1, |Monitor the state of compliance of deployed Compliance status Compliance reports Compliance as Code Security
(COTS) PO 3.2, |COTS against STIGs

PO 3.3
Compliance Monitoring REQUIRED PO.3.1, |Monitor the state of compliance of deployed Compliance status Compliance reports Compliance Monitor Security
(resources & services) PO.3.2, |cloud resources and services against NIST SP

PO.3.3 |800-53 controls
Database monitoring and PREFERRED |PO 3.1, |Database performance and activities monitoring | Database traffic, event, and Logs; Database monitoring tool; Configuration
security auditing PO 3.2, |and auditing activities Warnings and alerts Database security audit tool;  |Management

PO 3.3 Issue tracking system;

Alerting and notification;
Operations dashboard

Feedback, including PREFERRED |PO 3.3 |The Second Way: Feedback Technical feedback as to “is the |Updated requirements / Various planning tools
Operational Test and system built right” and backlog
Evaluation (if/as needed) operational feedback as to “was
the right system built”
Log Analysis & auditing REQUIRED PO.3.1, |Filter or aggregate logs; Logs Alerts and remediation reports |Log aggregator Security
P0O.3.2, |Analyze and correlate logs
PO.3.3
Log auditing REQUIRED PO 3.1, |Ensure possession of the logs and that Logs Report Log aggregator
PO.3.2 |aggregation is performed correctly Log analysis & auditing
Mission Based Cyber Risk REQUIRED PW.7.2, |An assessment of risks based upon the stated |NIST 800-53 RMF Control Risk assessment Risk assessment tool Security
Assessments RV.1.1, |mission of the system or platform Implementations
RV.1.2, FIPS 199 system categorization
RV.2.1, Information types
RV.3.1, CNSSI 1253
RV.3.2,
RV.3.3,
Runtime Application Self PREFERRED |PW 8.2, |[Runtime application self-protection (RASP)is a |Running system Alerts and remediation reports |RASP tool Security
Protection (RASP) security technology that uses runtime Test scenarios

instrumentation to detect and block computer Test data
attacks by taking advantage of information from
inside the running software. The technology
differs from perimeter-based protections such as
firewalls, that can only detect and block attacks
by using network information without contextual

awareness.
System configuration PREFERRED |P0O.3.1, |System configuration (infrastructure components|Running system configuration; |Compliance report; ISCM; Configuration
monitoring P0O.3.2, |and software) compliance checking, analysis, Configuration baseline Recommended actions; Issue tracking system; Management
PO.3.3 |and reporting Warnings and alerts Alerting and notification;
Operations dashboard
System performance PREFERRED |PO.3.1, |Monitor system hardware, software, database, |Running system Performance KPI measures; |Operation monitoring Configuration
monitoring P0.3.2, |and network performance; Recommended actions; Issue tracking system Management
PO.3.3 |Baselining system performance; Warnings or alerts Alerting and notification
Detect anomalies Operations dashboard
System Security monitoring |REQUIRED PO.3.1, |Monitor security of all system components Running system Vulnerabilities; ISCM; Security
P0O.3.2, |Security vulnerability assessment Incompliance Findings; Issue tracking system;
PO.3.3, |System security compliance scan Assessments and Alerting and notification;
PO.5.1, recommendations; Operations dashboard
PO.5.2, Warnings and alerts
RV.1.1
Test Audit REQUIRED PO 2.1, |Test audit keeps who performs what test at what | Test activity and test results Test audit log Test management tool Testing
PS 2.1, |time and test results in records
PW 1.2,
PW 2.1
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i UNCLASSIFIED it
Monitor DevSecOps Activities and Tools

Activities Baseline Description Inputs Outputs Tool Dependencies Security / Testing / CM
Test configuration audit PREFERRED |PO 3.3 |Track test and security scan results Test results; Test configuration audit Track test and security scan Testing
results
User Evaluation / Feedback |REQUIRED PO.4.2 |Collect and analyze user evaluations and/or Surveys; Testing
feedback Bug reports;
Trouble tickets
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Feedback

Activities

Baseline

Description

UNCLASSIFIED

Outputs

Tool Dependencies

Security / Testing /

(o)

DevSecOps Activities and Tools

Revise Product REQUIRED |PO.1.1, |Update the product backlog with Requirements; Updates to the Requirements
Backlog PO.1.2; |new features, improvements, bugs, |Improvements; Product Backlog Management Tool
PO.1.3, |vulnerabiliy remediations, and Bugs;
PO.3.1, |performance improvements based |Vulnerabilities;
PO.4.1, |upon collected metrics Collected metrics
RV.2.2,
RV.3.1,
RV.3.2,
RV.3.3,
RV.3.4
User Evaluation / REQUIRED |PO.4.2 |Collect and analyze user evaluations|Surveys; Testing

Feedback

and/or feedback

Bug reports;
Trouble tickets
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UNCLASSIFIED

21



Tools

Tool

Alerting and notification

Features

Notify security teams and/or administrators about
detected events.

Support automatic remediation of high-priority time-
critical events.

UNCLASSIFIED

Benefits

Improve visibility of system events
Reduce system downtime
Improve customer service

Inputs

Aggregated filtered logs from the Log Aggregator,
Vulnerability and non-compliance findings from
Information Security Continuous Monitoring,
Recommendations from Information Security
Continuous Monitoring,

Performance statistics from Operations Monitoring,
and

Performance alerts from Operations Monitoring

DevSecOps Activities and Tools

Outputs

Alert messages, emails, etc.
Remediation report
Issue ticket

Artifact Repository

Binary artifact version control

Separate binary control from source control to
avoid external access to source control system.

Improved build stability by reducing reliance on
external repositories.

Better quality software by avoiding outdated
artifacts with known issues.

Artifacts

Version controlled artifacts

Asset inventory management

Maintain a “real-time” inventory of all applications,
software licenses, libraries, operating systems, and
versioning information

Increase situation awareness

IT assets (applications, software licenses, libraries,
operating systems, and versioning information)

Asset inventory

Backup management

Data backup
System components (VM or container) snapshot

Improve failure recovery

Access to the backup source

Backup data
System VM or container snapshot

Build tool

Dependency Management;

Compile;

Link (if appropriate);

Built-in lint stylistic checking Integration with IDE

Reduces human mistakes;
Saves time

Source code under version control;
Artifacts

Binary artifacts stored in the Artifact
repository

Chaos engineering tool

Orchestrate scripted changes to the environments,
applications, or data related to a test scenario or
experiment; collect and analyze results

Build confidence in the system’s capability to
withstand turbulent conditions in production.

Scripted test scenarios;
Test data

Test results;
Analysis

Code quality review tool

View code changes, identify defects, reject or
approve the changes, and make comments on
specific lines. Sets review rules and automatic
notifications to ensure that reviews are completed on
time.

Automates the review process which in turn
minimizes the task of reviewing the code.

Source code

Review results (reject or accept), code
comments

Compliance as Code

Monitor the state of compliance of deployed COTS
against STIGs

Automated detection and, ideally, remediation
of non-compliance within the infrastructure

Compliance policies,
Operational environment

Compliance findings,
Remediation recommendations or logs

Compliance Monitor

Monitor the state of compliance of deployed cloud
resources and services against NIST SP 800-53
controls

Provide visibility of compliance status

Compliance status

Compliance reports

Configuration automation tools

Execute the configuration scripts to provision the
infrastructure, security policy, environment, and the
application system components.

Configuration automation
Consistent provisioning

Infrastructure configuration scripts;
Infrastructure configuration data

Provisioned deployment infrastructure

Configuration management
database (CMDB)

Auto-discovery;
Dependency mapping;
Integration with other tools;
Configuration auditing

Centralized database used by many systems
(such as asset management, configuration
management, incident management, etc.)
during development and operations phases.

IT hardware and software components information

Configuration items

Configuration Management
Tool

Configuration control

Maintains integrity of the system

Source code, Everything as Code

Configuration control

Cyber Threat Intelligence
Subscription(s)

Varying set of tools, from actor activity based
detection, tech stack, etc.

Helps with risked-based decisions in a
proactive manner in lieu of reactivity when new
vulnerabilities are announced

Cyber threat condition feeds

Recommend changes in CSRP

Data masking tool

Shield personally identifiable information or other
confidential data

Provide data privacy;
Reduce the risk of data loss during data breach

Original data

Masked data

Data modeling tool

Model the interrelationship and flows between
different data elements

Ensure the required data objects by the system
are accurately represented

System requirement;
Business logic

Data model
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Tools

Tool

Database automation tool

Features

Automate database tasks, such as deployments,
upgrades, discovering and troubleshooting
anomalies, recovering from failures, topology
changes, running backups, verifying data integrity,
and scaling.

UNCLASSIFIED

Benefits

Simplify database operations and reduce
human errors

Inputs

Database artifacts;
Data;
Running status and events

DevSecOps Activities and Tools

Outputs

Status report;
Warnings;
Alerts

Database encryption tool

Encrypt data at rest and in transit

Provide data privacy and security;
Prevent data loss

Original data

Encrypted data

Database monitoring tool

Baseline database performance and database traffic;
Detect anomalies

Improve database operations continuity

Running database

Logs;
Warnings and alerts

Database security audit tool

Perform user access and data access audit;
Detect anomalies from events correlation;
Detect SQL injection;

Generate alert

Enhance database security

Running database

Audit logs;
Warnings and alerts

Database security scan and
test tool

Find the database common security vulnerabilities,
such as weak password, known configuration risks,
missing patches;

Structured Query Language (SQL) injection test tool;
Data access control test;

User access control test;

Denial of service test

Reduce the security risks

Test data;
Test scenarios

Vulnerability findings;
Recommended mitigation actions

Database test tool suite

Tools that facilitate database test;
It includes test data generator, database functional
test tool, database load test tool;

Automate or semi-automate the database tests

Test data;
Test scenario

Test results

Dependency checking /Bill of
Materials checking tool

Identify vulnerabilities in the dependent components
based on publicly disclosed open source
vulnerabilities

Secure the overall application;
Manage the supply chain risk

BOM, including:
Dependency list
Licensing

Vulnerability report

Dynamic Application Security
Test (DAST) tool

DAST tools analyze a running application dynamically
and can identify runtime vulnerabilities and
environment related issues.

Catch the dynamic code weakness in runtime
and under certain environment setting.
Identify and fix issues during continuous
integration.

Running software application;
Fuzz inputs

Dynamic code scan report and
recommended mitigation.

InfoSec Continuous Monitoring
(ISCM) Tool

Monitor network security

Monitor personnel activity

Monitor configuration changes

Perform periodical security scan to all system
components

Monitor the IT assets and detect deviations from
security, fault tolerance, performance best practices.
Monitor and analyze log files

Audit IT asset's configuration compliance

Detect and block malicious code

Continuous security vulnerability assessments and
scans

Provide browse, filter, search, visualize, analysis
capabilities

Generate findings, assessments and
recommendations.

Provide recommendations and/or tools for
remediating any non-compliant IT asset and/or IT
workload.

Detect unauthorized personnel, connections,
devices, and software

Identify cybersecurity vulnerability

Detect security and compliance violation

Verify the effectiveness of protective measures

IT asset

Network

Personnel activities
Known vulnerabilities

Vulnerbilities
Incompliance Findings
Assessments and recommendations

Integrated development
environment (IDE)

Source code editor

Intelligent code completion

Compiler or interpreter

Debugger

Build automation (integration with a build tool)

Visual representation
Increase efficiency

Faster coding with less effort
Improved bug fixing speed
Reproducible builds via scripts

Developer coding input

Source code
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Tools

Tool

Integrated development
environment (IDE) security
plugins

Features

Scan and analyze the code as the developer writes it,
notify developer of potential code weakness and may
suggest remediation

UNCLASSIFIED

Benefits

Address source code weaknesses and aid
developers to improve secure coding skills

Inputs

Source code
Known weaknesses

DevSecOps Activities and Tools

Outputs

source code weakness findings

Interactive Application Security
Test (IAST) tool

Analyze code for security vulnerabilities while the
application is run by an auto-test, human tester, or
any activity “interacting” with the application
functionality

Provide accurate results for fast triage; pinpoint
the source of vulnerabilities

Running application and operating systems;
Fuzz inputs

Analysis report and recommended
mitigation.

Issue tracking system

Bugs and defect management;
Feature and change management;
Prioritization management;
Assignment management;
Escalation management;
Knowledge base management

Easy to detect defect trends
Improve software product quality
Reduce cost and improve Return on
Investment (ROI)

Bug report
Feature/change request
Root cause analysis
Solutions

Issues feature/change tickets.
Issue resolution tracking history

Lint tool

Analyzes source code to flag programming errors,
bugs, stylistic errors, and suspicious constructs.
Applicable to both compiled or interpreted languages

Improve code readability;

Pre-code review;

Finding (syntax) errors before execution for
interpreted languages

Source code or scripts

Analyze results

security audit logs

Log aggregator Filter log files for events of interest (e.g., security), Improve investigations by correlating logs from |Event Logs, Aggregated, filtered, formatted event log
and transform into canonical format multiple sources Database Logs,
Audit Logs,
Database Security Audit Logs
Log analysis Analyze and audit to detect malicious threats / Reduce effort required to identify threats or Logs Alert messages, emails, etc.
activity; inappropriate activity Remediation report and log
Automated alerting and workflows for response
Forensics for damage assessment.
These are typically SIEM and SOAR tools.
Log auditing Audit to ensure possession of the logs and that Logs Audit Logs
aggregation is performed correctly
Log promotion Filter log files for events of interest (e.g., security), Improve investigations by filtering logs Event logs, Aggregated, filtered, formatted event log
and transform into canonical format before pushing database logs, record
the logs to DoD Common Security Services audit logs,

of service (DDOS), exploits, malware, and fuzzing.

Increase attack readiness;
Reduce the risk of system degradation.

Logging Logging events for all user, network, application, and |Assist troubleshooting the issues. All user, network, application, and data activities Event logs
data activities Assist detection of advanced persistent threats
and forensics.
Network security test tool Simulate real-world legitimate traffic, distributed denial | Validate system security; Test configuration Test traffic

Non-security compliance scan

Such as Section 508 accessibility compliance

Ensures compliance with non-security
programs

Artifacts

Compliance report

Operations dashboard

Provide operators a visual view of operations status,
alerts, and actions.

Improve operations management

All operational monitoring status, alerts, and
recommended actions

Dashboard display

Operations monitoring

Report various performance metrics such as resource
utilization rates, number of concurrent user sessions,
and Input/Output (10) rates;

Provide dashboards to display performance;

Alert performance issues

Establish a baseline for comparison

Improve operations continuity
Identify the area to improve
Better end-user experience

Performance KPI and Service Level Agreement
(SLA)

Performance statistics
Performance alerts

Project management system

Version 2.2

Task management

Scheduling and time management
Resource management

Budget management

Risk management

Assist project progress tracking
Optimize resource allocation
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Tasks, scheduling, resource allocation, etc.

Project plan
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Tools

Tool

Release packaging tool

Features

Package binary artifacts, VM images, infrastructure
configuration scripts, proper test scripts,
documentation, release notes as a package;
generate checksum and digital signature for the
package.

The package may be prepared for a specific installer
or it is a self-extracting installer itself.

UNCLASSIFIED

Benefits

Release package (such as a bundle of artifacts,
self-extracting software installer, software tar
file, etc.)

Inputs

Binary artifacts, VM images, infrastructure
configuration scripts, proper test scripts,
documentation, release notes

DevSecOps Activities and Tools

Outputs

Release package with checksum and

digital signature (a bundle of artifacts, such
as a self-extracting software installer, or a

tar file, etc.)

Requirements database

Collect and manage requirements;

Trace requirements to their source;

Trace features or design components to the
requirements

Tracing requirements make sure all
requirements are handled and minimize
unwanted extra features that don't trace to
requirements.

Project goal and constraints

Requirements documents

Software Bill of Materials
(SBOM) Software Composition
Analysis Tool

Software composition analysis (SCA) analyzes
custom-built software applications to detect
embedded software and detect if it is up-to-date,
contains vulnerabilities or security flaws, or has
licensing requirements

SCA allows developers and operators to
understand what is contained within the
software that is entering or operating within their
environment. The automatic nature of SCA
products is another strength, developers don't
have to manually verify the contents when
integrating Open-Source Software (OSS)
components. The automation also applies to
indirect references to other OSS components
within code and artifacts

SBOM

Analysis report and recommended
mitigation.

Software license compliance
checker

Inventory software license;
Audit the compliance

Software license compliance and software
asset management

Purchased license info;
Software instances

Compliance report

Software system design tool

Assist system design, components design, and
interface design

Independent of programming languages
Helps visualize the software system design

User requirements
Design ideas

System design documents,
Function design document,

Test plan,

System deployment environment
configuration plan

Source code repository

Source code version control
Branching and merging
Collaborative code review

Compare files, identify differences, and merge
the changes if needed before committing.
Keep track of application builds

Source code
Infrastructure as code

Version controlled source code

Source code repository
security plugin

Check the changes for suspicious content such as
Secure Shell (SSH) keys, authorization tokens,
passwords and other sensitive information before
pushing the changes to the main repository.

If it finds suspicious content, it notifies the developer
and blocks the commit.

Helps prevent passwords and other sensitive
data from being committed into a version
control repository

Locally committed source code

Security findings and warnings

Static Application Security Test
(SAST) tool

SAST analyzes application static codes, such as
source code, byte code, binary code, while they are in
a non-running state to detect the conditions that
indicate code weaknesses.

Catch code weaknesses at an early stage.
Continuous assessment during development.

Source code;
Known vulnerabilities and weaknesses

Static code scan report and recommended

mitigation.

Team collaboration system

Audio/video conferencing;
chat/messaging;
brainstorming;

discussion board;

group calendars;

file sharing;

Wiki website

Simplify communication and boost team
efficiency

Team meetings;
Design notes;
Documentation

Organized teamwork;
Version controlled documents

Test coverage tool

Measures how much code is exercised while the
automated tests are running

Shows the fidelity of the test results

Application code,
Automated tests

The percentage of code that is exercised
by the tests.

Test data generator

Generates test data for the system (such as network
traffic generator, web request generator)

Increase test fidelity

Test scenario,
Test data

Input data for the system under test

Version 2.2
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Tools

Tool

Test development tool

Features

Assists test scenario, test script, and test data
development.

The specific tool varies, depending on the test activity
(such as unit test, penetration test) and the
application type (e.g., web application, or Hadoop
data analytics)

UNCLASSIFIED

Benefits

Increase the automation and rate of testing

Inputs

Test plan

DevSecOps Activities and Tools

Outputs

Test scenarios,
Test scripts,
Test data

Test Management Tool

Manages requirements, streamlines test case design
from requirements, plans test activities, manages test
environment, tracks test status and results.

Increases QA team collaboration and
streamlines test processes.

Requirements,
Test cases,
Test results

Test progress,
Test results statistics

Test tool suite

A set of test tools to perform unit test, interface test,
system test, integration test, performance test and
acceptance test of the software system.

Generate test report

Specific tool varies depending on the type of tests,
software application, and programming language

Increase test automation,
speed

Test scenarios,
Test scripts,
Test data

Test results,
test report

Threat modeling tool

Document system security design;

Analyze the design for potential security issues;
Review and analysis against common attack patterns;
Suggest and manage mitigation

Allows software architects to identify and
mitigate potential security issues early.

System design

Potential threats and mitigation plan

Virtualization Manager

VM instance management
VM resource monitoring
(provided on hosting environment)

Centralized VM instantiation, scaling, and
monitoring

VM instance specification and monitoring policy

Running VM

Version 2.2
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