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Establishes desired outcomes for
Components to achieve minimum ZT
Target Level capabilities across the
DoD Information Enterprise (IE) for
data, assets, applications, services
(DAAS) at all classification levels.

e Strategy

* EO 14028, “Improving the Nation’s Cybersecurity”
(21 May 2021)

* National Defense Authorization Act for FY 2022
(27 Dec 2021)

* OMB M-22-09, “Moving the U.S. Government Toward
Zero Trust Cybersecurity Principles” (26 Jan 2022)

* NMM-2022-01, “National Security Memorandum 8,
Zero Trust Security and Cloud Migration Security
Guidance” (2 Feb 2022)

* National Defense Strategy (28 Mar 2022)

DOD ZT CAPABILITIES

Capabilities define the outcomes
that Components must reach to
achieve minimum ZT Target &
Advanced Level capabilities. | =
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ZT CAPABILITY TIMELINES

Roadmap depictions
show how Zero Trust
capabilities will advance
across the 7 pillars.

DOD ZT REFERENCE ARCHITECTURE

ZT IMPLEMENTATION MILESTONES Establishes a framework that provides guidance via

Specified milestones provide | == =T architectural Pillars and Principles and identifies which of
a basis to guide | | S the overall strategic needs (goals and objectives) are the

R ————— focus of the Reference Architecture.
activities. S ﬁ
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