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[Tlporpama Inweb 3 BuHaropoau 6innx xakepis

Mwu uiHyemo yBary 0o HalWoro areHTcTBa, A6aemo npo 6esneky AaHnx KOPUCTyBadiB i 3aBXauM BOSYHI 3a
ponomory. [gkyemo, Lo 3aiLnvM Ha CTOPIHKY NPo Nporpamy BMHaropoau 3a 3HangeHi Hegonikm B poboTi
inweb.ua.

Axwo BM nomMiTunu npobnemy B poboTi canty, 6yab nacka, HanuLWiTe HaMm. Ane nepLl NnepekoHanTecs, Lo BOHA
BXOOUTb A0 Nepeniky TUX, Npo siki HaM BapTo 3HATK, i y Bac € BCi AaHi, Wob noeigomMuTn Ham (geTani B po3gini
«fK NoBiZAOMUTKU NPO Npobrnemy» Hk4e). AKLWO HeJoniK AINCHO 3arpoxye Beanewi gaHnx KopucTtyeadis Inweb,
MU 3 pagicTio yCyHEMO NOro, a BaM — BUMNNATUMO Haropoay.

PekomeHayemMo 3BepHyTK 0cObnMBY yBary Ha NomiTUKy po3KpUTTS iHpopmauii.

Ak noBigoMUTK Npo npobnemy

[eTtanbHO ONULWITL BUSBIEHY BPa3nmBiCTb.
MpuknagiTe NpuKNagm Toro, gK «Npawey» HECNPAaBHICTb (BUKOPUCTOBYHOUM CKPUHLLIOTK, 3aNnC EKpaHy).
OnULWIiTe CNNCOK IHCTPYMEHTIB, SSIKUM BU KOPUCTYBaNUcsa Ans BUSBNEHHA Nnpobnemu (Hanpuknaga,
Opaysep, Bepcis, ckaHep 6e3neku Ta iHwe).

e Bcto iHdopmauito HagiwniTe Ha a.kozhevnikov@inweb.ua.

Mpo npobnemy MoxHa nucaTtu B Tini nucta abo B Byab-aKoMy, 3py4HOMY BaM, AOKYMEHTI. AKLWo Baw 3BiT byae
MICTUTW OaHi, onucaHi BuLLe, moxete B6yTn BNEBHEHI — BiH HE 3anMLINTBLCA N03a HaLIOoK yBarot. B iHwomy
BMNagKy MM MOXXEMO MNOro He aHanidysaru.

Ak npoxoauTb aHania 3BiTiB Npo Npobnemy

Mwu B1MBYaEMO BCi NpaBUbHO CKNaaeHi 3BiTu.

B13HaumMmMo npiopnTeTHICTb.

Y pasi, Ko 3HangeHa npobnema AicHo 3arpoxye 6esneui 4aHNX — YCYHEMO ii.
Bam BunnatmMmo Haropogy.

BpaxoBynTe, WO Ham NOTpiGeH Yac Ansi BUBYEHHS BALLOro 3BepHEHHS. Mu 3anuwaemo 3a coboto npaso
ny6nikyBaTtu 3BiTH.

[MoniTuka BianoBiganbHOro po3KpUTTA iHdopMauii

Konwu 6ynete noBigoMnsti Nnpo npobnemmn, 4OTPUMYNTECS HACTYNMHUX PEKOMeHAAUIN, Wob YHUKHYTH
iHiLitoBaHHA Cya0BMX MO30BIB NPOTU BaC i 3aKy4eHHSA NPaBOOXOPOHHMX OpraHiB Ans po3crigyBaHHS:
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e HiB skoMy pasi He BUKOPUCTOBYNTE BUSBNEHY NpobnemMy B cucteMi 6e3nekn B Oyab-sikuX Linsx (B TOMy
yncni ons AeMOHCTpaLii 4oOaTKOBMX PU3KKIB, BKITHOHAK4M CNpobu po3KpUTK KOHMIAEHUINHI AaHi
KomnaHil abo 3HanTu iHWi npobnemn).

e YHUMKanNTe nopyLleHb KOHMIOEHUIMHOCTI AaHNX | poOOTM iHLWIMX NIOOEN, B TOMY YMCHi CEPES iHLIOrO,
HeCaHKLiOHOBaHOro AOCTYNy A0 AaHUX, 3HULLEHHA AaHuX | nepepuBaHHA abo noripeHHs poboTtu
HaLloro camry.

e HapanTe Ham JOCTaTHLO Yacy Ha aHani3 i ycyHeHHsi npobrnemu, nepLu Hix onybnikyBaTu CBii 3BIT Y
BiOKPUTOMY OOCTyni abo AinuTucs Uieto iHopmaLieto 3 iHWKMN.

e YTpuMynTeECH Bi HABMUCHUX NOPYLUEHb BYAb-SKUX iHLUMX YUHHUX 3aKOHIB abo HOpM, B TOMY YKCHi
cepea iHWOoro, 3aKoHIB i HOPM, WO 3ab60POHATL HECAHKLIOHOBAHUI OOCTYN 4O AAHUX.

[Mpo po3mip BMHaropoam

MakcumanbHa cyma 3a ogHy 3HanaeHy npobnemy craHosutb 50 gonapis CLUA.

Mu Bunnayvyemo BMHaropogy Tiflbkn B TOMY BUMNAAKY, SKLO Le He CynepeynTb YUHHOMY 3aKOHOAaBCTBY.
3a BusABneHHA NpobneM 3 ayxe HU3bKUM PiBHEM PU3UKY BUHAropoAa MoXe He HagaBaTuCs 30BCiM.
OpgHa BMHaropofa BUNNa4vyeTbCs TiNbKN OOHINA NOANHI.

[Mpobnemun, Ha aKi nporpamMa BUMHaropoan He NOLLINPHETLCH

Cnam i TeXHIKM couianbHOI IHXeHepii.

ATaKu Ha KWTanT «BigMoBa B 06CNYyroByBaHHiI».
Po6oTa 3 iHTerpoBaHnmu cepicamum.
lMomunkoBi pesynsraTtu.
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[Mporpamma Inweb no Bo3HarpaXxgeHuto Berbix XxakepoB

Mbl LLEHUM BHUMaHME K HalLeMy areHTCTBY, 3ab0TMMcsi 0 6e30MacHOCTM AaHHbIX NONb3oBaTenen 1 Bceraa
Gnarogapum 3a nomouwb. Cnacnbo, YTO 3aLnn Ha CTpaHULy O NPOrpaMme BO3HarpaXkaeHus 3a HangeHHble
Hedo4eTbl B paboTe inweb.ua.

Ecnn Bbl 3ameTunu npobnemy B pabote canta, noxanymncra, Hanuwnte Ham. Ho npexae ybeantech, 4To OHa
BXOAMT B NEpPeYeHb TeX, O KOTOPbIX HAM CTOUT 3HaTb, U Y Bac €CTb BCE [aHHble, YTOObI COOBLWNTL HaM (aeTanm
B pasgerne «Kak coobwmtb 0 npobneme» — Hmxe). Ecnn HegoyeT 4eNCTBUTENBHO yrpoXaeT 6e30nacHoCTH
AaHHbIX Nonb3oBaTenen Inweb, Mbl C pagoCTbiO YCTPaHMM €ro, a Bac — BO3Harpagum.

PekomeHayem o6patnuTb 0cob60e BHUMaHNE Ha NOMUTUKY PacKpbITUS MHGOpMaLnK.

Kak coobwwmtb 0 npobneme

e [logpo6Ho onuwnTe OBHaPYXXEHHYIO YA3BUMOCTb.
MpunoxuTe NpMMepbl TOro, Kak «paboTaeT» HeMCNPaBHOCTb (MCNOMNb3YS CKPMHLLIOTLI, 3an1Cb IKpaHa).
OnuwunTe CNUCOK MHCTPYMEHTOB, KOTOPbIM Bbl MOML30BaNNCh A1 00HapyXeHnsa npobnemsl (Hanpumep,
Gpay3ep, Bepcus, ckaHep 6esonacHoCcTv 1 T4).

e Bclo nHdopmaumo npuwnute Ha a.kozhevnikov@inweb.ua.

O npobrneme MOXHO NUcaTb B Tene nucbMa unu B nobom, yaobHom Bam, gokymeHTe. Ecnv Baw otyet 6yget
coaepxaTb AaHHble, ONUCaHHbIE Bbille, MOXeTe ObiTb yBEpeHbl — OH He OCTaHeTcsa 6e3 Hawero BHMMaHus. B
NPOTMBHOM CIly4ae Mbl MOXXEM €ro He aHanuManpoBarthb.

Kak npoxoguT aHanv3 oT4eToB o npobneme

Mbl M3y4nMm BCe NPaBUIbHO COCTABIEHHbIE OTYETHI.
OnpeaenvM NpUOpUTETHOCTb.
B cnyyae, ecnv HangeHHas npobnema geicTBUTENBHO yrpoxaeT 6e30MacHOCTM AaHHbIX — YCTpaHUM
ee.
e Bawm Bblgagum BosHarpaxaeHuve.

YuunTbiBanTE, YTO HAM HYXXHO BpPEMS ANs U3ydeHns Bawero obpaieHms. Mbl octaBngem 3a cobon npaso
nybnukoBaTb OTYETHI.

[MonuTnka oTBETCTBEHHOIO PacKpbITUA MHGOpMaLNK

Korga 6ygete coobuwatb 0 npobneme, NpuaepXmBanTecb Cneayowmx pekomenaaunn, 4Tobbl n3bexarb
NHUUMNPOBaHUS CyaeOHbIX MCKOB NMPOTMB Bac U NPUBMEYEHNS MPpaBOOXpPaHUTENbHbLIX OPraHoB Ans
paccrnenoBaHus:
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e Hu npu kaknx obCcToATENBCTBAX HE UCMONb3yNTe 0OHapYXeHHY Npobrnemy B cucteme 6e3onacHoOCTH B
Kakmx-nmbo uensix (B T. Y. 4Na AEMOHCTpaLMM AONONMHUTENbHBLIX PUCKOB, BKNOYAsA NOMNbITKWN PacKpbiTh
KOH(MOEHUManbHble JaHHbIE KOMMAHUN NN HANTK Opyrue npoodnemel).

e |3Gerante HapyLleHWUIA KOHOUOEHUMANBHOCTUN AaHHbIX U paboTbl APYrux nogen, B T. Y., Cpeam npodero,
HECaHKLMOHNUPOBAHHOIO AOCTYNa K AHHbIM, YHUYTOXEHUS OaHHbIX U NPepbIBaHWS NN YXYOLEHWS
paboThbl HalWero canTa.

e [lpegocTaBbTe HamM OCTATOYMHO BPEMEHU HA aHaNM3 1 ycTpaHeHne Npobnemsl, Npexae Yem
nybnnkoBaTb CBOM OTYET B OTKPbLITOM AOCTYMNE UK AeNUTbCA 3TON MHpopMaLumen ¢ Apyrumu.

e Bos3gepxmnBanTecb OT HAMEPEHHbBIX HAPYLUEHUI JTOObLIX APYIMX MPUMEHUMbIX 3aKOHOB MU HOPM, B T. 4.,
cpean Npoyero, 3aKOHOB U HOPM, 3anpeLuarLnX HECAHKLUMOHMPOBAHHbIN JOCTYN K AaHHbIM.

O pa3mepe Bo3HarpaxgeHusl

MakcumanbHasi cymma 3a ogHy HangeHHyto npobnemy coctaendet 50 gonnapos CLUA.

Mbl BbiNna4ymMBaemM BO3HarpaxxaeHne Tonbko B TOM Cry4yae, eCriv 3TO He NMPOTMBOPEUYNT AENCTBYHOLLMM 3aKOHaM.
3a BbisiBNeHne npobrnem ¢ 04eHb HU3KMM YPOBHEM pUCKa BO3HArpaXkaeHne MoXeT He NpefoCTaBnsiTbCA BOBCE.
OpHo BO3HarpaxaeHue BbiNnavymBaeTcsi TONbKO OAHOMY YErOBEKY.

MpobneMbl, Ha KOTOpPble NporpamMmmMa Bo3HarpayKaeHUsi He pacnpoCcTPaHSAEeTCS

Cnam 1 TEXHWUKM coumManbHOW HXEHEPUN.
ATaku No TUMy «OTKa3 B 0OCNY>XNBaHUNY.
PaboTa ¢ nHTerpupoBaHHbIMM CEpBUCaMM.
Owunbo4HbIe pesynbTaThbl.
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Inweb white hat bounty program

We appreciate the attention to our agency, we care about the security of user data and always thank you for
your help. Thank you for visiting the Reward program for flaws and loopholes found in the work of Inweb.ua.

If you notice a problem with the site, please write to us. But first, make sure that it is on the list of those that we
should know about, and that you have all the data to tell us (details in the section "How to report a problem" -
below). If a flaw really threatens the security of Inweb users' data, we will gladly fix it, and we will reward you.

We recommend that you pay special attention to the Information disclosure policy.

How to report a problem

Describe the vulnerability that you have found in detail.
Attach examples of how the loophole “works” (using screenshots, screen recording, etc.).
Describe the list of tools that you used to find the problem (for example, browser, version, security
scanner, etc.).

e Send all information to a.kozhevnikov@inweb.ua.

You can write about the problem in the body of the letter or in any document that is convenient for you. If your
report contains the data described above, you can be sure that it will not be left without our attention. Otherwise,
we may not analyze it.

How problem reports are analyzed

We will review all correctly prepared reports.

Then we’ll define the priority.

If the problem found really threatens data security, we will eliminate it.
We will give you a reward.

Please note that we need time to review your appeal. We reserve the right to publish reports.

Information disclosure policy

When reporting an issue, follow these guidelines to avoid taking legal action against you and bringing law
enforcement to investigate:

e Do not under any circumstances use the detected security issue for any purpose (including to
demonstrate additional risks, attempts to disclose confidential company data or find other problems).

e Avoid breaching the confidentiality of data and the work of others, including, but not limited to,
unauthorized access to data, data destruction, and interruption or degradation of our website.
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e Allow us sufficient time to analyze and resolve the issue before publishing your report to the public or
sharing this information with others.

e Refrain from knowingly violating any other applicable laws or regulations, including, but not limited to,
laws and regulations that prohibit unauthorized access to data.

About the amount of the reward

The maximum reward amount for one problem found is $ 50.

We pay reward only if it does not contradict applicable laws.
There may be no reward at all for identifying very low-risk issues.
One reward is paid to only one person.

Issues not covered by the bounty program:

Spam and social engineering techniques.
“Denial of service” attacks.
Working with integrated services.

[ ]
[ ]
[ ]
e Erroneous results.
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