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Executive Summary

On September 24, Facebook took down some 300 assets that it attributed to members of
Russia’s military, including the military intelligence services. Several other social media platforms
took down related assets at the same time.

Russian military units have been exposed for running numerous influence operations in recent
years. Most notoriously, the military intelligence service known as the GRU interfered in the 2016
U.S. presidential election by hacking emails from the Democratic National Committee and the
Clinton campaign and releasing them online. Other known Russian military operations have
focused on the Ukraine and Syria conflicts, Russia’s regional rivalries with Japan and in the Arctic,
President Emmanuel Macron’'s emails in 2017 in France, the poisoning of former spy Sergei
Skripal in the UK in 2018, and the World Anti-Doping Agency, among others.

Facebook said that the networks it took down were “linked to the actors associated with election
interference in the US in the past, including those involved in ‘DC leaks’in 2016,” but underscored
that it had “not seen the networks we removed today engage in” hack-and-leak efforts or directly
target the 2020 US election. In 2016, the GRU used a persona that had largely posted about
geopolitics and conflict, Alice Donovan, to create the DClLeaks Facebook page.

The assets that were taken down formed several distinct clusters, widely different in targeting
and timespan, and running in Russian, English and Arabic: as such, this takedown appears to
represent a range of different Russian operations run by different entities in different locations,
rather than a single operation. Some of the assets were left over from efforts that ended in
mid-2014; their detection is likely a result of the platforms’ increased ability in uncovering such
operations. Others were recent creations and may have been set up to replace earlier assets.

Shortly before the takedown, Facebook shared a list of the assets with Graphika for independent
analysis. This report presents an initial overview of the findings.


https://about.fb.com/news/2020/09/removing-coordinated-inauthentic-behavior-russia/
https://www.justice.gov/file/1080281/download
https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.counterpunch.org/2018/01/05/ghosts-in-the-propaganda-machine/
https://www.bbc.com/news/world-europe-45747472
https://www.npr.org/2018/09/05/644782096/u-k-charges-2-russians-suspected-of-poison-attack-on-skripals
https://www.npr.org/2018/09/05/644782096/u-k-charges-2-russians-suspected-of-poison-attack-on-skripals
https://www.wada-ama.org/en/media/news/2016-09/wada-confirms-another-batch-of-athlete-data-leaked-by-russian-cyber-hackers-fancy
https://www.justice.gov/file/1080281/download
https://www.justice.gov/file/1080281/download

The assets in this takedown aimed at targets beyond Russia’s borders to the North, East, South
and West. As with earlier operations from various Russian actors, different clusters posted about
the Arctic; security and territorial claims in Japan and North Korea; the Syria and Ukraine conflicts;
Russia’s rivalry with Turkey; and NATO's presence throughout Eastern Europe. A very small
proportion of the activity focused on U.S. domestic politics, notably by creating a fake outlet
designed to appeal to Black audiences. Only the earliest assets, which focused on Ukraine in early
2014, were associated with hack-to-leak operations.

Most of the clusters in the takedown operated across multiple platforms. Beyond Facebook and
Instagram, Graphika discovered related accounts on Twitter, YouTube, Medium, Tumblr, Reddit,
Telegram, Pinterest, Wordpress, Blogspot and a range of other blogging sites. The majority of the
content consisted of long-form articles, typically supporting Russia and its allies while attacking
NATO, the United States, Japan, Ukraine and/or Turkey.

None of the clusters built a viral following. The largest group on Facebook, which posted in
English on the Syrian conflict, had 6,500 members; the largest page, which posted in Russian
about political and military news, had 3,100 followers.

The Takedown Set

The Facebook takedown consisted of 214 accounts, 35 pages, 18 groups and 34 Instagram
accounts. The oldest dated from late 2011, the most recent were still active in September 2020:
these were primarily focused on Syria.

As it announced the takedown on September 24, Facebook said, “We identified several clusters of
connected activity that relied on fake accounts — many of which had been detected and removed
by our automated systems. This network appears to have centered around a number of regions
including the Far East, Russia’s neighboring countries, and Syria. ... Although the people behind
this operation took steps to conceal their identities and coordination, our investigation connected
these clusters to the Russian military including military intelligence services.”

These assets formed the spine of a much larger and wider-ranging collection of operations. As is
detailed below, Graphika identified further assets on platforms that included YouTube, Blogspot,
Twitter, Medium, Reddit and a range of blogging sites. Assets that were associated with the same
persona mutually cross-posted one another: for example, Facebook and Twitter accounts from
the cluster of assets that focused on the Middle East shared links to Medium articles that were
posted by the operation. This behavior was not uniform across different regions and at different
times: early assets focused more on Twitter and YouTube, later ones posted on Medium and
Wordpress. In Russian, LiveJournal and blogging sites such as cont.ws were frequently used.


https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://secondaryinfektion.org/

Overall, this set does not represent a comprehensive “tour” of Russian military information
operations, nor does it represent a consistent set of operations run by a central unit. It is best
looked at as an ensemble of puzzle pieces coming to complete the broader picture of known
Russian military information operations across the years.

Creation Dates

The assets in Facebook's takedown set spanned a long period. The earliest - two Facebook
accounts that did not show any posting history - were created in late 2011. Two pages focused
on Ukraine that posed as hacktivists were created in late 2013. Few other surviving assets were
created until late 2016, however, and the largest volume of creation came in 2018, with a smaller
bump in early 2019. (The relatively small number of accounts in this takedown set that were
created in the early years reflects the fact that many early assets were removed in earlier
takedowns.)
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Timeline of asset creation across the takedown set. For pages and groups, we have used the given creation
date. For Facebook and Instagram accounts, we have used the date of the first post as a proxy.

Fake Accounts

Among the takedown set provided by Facebook, some accounts displayed similar activity
patterns and uploaded their first profile pictures on the same day (Facebook accounts do not
show a creation date, but the date of the first profile picture gives a proxy indication of when they
became active). The Russian networks featured two main batches, one with Turkish names, one
with Russian ones.

The older of these two batches, activated on July 8, 2016, consisted of five accounts that all
displayed Turkish names while using pictures stolen somewhere else on the Internet.
Interestingly, the accounts did not show any activity, and three of them had other batch accounts
as their only friends, leaving little doubt as to the ties between the accounts.



adla Akdodu updated her profile picture. Narin Ozer updated his profile picture. { Gimiis Terim updated his profile picture.
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o Friends - 3

Cagla Akdogu Riya Yilmaz Narin Ozer

e Friends - 3 o Friends - 3

Cagla Akdogu Tezal Akdogu Narin Ozer Tezal Akdogu Riya Yilmaz Cagla Akdogu

A batch of Turkish-named accounts was created on July 8, 2076. All the profile pictures are stolen.



The second, larger subset consisted of 26 accounts that were activated on March 13,2018. They
all displayed the same basic pattern, with a stolen profile picture, a cover picture and a Facebook
Life Event celebrating a graduation from highschool that, for all the accounts, occurred on
December 31 of various years. The profile pictures used by the accounts can be traced back to
various Russian social media platforms and dating apps.
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Graduated from 20 wxona Graduated from 5 wxona

Graduated from 124 wxona Graduated from 89 wkona

Examples of accounts batch-created on March 13, 2018.



Among the more developed personas, many claimed to be journalists, usually freelancers. One

persona claimed to write for the Middle East Monitor, but a search for their byline on the website
returned no results.

Sonya Clemens o

April 21,2019 - @ - ©

Started New Job at Middle East Monitor

April 21, 2019 — Freelance Copywriter
London, United Kingdom

00 5 1 Comment

Ayman Ryad v

I'm an Investigative journalist, and I'm really into politics. I'm interested

in all these stuff related to the Middle East region. Analytics and Ar to
En news

1Following 7 Followers - Y
| — eee
\ EneHa lWnpokas
May 12, 2010 - @ - &

Started New Job at baHk
May 12, 2010 — Ton-MeHegXxep

{HauuHaowWwmn XypHanucT |

O

Journalist personas on Facebook and Medium. The name “Sonya Clemens” did not feature on the Middle East
Monitor website.

Cross-Platform Activity

Previous Russian military operations have been characterized by their use of multiple social
media platforms, websites and blogs. The latest collection of assets was no exception: the



https://www.middleeastmonitor.com/?s=sonya+clemens
https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://graphika.com/reports/from-russia-with-blogs/

personas that appeared on Facebook and Instagram maintained a wide range of properties
across other platforms, including Twitter, YouTube, Blogspot, Wordpress, Medium, Tumblr,
Pinterest, Telegram, the Russian platforms VK and OK, and a range of Russian blogging

War 1s what happens
When 1anguage fails.

Pamela Spenser

4 twitter.com

Terrorists Trained To Sabotage
Iran Forces During Al Tanf

Exercises

Pamela Spenser
Jul 6,2019 - 2 min read . 4 ﬂﬂ H [l

The persona Pamela Spenser on Facebook and Medium. The related Twitter account was suspended some
time before September 21, 2020.
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The persona Valeriy Denburg / Banepwii [leH6ypr on

cont.ws, Facebook, Medium and Pinterest. The related

Twitter account was suspended some time before September 21, 2020.
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Preview channel

The persona bproccenbekuii cTykady (Brussels Snitch) on Yandex, Instagram, Facebook and Telegram.
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NPOTHB POCCHM €LUE Ha NONrOAa B CBA3M C OTCYTCTBMEM
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Makes no sense: the EU extended anti-Russian sanctions

The persona Westvoices: website at the top, Facebook group at the bottom, and flanking it, two shares by an
operation asset to two groups run by the operation.


https://cont.ws/@id382379622
https://medium.com/@DenburgV
https://www.pinterest.co.uk/denburgv/_saved/
https://zen.yandex.ru/akdat
http://t.me/brussinf
http://westvoices.ru/
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During the joint press conference involving US Secretary of State
Mike Pompeo and Russian Foreign Minister Sergei Lavrov in Sochi
Mr. Pompeo said that Washington did not want to start a war with

2 Studied at The University of Manchester

#2 Went to The Manchester College Iran. According to him, the goal of Americans is to change the
behavior of the leadership of the Islamic Republic. This statement

ﬁ Lives in Manchester, United Kingdom was made against the background of the United States ship and air
groups strengthening in the Middle East.

© From Manchester, United Kingdom |... See More

@ widowed

The persona Charles Lonsdale, apparently educated at Manchester University, but whose comment on a
mountain view read “So beautiful view!” Clockwise from the top left, on Twitter, Medium, politicsforum.org
and Facebook.
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Anonymous Ukraine defaces Polish websites
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Valentin Kozlenko
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Clockwise from top left: Facebook page for the Cyb3rgun$ pseudo-hacktivist group; Twitter account for the
group; Twitter account @XcpTOr, a suspected asset retweeted by @Cyb3rguns that pointed to a single-use
YouTube account; and the YouTube account itself.


https://twitter.com/ukclonsdale?lang=en
https://medium.com/@charleslonsdale
http://www.politicsforum.org/forum/viewtopic.php?t=176606

Coordinated Activity

The takedown set displayed signs of coordinated activity, both in their posting patterns and in the
content they shared. Among the accounts that were created in a batch on March 13, 2018, at
least four primarily amplified content from two more well-developed personas in the takedown
set, named Victor Zar and David Jansenson. Typically, these better-developed personas posted
content from pages run by the operation into groups run by the operation, and then the
batch-created accounts re-posted them.

F\ CeeTnaHa Tananaesa ass ;: ‘ Wpa XakumoBa
Nl April4,2018 - & »‘;; April 4, 2018 - &
l B, Victor Zar b The truth about the wars in Syria and Ukraine ' EA’:\:;IC‘“J;E?:HSDH Vladimir Putin Fan Club
3 April 4, 2018 ¢

"Hang in there!" - citizens of St.Petersburg made a humorous congratulation for
the NATO in it”s birthday e & @

From @ssia

2,609 Views 2,609 Views
Ths{ Opinion Next Door 1l Like Page The Opinion Next Door 1l Like Page
April 4, 2018 - & April 4, 2018 - &

Posts from Victor Zar and David Jansenson in groups, firstly shared by asset page The Opinion Next Door,
and then shared by assets from the March 13, 2018, batch.
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April 5, 2018 - &
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April 4, 2018

"OepxuTecs!" - xurenn Mutepa c omopom nosapasunu HATO ¢ [iHem Poxpnexus

@@

This content isn't available right now

When this happens, it's usually because the owner only shared it with a small
group of people, changed who can see it or it's been deleted.
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April 4, 2018

"[epxuTech!” - xutenu NMutepa ¢ MoOPOM nosapasunn HATO ¢ [iHem PoxaeHus

@@

This content isn't available right now

When this happens, it's usually because the owner only shared it with a small
group of people, changed who can see it or it's been deleted.
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David Jansenson b PYCCKUE
April 4, 2018
"[lepxuTech!" - XuTenu Nurepa ¢ OMOPOM Nosapasuni HATO ¢ [IHem poxaeHus

This content isn't available right now

When this happens, it's usually because the owner only shared it with a small
group of people, changed who can see it or it's been deleted.
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April 5,2018 - @

David Jansenson b PYCCKUE
April 4, 2018

"MepskuTech!" - xutenu MuTepa ¢ IOMOPOM Nosapasuni HATO ¢ [lHeM poXaeHUs

@@

This content isn't available right now

When this happens, it's usually because the owner only shared it with a small
group of people, changed who can see it or it's been deleted.

Two assets sharing the same post from "David Jansenson" in two different Facebook groups

The Syrian-focused pages and assets, in the meantime, posted the same articles or shared
content from what seemed to be the core of the Syrian network, the page "USA out of Syria". The
content shared by the assets constantly criticized the Western coalition in Syria while praising
Russia and Syrian President Bashar Al-Assad. The pages and accounts heavily relied on memes,
cartoons, epic and graphic pictures in their posts, most likely in order to attract Facebook users,.
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Examples of coordination between Syrian-focused pages, accusing the United States of stealing Syrian oil.
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Examples of coordination between Syrian-focused pages, picturing Recep Tayyip Erdogan as Hitler.
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Example of post coordination between Syrian-focused assets. The pages claim that Syria is doing better at

fighting the Covid-19 outbreak than the United States
Some Russian-language sets of accounts, which were relatively active among groups Facebook

tied to the takedown set, recycled their visuals to promote their articles, sometimes with up to a
year of difference between posts.
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3a601eBaeMOCTH U CMEPTHOCTK OT KOpoHasupyca. OHaKo, BMECTO TOro
4T106bl HANPABMTL YCHNWA Ha PELEHWE AaHHbIX BONPOCOB, aMepUKaHCKoe
PyKOBOACTBO OGBMHAET B CBOMX HEyAa4ax ApYrue CTpaHbl, B YaCTHOCTH,
Poccuio, Knutait 1 UpaH, KoTopblie NOCTOAHHO Nno... See More

KceHusn MNMeTpoBa
March 4 . @

Komy HykHbl MPO CLLA?

2 mapta 2020 r. KHOP B ouepepHoii pa3 ocylecTBmnna 3anyck Asyx
6annUMCTUYECKMX pakeT Manoi AanbHOCTH, AaNbHOCTb NONETa KOTOPbIX
cocrtasuna oxono 240 kM. BoopyxeHHble cunel Pecny6nuku Kopes 6binu
HeMeaNeHHO NpUBeEeHbl B COCTOSHKE NOBbILLEHHO 60eBOI rOTOBHOCTH,
aAMWHWUCTpauus npeavaeHTa Pecnybnvki Kopes nposena aKCTpeHHoe
3acefilaHne coseta 6€30MacHOCTM C LeNbio NPUHATUA JONONHWUTENbHbIX
Mep no obecneyeHuIo HaUuMoHanbHo 6esonacHocTh. OHAKO HECMOTPA
Ha cepbesHylo 06ecnoKoeHHo... See More

Examples of different Russian-speaking accounts sharing the same pictures over time, with
different text

Various assets amplified content from the websites westvoices[Jcom (now defunct) and

westvoices.]ru, which focused on security issues
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David Jarisanaon @k, ynoaHa Muwenko - =
. March 18, 2017 - G i} w Z:opomapxuw
- rree -

kuflle YHUMAIOTCS U NPOAOAKAIOT

' David Jansen: son b BENIMKAS OTEHECTBEHHAR o koHua atoro roga Mongasua MOXeT NonyyYuTs POCCUACKKMI KPeauT B

MOHHAR BOHHA oo
4 MonbLwa MOXET CTONKHYTHCA Ha CBOWX BOCTOYHbIX MPaHNLaX © «HOBOI
ficKoi aaalIo p://WeStvoiCes.ru/news,

cers domaoe B dopmoi . 3aRBMN
NpwBanTuke. KTo Ha CaMOM eNe yNPaBNAeT NOCTCOBETCKHMA MCKyCCTaa MeTp FPOXMANbCKUA B HHTEPBBIO NOALEKOTO PAao.
pecnyBnukamu?

main

Over 200,000

VOICES.COM
03HaHuemM» MpubanTukm? | West Voices

AHTHPOCCHACKHE BHICTYNNEHYS: NPMBANTHACKUX MAEPOS ~ BepLIMHA

O

WE!

Wrope Makees

29 Marct

A\ ‘
WY/ Ananwrnxa e <M o

I/Iropb MakeeB Tomaraskugif Honbwi 1
PyMbIHUKA

Timeline About

West Voices | Tomaraesku gns lMonbwn n PymbiHumn

LLewrp cTpaTern4ecknx n mexayHapoaHbIx uccnenoBaHuin NoAroTosun n
obHapogoBsan Ha cBoeM OuLIManbHOM CaiTe aHanuMTUYeCKUA OTHET,. ..

Shares of the West Voices domains by assets in this operation; the top left image shows that the .com
domain was already defunct in September 2020.

North, East, South, West: The Topics

U.S. Politics

Very little of the content from these Russian operations mentioned U.S. politics: they were far
more focused on geopolitical issues. However, given the timing of this report, the public interest in
the U.S. election and potential interference, we have chosen to cover this topic first.

Only one entity focused specifically on U.S. domestic politics in English: this was a Wordpress
blog called “Black and intelligent,” whose motto was “Knowledge is freedom, ignorance is slavery.”
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We must accept
finite disappointment,

[ lose infinite hope.
Luther King Jr.

(eee ) ( Follow )

Black And Intelligent
@BlackAndIntel

This blog was created to unite black men and remind us of our brotherhood and
value as men in this society.

© United States ¢ blackandintelligent.wordpress.com Joined June 2019
606 Following 158 Followers

@BlackAndintel on Twitter, screenshot taken on Sept. 23rd 2020 at 5:00pm ET

The central Wordpress blog was accompanied by a Facebook page, a Twitter account, a Tumblr
account and a Medium account (the Wordpress site also displayed ads through WordAds). Its 57
articles were all copied from bona fide news sites, but the selection showed a clear interest in
American racial tensions. A few of the posts directly related to electoral candidates: among these,
one focused on Senator Bernie Sanders’ positive image in the Black community (plagiarized from
Newsweek), while another wrote of Vice President Joe Biden “blaming black America for its
problems” (copied from an op-ed in the Washington Post). The blog and associated assets
stopped posting in January 2020.
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https://wordads.co/
https://www.newsweek.com/majority-black-voters-say-they-could-vote-bernie-sanders-2020-election-1482343
https://www.washingtonpost.com/outlook/2019/09/17/joe-biden-isnt-only-democrat-who-has-blamed-black-america-its-problems/

BLACK AND INTELLIGEN

e is fr n, ignorance is slavery

Tm Resisting You, B¥**h': Young Majority of Black Voters Say They
Folk Gather The Kent State ‘Gun Could Vote for Bernie Sanders in
Girl' Who Says Racism the 2020 Election

Doesn't EXlst January 16, 2020 — 0 Comments

January 16, 2020 — 0 Comments

Top of the “Black and Intelligent” blog as of September 22, 2020, showing the most recent posts, both dated
January. The left-hand post was copied from blavity.com, the right-hand post from Newsweek.

Across social media platforms, “Black and Intelligent” seemed focused on creating an audience
for itself in US Black communities: this took the form of gathering email addresses on Wordpress
for the blog's newsletter (according to the site, 327 people had signed up by September 23, 2020),
and of following US-based BLM activists on Twitter and Tumblr. The Facebook page had already
been taken down at the time of writing this report, and therefore could not be analyzed by the
Graphika team. Despite its two years of activity and its audience targeting efforts across
platforms, the combined following of the Black and Intelligent assets remained low.

Platform Content Following
WordPress 57 articles spanning May 2018 - | Gathered 327 email
January 2020. addresses for the blog's

newsletter.

Twitter 33 tweets, very low engagement. | 26 followers (for 66
following)

Tumblr 2 posts, no engagement.

Facebook N/A

Medium No content posted, no followers.
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https://blavity.com/im-resisting-you-bh-young-folk-gather-the-kent-state-gun-girl-who-says-racism-doesnt-exist
https://www.newsweek.com/majority-black-voters-say-they-could-vote-bernie-sanders-2020-election-1482343

In 2016, multiple Russian operations targeted the Black community with messaging that was
designed to divert support away from Hillary Clinton, including by comparing her unfavorably with
Sanders. The activity on the Wordpress blog recalls that attempt, but the volume of content was
too small to establish a firm pattern.

Graphika also identified a number of Russian-language assets that focused on election-related
topics from a strongly conservative point of view. For example, one blog blamed America’s
post-coronavirus economic depression on the protests against racial discrimination, and accused
Democrats of astroturfing the protests.

“Americans are tired of negroes, Latin Americans, gays, transgenders, lesbians and all kind of
imposed programs to destroy traditional values. And overall, the personality of [the Democratic
Party’s] candidate Joe Biden doesn’t inspire confidence, even despite the voluminous information
campaign.”

More typically, when assets posted about U.S. politics, it was in connection with U.S. operations in
the Middle East or the broader conflicts there. For example, a Facebook page called “USA out of
Syria” published an image of a mural of George Floyd that was apparently photographed in Idlib,
Syria. An account called Andrei Chizhikov shared a video interview with former candidate Tulsi
Gabbard, alongside a comment that accused the U.S. of taking part in “practically every conflict
on Planet Earth.”

AHppei Ynxnkos e @ USA out of Syria
@ March 4. § June 1-©
"MpopaxHas Bepa"
BoWHa Ha banxHem BocToke AnnTcs yxe He OAHO gecaTuneTue, u,
cKkopee BCero, NPOAO/IKMTCA, Kak MUHUMYM, cTonbko xe. CLUA,
KOTOPbIE SBASIOTCA HEM3MEHHbIMWU Y4aCTHUKaMMW NPaKTUYeCKM Niobbix
KOHGNUKTOB Ha nNnaHete 3emna, purypupytoT n B 6opsbe ¢ apabekum
MupoM. Mo 3asBneHUsM aMepuKaHLes, oHu BopioTesa ¢
TePPOPUCTUYECKUMU MPYNMMPOBKaMU, MPonaraHaupYyowmmMm
aKCTPEMUCTCKYI0 naeonoruio. OfHako, Ha NPaKTUKe OKa3blBAaeTCs, 4TO
BalUWHITOH CaM Xe W NOoAAepPXUBAeT 3TUX 3KCTPEMUCTOB.
Ha Bugeo xoc... See More

=

TACK! ING TERROR
Tyxcr I'a66apx (aner Korrpecca CIIL
JA C

YOUTUBE.COM f 5 > \ TN
AMepuKaHCKui KoHrpeccmeH: CLUA duHaHcupytoT UTUM n : s e AR B 2bat ol
Anb-Kaugy Owo 1 Share

Posts by Andrei Chizhnikov (left) and USA out of Syria (right).
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https://comprop.oii.ox.ac.uk/research/ira-political-polarization/

North

The Arctic

Some of the assets in this takedown set posted about the Arctic, often in combination with other
topics. This was a relatively minor theme, but it ran consistently from 2017 through 2020. The
content typically portrayed the High North as a zone of geopolitical confrontation, with the West,
the United States or NATO behaving as aggressors, and Russia defending its legitimate interests
in the region. Shrinking Arctic ice and the opening of new shipping lanes and access to natural
resources have led to this area being increasingly contested between Russia and the US and its
allies.
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https://www.csis.org/analysis/americas-arctic-moment-great-power-competition-arctic-2050

ii‘ Khinkus = Follow

&i khinkus #ApkTuka #CLUA #KaHapa

k5 #3ckumocs! #4ykun #Hopeerus
#Poccus #cexTbl #KkpaliHuii_cesep
3anap 3axoauT B APKTUKY,

o.rpennamua BO3[EWCTBYA Ha Hapoabl KpaiiHero
q (Oanun) cesepa. MNepsble XUTeNu NpULLIKY B
ApkTuky 6onee 30000 net Hasag.
Randigrr KOpEeHHbIX X1UTenei APKTUKK

NpeacTaenAlnT 17 pasHbix HAPOAoB.
Mo aaxHbIM NocneHel nepenucu
HaceneHus (8 2015 r.), nx
HacyuTbiBaeTcs okono 260 000
yenosek. KopeHHble Hapoabl
TPagWUMOHHO CYLLIECTBYIOT «BHYTPHU»
eCTeCTBeHHbIX 3KOCUCTEM M
ABNAKOTCA UX YacTbio. U naxe
AYXO0BHas Mopanb U PENUIr1a Yy Takux
HapOA0B HaXOAAT CBOM OTKNWK B
npupoge. DTUM OHU npUHUUNManbHoO
OTNUYEKTCH OT 3anafHbiX

oQv N

26 likes

Add a comment...

. . Andrey Trofimovich
@ AHapeit Yuxukos November 22, 2017 - 6

August 28 - & #OOH #Poccus #CIUA #ApxTuxa #wensd #Tpamn #TlyTHH
BECNOYBEHHbIE XENaHMA.
Luynanbua HATD B ADKTVIKE. Ha ceropHswHui geHs He YTHX2I0T CNOPLI O TOM, KTO MMeeT NPaBo Ha
paspaboTky W ocBOeHWe ADKTMYECKOro wensda, NpocTHpaoweracs
McTopryeckn ApKTUKa, Kak U KOCMOC, XxapakTepM3oBanach Kak BAONb CEBEPHOM rpauub Poccuiickoi Gefepaunn. CBOM NPETEH3NMU
NpeuMyLLEeCTBEHHO MUPHasA TEPPUTOPUA, HO CEroAHA CUTyaLus e peno ppaTeD PR

CTpaH, cpeau koTopbix [anua, Hopeerua, Kavaga, CILA, a onnoHeHToM
MEHSAeTCH C paclvpeHMeM AocTyna cTpaH K MOpk, HOBbIMW OTKPbITbIMK B CNOPE C HUMU BLiCTYNaeT Poccus. Mpu 3ToM 10806 NPOTUBHWKOB

peCpraMM " KOH?(ypprIOLLLHMM CyBepEHHhIMM HHTEPECSMH. no MEPE Poccuu B faHHOM CNOpe He NOAXPENNATCA Kaknmu 6... See More
M3MEeHeHUs YCNOoBUA B ADKTUYECKOM PeroHe W paclumpeHus
X03AHCTBEHHOM W Hay4YHOI AeaTensHoCcTW Poccuu, AMepuka Bcé
cubHee NposBfeT MHTEPeC K 3aTOMY PervoHy. AMepuKaHLbl, npexae

BCEro BOEHHbIE, CO3Aany HOBYIO CTPaTeruio Toro, Kak o...
Continue Reading
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o) Like (O comment 7> Share

Posts from various assets on the Arctic. The topmost post claims that the traditional cultures of the High
North are incompatible with Western lifestyles. The bottom right claims that a “Polar War” has already begun,
while the bottom left, entitled "NATO's tentacles in the Arctic', explains why the Arctic belongs to Russia and
how NATO has been trying to steal territory from Russia.
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|“< Paul Green s j“  Paul Green -
*1:, April 17, 2019 - @ @ February 27, 2019 - @

Arctic is a territory beyond the Polar Circle, where a huge amount Nowadays, there are many ecological organizations, which do not
of natural resources localizes. It attracts attention of many only take care of nature, as they are supposed to do. Actually,
countries. There is a third part of world hydrocarbon reserves in such organizations as “World Wildlife Fund”, “Greenpeace”,

the region, and the Northern Sea Route is an important
throughway between Europe and Asia. All Arctic countries say
about the keeping this region as a place of cooperation and
peace. However, the USA and its allies from NATO conduct an
arms race to conquer superiority in the region. ... See More

“Bellona", very often try to bring the world community to perceive
the Russian Federation’ s activity in all spheres in a negative way.
We can observe it in the most perspective regions of the world,
i.e. the Arctic. The Arctic region is the point of many countries’
interests. Of course, the ... See More
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oY Like (J Comment @ Share i Like () Comment @ Share

Posts by asset Paul Green, accusing the United States and NATO of an “arms race” in the Arctic (left) and
accusing environmental NGOs of conducting smear campaigns against Russia (right).

East

Japan

Some assets focused heavily on Japan and, in particular, the status of the disputed Kuril Islands,
which Russia occupies but both countries claim. Many of these assets appeared to be located in
Khabarovsk, a city in Russia’s Far East which is home both to the Pacific State University and the
headquarters of Russia’s Eastern Military District. The region is known as the home of an earlier
online influence operation, in the shape of a website called the Nota Bene Group
(nbenegroup.com, now defunct but archived). This claimed to be a student-led analytical group,
and posted about Russia’s armed forces, the Far East and the Kuril Islands from a pro-Russian
perspective. The website’'s domain registration showed that it was registered to the Finance
Department of Russia’s Far Eastern Military District (the forerunner to the Eastern Military
District). The website went offline in the first half of 2020.
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https://web.archive.org/web/20190817124747/http://nbenegroup.com/

Domain name: NBENEGROUP.COM

Name Server: ns.s3n.com

Name Server: ns3.redcom.ru

Creation Date: 2009.06.04

Expiration Date: 2013.06.04

Status: DELEGATED

Registrant ID: HWWQB6B-RU

Registrant Name: Finance Department of the Far Eastern Military district
Registrant Organization: Finance Department of the Far Eastern Military district
Registrant Streetl: Serysheva, 13

Registrant City: Khabarovsk

Registrant State: Khabarovskiy kray

Registrant Postal Code: 680000

Registrant Country: RU

Domain registration information for NBeneGroup.com, showing the registration to the Far Eastern Military
District. The domain became defunct in August 2020 and is now registered to a Chinese company.

Various assets that Facebook identified in the latest takedown posted about similar themes. For
example, a Facebook account called Paul Green was ostensibly a young man from Khabarovsk
who lived in Yokohama. This account created a group called “USA in the Asia Pacific Region” on
August 1, 2018, and posted content there occasionally until January 2019. The content accused
the U.S. of destabilizing the Pacific Basin and the Arctic, antagonizing the Japanese population
and allowing American troops in the region to commit crimes with impunity. Other posts accused
Japan itself of aggression and destabilizing behavior, and especially focused on the ownership of
the disputed Kuril Islands.
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{“  Paul Green shared a link.
August 1, 2018 - @

Well, | want to start this group, telling you a news, that is very
important for me. | live in Japan now, and | see how U.S. militaries
carry themselves there. There was an incident last weekend, that
anried me very much!

It's article from the paper "Stars&Stripes"
https://www.stripes.com/.../sailor-accused-of-slashing...

CAMP FOSTER, Okinawa — A sailor was arrested early Sunday
after vandalizing a vehicle and then slas... See More

~y

STRIPES.COM

Sailor accused of slashing Okinawa man's neck after
vandalizing vehicle

Post by Paul Green to the group the persona ran, USA in the Asia Pacific Region. The group only had two
members.

Paul Green
khinkus = Follow @ February 5,2019 - @

Recently, in some countries of the world such a phenomenon as
“Russophobia” has become more common. In most cases, this is
khinkus #Poccun #5inokua caused by influence from the outside. That is, someone stubbornly
:i:::::;::: ::r::n": creates from Russia the image of the enemy and impeses this
#Bropan Meposas_Boslia opinion on others. However, there are cases in which anti-Russian
#nperenann #ocTposa Mnoxan sentiments originate within the state at the suggestion of the
WCTOPHUECKAR NaMATD country's leadership.

This situation can be observed in Japan. For more than half a
century, the popul... See More

LtrOBEEE!

Bephu Yetbipe
QOctpoea!

Return Our Northern

Territories!

Add a comment

Posts by assets focusing on the Kuril Islands, a prominent topic in the takedown set.
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iz Paul Green @ :eabL:l frre:ne
e ses k iy
= February 5 - @ /

#Japan trying to get the #Kurillslands

Japan is pushing North Korea to work on nuclear weapons Official #Tokyo has been stirring up the so-called “northern
Japan, South Korea and the DPRK are the closest neighbours in territories problem” so hard for the several decades, that is, the
Northeast Asia, whose relations affects the region as a whole. southern part of the #Russian_Kuril_Islands. It is important to note

that the Japanese leadership believes that these islands were
illegally transferred to Russia as a result of World War II, and that
these lands allegedly are originally Japanese territories.
Moreover, the official Tokyo annually allocates sign... See More

Now, however, relations between the countries "leave much to be
desired". This is especially true in relations between Japan and
North Korea.

The situation with the DPRK is very difficult. The entire world
community is pressuring the country's leadership to stop the
nuclear missile program. And whi... See More

oY Like (J comment A Share
Write a comment... © @ g i
Press Enter to post.

Facebook posts by asset Paul Green on Japan, North Korea and regional security.

A group that Facebook attributed to Russian military actors was called Npegenbl O03BOIEHHOMO
("the limits of what's allowed"). This pointed towards a YouTube channel of the same name that
sporadically posted videos about Russia’s relationship with Japan. The channel only posted twice
in 2020, both in September: the first video explained why the Kuril Islands belong to Russia, while
the second explained why American values are bad for Japanese culture. Posts from earlier years
included similar themes. The channel’'s “About” page said that it was a “scientific research project
by students of the Oriental Studies and History Faculty of the Pacific State University” in
Khabarovsk. That faculty exists, but none of the online literature that Graphika has been able to
identify makes any mention of the MNpegenbl [03BONEHHOMO project.
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https://www.youtube.com/channel/UC3yFD9IPSIleA7UFjKLzvCA/about
http://pnu.edu.ru/ru/faculties/full_time/fvi/
https://www.facebook.com/Politen/posts/836926296500907/

MPEAEJIbI AO3BOJIEHHOIO
@ e sﬁscribers ,El csvVEXPORT B8 ADD COMPETITOR BB

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q TRENDING B8 sTATS B
Description Stats
Kanan "M A 0" - NPOEKT Hay il CKOM paBoTbl CTYAEHTOB (hakynbTeTa BOCTOKOBEAEHUA U Joined Oct 13, 2015
MCTOpUM MNearorudeckoro MHCTUTYTa O I BEHHOTO a
427,170 views
Lienbto npoeKTa ABNAETCA Ny6NUKALMA KOPOTKUX AOKYMEHTaNbHbIX no aKTy B HacToslLee BpeMA
VCTOPUYECKUM TEMAM.
Fa
Details

The YouTube channel “Limits of what's allowed,” showing the attribution to students of the faculty of Oriental
studies and history of the Pedagogical Institute and the Pacific State University.

MNPEAENBI AO3BOJIEHHOIO

1.53K subscribers

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q

Uploads PLAY ALL Top Keywords

P UCTAHUMM
‘ YTEWEHUA? = |

CE?J! ‘ IH TO,(IIO _ W%

HTPUIK

Pike ) DN

Bo YTO ANOHL,AM 06X0AATCA Poccusa u sinoHusa HaeA3saHHas 060poHa. Be3B130BbIe UHTPUTU CTaHLuK yTelueHna

aMepUKaHCKUe LieHHOCTH IKOHOMHYECKOE pa3BUTHe... MupHoro Aoroeopa He 6yfer AMOHCKUX MUNUTApUCTOB
P U P P A P YA 389 views + 2 years ago * P
111 views « 2 weeks ago « 100% 118 views + 2 weeks ago * 4.9K views * 1 year ago * 97% 107K views * 2 years ago *

Videos from the “Limits of what's allowed” channel, showing two recent videos on economic developments in
the relationship between Russia and Japan and the damaging impact of American values on Japanese
culture. Center, a video from February 2079 on North Korea'’s nuclear program headlined “Seoul and Tokyo
will be annihilated” that accused the U.S. of fomenting tensions in the region. Right, videos from July 2018
accusing Japan of abusing Russia in the present, and rehearsing Japan's use of “‘comfort women”in World
War Two.

Winter Olympics 2018: Sour Grapes

Another Far Eastern topic that the Russian military assets covered was the Pyeongchang Winter
Olympics of February 2018. These games were of particular importance to Russia because it was
banned for them because of its state-sponsored doping scheme. In the build-up to the ban,
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https://www.bbc.co.uk/sport/winter-sports/42242007

various Russian operations targeted the World Anti-Doping Agency (WADA), whose testimony
was crucial in the International Olympic Committee’s decision to ban Russia.

The latest takedown set included an Instagram page called StopPyeongChang2018. Its bio urged
“national teams to stay away from the South Korean 2018 Winter Olympics,” and its posts spread
alarming stories about potential security threats to the games, including hacking, the flu, the
norovirus, and nuclear war. It also accused the Korean people of animal cruelty.

stoppyeongchang2018 EEEE -

85 posts 2,770 followers 124 following

Harrison Porter
Stop PyeongChang movement urges national teams to stay away from the South
Korean 2018 Winter Olympics.

T Ty

@ stoppyeongchang2018 #U.S.
senator: a “preemptive #war" with

north #Korea is becoming more likely
A spokesperson for the Ministry of
Foreign Affairs of the DPRK gave the
following answer to a question raised
by KCNA on Wednesday as regards
the fact that high-level politicians of
the U.S. are now constantly making
reckless remarks about our country.
Recently, as the U.S. is conducting
the largest-ever joint aerial drill on the
Korean peninsula targeting the
Democratic People’s Republic of
Korea (DPRK), its high-level
politicians are showing alarming signs
by making bellicose remarks one after
another.

#stopPyeongChang
#stoppyeongchang2018 #0lympics
#boycott #2018winterolympics

Qv [

3 likes
DECEMBER 7, 2017

o

Profile and first post by the Instagram persona “Harrison Porter”.

The same persona operated a blog on Wordpress and amplified it from an account on Twitter.
These assets pushed the same essential message that the Winter Olympics would be far too
dangerous for sports fans to attend, with a sideline in animal cruelty. The Twitter account’s very
first tweet set the tone for all 220 other tweets that followed: “Neither the 10C nor Seoul can
guarantee the safety of athletes and fans over North Korea-U.S. tensions.”

25


https://secondaryinfektion.org/report/crossing-campaigns/
https://www.wada-ama.org/en/media/news/2016-09/wada-confirms-another-batch-of-athlete-data-leaked-by-russian-cyber-hackers-fancy
https://stoppyeongchang.wordpress.com/

% Stop PyeongChang @stopPyeongChang - Dec 7, 2017 v
- U.S. senator: a "preemptive war" with north Korea is becoming more

~
likely stoppyeongchang.wordpress.com/2017/12/07/u-s... via
@wordpressdotcom
O ja v, Ty
% Stop PyeongChang @stopPyeongChang - Dec 6, 2017 v
Q&; Threat of war with North Korea rising via @axios axios.com/threat-of-
war-...
QO 0 Q Ty
Q Stop PyeongChang @stopPyeongChang - Dec 6, 2017 b4
i;.:,‘ Neither the IOC nor Seoul can guarantee the safety of athletes and fans

over North Korea-U.S. tensions #stopPyeongChang2018
Q L Q qy

The first tweets from @stopPyeongChang, December 6-7, 2017.

Norovirus Cases at Olympics More
than Double, Moving Beyond

Warnings raised over hackers at

Dear Ol
Pyeongchang Olympics saLnpyalE

Posted on February 2, 2018 Security Staff

Posted on February 8, 2018

APPEA“‘

The Olympic Games have always been supposed to unite and reconcile

people of different nationalities despite any di . But the upcoming

The US Government has warned its citizens to be aware of cybersecurity risks

bl e i glmer- Olympics in PyeongChang jeopardize the fundamental principles of
ympism.

The warning comes as researchers and experts identify North Korea as an

Three posts by the StopPyeongchang Wordpress blog, warning “Olympyans” of hacking and norovirus. Other
posts included warnings of nuclear war, avian flu and “North Korea’s Aggressive Seasonal Flu.” Most were
copied from legitimate news sources.

The Twitter account also appealed for “‘new enthusiastic members” to keep the blog updated. The

tweet had been retweeted six times by September 2020; there is no indication of any replies,
which would not be visible through open sources if they came as direct messages.
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https://stoppyeongchang.wordpress.com/

4 Pinned Tweet

G% Stop PyeongChang v
Yy ©@stopPyeongChang

hey everyone, we are currently looking for new
enthusiastic members to help us to keep people updated.

If you also have worries about safety during
#PyeongchangWinterOlympics DM or contact us via

Contact

This is a contact page with some basic contact information
and a contact form.
& stoppyeongchang.wordpress.com

4:20 AM - Jan 18, 2018 - Twitter Web Client

6 Retweets b5 Likes

Tweet by @stopPyeongChang, asking for “new enthusiastic members to help us to keep people updated.”

South

A separate cluster of activity focused on the countries to Russia’'s south, especially Syria and
Turkey. As with the Far Eastern content, this messaging reflected earlier operations: an earlier
takedown of assets attributed to the Russian military included personas focused on a website,
the Inside Syria Media Center, and a number of fake journalist personas, of whom the most
notorious were Alice Donovan and Sophie Mangal - both the subjects of detailed investigations by
Counterpunch in 2019. The GRU ultimately used the Alice Donovan account to create its DCLeaks
Facebook page, according to a U.S. indictment of GRU operators.’

T The taxonomy around leaks and the weaponized disclosure of hacked information is complex. We

consider leaks to be material obtained and released by insiders, such as the activity of former NSA
contractor Edward Snowden. We consider false leaks to be material obtained by outsiders by way of
hacking, and released by outsiders usually disguising themselves as activists/insiders, such as the hacking
and leaking of emails from the Clinton campaign in 2016 and the Macron campaign in 2017. We consider
tainted leaks to be false leaks that contained doctored and altered content.
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https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://cyber.fsi.stanford.edu/io/publication/potemkin-think-tanks
https://www.counterpunch.org/2017/12/25/go-ask-alice-the-curious-case-of-alice-donovan-2/
https://www.counterpunch.org/2018/01/05/ghosts-in-the-propaganda-machine/
https://www.justice.gov/file/1080281/download

Syria

The latest takedown included a number of similar assets, most notably the persona Pamela
Spenser. This was created on Facebook in May 2019, and also operated on Medium and Twitter,
posting long-form articles about the Syrian conflict.

F Pamela Spenser f Pamela Spenser
Apr 25,2019 - 2 min read Apr 27,2019 - 2 min read

=, i

US Hides Their Crimes Against Peaceful In the Rukban Camp New Jihadists Are

Syrians Educated And Train

In the Syrian camps for refugees and displaced persons... ) 0
) H

fl Pamela Spenser i

®.. Rl

The US Department of State, Its Allies In
Idlib, and Chemical Attacks

US Spec Rep for Syria: We Do Nothing
Though This Is Russia To Be Blamed

(o) [N

| Pamela Spenser || Pamela Spenser
f‘ Jul 8,2019 - 2 min read Jul 6, 2019 - 2 min read

US Plans To Increase Troops At Al-Tanf Base

"

Terrorists Trained To Sabotage Iran Forces
During Al Tanf Exercises

) N

The international coalition continues to plan to increase its military contingent
in...

Medium headlines by Pamela Spenser, April-July 20179.
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Other assets in the takedown set focused on Russia’s role in Syria in a positive light, describing it
as a peacekeeper and humanitarian player, and either denying or ignoring the many reports of war
crimes committed by Syrian and Russian forces. This content came in English, Russian and
Arabic.

spamall el
July18. &

. strongsyria * Follow

. strongsyria Syria is coming back to

life thanks to people like Asma al-
Assad. Today she visited another
family who lost their child. These
wars must be stopped.
#Syria #Russia #Help #People
#humanitarian #War #children
#mercy #today #news #assad
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The Russian military police and the center for
reconcillation of warring parties in Syria
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cantinue to provide humanitarian assistance Vsl o Ssall Lgilial (52 il e 1 ne ST Y Ay gand] dyall 4y 50| LagSs o]
to civillan population in the worst affected PRAY o I ol sall dualud| 5Ll (ral Lo (b |

areas of Syria. o peslad Ules mgadl Gaiblsall 4. Ll gl o @p.-l.:.._,k‘
Despite the deterioration of the | Jal

epidemiological situation in Syria due to the
spread of corenavirus infection, Russian
military personnel, whe are not saving their
health and lives, are providing humanitarian
aid for the third day in a row to the residents
of southarn Syrian governorates.

A Russian food convay arrived today in New
Artouz in the governorate of Rif Damascus.
Officers from the Center for Opposing Party
Reconciliation distributed food baskets to
locals including rice, flour, sugar, tea and
condensed milk.in tota, during humanitarian
action, the Russian army distributed 260 food
baskets, with a total weight of ovr 1200 kg
At the end of humanitarian action, residents
of the region expressed gratitude 1o Russia
for the halp it gave them during the most
aticut time.

* Thank you for supparting us all these years!
We really need this help! Thank you! ", Repeat
every citizen who came.

The mayor expressed his gratitude to the
officers of the center of conciliation between
the warring parties and the representatives of
the Russian military police.

** Russia has been supporting Syria and its
pecple since 2015. We trly appreciate this
support and are vry grateful ta you! We hope
that cooperation betwoen our two countries
will continue for many years to come! * I'm
sorry O

See Translation

1 Comment

Arabic-language posts promoting Russia as a humanitarian player in Syria and celebrating the
country as a major peace-keeping actor alongside Bachar Al-Assad

This pro-Russian and pro-Syrian government content was paralleled by anti-American,
anti-Western and anti-NATO content. This routinely portrayed the United States as worsening the
conflicts in the Middle East, supporting terrorists, committing war crimes and destabilizing the
situation. This content was posted in all three of the operation’s main languages.
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The opposition media is again trying to set a "’ revolutionary fire ".
To do so, they spread false information that the Syrian security
forces are filtering former members of the Free Syrian Army who
have settled their situation.
It's worth mentioning that they don't even provide any supporting
documents.
The obedient media of the West pours oil on fire every day at the
request of its sponsors. All of them won't calm down, they still can't
get used to the fact that peaceful life belongs to Syria and that
citizens have already learned from bitter experience.
QOur government is doing its best to protect us.
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There's some kind of cancerous tumor on the map of Syria - a plot
of land in southeast of Homs Governorate, still out of reach for
global media and international human rights institutions. We are
talking about the village of Tanf adjacent to Jordan and Iraq, where
Washington is trying to achieve its goals and interests.
To make this satirical plan a reality, the Western allies of the United
States organized chaos (fortunately, there is experience) - in order
to fight Damascus and, above all, Assad, started training gunmen in
the desert.
American coaches never stop teaching their Syrian "' colleagues "
subversive, subversive, and military operations in the city. After an
American-style-week course, groups are being put in the southern
governorates to carry out terrorist acts and destabilize the
situation. Why exactly in the southern governorates of the country
you ask? That's right, this is where it all started in 2011. so why not
try to set the fire again? Moreover, secret bandit groups of so
called " sleeper ' cells are still raiding here.
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Arabic-language content hostile to the United States, posted by operation assets.

Ayman Riad
May 26, 2018 - Medium - §

MEDIUM.COM

US undermines negotiation process and build up an illegal

military presence in Syria

o " Abdul Azar L
o e
In the northeastern Syria, the deterioration of the military-political
situation continues. In addition to the threat of increased ISIS activity
and the temporarily suspended military operation of the Turkish armed
forces, the "source of peace" the US military presence and the actions
of the US-controlled armed group - SDF affected negatively.
Washington, under the pretext of fighting against international
terrorism and denying the legitimacy of the Assad regime, is financi...
See More

1 Share 0%

English-language content attacking the U.S.
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KceHus lNeTpoBa
March 25 - §

KAK CLUA BOPHOTCHA C TEPPOPU3IMOM HA BJIMXKHEM BOCTOKE

The post reads: "How the US is fighting terrorism in the Middle East: Expectation vs. Reality"

One of the Pages, the Arabic-language L~ o= 4dssll JS or @SyriaBestNews, was cited in a number
of Russian outlets. Generally cited as an on-the-ground source for information on Syria, it was
repeatedly referenced and embedded in articles by the Russian Federal News Agency, or RIAFAN,
which is connected with the Russian Internet Research Agency and was sanctioned by the U.S.
Treasury in December 2018. The bulk of these references dated to mid-2019.

Turkey

While the operation’s portrayal of the Syrian and Russian regimes was positive, its description of
the Turkish government, and especially President Recep Tayyip Erdogan, was strongly negative.
Posts from a number of assets accused Turkey of inflaming the security situation in northern
Syria, supporting terrorists and profiting from the Syrian conflict. This has been a theme of a
number of Russian influence efforts over the years, both overt and covert, since Turkey shot down
a Russian jet in November 2015.
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https://www.google.com/search?q=site%3Ariafan.ru+syriabestnews&rlz=1C5CHFA_enGB862FR862&oq=site%3Ariafan.ru+syriabestnews&aqs=chrome..69i57j69i58.6944j0j4&sourceid=chrome&ie=UTF-8
https://globalvoices.org/2015/07/13/open-source-information-reveals-pro-kremlin-web-campaign/
https://home.treasury.gov/news/press-releases/sm577
https://secondaryinfektion.org/report/the-operations-main-themes/#turkish-aggression
https://www.ofcom.org.uk/__data/assets/pdf_file/0019/46621/issue_308.pdf

@ Lo w Abu Ali Al-Homsi

) o N ';f_gja“u_,?u_', August 24 - @
ES%?{?E”E;?W ST 0 ke e el e ey b dpnsSall gl e ) 3] S5 €3 sy
b i ams )| ol i o] o il 230 o eyl aif.;; 10 oo ST lslg agis
See More

See Translation

05 1 Share

Posts blaming Turkey for worsening the situation in Syria by supporting extremists
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Posts claiming Turkey is behind ISIS and backing up Islamists in Syria

The Pamela Spenser persona was not the only prolific author that the operation maintained to
cover the Middle East. Another persona, Ayman Rayd, also wrote in English on Medium. This
persona claimed to be “an Investigative journalist”, adding “and I'm really into politics. I'm
interested in all these stuff related to the Middle East region. Analytics and Ar to En news.” The
persona posted on Facebook in both English and Arabic; its content covered Turkey, Syria, and a
small amount of content on other conflicts in the Middle East, notably in Libya.

32



Ayman Riad see .
O February 8, 2018 - G Ayman Riad
Ul 320 5y a2 9o sl B ey 4501 sums gl By Febriary 8,208 - Medium- )

il sl ey 553 Sl iyl s ) (0 s syl il ge olies,!
o olesal ol 4l g Jlatl o Cinn it legasl i3l al go al gas Tl

) L d 2 R ) a a4 x5l s
E Tt Ll e ot el e TURKEY'S PLANNED SAFE AREA
See More ... Ygll ga £lps 3535 o (G ga 9lad L] I LS5 cmtﬁ“lj

See Translation

TURKEY'S PLANNED SAFE AREA

SHARKATILAUSATWORDPRESS.COM
9o Las Sy Ly (Gdiaag Byl lanlg MEDIUM.COM

B3] s S ka5l 8 midl ool By leigss] ABZ gy pu CiBg ik The goals of Ankara and Damascus are much closer than it
1 Share seems

Articles from asset Ayman Riad claiming that Turkey is willing to cooperate with Damascus

o Ayman Ryad Ayman Ryad
Feb 11 - 3 min read Apr11 -3 min read

[ : Gald

Will Russian-Turkish relations pass atest of  Did Washington allow ISIS to revive in
strength eastern Syria?
) Al n

Ayman Ryad Ayman Ryad
Apr 20 - 4 min read Jun 20 - 2 min read

Washington unsuccessfully trying to get out
of the water

Is Turkey Preparing Infrastructure for a New
Radical State?

) R

Posts by the same persona on Medium. This was one of the most recent assets: its last post was on
September 14.
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Israel

Some assets also posted a considerable volume of content about Israel, primarily in Arabic. This
content typically came from Arabic-language accounts, but was sometimes posted in English.
Some posts also linked Israel with Turkey.

Jgaxall ede e
March5 - §

That night Israel, once again in violation of international laws, launched
a rocket attack on facilities in the territory of a sovereign state (Homs
province) with which it is not at war. Apart from the Israelis, the Turkish
regime does the same, both states are allies of the US and follow their
instructions in the Middle East. Israel works in tandem with Turkey,
threatening air attacks from the south and thus preventing our army
from concentrating its air defense in the north to repel attacks by
Turkish UAVs in Idlib.

My only hope is that our brave army will destroy as many enemies as
possible in these battles! Let the occupiers and night killers drown in
their blood! God bless our army!

Qu

Post claiming Israel and Turkey are working hand in hand to destroy the Middle East.
Other posts compared Israel unfavorably with Russia, and argued in Arabic that Israel was

supporting militant and terrorist groups. Still others accused Israel of destabilizing Syria: these
may have represented an attempt to appeal to a largely Syrian audience.
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See Translation

Posts claiming Israel is behind extremist groups in Syria and financing unrest in Syria and in the
Middle East, unlike Russia

West

A separate axis of activity focused on the countries to Russia’s west. As in the Syrian example,
the Western-facing content portrayed a world in black-and-white terms of a beneficial, peaceable
yet resolute Russia, and an aggressive, duplicitous and fragmented West.

Ukraine

As is typical of Russian operations in the post-2014 era, much of the content from the
Western-focused sets of accounts targeted Ukraine, and especially its pro-Western leaders.
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500 otteHkos Mepra NopoweHke

HepasHo p
m ] o «1+1» «50 oTTeHKoB

n B KOTOPO ! camble HemuenpHATHbIE GaKTsl
13 xu3aneneaTensHocTy Metpa. 3a 7 anei po swbopos ato Geina
4epHan NoacTasa W MopoweHKko 3asBun, YTO NOAAET B CyA, HO
TenekaHan OTBETN, YTO ¥ HYX ECTh HEONPOBEPXKMMBIE AOKAZaTeNCTEA
¥ Tenepb XaaHbie A0 3PENULL YKPAMHLLI KAYT HeM Xe MX eue
OPaayioT NPOHBIPAMBbIE XYPHANWCTbI. Ha camom aene, Aaxe ...
Continue Reading
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{)}XTocb uys OCTaHHIM YacoM WoCk Npo ¢ppakuilo "Monoc"? Cxoxe
Bakapuyk nuwe HOBWi* anb6oM | HOMY He A0 Toro. Ane HanepeaoaHi
nneHapHoOro TUXHA "Monoc" Bce X nojas ronoc, i BYeprose
HaroNocuBe Ha TOMY, WO €AWHE, WO MAE 3HA4YEHHA - Le HasBHICTb
arpecopa Ta Hawa 6opoTb6a i3 HUM.
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Oetanbhiwe y Telegram-kaHani NMnernapHoro MiHreixa:
https://t.me/plenary_penguin/276
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{} Ockinbku cboroaHi Ta HAMGAMXYUMK QHAMK 3acifaHb Paay He
6yae - po3rnafaeMo CBITIMHU 3 MUHYNIOMO TUXHSA. K BaM Takuid
"poMaHTIK" Big KOnis TuMoweHKo Ta ii nankoro waHysanbHuka Cepriin
BnaceHko ?

LetanbHiwe y Telegram-kaHani NMnenapHoro MNiHreixa:
https://t.me/plenary_penguin/321

g Like (D comment

&> Share

Posts posted by Ukraine-focused assets were constantly trying to undermine pro-European politicians, for
instance here Petro Poroshenko, Yulia Tymoshenko and Svyatoslav Vakarchuk. As seen in several takedowns
focusing on Ukraine, the content targeting Yulia Tymoshenko is disturbingly sexist
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OTPIUMaNii NOIUTHBHY OLIIHKY HANONErNMBOCTI, 3 AKOIO YkpaiHa
BnpoBaaxye pedopMu y chepi 6e3neku Ta 06opoHn

Y710 Xe c BaMu cTano

I'Ipoﬁe)KaBu.IHCb Mo 3aronoBkKkam nocnegHux HOBOCTEM Ha praVlHe 3a cnosamn Hapaena sia "Cnyri napoay" Nioamuny Byiimictep
AeneraLia NPOAOBXyBaTUME A0BUBATUCA NOCTABNEHMX B KOHTEKCT]

MOXHO HE Ha WYTKY y)KaCHVTbCﬂ- cnpisnpaui 3 HATO uineit, aokpema:

"B Knese nporpemMen B3pbiB B 06WEXNTUU, ecTb XepTabl", "KuesnaHuH £ AKTHBHOI NIATPHMKY BCIX KpaiH-uNeHis ANbSHCY ANS NPOTUCTOSHHS

Pociitcbkii arpecii Ta AeTpUMaHHA Npae MaAuHK ... See More

nonyyuT TPpU rofia 3a xpaHeHue rpaHatol”, "Mog Opneccon Tpoe
KYpCaHTOB NOAOPBanUCh Ha aMEPUKaHCKOM rpaHaToOMeTHOM
boenpunace"”, "Mog Knesom NbaHbLIN XOTes1 B30pBaTh O4HOCEeNbYaHWHA
rpaHaToi, Ho efiBa He Nornb cam», «B [lHenponeTpoBCcke MyX4nHa
nofopBancs Ha rpaHaTe Bo Asope», "B 3anopoxckoil 061actu My>KunHa
yrpoxan B3opBar... See More

The left post undermines Ukraine as an European state, comparing it to an undeveloped and unsecure
country, whereas the right one mocks Ukraine in its negotiations with NATO

‘\ ; MneHapHuia Nin
2 rs

® "Cnyru Hapoay" 6peHayBanu 3E-noroTUnoM ikoHy
MpecesTtoi Boropopuui OpaHTy | nopap6ysan ii B 3eneHuiA.
Hoy-xay 3'aBunocs B aBTOpcTBi 3aKapnaTcbKoro ocepeaky
naprii. det

VOA

YKpaiHa B XYPHaNniCTCbKUX POCAiQYBaHHAX

«aiiniB FINCEN»

PesynbTatu KinbkapiuHoi po60TU NOHag CoTHI

XKYPHaNiCTCbKNX KONEKTMBIB 3 JOKYMEHTaMK Npo

nigo3pini NepecyeaHHs rpowwein y MidkKHapOaHUX

6aHKax BUSBUAW MacliTabHy cUCTEMY BIAMUBAHHS

rpoLLei | 3oKpeMa yXunaHHs Bif GpiHaHCOBUX

caHkuin CLUA.

B koopaunHoBaHWx nybnikauiax HM3ku npoeigHux 3MI

30KpeMa iaeTbes, ...

\=A

YkpaiHa B
>KYpPHanNicTCLKM:
pocniayBaHHAX ot
«¢annis FinCENMEEY

Post by the asset lNneHapHwii [iHrBiH (Plenary Penguin) on Telegram, linking Ukraine to the FinCEN
money-laundering scandal.
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Fake Hacktivists

The oldest cluster of assets in the takedown set - all of which fell silent by the middle of 2014 -
also focused on Ukraine. On Facebook, two accounts posed as hacktivists under the name
Cyb3rgun$. In late 2013 and early 2014, one of them posted about a series of attacks on Western,
especially Baltic, official websites in countries that had backed Ukraine and criticized Russia’s
annexation of Crimea. (The other had no posting history.) These typically led to statements on
Pastebin and the website cyberguerrilla[Jorg (now defunct) that claimed to come from the
Anonymous hacking group, and to launch a so-called #Oplndependence against Ukraine. That
claim was also associated with the hacking group Cyberberkut, which the UK's National Cyber
Security Centre has attributed to the GRU. All this activity came while Russia was carrying out the
annexation of Crimea, and formed part of the online accompaniment to that operation.

Cyb3rgun$ Hackers Group . Cyb3rgun$ Hackers Group
February 28, 2014 - @ February 28, 2014 - @
Anonymous Ukraine say DDoS Attack on Ukrainian Parliament, Neo-Nazi and Euromaidan
websites

Poland has forgotten its history. So we've made defacements of
some Polish websites. We want Poland to understand that Volin
tragedy may happen again if Poland continues to support
Ukrainian Nazis.

Hackers launched a series of cyber attacks targeting web
resources of Parliament of Ukraine, Ukrainian Neo-Nazi
movement “Right sector” and Euromaidan.

The following websites are still down... See More

i
CYBERGUERRILLA.ORG

PASTEBIN.COM CyberGuerrilla soApboX » DDoS Attack
Anonymous Ukraine defaces Polish on UKrainian Parliament, Neo-Nazi an...
websites. - Pastebin.com Hackers launched a series of cyber attacks

targeting web resources of Parliament of
Ukraine, Ukrainian Neo-Nazi movement "Rig...

oY Like (J Comment A Share oY Like (J Comment > Share

Typical posts by the Cyb3rgunS$ page, February 2074.

Even at this relatively early stage of influence operations, the hacktivist personas worked across
platforms. The Cyb3rgun$S Facebook page pointed towards an associated Twitter account with
the same profile picture. This in turn retweeted similar “hacktivist” accounts that pointed, in turn,
to a pair of YouTube channels that only ever posted one video each. Graphika assesses that it is
likely that all these were controlled by the same set of operators.
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https://medium.com/@rsatter/an-archaeology-of-russian-information-operations-8448fc153525
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed

Cyb3rgun$ Hackers Group

December 19, 2013 - Q o
Follow us @cyb3rguns
https://twitter.com/cyb3rguns

1 Share

i) Like (J Comment &> Share

Write a comment... @) e &

Press Enter to post.

Facebook page pointing to Twitter account.

The Twitter activity appeared to form a particular cluster of “Anonymous”-themed accounts that
were largely created in late 2013, and which retweeted @cyb3rgunS as soon as they were
created. These accounts pointed to one of the single-use YouTube channels that was also
amplified by @cyb3rguns.

11 XCrYpTOR Retweeted T3 We Are The #AntiSec? Retweeted
cYb3rgUn$ @cyb3rguns - Dec 11, 2013 % f:'ﬁ'gf’" ¥ bzgu'js e 2?135 AR
= ‘e are #C gun #Anonymous Antisec acklivists

We are #cYb3rgUn$ #Anonymous #AntiSec #Hacktivists iy

We Are The #AntiSec? @4NT1S5C - Dec 11, 2013 b
:;1 @cyb3rguns i want to join cyb3rguns team!
S £ © o
XCrYpTOR @XcpTOr - Dec 19, 2013 b o Araifhadiiniiiacs BINTIEEE A
Hello World! I'm #xCrYpTOR! ‘@5, We Are The #AntiSec? @ANTISEC « Dec 11, 201
= @cyb3rguns i follow u, bro :)
Q1 ) V] A | Q oo Q &

The very first tweets from @XcpTOr (left) and @4NT1S5C (right), showing their immediate amplification of
@cyb3rguns.
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. XCrYETOR o

@XepTor 3

R Valentin Kozlenko
Anonymous Ukraine defaces Polish websites 1 subscriber

cyberguerrilla.org/blog/?p=17513

ibe.com/watch?v=79z0d6...
yautubeioom/walch?y=7820d8 HOME VIDEOS PLAYLISTS CHANNELS

Uploads

Europe. Nazi alert
1.2K views - 6 years ago -

Ukrainian Revolution. Nazis are coming!

2115 PM - Feb 28, 2014 - Twitt

DISCUSSION

Anonymous
@anon_gold

Anonymous Ukraine defaces Polish websites
youtube.com/watch?v=79z0d6...

3:33PM - Feb 28, 2014 - Twitter Web Client

Posts by @XcpTOr (left, retweeted by @cyb3rguns) and @anon_gold (right) sharing a link to the same video
about Ukraine. This was the YouTube account’s only post; the account was created on the day the video and
tweets were posted, February 28, 2014 - the same day Russia invaded Crimea.

For a brief period in early 2014, these assets formed a repeating cluster that amplified various
pro-Russian, anti-Ukrainian and anti-Western cyber attacks and DDoS attacks under the Op

Independence brand.

Anonymous @anon_gold - Nov 1, 2013
DDos-attack on two web servers of Estonian Ministry of Defence by

#Anonymous Ukraine pastebin.com/VmPPw1ib and

Eﬂ Pastebin.com is the number one paste tool since

& pastebin.com

Q u <

by #Anenymous Ukraine pastebin.com/VmPPw1ib

o 4 Q4 & o] T Q o
@ Mustapha Afolayan
6 subscribers

HOME VIDEOS PLAYLISTS CHANNELS DISCUSSION ABOUT Q

Uploads PLAY ALL

Anonymous Ukraine
announce #Opindependence

7.7K views * 6 years ago

#Oplndependence. DDos Ministry of Defence of E.

2002. Pastebin is a website where you can store ...

Anonymous @anon_gold - Nov 1, 2013
Another web-server of Estanian Ministry of Defence tango down mil.ce

pxt

#0pIndependence. DDos Ministry of Defence of Estonia

AGUEST [ NOV 15T, 2013 5,481 NEVER
Not a member of Pastebin yet? Sign Up, it unlocks many cool features!

8.78 KB

Hello citizens of the world, we're Anonymous Ukraine.

#0pIndependence continues.

I Mtps://m.yuutune.com/watcnn:fnemz1zdnns&feature=yuutu.m1

http://pastebin.com/2Lzc9yUj
http://pastebin. com/J3KwVycZ
http://pastebin.com/HAmBylUcp

Today we've tango down the web-server of Ministry of Defence
Check it out here

https://www.kaitseministeerium.ee

. We want NATO leadership to hear cur voice, the voice of the L

do not want to die for interests of NATO member states.

Ukraine does not need NATO. Ukraine does not need European Ur

servant. We stand for independent Ukraine.

Hands off Ukraine!

#0pIndependence

Clockwise from top left: @anon_gold sharing @cyb3rguns; @anon_gold earlier sharing Pastebin files after an
attack on the website of the Estonian Defense Ministry; the Pastebin files, declaring #OpIndependence
against Ukraine, with the YouTube link highlighted;, the YouTube video from a single-use account.

An interesting element to the Anonymous accounts found was their sometimes wide geographic
interest, which reflected the interests shown by other assets. This included boosting Anonymous
operations against Korea, Turkey and Venezuela. This was most readily visible in the hashtags

they used, which included #opgaza and #opvenezuela.

NATO and the Neighborhood
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Further to the West, various assets in the takedown set posted hostile content about NATO, which
they routinely portrayed as aggressive and destabilizing. This sort of content typically came from
personas that claimed to be located in, or interested in, the Baltic States, Moldova, Georgia and
Armenia.

Alongside these negative posts were positive posts about Russia’s role and influence in the region
- notably as a reliable and profitable partner, but also, after the outbreak of COVID-19, as a

contributor to regional health.

©  The Opinion Next Door BplOCCenbCKMit CTYKau

DI February 22, 2018 - @ B ( € 471 subscriber
#BREAKING || #Estonia || #NATO | Subscribe

Estonians Would Like NATO to Get Away From the Country

Estonian government’s and citizens’ attitude to the NATO presence -
in the republic differ a lot. That is why the gap between the nonb3a OT BOUCK HATO B
politicians and the Estonians widens.... See More I-I
pMGaHTMKe: JlaTBus He BoWwa B

Ton-100 no 060poHOCNOCOOHOCTU

15 September

The Opinion Next Door
Personal Blog @© Send Message

Left, post claiming that the Estonian population is anti-NATO from operation persona The Opinion Next Door.
Right, Russian-language post headlined, “The benefit of NATO’s troops in the Baltics: Latvia didn’t make it into
the top 100 for military readiness.”
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For U.S. Georgia Is Stepping Georgia Can’t Handle With Visa
Stone In South Caucasus Liberalization

Charles Lonsdale [ Follow |
{:Foliow]
@ Mar 14,2018 - 2 min read w@EN Charles Lonsdale [ Follow
=) Mar 15,2018 - 2 min read vy B OO

Germany is going to raise the

issue of violation of visa-free
regime by citizens of Georgia at

the EU Council.

HOUSING CRISIS | ............

e Now EU tells Britain to build correspondent of Radio

e morre homes as open borders
S d

fation soari Freedom Richard Jozwiak said

on Twitter:

“Germany will raise the issue of
nationals from #Georgia
violating the visa lib regime when EU home affairs ministers meet in

1 .S, i he i i o ; : e
The struggle between the U.S. and Russia for the influence in the world Brussels 8 March. No decision on the suspension mechanism will be taken
goes on. After Russia has won the victory in Syria, Washington tries to keep
its position in the Middle East, but for this it needs to force Moscow to

switch off from the Middle East by all means.

then. Geo president will be asked about efforts when he is in Brussels 8-10
March”.

Medium articles by persona Charles Lonsdale on Georgia. The screenshot with the headline “Migrants spark
housing crisis” was taken from the Daily Mail tabloid in May 2016, almost two years earlier. Georgia was not
mentioned in the Daily Mail article.

Ceo6opa YKkpauHe, MUp cnasaHam Aptiiak EanyMaH
February 11, 2019 - @ 5
N

17 anpens 17:06
ApMeHus - KynupoBanu-okKynuposanu!?

OKOM0 NATK ThICHY OOILLECTBEHHBIX OPraHn3aLuii u GoHAoB
3aperucTpupoeaHo B ApMEHI/IVI, 3Ha4YuTenbHas 4acTb Hanbonee
aKTUBHDBIX M3 HAX GUHAHCUPYETCS apMSHCKAM dunuanom doHaa
Copoca. B atux obiiecTBax akkyMyaMpyrOTCs HeJOBOSbHbIE W
cnabbie Noam, KOTOPbIMK Nerko ynpasnsTb. bonee ckpbiTHO
ﬂel;lCTByK)T OKONIOPENUrno3Hble opraHM3aunm «HacrtaBnsoulmMe Ha
MyTb UCTUHHBIA», eule Bonee rpamMoTHo «BepyT ceoe»
MONoAeXHble OGLLleCTBa, HaBs3blBawoLme 06[)33 XKW3HK, KOTODh\ﬁ
NpWBOAMT K Bbina... See More

Armenia - bought - occupied!?

About five thousand public organizations and foundations are
registered in Armenia, a large part of the most active of them is
funded by the Armenian branch of the Soros Foundation. These
societies accumulate dissatisfied and weak people who are easy
to manage. More secretly acted more obscurant organizations "

guiding the true path ", even more competently '’ take their " POCCMECKMe GmonoruquK“e KOMMNNeKchbl Anﬂ
youth societies that impose a lifestyle that leads to a loss from
socie... See More ApMeH“"

£+ -[Hide origina) - Rate this translation

B cBA3K CO BCNbLIWKOM KOPOHABMPYCHOM UH(bEKUMEN B MAPe, U, B YAaCTHOCTU, B CTpaHax
6biBLIero Pecny6nivke ApmeHus, Poccus SBNsSieTCst eAMHCTBEHHOI CTPaHOIA, koTopast
okasana ApMeHUn orpomMHyto nomolLs B 6opebe ¢ MupoBoit npobnemoit. fins atoro
Poccwus Hanpasuna B ApMEHUIO YHWKanbHY0 MobunbHyto nabopatoputo.MogynbHbii
KOMMNEeKC ANA aHanuaa naroreHHbix Guonornyeckux areHtos (MKA ...

Two Russian-language posts on Armenia. Left, the persona Ivan Egorov claiming that pro-democracy NGOs in
Armenia were Western regime change puppets. Right, the persona Arshak Balumyan writing on cont.ws that
Russia was “the only country that gave Armenia enormous help” in the fight against COVID-19.
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https://medium.com/@charleslonsdale/georgia-cant-handle-with-visa-liberalization-60f906d737fd
https://medium.com/@charleslonsdale/for-u-s-georgia-is-stepping-stone-in-south-caucasus-1e00e8264ce7
https://www.dailymail.co.uk/news/article-3599970/Migrants-spark-housing-crisis-EU-tells-Britain-build-homes-open-borders-send-population-soaring.html
https://cont.ws/@Armenia89

Q@ Article, video, channel, interest EBpa3snickui Bbi6op Mongaevu 1 NpuaHecTpoBbs
August 6 - Q

Yntana Hjerso POCCHS BE3BO3ME3AHO NOLAEPKNT MOMLABCKMX
80 subscribers CE/IbXO3MNPOU3BOLANUTENEN

Subscribe HakaHyHe B Mockee cocTosnach BCTpeva npesngeHta PM Urops
HopoHa co cneuuanbHbiM NpeacTaentenem NMpesumgerta PO no
Pa3BUTUIO TOPrOBO-9KOHOMUYECKMX OTHOLEHUH ¢ PecnyGnuvkoit
Monposa [IMuTpuem Kosakom.

CI-I-IA, HATO n MOHAaBMH B xofe BCTpeyu 06Cyanam WUPOKUIA KpYr BONPOCOB,

22 August 2019 3aTpar1ealolmx ABYCTOPOHHWE OTHOLWEHWA MEXAY HallnMu
cTpaHaMu. B 4aCTHOCTW, 4OrOBOPMAUCE O TOM, 4TO B OKTAGpe
HblHelWHero roga B KWnHese coctonTca oyepenHoe sacepaHue
Monpascko-p... See More

RUSSIA SUPPORTS MOLDAVSKIAN AGRICULTURES

On the eve of Moscow, the President of the Republic of
Moldova, Igor Dodon, met with the special representative of
the President of the Russian Federation for the development of
trade and economic relations with the Republic of Moldova
Dmitry Kozak

During the meeting we discussed a wide range of issues
affecting bilateral relations between our countries. In
particular, it was agreed that in October of this year Chisinau a
regular mee... See More

-u- Rate this translation

N3 NUCTOPUN NocneaHMx BOOPYXeHHbIX KOHd)lIMKTOE, NPOBOAUMBIX

CoepHeHHbIMU WTaTamu U HATO MOXHO NPOBECTH OTHETIMBYIO MALIHYIO
JNIMHUIO = PACNPOCTPaHNUTL CBOE «Be3yMHOe BAMAHWE» Hag, BceM Mupom! !
cTopMsa LMKNUYHA, 1 HAYMHAsA C BOeHHOM onepaunn 1991 roaa B Mpake,
noBTOPAETCA NOYTK Kaxable 3-4 ropa.

Russian-language posts on Moldova. Left, the persona_Ynbsana Wuierko (Ulyana Ishenko) on Yandex
portraying NATO and the U.S. as the Grim Reaper. Right, the page EBpasuvickuii Bbi6op Mosgasum n
MpuaHecTpoBbs (Moldova and Transnistria’s Eurasian choice) highlighting Russian support for Moldovan
farmers.

A handful of posts looked further West still, and dealt with countries such as France and
Germany. One persona in particular, “West Voices,” used its associated Twitter account to post
anti-NATO content and attacks on Angela Merkel in many languages, far more than the operation
usually deployed. In one striking incident, it praised French President Emmanuel Macron -
formerly the target of Russian hacking attacks - for criticizing NATO.
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https://zen.yandex.ru/media/id/5ba1286cc071d300ab5184fb/ssha-nato-i-moldaviia-5d5ea512e3062c00ae0c94b1

. Westvoices @westvoices72 - Jul 13, 2019 b Westvoices @westvoices72 - Jul 10, 2019 b4
This's great idea! I'm realy proud of #France and #Macron! This great man IT's terrible, german people trying to rewrite the history, heroizing nazi!
said: fuck #NATO But it looks like stupid looser telling about his victory after dearth punch

e

welt.de/geschichte/zwe...

The,. m¢
"‘Guardian:

Vladimir Soloviev and 4 others

3 nm 2 1 i
Q © - antifa_fm and 7 others
Show this thread QO & n (%) X
Westioloes @ styolces (e Ul 13,2019 7 Westvoices @westvoices72 - Jul 10, 2019 v

Replying to @westvoices72
Das ist eine groBartige Idee! Ich bin sehr stolz auf #France und #Macron!
Dieser groBartige Mann sagte: Fick #NATO

Q1 0 Q &

IT este teribil, oamenii germani care incearca sa rescrie istoria, eroi pe
nazi! Dar se pare cd e mai prost sa spuna despre victoria lui dupd o
loviturd de prada

fe

O n Q o
Westvoices @westvoices72 - Jul 13, 2019 bt . .
: C'est une bonne idée! Je suis vraiment fier de #France et de #Macron! Ce ‘ diestvoices @wgstvmces?lz : JL,” 1(_)' 2019 i ; T v
grand homme a dit: fuck #NATO e To rigpne, niemieccy Iud2|e.probu13 qrzerqblp Vhlstorle, h_erolzg]ac
nazistow! Ale wyglada na to, ze to gtupie, luZniejsze opowiadanie o
Q 0 Q & swoim zwyciestwie po nieudanym uderzeniu

Tweets by the account @westvoices72; note the range of languages.
Other Concerns

Skripal

Predictably, some assets commented on the Skripal poisoning. Fake persona Charles Longdale
wrote a Medium piece shortly after the British announcement that they had determined Russia
was behind the poisoning. Shortly after, the persona wrote a second mentioning the damage
caused in Russian-British relations by the allegations. Another asset, allegedly Swedish,
maintained two separate Medium accounts; the associated Facebook account showed that one
had included an article about Skripal, but this was later deleted, apparently by the account holder.
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https://medium.com/@charleslonsdale/london-russia-is-to-blame-cd3dc3022b88
https://medium.com/@charleslonsdale/brexit-is-good-but-not-for-theresa-may-83e5cdcccca7

#7 0. Lars Ahren
"’ March 16,2018 - @

Friday, March 16, 2018 at 4:40 AM ot-to-go-to-pubs-9a077cd720d5

MEDIUM.COM
Better Not To Go To Pubs... - Lars Ahren - Medium
In the beginning of March | learned about the poisoning of form...

o Like (J Comment &> Share
Write a comment... © @

Press Enter to post.

Asset “Lars Ahren” also wrote about the poisoning, posting it on Medium and linking to it on the Facebook
account. The Medium post was deleted by the author at an unknown date.

— Porton
_ Down

QFoRIoN

i

CtpaHbl HATO He BepaT B 6pUTaHCKy0 3aroeop 6pUTaHCKMX BEJOMCTB NpPOTUB MopToH-[layH 1 oTpaBneHusi B 6puTaHcKmX
Bepcuio «aena Ckpunans» Poccum, nnu Jlornka anA caMbiX ManeHbKUX npuropoaax: ecTb M CBA3b?

ConunaapHocTb CONMAApPHOCTbLI0, HO rocydapcTea- 3nogevictea Kpemnsi. Mim noceswWwéH fgoknag BpuTaHckoe npaBWTenbLCTBO BCEra CKpLIBano, Yem
nuaeps! He NIBAT, Koraa UMW MaHUNYIUPYIOT. «[lesnHdopmaums 1 heiikoBble HOBOCTU», 3aHumaeTcs MopToH-[layH, No3ToMY emy CroXHO
[epmaHus TepseT TepneHne u TpebyeT ot NOArOTOBMEHHbIA BpuTaHckum Kommtetom no onposeprats 0bBMHEHKA nabopatopun B
6pMTaHGKOI’O npaBuTENbLCTBaA ACHOCTU U LEM(*)DOBbIM TEXHOMOMUAM, KynbType, Cnopty 1 .U.eCpri(TMBHOﬁ [EeATEeNbHOCTU ¥ NPUYACTHOCTU K
Aokasatenscrel... CMW... OTpaBrneHusMm...

7 aBrycta2018 (© 9835 (D15 31wmona2018 (B 15859 (D21  28wmona2018 & 12446 (38

Three articles by the persona Viktor Zaretsky on Russian site topwar.ru, on (left to right) NATO states
rejecting the British claim that Russian agents poisoned Skripal; an alleged UK conspiracy against Russia; and
claims of a connection between the Skripal poisoning and the UK’s chemical weapons lab at Porton Down.
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https://topwar.ru/user/viktorzar/

Poison the Russian and blame
Putin -

The best way to distract the
world from the attack on

Damascus

Ayman Ryad
Mar 24, 2018 - 2 min read , m H [:]

Relbh |

Israel J 77
F { <

Headline by the Syria-focused persona Ayman Rayd on Medium.
Assets posted Skripal content in both English and Russian, with the majority of it in Russian,

seeming to show it may have been meant more for a domestic audience than an international
one. These efforts were cross-platform, with content on Facebook, Instagram and Medium.
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G sodrugestvo.info « Follow

CopsaTtb «xaina»
NO-aHIrNIMUCKM

e sodrugestvo.info #CoapyxecTso -
CopBaTb «xalina» no-aHraminckm -
B TeUeHWM NoceaHero rona
OCHOBHbIE MH¢OpMaLlV|OHHb|e
areHTCTBa NULWYT B OCHOBHOM O

y 1 npotueocTosiHum CLLA n Poccuun. 3to
B Teqeuuu nocnenl-lero rona OCHOBHbIE MPOTHBOCTORHME NPOUEXOAMT NO
HHd)OPMaI.IHOHHbIe areHTCTBa nMAWIYT B OCHOBHOM BCEMY 3eMHOMY Liapy. U MHorve
(o) npOTuBOCTosu-mu CLUA m Poccun. ; CTPaHbI MLITAIOTCS, Kak roBopuT

) MONoAeXb, copBaTbh «xarna» (xaun:
3TO ﬂpo’leOﬂOﬂ HUe I'IPOHCXOAHT no Bcemy CTepiKa BOKPYT Kakoro-nu6o

3€M HOMY u.|apy\ N MHormue CTpaHbI ﬂblTalOTCSI, ragyketa, NpUNoOXeHus, caiTa unm
NepcoHbl) Ha 3TOM UCTOPUK.
KaK rOBOPMT _MOJioAeXb;} COpBaTb «xauna» #BennkoBpuTanus #CLIA #Pocchs
(xaun MCTEepMKa BOprr Kakoro-im6o ran)l(eTa, #Xaiin #Ckpunanb

npunomenml, cauTa MM NepcoHbl) http://sodrugestvo.info/?
p=6569448&Ilang=ru

129w

#BenllIK(;GpHTaHHﬂ #CLUA #Poccuna QY [~
#Xaiin #Ckpunanb 5 likes
Q_‘_g_\ﬂy
sodrugestvo.info Addaicomment.«

Post on Skripal by the Instagram account of persona Sodrugestvo (CoapysxectBo or Commonwealth), which
also maintained a website and YouTube channel. The Sodrugestvo persona used an atypical way to build
audience: it claimed to have run a beauty contest (below).

e sodrugestvo.info « Follow

MUCC-COAPYXECTBO-2017

e sodrugestvo.info #CopnpyxecTso -

MWUCC-COOPYXECTBO-2017 -
Ha npowepweit Hepene
no6eauTenbHULA Hallero KoHKypca
"MUCC-COOPYXECTBO-2017"
Enena CTaHucnasckas n3
poccuiickoro ropoaa TioMeHb
HaKOHeL|-To Noy4una ocTaBLuyoCs
YacTb NPUYNTABLUMXCS Vi MOAapPKOB.
Monb3ysich cny4aem Mbl CBS3aNUCh C
@elena_stanislavskaya EneHoit n
3aJjanM HeCKoNbKo BOMPOCOB Ha
KOTOpble OHa C YA0BONbCTBUEM
oTBeTUna.
Becenas 1 nosutusHas "MUCC-
COOPYXXECTBO-2017" EneHa

4 M CTaHucnaBcKas — IOPUCT , BU3AXWCT ,
- AUNAO
$oTomMopensb, 6norep NpocTo

MHCC KPACABULIA!!! MuweT cTuxm, nobut
cOA\’\’*EUBO pyKoaenbHu4aTtb,
20V 4 st e i o s s tins
#ArtRoom #MUCCCOAPYXXECTB0O2017 Qv m
#doToceccuna #KoHKypc #TioMeHb 118 likes
MARCH 27, 2018
ug_lﬂ’d
sodrugestvo.info Addiacomments:

Photo from the sodrugestvo.info Instagram account showing a beauty competition that it claimed to host.
A small number of assets posted about Venezuela, primarily in the context of the Presidential

crisis that erupted in January 2019. Russia continued to support President Maduro, while the US
and many of its international allies supported the opposition leader Juan Guaidé. The narratives
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http://sodrugestvo.info/
https://www.youtube.com/channel/UCnR8YAB_OKZtTR0g393UESQ

generally supported the idea that the US and other Western powers were attempting a coup
against Maduro, and that Guaido was a puppet of the United States.
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https://riafan.ru/1145819-vashington-predostavil-guaido...
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Post linking to RIAFAN article on the Venezuelan Presidential crisis.
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