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AIRBUS IS YOUR PARTNER TO DELIVER RESILIENT, AGILE AND DEPENDABLE CYBER
SECURITY IN AN INCREASINGLY DIGITALISED AND CONNECTED WORLD

In recent years, the volume, stealth and determination

of highly sophisticated cyber attacks has been rapidly
increasing. Whether the intention is denial of service,
operational damage or the theft of strategic data, the need
for advanced tailored cyber security solutions has never
been greater.

CyberSecurity

SECURING CRITICAL BUSINESS

With a rich heritage in the design, build and integration
of complex inter-connected defence systems and
secure communications, Airbus provides expert cyber
security services to protect, detect and respond to
cyber-attacks ensuring your organisation is resilient.

Our SOC’s operate 24/7, 365 days a year to provide
constant monitoring of our customer’s environments
across all industries including government, defence,
aeronautics, energy, utilities, transportation,
manufacturing and finance.

STRONG BUSINESS ENABLER

Partnering with Airbus as an independent and trusted SOC
provider can be a strong business enabler, which can lead to:

sustainable competitive advantage, by improving operational
efficiency;

continued profitability by reducing downtime;

enhanced brand value by reassuring investors, customers
and other stakeholders;

full regulatory compliance

ESSENTIALS

CYBER PROFESSIONALS
ACROSS EUROPE AND
THE MIDDLE EAST



SOC Services in detail

EXPERT IT AND OT CYBER CONSULTANCY

Airbus are experts in EU legislation governing data
management and information security (e.g. GDPR and EU
NIS Directive).

We can conduct comprehensive risk assessments and
identify vulnerabilities in your environment and wider
operational processes.

We can then work with you in partnership to understand
your business priorities and develop a roadmap to
optimise your overall security posture.

FULL COVERAGE OF YOUR ENVIRONMENT:
IT, CLOUD & OT

Our SOC service can cover your entire enterprise including
cloud services and Operational Technology, providing a
complete overview of your security posture.

Our SOCs provide constant security monitoring of your
global operations 24/7, 365 days a year.

Our highly experienced analysts can operate the SOC
services from either Airbus European premises or located
on your site.

ADVANCED DETECTION

We utilise best of breed technologies in detection,
automation, machine learning and behavioural analysis.
Our services are enhanced by Airbus bespoke detection
rules developed from our decades of security expertise.
We can also develop industry specific detection rules with
tailored responses to meet your operational demands.

ADVANCED THREAT HUNTING

We apply the very latest global threat intelligence from

a range of open and closed sources to detect the most
advanced attacks.

In addition our analysts continually use specialist threat
hunting techniques to detect emerging threats to your
specific environment.

Our team produces their own threat intelligence to
compliment external sources by researching attackers and
the tactics, techniques (TTPs) and procedures they use.

Contact us for more information.

AIRBUS

END TO END SOC FROM DESIGN TO IN
SERVICE

We can design, build and run a SOC tailored to monitor
your existing infrastructure utilising best of breed
technologies from leading providers.

We can also take your existing SOC and optimise it to
enhance your security posture, reusing your existing
equipment where possible to minimise disruption.

We can offer the full range of security monitoring
services from protective monitoring, intrusion prevention,
vulnerability management, malware detection, end point
detection and behavioural analytics complemented with a
range of incident response and consultancy services.

LIFETIME SERVICE DELIVERY

Our comprehensive service management provides three
levels of analyst expertise, customised reporting and a
dedicated Service Delivery Manager.

Our regular customised reports include detailed
commentary from expert analysts, and access to an online
portal offering a holistic view of your security posture.

We work with you in partnership to constantly optimise
and evolve the SOC service to meet your needs and the
changing threat.

INCIDENT RESPONSE & RECOVERY

Our analysts are experienced in handling sensitive security
incidents and work with you to manage situations in line
with your business.

In the event of a serious attack, we can provide CSIRT
experts (Computer Security Incident Response Team)

to undertake forensic analysis and support remediation
activities to quickly get you back to normal operations.

CYBER ON-DEMAND

Airbus understands that your security needs will evolve
over time, which is why we can provide a flexible
‘Cyber-On-Demand’ service.

This provides access to our cyber experts on a call off
basis when required, and can be used for a range of
additional services such regulatory advice, penetration
testing or cyber incident response.
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