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SMARTCARD INSTALLATION GUIDE

Part One - Installing the Smartcard Reader

This document in three parts provides instructions to install your Smartcard Reader, software and public
keys onto your local PC. For further guidance please visit www.lawscot.org.uk/smartcard

Getting Started
This step-by-step guide assumes that you are a user with administrative privileges to install software
onto your computer.

How to check if you have admin privileges: Go to START and select CONTROL PANEL, then select USER
ACCOUNTS, then MANAGE USER ACCOUNTS and check which GROUP you are in. (If you have an IT
support person or department, you may wish to contact them before proceeding.)

Equipment - Reader

Before you can use a Smartcard, you must install a Smartcard reader on your host computer. The
Smartcard reader, provided by the Law Society of Scotland, is compatible with Microsoft® Windows®
and Apple® operating systems. Installation is achieved by a plug and play compliant device upon
detection by your host computer. The Smartcard reader provided is a high-performance reader for
desktop use with a standing base in a robust housing — remove the Smartcard reader from the box and
attach the base. Other card-readers are available, however, we recommend you use the device supplied
by the Law Society of Scotland that has been tested and will be supported during its lifetime.

Smartcard reader with desktop base fitted Insert Smartcard face-forward, with the gold chip inserted into
the slot on the top pf the reader. Your photographic image will
be shown on the top right as ou view the reader face on.
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Equipment — necessary software components

The Smartcard reader functionality will not be available through the Mac-native Safari web browser. In
order to install reader, manager, and certificates, you will have to utilise Firefox. Please be aware that
Java is also necessary for the Smartcard signature to work.

Installing Firefox and Java \

Due to Safari’s incompatibility, Firefox will have to be used to install the necessary components. Java is a
widely used software tool in everyday applications.

Step 1: Install Firefox

Download the application from: http://getfirefox.com/

To start the installation, find the file with extension .dmg which you have downloaded and
double-click on it (at which point, the file navigator and the applications folder will appear).
Drag the icon to the applications folder and drop it there.

e 00 EA Firefox

Firefox

To block automatic updates to Firefox, which can interfere with our systems, we recommend
that you deactivate this:

Firefox -> Options -> General (Allow Firefox to)
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. $¥ General Actualizaciones de Firetox

Q Buscar Mantenga Firefox actualizado para un rendimiento, estabilidad y seguridad éptimos.
a Privacidad & Version 60.2.1esr (64-bit) Novedades Mostrar historial de actualizaciones...
Seguridad

Actualizar a 60.4.0esr
s Cuenta Firefox

Permitir a Firefox
Instalar actualizaciones automaticamente (recomendado)
@ Buscar actualizaciones, pero permitirle elegir si instalarlas
No buscar actualizaciones (no recomendado)

v Actualizar automaticamente los buscadores

Rendimiento

v Usar configuracion de rendimiento recomendada Saber mas

Esta configuracion esta ajustada al hardware y sistema operativo de su equipo

Step 2: Installing Java

First, check that JAVA is installed using this link www.java.com. The website will perform a quick scan
(non-invasive, this is safe) to see whether or not Java is already installed and if so, which version.

If it is not installed, download it from the following link:

https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

Java SE Development Kit 8u191- > Choose “MAC OS X".
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Java SE Development Kit 8 Downloads

Thank you for downloading this release of the Java™ Platform, Standard Edition Development Kit
(JDK™). The JDK is a development environment for building applications, applets, and components
using the Java programming language.

The JDK includes tools useful for developing and testing programs written in the Java programming
language and running on the Java platform.

See also:
« Java Developer Newsletter: From your Oracle account, select Subscriptions, expand
Technology. and subscribe to Java.
« Java Developer Day hands-on workshops (free) and other events

« Java Magazine

JDK 8u191 checksum
JDK 8u192 checksum

Java SE Development Kit 8u191

You must accept the Oracle Binary Code Lif(ianse Agreement for Java SE to download this
software.
Thank you for accepting the Oracle Binary Code License Agreement for Java SE; you may
now download this software.

File Size Download
72.97 MB  #|dk-8u191-linux-arm32-vfp-hfit.tar.gz
69.92 MB #&jdk-8u191-linux-arm64-vfp-hfit.tar.gz

Product / File Description
Linux ARM 32 Hard Float ABI
Linux ARM 64 Hard Float ABI

Linux x86 170.89 MB  #jdk-8u191-linux-i586.rpm

Linux x86 185.69 MB  #jdk-8u191-linux-i586.tar.gz
Linux x64 167.99 MB  #dk-8u191-linux-x64.rpm

Linux x64 182.87 MB  #{dk-8u191-linux-x64 tar.gz

Mac OS X x64 24592 MB #dk-8u191-macosx-x64.dmg
Solaris SPARC 64-bit (SVR4 package) 133.04 MB #|dk-8u191-solaris-sparcv9.tar.Z

Solaris SPARC 64-bit 9428 MB  #{dk-8u191-solaris-sparcv.tar.gz

Solaris x64 (SVR4 package) 134.04 MB #{dk-8u191-solaris-x64 tar.Z
Solaris x64 92.13 MB #jdk-8u191-solaris-x64 tar gz
Windows x86 197.34 MB  8jdk-5u191-windows-i586.exe
Windows x64 207.22 MB  #jdk-8u191-windows-x64 exe

Double-click the installer and follow the instructions (Next -> Next -> Next -> Finish).

= Java 8 Update 191

Java

Double-click on icon to install

% Yo

N
Java 8 Update 191
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SMARTCARD INSTALLATION GUIDE

Part Two - Installing and using the Smartcard Reader & Manager

This document in three parts provides instructions to install your Smartcard Reader, software and public
keys onto your local PC. For further guidance please visit www.lawscot.org.uk/smartcard

Getting Started
This step-by-step guide assumes that you are a user with administrative privileges to install software
onto your computer.

How to check if you have admin privileges: Go to START and select CONTROL PANEL, then select USER
ACCOUNTS, then MANAGE USER ACCOUNTS and check which GROUP you are in. (If you have an IT
support person or department, you may wish to contact them before proceeding.)

Installing Smartcard Reader & Manager application \

The Smartcard Reader is necessary for your card and your computer to “talk” to each other. Although it
is recommended to use the Law Society’s card reader, it is possible to use other available card readers
as well — as long as they can read chipped card. The Manager Application is a small utility that allows you
to interrogate and maintain the Smartcard. The application is not required for general usage, but used in
the event that passcodes need changing or confirmation of digital signatures. This tool will enable full
maintenance of the Smartcard and allow such functionality as:

e Changing PIN & PUK codes
e Unlocking PIN
e Importing certificates

e View card information

To install the Smartcard manager application

Download the following driver “InstaladoresTS2048 Y JS':

https://www.abogacia.es/repositorio/acadescarga/TS2048 Mac.zip

Once you have downloaded the driver, your system may not allow you to run the installer,
for security reasons:
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abrirse porque proviene de un

/\% “Kit_Bit4id_MacOSX_1.2.16.1.pkg" no puede
desarrollador no identificado.

Firefox descargd este archivo el 24 de enero de 2014.

?) | Aceptar |

“bitdid-middleware-signed.pkg” no se

_ » puede abrir porque no se ha descargado de
m App Store.

Tus preferencias de seguridad permiten la instalacion
de apps procedentes Unicamente de App Store.

wiki.redabogacia.org

:

To overcome this, hold down the Ctrl key and double-click the package.

proviene de un desarrollador no identificado.

/"\5 “Kit_Bit4id_MacOSX_1.2.16.1.pkg"
:Seguro que desea abrirlo?

Firefox descargd este archivo el 24 de enero de 2014,

13 ) . Abrir | | Cancelar |

If this does not work for you, you need to go to System Setup > Privacy and Security > General and
run the installer which has been blocked (Open Anyway), or else, change the configuration (App
Store and Authenticated Publishers) to permit you to run the installer.
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® O L P, sis Seguridad y privacidad Q Buscar

FileVault  Firewall  Privacidad

Se ha definido una contrasefa de inicio de sesion para este usuario l.uéambiar contrasefa...

Solicitar contrasefia = 15 minutos tras iniciarse el reposo o el salvapantallas

| Mostrar un mensaje cuando la pantalia esté bloqueada Definir mensaje

v ! Desactivar el iniclo de sesion automatico

Permitir apps descargadas de:

Apn Store

e App Store y desarroliadores identificados

Se ha bloqueado la ejecucion de "bitdid-middleware-signed.pkg” porque no Abrir igualmente
proviene de un desarrollador identificado.

s
% Haz clic en el candado para realizar cambios Avanzado 2

Choose one of these routes then continue the installation through all the screens until the installation
completes — click on “Restart” to install the software:

® o @ Instalar Bitdid Universal Middleware =

La instalacion se ha completado correctamente.

Introduccion
Licencia
Destino

Tipo instalacion
Instalacién

Ky

Instalacion completada.

El software se ha instalado.

Haz clic en Reiniciar para empezar a instalar el software.
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Using the Smartcard Manager

The Smartcard Manager Application is a small utility that allows the Smartcard holder to interrogate and
maintain their Smartcard. The application is not required for general usage, but used in the event that
passcodes need changed, confirmation of digital signature information and a test that the Smartcard

Reader is working correctly.

Function/ Feature  Description

Launch program from
program menu, desktop or
ribbon

Application

Accessing all functions and
features from the main
screen

Main Screen

Functionality Screenshot

: \_ Bitdid - Smart Card Manager

e

Al e LA

i) - Sl

[ BITAID Card Manager

File

Field

Description
Serial number
Manufacturer
Maodel

PIM status
PUK status
Total memaory
Free memaory

Value

DsD
6278401912337104
Bitdid

052043 (LB)

PIM is OK

PUK is OK

65536

MN/A

Export

Reset device

Change PIN

Unlock PIN

Change PUK

FartiBeat -
Certincate Viey

Register certificates

Information

i

www.bitdid.com
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Accessing Manager
functions

Before you can use any of
the functions of your
Smartcard manager, you
need to log in by entering
your PIN. This serves as a
security feature to ensure
no one else is tampering
with your Smartcard.

Once you have logged in,
all information stored on
the card will become
visible.

@ BIT4ID Card Manager

(===
= Tokens [ Login
é. DSD [OMMIKEY AG Smart Card Reader USE 0]
Refresh
Import
Export
Reset device
Lt Login =)
PIN |
Desi
Seri
Manufacturer Bitdid I Register certificates
Model DS2048 (LB) formati
PIN status PIN is OK [ Information
PUK status PUK is OK
Total memory 65536
Free memory N/A

Open/close a PKCS11 session with the selected token

[1"| BIT4ID Card Manager

File
= Tokens

= % DSD [OMNIKEY AG Smart Card Reader USE 0]
=1 wd User certificates
+-[= |9 JAMA BERGER . / 700036858 (Op.)
o CA certificates

Field

Description
Serial number
Manufacturer
Maodel

PIM status
PUK status
Total memory
Free memory

Value

DsSD
£278401912337104
Bitdid

DS2048 (LE)

PIN is OK
PUK is OK

65536

N/A

Delete a certificate or reset the token.

Hia

www.bitdid.com

[E=N R =]

Logout

Refresh

Import

Expart

Reset device

Change PIMN

Unlock PIN

Change PUK

Certificate View

Register certificates

Information

Hia

www.bitdid.com
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Change PIN Function for changing the
Smartcard PIN

EQ BITAID Card Manager (==

o= Tokens Logout

= vé. DSD [OMMNIKEY AG Smart Card Reader USE 0]

=1 User certificates Refresh

= 508 ) =
. CAcet - ChangePIN (23]
PIN Status PIN is OK ice
Mew PIM iyl
Min lenght: 4 o
Max lenght: &
LK
Field Repeat new PIN -
Description View
Serial number oK p—
Manufacturer ficatt

Maodel ==y t
PIN status PIN is OK Information

PUK status PUK is OK
Total memaory 65536 &
Free memaory M/ ic

www. bitdid.col

Change PUK Function for changing the 5 BITAID Card Manager SIrEr=s]
Smartcard PUK
= Tokens Logout l
E 6 DSD [OMMNIKEY AG Smart Card Reader USE 0]
=t User certificates Refresh l
© JAMA BERGER . / TO003685E (Op.
* El . ’ (Op.) [ Import ]
|l CA redificatec
[ Change PUK (=3 fcoort
PUK Status PUK is OK nge PIM
Mew PLK bk FIN
Min lenght: 4 @
Field Max lenght: 8
Description Repeat new PUK ===

Serial number

Manufacturer

Mode o
PIM status
PUK status FUR 5 UK

Total memory 65536 $

Free memory N/& id

certificates

rmation

il

www.bitdid.com

Change the device PUK

Installation Step-by-step Guide 10



Unlock PIN

Refresh
Import
Export
Register
certificates

-
Function for using the HE BITAID Card Manager SE=
Smartcard’s PUK to unblock
a forgotten or #= Tokens [ T
. = -é. D50 [OMMIKEY AG Smart Card Reader USE 0]
compromised PIN = | User certificates Refresh
[ /
JAMA BERGER. . / 70003685E (Op.
= [=] Al / (Op.) [ m—
b CA rerificates
E Unlock PIN @ (port
PUK Status PUK is QK nge PIN
Mew PIN hek PIN
Min lenght: 4 L ae PLK
Field Max lenght: 8
Description Repeat new PIN i
Serial number T E—
Manufacturer certificates
PIM status rmation

PUK status FUR T UK
Total memory 65536 $
Free memory MN/A id

www.bitdid.com

Functions for
adding/removing digital
certificates onto your
Smartcard. These functions
will not apply.
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Certificate View

Information

Feature for viewing the list
of digital certificates on the
Smartcard

Feature showing the
version of the Smartcard
Manager Application
installed

» .
Certificate (=

ey are o

General | Details | Certification Path

|-__a | Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

* Praves your identity to a remate computer

*» Ensures software came from software publisher

* Protects software from alteration after publication
*» Protects e-mail messages

» Allows data to be signed with the current time

Issued to: JANA BERGER . / FO0035858 (Op.)

Issued by: ACA - Certificados Corporativos - 2014

Valid from 29/ 07/ 2015 to 29/ 07/ 2017

Install Certificate...| | Issuer Statement

Learn more about certificates

G

T

I s

Copyright 2013 Bit4id.com, All rights reserved.
Card Manager (1.3.0)

Informazioni Middleware

Product Name: BIT4ID Universal Middleware ( 'bitdipki.dil' )
Version: 1.3.6.5

Copyright:  Bit4did - Copyright (C) 2004-2009

Company: Bit4id (http:/ /www.bitdid.com)

Description:  Universal Middleware

[ ox ]
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SMARTCARD INSTALLATION GUIDE

Part Three — Installing the Certificates

This document in three parts provides instructions to install your Smartcard Reader, software and public
keys onto your local PC. For further guidance please visit www.lawscot.org.uk/smartcard

Getting Started
This step-by-step guide assumes that you are a user with administrative privileges to install software
onto your computer.

How to check if you have admin privileges: Go to START and select CONTROL PANEL, then select USER
ACCOUNTS, then MANAGE USER ACCOUNTS and check which GROUP you are in. (If you have an IT
support person or department, you may wish to contact them before proceeding.)

Installing Public Keys

Public keys are required to ensure that the certificates reaching our computers have been correctly
issued by the certification authority. The Smartcard certificate authority is Abogacia Certification
Authority (ACA, operated by RedAbogacia) in Spain.

ACA is a member of the ‘Microsoft Windows root certificate program’ and further details can be found
on the Microsoft website http://social.technet.microsoft.com/wiki/contents/articles/31634.microsoft-
trusted-root-certificate-program-participants-v-2016-april.aspx As such public these public keys can

come pre-installed in Windows based systems. (However, it might be necessary to install these keys
manually.)

As yet, ACA is not on the list of trusted root certificates that come pre-installed with Apple Operating
Systems. Therefore, the Public Keys will have to be installed manually if you use a Mac.

To install the Public Keys

Download root and intermediate certificates using the following link. Download all root certificates

Once these are downloaded, go to: Firefox -> Options -> Privacy & Security -> View Certificates ->

Authorities -> Import.
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Administrador de certificados

Sus certificados Personas Servidores Autoridades

Tiene certificados guardados que identifican estas autoridades de certificacion

' Norﬁbre del certif.icado“ : : Dis.positi\./o de .;.egur.idad ‘
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
Camerfirma AAPP Il - 2014 Disp. software de seguridad
Camerfirma Corporate Server Il - 2015 Disp. software de seguridad
v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token

Ver... Editar confianza... Importar... Exportar... Eliminar o dejar de confiar...

Aceptar

Import all the downloaded certificates one at a time, ticking the three trust checkboxes:

Se le ha pedido que confie en una nueva Autoridad Certificadora (CA).

¢Quiere confiar en "ACA - Certificados Corporativos" para los siguientes propdsitos?
@ Confiar en esta CA para identificar sitios web.
@ Confiar en esta CA para identificar usuarios de correo.
@ Confiar en esta CA para identificar desarrolladores de software.

Antes de confiar en esta CA para cualquier propésito, debe examinar el certificado,
politica y procedimientos de la CA (si estdn disponibles).

[ Ver | Examinar certificado de CA

| Cancelar | | Aceptar |

Bit4id Cryptographic Module:

After the installation of the last driver, the cryptographic module will complete automatically, but if for
any reason this does not happen or it does not work correctly, these are the steps to follow:

To load the cryptographic module into Firefox (this is necessary to read the card), go to:

Firefox -> Options -> Privacy & Security -> Security Devices -> Load.
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Enter these values into the two fields:

¢ Module Name = Bit4id
e Module filename = /Libreria/bit4id/pkcs11/libbit4ipki.dylib

Administrador de dispositivos

Mddulos de seguridad y dispositivos Detalles Valor Iniciar sesién
v NSS Internal PKCS #11 Module Méddulo Bit4id0 -
Terminar sesion

Serv. criptografia genéricos Ruta JLibrary/bitdid/pkcs11/libbit4ipki.dylib
Cambiar contrasefia

Disp. software de seguridad [ X&) Cargar controlador de dispositivo PKCS#11

Cargar
Bit4id0 Introduzca la informacién para el médulo que quiere afadir.

v Moddulo de certificados raiz Nombre del médulo  Bit4id01 Descargar

Builtin Object Token B e ittdipkidy iy L Habilitar FIPS

Aceptar

If - after closing the pop-up box to load the driver for the PKCS#11 device - the system has not
added the Bit4id module (libbit4ipki.dylib), the filename may be incorrect. You have to use the
complete path and filename for the file, which is: /Libreria/bit4id/pkcs11/libbit4ipki.dylib

Once finished, the computer is now ready to use the card reader and to connect to the
RedAbogacia systems.

Firefox Security Exceptions

In order for our platform to work correctly, you must update the Firefox Security
Exceptions as follows:

Firefox -> Options -> Privacy & Security -> Warn you when web sites try to install add-ons ->
Exceptions:

Type the URL of the following three websites in the address bar and click Allow:

https://redabogacia.org https://siga.redabogacia.org

https://acabogacia.org
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Sitios web permitidos - Ventanas emergentes

Se puede especificar qué sitios web pueden abrir ventanas emergentes. Escriba la direccion exacta del sitio que quiere

permitir y pulse Permitir,

Direccion del sitio web

https://redabogacia.org

Sitio web
abogacia.org
https://redabogacia.org
https://siga.redabogacia.org

Eliminar sitio web Eliminar todos los sitios web

Permitir

Estado
Permitir
Permitir

Permitir

Cancelar Guardar cambios

Firefox -> Options -> Privacy & Security -> Warn you when web sites try to install add-ons ->

Exceptions:

Sitios web permitidos - Instalacion de complementos

Puede especificar desde qué sitios web esta permitido instalar complementos. Escriba la direccion exacta del sitio que

quiere permitir y pulse Permitir.

Direccién del sitio web

https://redabogacia.org|

Sitio web

cabogacia.org

https://redabogacia.org

https://siga.redabogacia.org

Eliminar sitio web Eliminar todos los sitios web

Permitir

Estado
Permitir
Permitir

Permitir

Cancelar Guardar cambios

With these sites added to the list of allowed exceptions, click Save changes to save your changes.
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Troubleshooting \

The following table provides a guide to the most common issues that members have experienced when
initially setting up their Smartcard reader, Manager Software and subsequent usage of their digital
signature. Please read all issues & solutions and check our webpage for the latest guides, FAQs and
information relating to your Smartcard — www.lawscot.org.uk/smartcard

Troubleshooting

Issue Solutions
Card Manager not installing Check to ensure you do not have a previous version installed, if
so remove old version before re-installing to the latest version.

Confirm you have administrative rights to install software onto
your PC, if not please contact your IT support provider/
department.

Check to ensure your computer is connected to the Internet.

Card Manager application not Check to ensure a Smartcard reader is connected to the

opening computer. The application will not run without it. If available, use
a different card reader to ensure the installation was successful
and this is hardware-related.
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