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1. Introduction

1.1. Overview

The National Council of Spanish Bar Association&KE) is the superior representative,
coordinating and executive body of the SpanishAsmociations and has, for all purposes,
the status of public corporation, with its own legarsonality and full capacity to comply

with its objectives.

The National Council of Spanish Bar AssociationsGAE) constitutes itself as

Certification Service Provider by creating its oKl hierarchy.
The general structure of the ACA PKI comprises texels.

CA Raiz
Autoridad de Certificacion de

la Abogacia

CA Subordinada CA Subordinada
ACA-Certificados Corporativos ACA-Trusted Certificates

In 2014, new subordinated CAs were generated uhéesame name followed by the year
of issuance: ACA- Corporate Certificates 2014 and ACA — Trustedifieates 2014.

The certificates issued by both subordinated CAS aeintinue to be operative with the
same OIDs in the 2014 version CAs

This document specifies the Certificate Policy @éspect of the digital certificate called
“The Law Society of Scotland Qualified Certificates issued by the Certification
Authority of theNational Council of Spanish Bar Asgtions, oICA Abogacia

In its capacity as the entity regulating the Spaar Associations, the National Council
of Spanish Bar Associations (CGAE) has establigteedwn certification system for the

purpose of issuing certificates for diverse uses different end users. For this reason,
different types of certificates are generated. i@emtes are issued by Accredited
Certification Service Providers to end entitiegluding Bar members, administrative and
service personnel, organisations and natural psnspresenting said organisation.

This Certificate Policy is compliant with the legakovisions governing electronic
signatures in the European Community (Directive2I99/EC) and in Spain (Act 59/2003
of 19th December 2003 governing Electronic Sigrest)rwhile complying with all of the
technical and security prerequisites required foalied Certificate issuance and is based
on the specifications of standard RFC 252[hternet X. 509 Public Key Infrastructure:
Certificate Policy and Certification Practices Frauork

| Ref: CP6_ACATC_001.0 ‘ p 5 of 38
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The CPS of the Spanish Bar Association Certificathuthority (CA Abogacig which

sets out the concrete terms of the service proyidesday be found at
http://www.acabogacia.org/doc

In respect of the content of this CP, it is assuthatireaders have a basic understanding of

PKI, certification and digital signatures while atherwise, we recommend that they
become familiar with this subject.

Ref: CP6_ACATC_001.0 p 6 of 38
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1.2. Identification

Name: CP6_ACATC 001.0
OID 1.3.6.1.4.1.16533.20.5.1
Description: Certificate policies (CPs) of the Spanish Bar Assomn

Certification Authority CA Abogacia) The Law Society
of Scotland Qualified Certificates

Version: 001.0

Date of issue: 02/07/2014

Location: www.acabogacia.org/doc

Related CPS

OID 1.3.6.1.4.1.16533.10.1.1

Description: Certification Practice Statement of the Spanish Bar
Association Certification AuthorityQA Abogacii

Location: www.acabogacia.org/doc

1.3. Community and Applicability

1.3.1 Certification Authority (CA)

This is the entity responsible for issuing and ngamg digital certificates. It acts as a third
trusted party between the subscriber and the umse@lectronic relations, associating a
certain public key with a person (subscriber) esdato a specific professional association
by virtue of the issuance of a certificate.

Information on th&CA may be found at the website www.acabogacia.org.

1.3.2 Registration Authority (RA)

This is an entity that acts in compliance with tBisrtificate Policy and, as the case may
be, by virtue of an agreement subscribed withGAe which entity is responsible for the
management of applications, the identification esgistration of certificate applicants and
the functions indicated in the related certificatractices.

For the purpose hereof, the RAs is the Law Soa@éfcotland.
Exclusive registrar for The Law Society of Scotland Qualified Certificat€3nly Bar

Associations may be Registrars for their membernsessaid Bar Associations have the
exclusive certifying capacity in respect of thetsseof barrister.

Ref: CP6_ACATC_001.0 p 7 of 38
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1.3.3 Certification Service Provider (CSP)

In accordance herewith, a CSP is understood tonyeeatity that provides concrete
services relating to the certificate life cycle.

The functions of the CSP may be exercised dirdxntltheCA or by a delegated entity.

1.3.4 Subscriber

In accordance herewith, the “subscriber” is a ratperson, belonging to the Law Society
of Scotland in his capacity as member thereof, inglé& “The Law Society of Scotland
Qualified Certificate that is located in a secugmnature-creation device.

1.3.5 User

In accordance herewith “user” is understood to lbim relying party, the person who
voluntarily relies on the certificate by virtue lok trust in the CA. He uses it as a means of
verifying the authenticity and integrity of the sggl document, consequent on which he is
bound by the provisions of this policy, of the CP&splicable and the laws in force,
wherefore no subsequent agreement of any kindjisned.

1.3.6 Applicant

For the purpose hereof, the “applicant” is the ratperson who applies for the Bar
membership qualified certificate.

1.3.7 Applicability and Uses

The certificate issued under this Policy enablesatural person to be identified in the
scope of his professional activity. Bar membersiagificates may be used in accordance
with the terms set forth under the correspondintfaation practices.

In addition to simple electronic notifications, theise is authorised for commercial,
economic and financial transactions by digital ragoliovided that they are based on the
standard RFC 3647 (X. 509) and that they do noéeax¢the maximum value defined under
the CPS, which may never be less than that sét fenteunder.

The Certificate issued by virtue hereof may be udsethe following purposes:

- Identification of the signatory and his connectiwith the Bar association: The
subscriber of the certificate may authenticate notlaer party his identity and
connection with the Bar association by demonstyattite association of his private
key with the respective public key contained in tleetificate. The subscriber may
identify himself validly to any person by signing e-mail or any other file.

- Integrity of the signed document: The use of thestiicate guarantees that the
signed document is integral, i.e., it guaranteed the document has not been
altered or modified after the signing thereof by thubscriber. The message
received by the user is certified to be the santbatsssued by the subscriber.

Ref: CP6_ACATC_001.0 ‘ psof3s |
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- Non-repudiation of origin: The use of this cert#ie also guarantees that the person
who signs the document cannot repudiate it, nantleéysubscriber who has signed
may not deny the authorship or integrity thereof.

- Although said certificate may be used to encryghdthis is not recommended
since encrypted data cannot be recovered in cddessoof the private key on the
part of the subscriber. Should the subscriber eruser encrypt, they do so under
their own responsibility at all times.

The certificates described hereunder are qualiiedificates in accordance with the
provisions of section 11 of Act 59/2003. They cepend to qualified certificates (with a
secure signature-creation device if required), @adsto the public, in compliance with
technical standard TS 101 456 v1.2.1 of the EunopBalecommunications Standards
Institute.

Bar membership certificates must be used, of na@gessth a secure electronic signature-
creation device that complies with the requiremeaetsforth in the European Community
(Directive 1999/93/EC) , Scottish Legislation (At®95) and Spanish Legislation (Act
59/2003).

They guarantee the identity of the subscriber dedhblder of the private signature key
and are suitable for offering support to the quedifelectronic signature, namely the
advanced electronic signature that is based on alifigd certificate and has been
generated using a secure device, consequent orhwpigsuant to section 3 of Act
59/2003, it ranks equally with a handwritten sigmatby operation of law, without the
need to satisfy any additional requirement of aimgk

1.3.7.1 Certificate usage constraints and prohibitions

In accordance herewith, use is not permitted thabntrary to Community law , Scottish,
and Spanish Legislation, to international convergioatified by the Spanish State or to
custom, moral and public order. Neither is theatber than that set forth under this Policy
and the Certification Practice Statement permitted.

The certificates have not been designed, they ¢dmnosed and their use or resale is not
authorised as dangerous situation control devicesfoo uses that require failsafe
operations, such as the operation of nuclear iastats, navigation systems or air
communications or arms control systems, where laréaicould lead directly to death,
bodily harm or severe environmental damage.

Modifications to the certificates are not authadisthey must be used as provided by the
CA

The CA does not generate, store or possess the subsgribate key at any time and it is
not possible to recover enciphered data with threesponding public key in the event of
loss or disablement of the private key or the de\dtoring said key on the part of the
subscriber.
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Any subscriber or user who decides to encipherrnédion shall do so under his own,
exclusive responsibility while th€A shall on no account be liable in the event of
information encipherment using the keys associaiédthe certificate.

1.4. Contact details
Organisation responsible:
Autoridad de Certificacion de la Abogaéa (Spanish Bar Association Certification Authority)

COﬂSEjO General de la Abogacia Espaﬁokahe National Council of Spanish Bar Associatjons

Contact person:
Administrador CA Abogacia
Departamento de OperaCion@Berations Department)

E-mail: info@acabogacia.org

Telephone: 902 41 11 41

Fax 915327836

Address: Consejo General de la Abogacia Espafiola

Paseo de Recoletos, 13
28004 Madrid
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2. General Provisions

2.1. Obligations

211 CA

The CA is bound by the provisions of the Certificationa&ices and those of the
regulations governing the provision of certificaservices and Act 59/2003, where
applicable.

2.1.2 RA

The Registration Authorities are delegated byG@ieto exercise this function, consequent
on which the RA is also bound by the terms setfarider the Certification Practices for
certificate issuance.

2.1.3 Applicant

As required by the Certification Practice StatementCPS). Consult
http://www.acabogacia.org/doc

2.1.4 Subscriber

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

2.1.5 User

As required by the Certification Practice Staten(@RS). Consult
http://www.acabogacia.org/doc

2.1.6 Certificate Register

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

2.2. Liability

In the performance of its activity of Certificati@ervice Provider in its capacity @, the
National Council of Spanish Bar Associations shallresponsible in accordance with the
rules on liability set forth by Act 59/2003 govarmgi electronic signatures and any other
laws applicable thereto.
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In accordance therewith, tl@@A shall be responsible in compliance with the Ciesdtfon
Practice Statement (CPS). Consult http://www.acabiagorg/doc

2.2.1 Release from liability

The relations between th@A and the RAs shall be governed by the special aontal
relations between both. Ti@A and the RAs shall be released from their respditgiimn
accordance with the terms set forth under the GilStee certificate policies. In particular
neither theCA nor the RAs shall on any account be liable under af the following
circumstances:

1. State of war, natural disasters or any other cistante of force majeure.

2. The use of certificates when said use exceedsrhaspns of the laws in force
and the CPS, patrticularly the use of a certifithéd has been suspended or revoked
or when it is trusted without verifying beforehahe status thereof.

3. The unlawful or fraudulent use of the -certificates CRLs (Certification
Revocation Lists) issued by the Certification Auityo

4. The unlawful use of the information contained ia tertificate or the CRL.

5. Failure to comply with the obligations set fortlr the subscriber or users by the
laws in force, the CPS or this certificate policy.

6. The content of the messages or documents signed.
7. The failure to recover enciphered documents wighstioscriber public key.

8. Fraud in the documentation submitted by the apptica

2.2.2 Limitation of liability in the event of losses arisng from transactions

The CA limits its responsibility in accordance with theer@fication Practice Statement
(CPS). Consult http://www.acabogacia.org/doc

2.3. Financial Responsibility

In the performance of its activity of Certificati@®ervice Provider, th€A has sufficient
economic resources to cover any risk of liabilioy flamages vis-a-vis the users of its
services and third parties, thereby guaranteesgegponsibilities in its activity of CSP as
required by the laws currently in force.

Said guarantee is covered by virtue of a Civil LigbInsurance Policy to cover an
amount equal to or greater than € 3,000,000.
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2.4. | nterpretation and enforcement

2.4.1 Governing law

The interpretation, enforcement, amendment andlixalof this Policy shall be governed
by the laws of Spain currently in force.

2.4.2 Severability

Should any of the provisions set forth hereundefobed invalid, the rest of the document
shall not be affected. In such event, the invalidvision shall be considered as not
included.

2.4.3 Notifications

Any notification relating hereto shall be made lsc&onic post or registered letter sent to
the address indicated in the sub-component on codédails.

2.4.4 Dispute resolution procedure

Any controversy or dispute that might arise hemafrghall be resolved definitively by the
arbitration de jure of an arbitrator within therfrawork of the Spanish Court of Arbitration
in accordance with the regulations and by-laws guwg said court, to which shall be
commended the administration of the arbitration #vedappointment of the arbitrator or
arbitration tribunal. The parties hereby place ecord their undertaking to comply with
the decision awarded.

2.5. Fees

2.5.1 Certificate issuance and renewal fees

The prices of certification services or any othedated service shall be available for users
at the different Registration Authorities.

2.5.2 Certificate access fees

Access to certificates issued shall be gratuitaliepugh theCA may charge a fee in cases
of massive certificate downloading or under anyeottircumstance that, in the opinion of
the CA, should be charged, in which case, said fees Bhaglublished on th€A's website.

2.5.3 Information access fees in respect of certificateraevoked certificate
status

The CA shall provide access to the information relatimgertificate or revoked certificate
status free of charge by publishing the CRL. T#emay, however, charge a fee for other

| Ref: CP6_ACATC_001.0 ‘ p13of3s |
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means of checking certificate status or any otlreumstance that, in the opinion of the
CA, should be charged, in which case, said fees Baglublished on théA's website.

2.5.4 Fees for other services

Fees for other services shall be published oriCiie website.

2.5.5 Refund policy

No stipulation.

2.6. Certificate Publication and Registration

2.6.1 Publication of CA information

2.6.1.1 Certification policies and practices

This Certificate Policy and the different versidmereof are available to the public on the
websitehttp://www.acabogacia.org/doc

2.6.1.2 Terms and conditions

CA Abogaciashall place at the disposal of subscribers andsube terms and conditions
of the service on the website http://www.acabogaoigdoc

2.6.1.3 Certificate dissemination

In accordance with the Certification Practice Steet (CPS). Consult
http://www.acabogacia.org/doc

2.6.2 Frequency of publication

CA Abogaciashall publish forthwith any modification to thertgcation policies and
practices while keeping a record of earlier version

CA Abogaciashall publish the certificates in the Certificd&eqgister immediately after
issuing them.

Ordinarily, theCA shall publish a list of certificates revoked eiciaf every 24 hoursCA
Abogaciashall, on an extraordinary basis, publish a newocation list as soon as an
authenticated suspension or revocation requesbcepsed.
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2.6.3 Access controls

CA Abogaciashall use diverse systems for publishing and idiging certificates and
CRLs. Certain access data shall be required to mmakigple consultations.

On the website o€A Abogaciahere shall be access points to the directoryCiet. and
certificate consultation under the control of atwafe application, which prevents the
indiscriminate downloading of information.

The CRLs may be downloaded anonymously by httpogast

2.7. Compliance Audits

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

2.8. Confidentiality and the Protection of Personal Data

As required by the Certification Practice Staten(@RS). Consult
http://www.acabogacia.org/doc

2.8.1 Type of information to be kept confidential

The CA shall consider any information that is not expesdassified as public to be
confidential. Information declared to be confidahtshall not be disseminated without
express written consent from the entity or orgdmsathat indicated the confidential
nature of such information unless by legal requeaem

2.8.2 Type of information considered to be non-confidenal

The information indicated below shall be consideasaon-confidential:

- The content of this Policy and the Certificate Eiek.

- The information contained in the certificates, sirfor the issuance thereof the
subscriber gives his consent beforehand, includygvay of illustration and not
limitation:

o The certificates issued or in the process of beisged.

o The binding of the subscriber to a certificate &by the Certification
Service Provider.

o In cases of individual certificates, the name amchames of the subscriber
of the certificate as well as any other circumstaocpersonal datum of the
holder thereof in the event that this is significam accordance with the
purpose of the certificate.
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o In cases of individual certificates, the electrommil address of the
subscriber of the certificate or, in cases of aile certificates, that of the
holder of the keys or, in cases of device certiisathat designated by the
subscriber.

0 The uses and economic restrictions indicated ircéngficate.

o The validity period of the certificate as well & tdate of issuance and the
expiry date thereof.

0 The serial number of the certificate.

o The different certificate statuses and the commmece date of each one,
particularly: pending generation and/or deliverglid, revoked, suspended
or expired and the reason for the change of status.

- The certificate revocation lists (CRLs) and anyeotinformation on revocation
status.

- The information contained in the certificate repases
- Any information the publication of which isq@ired by law.

2.8.3 Dissemination of certificate revocation/suspensiomformation

Information relating to the revocation or suspensib a certificate shall be disseminated
by periodically publishing the corresponding CRI$ie details of this service shall be
governed by the Certification Practice StatemeRL

2.8.4 Release to the Competent Authority

Information requested by the competent authorityallstbe provided under the
circumstances and in the manner required by law.

2.9. Intellectual property rights

The intellectual property of these Policies belotig$he National Council of Spanish Bar
Associations (CGAE). Th€A shall be the only entity to enjoy the intellectpabperty
rights over the certificates it issues.

The CA shall grant non-exclusive licences to reproduakdistribute certificates at no cost
provided that the reproduction is integral and does modify any element of the
certificate, that it is necessary for digital siggras and/or encipherment systems within the
scope of application of this policy and that itasmpliant with the pertinent binding
instrument betweelCA Abogaciaand the party that reproduces and/or distribubes t
certificate.

The foregoing rules shall be indicated in the bigdinstruments between tiBA and the
subscribers and third relying parties.
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3. Identification and Authentication

3.1. Initial registration

3.1.1 Name types

All certificates require a distinguished name (DiNaccordance with standard X.501.

The DN of the Bar membership certificates shall taom the elements in the format
indicated below. All the values of the componentslls be authenticated by the
Registration Authority:

A name component (Common Name) —CN
An e-mail component —E

An organisation component —O

An organisational unit component —OU

A title component -T

A state component (Country) -C

A serial number component —serialNumber
A first name component (Given name) - G

A 1%'surname component Surname — SN

Bar membership certificates

- The authenticated value of the name component (Gomame) —CN shall contain
the full name (given name and Surname) of the sidescas stated in the proof-of
identity documents.

- The authenticated value of the e-mail componentsk&ll contain the subscriber’'s
electronic mail address.

- The authenticated value of the organisation commor® shall contain the the
official name of the institution the subscriberafiliated with and indicates that the
subscriber is a lawyer

‘ Ref: CP6_ACATC_001.0
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- The authenticated value of the organisational aarhponent —OU shall contain the
name of the Bar Association.

- The authenticated value of the title componenthdllscontain the professional title of
the lawyer. ( article 2 Directive 98/5/EC) whichafitbe dependent on one of the three
membership statuses below:

[72)

Solicitor Any person enrolled as a solicitor in gusnce of the Solicitor
(Scotland Act) 1980 AND holding a practicing cadgte issued by
the Council in accordance with the provisions oft Plaof the 1980
Act authorising a person to practise as a solicitor

Non-practising A person enrolled as a solicitor in pursuance o ®olicitors
Member Scotland Act 1980 BUT NOT holding practicing cedifte

Retained Member| Retained on the roll of solicitbtd neither a solicitor nor a non-
practising member (definitions above) and not katito use the title
solicitor.
Solicitor Advocate| A Solicitor (as defined abovehavhas been granted a right |of
audience in the Court of Session, the Supreme Gmarthe Judicial
Committee of the Privy Council or, as the case rbay the High
Court of Justiciary and the Judicial Committee lu¢ Privy Council
(s25A 1980 Act)

Trainee Solicitor A trainee is an intrant who &ty to a training contract, defined by
the Admission as a Solicitor (Scotland) Regulati@®s1l, made
under s5 of the 1980 Act

Registered Foreign A person who is not a solicitor or an advocatevilob is a member,
Lawyer and entitled to practise as such, of a legal psadesregulated withir
a jurisdiction outwith Scotland and who is registelunder section
60A of the 1980 Act

Registered A current member of the Law Society of Scotland unthry

Paralegal Registered Paralegal Scheme, governed by the ‘Szhef
Operation’ published by the Society
https://www.lawscot.org.uk/members/paralegals

Registered A person registered with the Society in accordawitie regulation 17

European Lawyer | of the European Communities (Lawyer's Practice) offand)
Regulations 2000 (SSI 2000 No. 12i)d defined imparagraphs (2
and (3) of regulation 2

- The authenticated value of the state component{ttpeC shall contain the country
of the certification Authority “ES”

- The authenticated value of the serial number compbrserialNumber shall contain
the subscriber's membership identification number

- The authenticated value of the first name compo(@iten name) - G shall contain
the subscriber’s first name.

- The authenticated value of th& gurname component “Surname” —SN shall contain
the subscriber’s surname
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3.1.2 Pseudonyms

Bar membership certificates may not contain psewasn Neither may a pseudonym be
used to identify an organisation.

3.1.3 Rules used for interpreting different name formats

Those set forth in standard X.500 referenced in/IBO 9594 are followed.

3.1.4 Uniqueness of names

The distinguished names indicated in the certiéisaissued shall be unique to each
subscriber. Th€A shall make every endeavour that is reasonablyimitrach to confirm
the uniqueness of the names in the certificatesedss The e-mail attribute, the Bar
membership number shall be used to differentiatedsn identities when there might be a
problem regarding name duplicity.

3.1.5 Name claim dispute resolution procedure

Certificate applicants shall not include names @quests that might involve an
infringement of third party rights for the futuretscriber.

The CA is not responsible in cases of name claim dispegelutions. The Certification
Service Provider shall not determine whether afwate applicant has any right over the
name that is indicated in a certificate requesttiée shall said provider act as arbitrator or
mediator, nor in any other manner shall it res@ag dispute concerning the ownership of
names of persons or organisations, domain nanae& tmarks or business names.

The Certification Service Provider reserves thatrig refuse a certificate request due to a
name claim dispute.

Names shall be designated according to their atlentry.

3.1.6 Recognition, authentication and role of trademarks

No stipulation.

3.1.7 Methods to prove possession of private key

The private key shall be generated by the subgcabd shall remain at all times in his
exclusive possession.

The test method for proving the subscriber's pagsasof the private key shall be
PKCS#10.
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3.1.8 Authentication of an individual's identity

For correct verification of the identity of the shiber of personal certificates, said
subscribers appearance in person before the RAshetquired and the presentation of
either:

Photo ID issued by Government bodies is alwaystpreferred. Government issued documents with a
photograph are preferred aode of the following items will suffice:

) Valid signed passport (a foreign passport is aeddg, provided that the personal details are
shown in the Latin alphabet)

[0 Valid photocard driving licence, either full orgmisional (a foreign licence is acceptable,
provided that the personal details are shown irLHia alphabet)

[0 National identity card (for non-UK nationals, pid&d that the personal details are shown in the
Latin alphabet)

[J Firearms certificate or shotgun licence (with ghot
[0 ID card issued by the electoral office for Northéneland

Or where the individual does not have one of th@valiwo other forms of non-photo ID
may be accepted, so long as they were issued bgr@ment, a court/tribunal, a public
sector body, a local authority, a bank or otheaficial institution or a professional body
and incorporate your full name and date of birtladdress. These must be in English.
Common examples of non-photo ID include:

[0 Valid old-style full driving licence (but not agurisional driving licence)

[ Original or extract instrument of court appointréng. as Executor, Judicial Factor) or court
order giving the person’s name and business address

[ Marriage certificate

[0 Civil partnership certificate

[0 Birth certificate

[J Adoption certificate

[ Divorce, separation or annulment papers

[0 HM Revenue & Customs tax notification or lettezlétive to current year)
[0 Local authority council tax bill (valid for curregear)

[J Current bank or credit/debit card statement, iddiea regulated financial sector business (but
not a statement printed off the Internet)

Photocopies/scanned copies of original documents Emglish translations of foreign
documents are not acceptable.

The RA shall verify with its own sources of infortima the remaining data and attributes
to be included in the certificate (distinguishednaindicated in the certificate), while it
shall keep the documentation accrediting the uvglidi data that it cannot check against its
own data sources.

The stipulations of the foregoing paragraphs migsitbe required in cases of certificates
issued subsequent to the coming into force of A¢2@03 governing electronic signatures
under the following circumstances:
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a) When the identity or other permanent circumstanaf certificate applicants are

already on file with the RA due to a prior relastip in which the measures indicated in
paragraph one were taken to identify the persorcermed and the period of time elapsed
since this identification is less than five years.

b) When to request a certificate another is usethi®issuance of which the signatory
was identified in the manner set forth in paragraple and the RA is satisfied that the
period of time elapsed since this identificatiotesss than five years.

3.1.9 Requirements applicable to external RAs

When theCA employs external RAs it must ensure the following:

- That there is a contract in force between @#eand the RA in which the specific
aspects of the delegation and the responsibibifieach agent are set forth.

- That the identity of the RA and the RA'’s operatbas been correctly checked and
validated.

- That the RA’s operators have been sufficientlyntedito exercise their functions.

- That the RA assumes all of the obligations and aesipilities relating to the
exercise of its functions.

- That communication between the RA and tbA is made in a secure manner
through the use of digital certificates.

3.2. Certificate renewal

Certificate renewal shall consist in issuing a re@ntificate to the subscriber on the date on
which the original certificate expires. Prior tahesving a certificate, the RA shall check
that the information used to verify the identity afhd the other data relating to the
subscriber continues to be valid.

Should any information relating to the subscribavénchanged, the new information shall
be duly recorded.

Subscribers may renew their certificates onlinanfrone month prior to the expiration
thereof provided that the identification data dfissubscribers continue to be the same and
that the period that has passed since the ideatitit is less than five years.

3.3. Re-issuance after a revocation

As required by the Certification Practice Staten(@RS). Consult
http://www.acabogacia.org/doc
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3.4. Revocation requests
The suspension or revocation of a certificate mayeguested by:

- The subscriber, in which case, he shall provide rwcation key that was
delivered to him with the certificate or he shaémtify himself to the RA in
accordance with the stipulations of the pertinefi-somponent.

- The operators authorised by the subscriber’'s RA.
- The operators authorised by @A or the certification hierarchy.

In either of the latter two cases, the circumstanedicated in the pertinent sub-component
of the CPS shall concur, and the revocation requastll be submitted and processed in
the manner described therein.
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4. Operational Requirements

4.1. Certificate requests

The RAs manage requests for Bar Membership Catégand Administrative Personnel
Certificates.

Requests for a digital certificate may be madedrspn at the applicant’'s Bar Association
before a duly authorised operator.

Prior to commencing the issuance process, the R¥&ms the applicant of said process,
and the responsibilities and terms of use in rdspiethe certificate and the device while it
verifies the applicant’s identity and the data éoicluded in the certificate.

If the verification is correct, the legal instrunidrinding the applicant and ti@A — RA is
signed by virtue of which the applicant becomeslassriber.

The RA delivers to the subscriber (should the tait# already have it) a kit containing the
cryptographic device support for the private keyl @ne access devices thereto, should
there be any.

If the device has not been initialized beforehanlde subscriber initializes the
cryptographic device at the RA itself in the preserof the operator. During the
initialization process the data for activating thevice and accessing the private key said
device will contain are generated. The subscribfrgenerate the activation data, or if the
device is initialised in an external entity, theylwe delivered to him by a process that
ensures confidentiality in respect thereof vissird parties. The initialization of the
device completely erases any prior information ao@d therein.

Then the subscriber generates the key pair andrRai8is cryptographic device, sending
the public key together with the data verified ke CA in PKCS10 format or another
equivalent format over a secure channel. The geaeraf the key pair will require the

correct entry of the device activation data andahiy of a device identification code that
associates it with the subscriber authorised tcsagkdevice.

4.2. Certificate issuance
The process followed for certificate issuance ifodews:
- The RA receives the request for certificate isseanc

- The RA'’s operator verifies the content of said iiedte again and if the
verification is correct he validates it and proessthe approval of the issuance
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for the CA by digital signature of the request with his opara certificate. If
the request is not correct the operator refusesrsguest.

- The RA sends the request to @4 over a secure channel for the issuance of
the pertinent certificate.

- If the request received does not contain techmigalrs in the format or content
thereof, theCA issues the certificate while securely associatingith the
registration information, including the certifiedifdic key, in a system that is
protected against falsification and keeps the ngsichanged confidential.

- The certificate generated is sent to the RA ovee@ure channel so that it can
be downloaded on to the cryptographic device inptiesence of the subscriber.

- TheCAnotifies the subscriber of the issuance of sartifioate.

- The certificate generated is securely sent to tkeeifiCate Register, which
places it at the disposal of the users.

With the delivery of the collegial card the subbkeri accepts his certificate in the
cryptographic device that stores the private key.

4.3. Certificate acceptance
A subscriber is considered to have accepted hifficate when he downloads it on to the
cryptographic device that stores his private key, doccess to th€CA-RA certificate

download system, and implements the technical spepgided by the system for the
download.

4.4. Certificate suspension and revocation

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

4.5. Security audit procedures

As required by the Certification Practice Staten(@RS). Consult
http://www.acabogacia.org/doc
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5. Physical, Procedural and Personnel Security Controls

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc
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6. Technical Security Controls

6.1. Key pair generation and installation

6.1.1 Subscriber key pair generation

Subscriber and operator keys are generated by atg poncerned himself in a secure
manner using a CC EAL4+, FIPS 140-1 level 2, ITSHiGh4 cryptographic device or
another of an equivalent level.

The cryptographic devices storing subscriber oratpe private keys provide a security
level equal to or exceeding that required by theslan force governing signature-creation
devices. The European regulation of reference gmwgrsubscriber devices is CEN CWA
14169.

The cryptographic device uses an activation kegdoess the private keys. In the event
that the device is not delivered in person at tide Re activation data are sent to the
delivery point separately from the devices.

The keys are generated using the RSA public-kegrisfigm with the required parameters.
The minimum key length is 2048 bits.

6.1.2 Delivery of the public key to the certificate issue

The public key is sent to ti@A for certificate generation by standard PKCS#1éntautr

6.1.3 Delivery of the CA public key to users

The certificate of the CAs in the certificate chaimd its fingerprint shall be available to
users at http://www.acabogacia.org/doc

6.1.4 Key size and validity period

6.1.4.1 Issuer key size and validity period

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

6.1.4.2 Subscriber key size and validity period

Subscriber private keys are based on the RSA #hgoand have a length of 2048 bits.

The public and private key usage period may cooedpto the validity time horizon
indicated in the certificates, but on no accouny ihaxceed 3 years.
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6.1.5 Public key generation parameters

No stipulation.

6.1.6 Parameter quality checking

No stipulation.

6.1.7 Hardware/software key generation

Subscriber and operator keys are generated byuthsxsber himself in a secure manner,
using a CC EAL4+, FIPS 140-1 level 2, ITSEC Higmgptographic device or another of
an equivalent level.

The cryptographic devices storing the private kéyhe subscriber or operator provide a
security level equal to or exceeding that requbbgdhe laws in force governing signature-
creation devices. The European regulation of ref@regoverning subscriber devices is
CEN CWA 14169.

The associated CA keys are generated in a crygibgranodule FIPS 140-1 level 3
compliant.

6.1.8 Key usage purposes

All certificates shall include the Key Usage exiensindicating the key usage authorised.

6.2. Private key protection
CA private key

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

Subscriber private key

The subscriber private key shall be stored in atographic device and shall be controlled
and managed by the subscriber. It shall be pratdnyea system against access intents that
will block the device when an erroneous access odeccessively entered.

6.3. Cryptographic module standards

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc
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6.4. Life cycle of cryptographic devices

6.4.1 Life cycle of secure signature-creation devices (€HS)

SSCDs shall comprise crypto-processor cards thablerthe subscriber to generate and

store the signature-creation data, i.e., the pikaly:

a) The cards are prepared and stamped by an extemtbpovider.
b) The external card provider manages the distributiothe support, which it
distributes to the registration authorities to ledivetred personally to the

subscriber. The RA may personalise images on titke ca

c) The subscriber initializes the card and uses geioerate the key pair and to

send the public key to the CA.

d) The CA sends a public key certificate to the subecy which is then

entered in to the card.

e) The card is reusable and can securely store sekeyglairs.

The user cards have an average useful life of syea

6.5. Security controls

As required by the Certification Practice Statem(@RS). Consult
http://www.acabogacia.org/doc

6.6. Cryptographic module engineering controls

As required by the Certification Practice Staten(@RS). Consult
http://www.acabogacia.org/doc
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7. Certificate Profiles

7.1. Certificate profile

All of the certificates issued in accordance hetewiomply with the standard X.509
version 3, RFC 3280lriternet X.509 Public Key Infrastructure Certifieatnd CRL
Profile”, ETSI TS 101 862 known as£tiropean profile for Qualified Certificatesdnd
RFC 3739 (which replaces RFC 303Q)ualified Certificates Profile The provisions of
standard TS 101 862 shall prevail in cases of edidtion.

All of the bar membership certificates describedebader arequalified certificates in
accordance with the provisions of section 11 of 3@£2003, having the content required
by section 11 of Act 59/2003, and issued in a dethat is compliant with the definitions
of section 24 of Act 59/2003. The certificates tbatrespond to qualified certificates are in
compliance with the definition in clauses 5.2 an8l & the technical specification TS 101
456 of the European Telecommunication Standardgutes(ETSI).

The qualified certificates shall include at ledmst following data:

a) An indication that they are issued as such.

b) The unique identity code of the certificate.

C) Identification of the CA that issues the cecttie.

d) Identification of the subscriber in accordangthwomponent 3.1.1. in the DN field
of the certificate.

e) The commencement and termination of the ceatdiwalidity period.
f) The certificate usage constraints, if any.

Q) The limits on the transaction value for whick ttertificate can be used, if any.
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7.1.1 Profile description

The certificates shall be compliant with standa®D¥ defined in RFC 3280, and shall
have the following fields described in this compuaine

FIELDS

Version

V3

Serial number

(serial no., which shall be a unique code in resp
of the issuer’s distinguished name)

ec

Signature algorithm

ShalWithRSAEnNcryption

CN = ACA - Trusted Certificates - 2014
SERIALNUMBER = Q2863006I

nent

Issuer OU = Autoridad de Certificacion de la Abogacia
O = Consejo General de la Abogacia
C=ES

Not before (validity commencement date, UTC time)

(notBefore)

Not after (validity termination date, UTC time)

(notAfter)

Subject (In accordance with specifications of compo
3.1.])

Public key RSA (2048 bits)

7.1.2 Certificate extensions

The following extensions shall be included:

EXTENSION

BasicConstraints

CA = End Entity
pathLenConstraint = zero

Subject Key Identifier

Authority Key Identifier

81 8F D1 63 00 4A CA 4D 20 97 A6 52 00 60 2E D2 38C

8B 6D

Extended Key Usage

Client authentication (1.3.6.1.5.5.7.3.2)
Email (1.3.6.1.5.5.7.3.4)

Authority Information Access

[1] Authority Information access

Access Method=0On-line Certificate Status Rroko

(1.3.6.1.5.5.7.48.1)
Alternative name:
URL=http://ocsp.redabogacia.org

[2] Authority Information access
Access Method=Certification Authority Issuer

Ref: CP6_ACATC_001.0

‘ p 30 of 38




/(’A THE LAW SOCIETY OF SCOTLAND QUALIFIED Certification
CERTIFICATES Policy

(1.3.6.1.5.5.7.48.2)
Alternative name:
URL=http://www.acabogacia.org/certificados/ACAtredy/ 2
.crt

Certificate Policies

policyldentifier 1.3.6.1.4.1.16533.20.5.1

policyQualifiers
policyQualifierld = id-qt-cps
qualifier = http://www.acabogacia.orgédo

gcStatements

1.- id-etsi-gcs-QcCompliance
2.- id-etsi-qcs-QcSSCD

http://www.acabogacia.org/crl/ACAtrustedV2.crl

CRL Distribution Point

http://crl.acabogacia.org/crl/ACAtrustedV2.crl

KeyUsage

digitalSignature, nonrepudiation, keyEnciBherment,
dataEncipherment, keyAgreement

7.1.3 Algorithm object identifiers

The signature algorithm object identi

fier shall be:

1.2.840.113549. 1. 1. 5 SHA-1 with RSA Encrgpti

The public key algorithm object identifier shadl:b

1.2.840.113549.1.1.1 rsaEncryption

7.1.4 Name constraints

No stipulation.

7.2. CRL Profiles

7.2.1 Version number

The CRLs issued by theA are version 2.

7.2.2 Issuance and validity period

They are issued ex oficio daily and when they sudfehange of status. They are valid for

one week.

7.2.3 Publication.

They are published immediately afte

The distribution points are:

r issue.
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http://www.acabogacia.org/crl/ACAtrustedV2.crl
http://crl.acabogacia.org/crl/ACAtrustedV2.crl

7.2.4 CRL and extensions

The following extensions shall be included:

Extensions

Version

Valid-From
Valid-To

Signature Algorithm
Serial Number
Distribution Points
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8. Specification administration

8.1. Policies authority

The CGAE is responsible for formulating certificatipolicies and it may be contacted at
the address specified in sub-component 1.

8.2. Specification change procedures

Any proposed changes that might substantially aftee users of this policy shall be
notified forthwith to the subscribers by publication the website dEA Abogaciamaking
express reference in the home page to the existdribe change in question.

The users affected may submit their comments toptiiey administration organisation
within 45 days of the date on which the notificatie received.

8.3. Publication and copy of the policy

A copy of this policy shall be available in electto format at the website:

http://www.acabogacia.org/doc. Earlier versions lishae withdrawn from online
consultation, but may be requested by interestetiitpaat theCA Abogacia

8.4. Policy approval procedures

The publication of any revisions of this policy mbe approved by the CGAE.
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ANNEX 1: Technical information

Pursuant to the provisions of Act 59/2003 goverrelegtronic signatures, subscribers and
users are informed of certain aspects in relatrelectronic signature-creation-and-
verification devices that are compatible with tignature data and the certificate issued as
well as the mechanisms considered to be secusedioature creation and verification..

Subscriber devices

Prior to the request for the qualified certificabed the issuance thereof, the subscriber
must have the corresponding data generating désiageating signatures.

A. Secure signature-creation devices:

The issuance of Qualified Certificates identifiedy bthe OID of policy
1.3.6.1.4.1.16533.20.5.1 require that the signatteating data have been generated by the
subscriber and are stored in a device that is damtplvith the provisions of section 24.3
of Act 59/2003, which devices are called “secugnature-creation devices” (SSCDs)".

The advanced electronic signature generated by dauices, based on a qualified
certificate, is called “Qualified Electronic Sigonat” and, in respect of the data recorded
electronically, ranks equally with the handwritsgnature in respect of those set down on
paper.

The CA considers the devices that comply with tbheddions indicated below to be
adequate:

- That they have been validated as such by the CAwfoch a statement from the
manufacturer or importer in respect thereof is nexql) together with the provision of
the pertinent technical documentation and the di@tof any tests that are deemed to
be necessary during the validation process.

- That they have the pertinent device certificatespant to the provisions of section 27
of Act 59/2003, in which case they are definitivalymitted.

B. Other signature-creation devices:
No stipulation.

In both cases (A) and (B), the CA shall only issedificates in response to requests that
comply with the provisions of the sub-componenbhbeln respect of the key-generation

algorithms and signature algorithm parameters densd to be satisfactory (RSA keys

with a length of 2048 bits) even though the dewviught have the technical capacity to

generate another set of signature parameters.
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Signature creation and verification
Standards and parameters admitted

The correct use of the devices for creating elaatreignatures considered to be secure is
associated with the use of a subset of standamipammeters among those approved by
the ETSI in the document “Electronic Signatures buficastructures (ESI); Algorithms and
Parameters for Secure Electronic Signatures” EFS0& 176 (www.etsi.org)

Signature . Signature algorithm Key . .
suite entry Slgna!ture parameters (key generation Padding Cryptogra}?hlc
. algorithm . method  hash function
index length) algorithm
emsa-
001 rsa MinModLen=1020 rsagen1 pkcs1- sha1
v1_5
002 rsa MinModlen=1020 rsagent emsa-pss |shat
003 rsa MinModLen=1020 rsagen’ emsa- - inemd160
pkcs-v1_5
004 rsa MinModLen=1020 rsagen1 emsa-pss |ripemd160

The appropriate method for generating random nusnfugrthe key generation algorithm
of the table above is as follows:

Key generation Signature Random number generation
algorithm algorithm (RNG) RNG parameters
EntropyBits=128
rsagent rsa trueran or pseuran or
SeedLen=128

Third parties that trust generated signatures namsture that the signature received
complies with the provisions of the foregoing paeguips.

In the event that the signature-creation deviceblesadifferent types of signatures to be
created or the export of signature-creating dataariother device that can generate
electronic signatures with parameters other thasdlspecified (such as a signatures with
an “rsa” parameter, having an “md5” cryptographasti function), subscribers and users
are informed that said signatures may not be cersiito be secure, while the former
shall be responsible for ensuring that the rules/alare complied with and the latter, that
the signatures received are technically satisfgctor
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Signature verification methods

It is essential to verify the electronic signattweensure that it was generated by the key
holder, using the private key corresponding toghblic key contained in the subscriber’s

certificate, and to guarantee that the messageaundent signed has not been modified
since the electronic signature was generated.

This verification shall usually be done automaticaly the verifying user’s device, and in
any event, in accordance with the CPS and the lavigrce, while meeting the following
requirements:

- An appropriate device must be used to check aatfligitinature against the algorithms
and key lengths authorised in the certificate antiaexecute any other cryptographic
operation necessary. Said devices must comply twélhprovisions of section 25 of the
Spanish Electronic Signature Act.

- The certificate chain on which the electronic stgna is based must be established
while verifying and ensuring that the certificateam identified is the most suitable for
the electronic signature being checked. It is tkefying user's responsibility and
decision to select the appropriate chain if moestbne is possible.

- The integrity, the digital signature and the validstatus (not expired, not revoked or
not suspended) of all the certificates in the chainost be checked against the
information provided byCA Abogaciaby virtue of its certificate publication service.
An electronic signature may only be considereddatrrectly verified if each of the
certificates in the chain is in order and valid.

- It must be verified that the certificates in theicthhave been used in accordance with
the terms and usage restrictions imposed by thgerisef each of them and by
authorised signatories. Each certificate in theirches information regarding its
conditions of usage and links to documentationeter

- It must be verified that the signature algorithmd @arameters of all the certificates in
the chain correspond to those of the signed doctitsetf.

- The date and the time the electronic signaturegeagrated must be determined since
correct verification requires that all the certfies in the chain were valid at the time
the signature was generated.

- Lastly the data signed must be determined and dah@sponding electronic signature
must be technically checked against the certificatd to sign, associated with a valid
certificate chain.

The user verifying a signature must act with thenadt diligence before trusting
certificates and digital signatures and use antreleic signature verification device that
has sufficient technical, operative and securifyacity to check the signature correctly.

The verifying user shall be exclusively responsifile any harm that it might suffer
consequent on the incorrect selection of the \oation device unless said device is
provided thereto b A Abogacia
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The verifying user must bear in mind the certifecatsage constraints indicated in any
manner in the certificate, including those not pased automatically by the verification
device and included therein by reference.

In any event, the final decision regarding whetbemot to trust a verified electronic
signature is taken exclusively by the user.

Long-term electronic signature verification

If the user wishes to have long-term guaranteebet@ble to check the validity of an
electronic signature, it must use additional medras including the following:

- Whether the signatory has generated the signatuadarmat capable of being verified
over time, such as those defined in standard ETSILT1 733 “Electronic signature
formats” of the European Telecommunications Staseldnstitute (www.etsi.org),
which CA Abogaciaecommends.

- Use by the signatory and the services verifier efiiation by third parties that both
trust, such as:

o
o
o
o

Certificate validation services
Time-stamping services
Transaction sealing services
And so forth

- Conservation of the signature, in a secure andyiatananner, together with all the
data required for the verification thereof:

o
o

All the certificates in the certificate chain.

All the CRLs in force immediately prior to and seljsent to the generation
of the signature.

The policies and practices in force at the timéefsignature.
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Annex 2: ACRONYMS

CA Spanish acronym for Certification Authority

ACA Spanish Bar Association Certification Authority

RA Registration Authority

ARL Authority Revocation List (list of certificates thhave been revoked, issued

by the Root Certification Authority)
CGAE National Council of Spanish Bar Associations

CPS Certification Practice Statement

CRL Certificate revocation list

CSR Certificate Signing request

DES Data Encryption Standard

DN Distinguished Name (distinguished name in the digirtificate)
DSA Digital Signature Algorithm

SSCD Secure signature-creation device

FIPS Federal information Processing Standard publication
IETF Internet Engineering task force

ICA Spanish Bar Association

ISO International Organisation for Standardization

ITU International Telecommunications Union

LDAP Lightweight Directory Access Protocol
OCSP Online Certificate Status Protocol

OID Object identifier

PA Policy Authority

CP Certification Policy

PIN Personal Identification Number

PKI Public Key Infrastructure

PUK Personal Unblocking Key

RSA Rivest-Shimar-Adleman

SHA-1 Secure Hash Algorithm

SSL Secure Socket LaydiProtocol designed by Netscape and converted into a

network standard, whereby encrypted informationlmatransmitted between
an Internet navigator and a server)

TCP/IP  Transmission Control Protocol/Internet Proto¢Brotocol system, defined
within the framework of the IETF. The TCP Proto@®lused for breaking
data down into IP packets at source and assemiblengackets at destination.
The IP Protocol directs the data correctly todgsipient.
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