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CDAO Mandate {) cbAO

DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

FEB 0 1 2022

MEMORANDUM FOR SENIOR PENTAGONLEADERSIE “The CDAO... will lead and oversee DoD’s strategy development

COMMANDERS OF THE COMBATANT COMMANDS
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS

SUBJECT: Initial Operating Capability of the Chief Digital and Artificial Intelligence Officer

The Department of Defense must become a digital and artificial intelligence (Al)-enabled
enterprise capable of operating at the speed and scale necessary to preserve military advantage.
The Chief Digital and Artificial Intelligence Officer (CDAO) and its supporting Office
(OCDAO) are Lhubcd with ensuring it dm,s Ihx\' numumndum pro\ idv.> .nmplif\ing guidam:c

e s down barriers to data and Al adoption within appropriate DoD

lhc.\ ha\c initial npualm; Ld[\lhl]ll} (IOC) by February 1, 2022.

and policy formulation for data, analytics, and Al; work to break

= As ufliehm‘nr‘\ 1,2022, Ihc ('l)‘u’\() is an Office (3flhc Secretary of I)ct'ctlsc !():\‘I)l . . . - - - -
i bl ML LTS i K g institutional processes; and create enabling digital infrastructure
formulation for data, annhu_cx fmd Al; work to break down hamus to data and Al adoption

within appropriate DoD al infrastructure and
services that support Components” du\ulupnn.n( and deployment of data, analytics, Al and

= a 13 H ’
e e e e i kel oy and services that support Components’ development and

crises and emergent challenges.

The CDAO will have responsibility for the functions referenced above, and authority,
direction, and control over the resources and personnel associated with the offices as outlined in H H H . L]
my December 8, 2021 memorandum, in addition to the Office of the Under Secretary of Defense deployl I lent Of data analytICS AI and d Ig Ital—enabled SOI utIOnS
(Comptroller), Office of Advancing Analytics (ADVANA) to the extent permitted by current ) ’ ’ "
law. Nothing in this memorandum shall be interpreted to supersede existing statutory
requirements. The Chief Data Officer (CDO) shall be operationally aligned to the OCDAO, and
the CDO's supporting office will transfer to the OCDAO; however, the CDO himself or herself
will continue to report to the Secretary of Defense and the Deputy Secretary of Defense through
the Chief Information Officer of the Department of Defense (DoD CIO), as required by section
903(b)(3) of the National Defense Authorization Act (NDAA) for FY 2020. The CDAO shall

SCENA) i oot Uclknds AWbatagicn K (DL SR 258, T 0 .
o b . VR L LA - p -Deputy Secretary of Defense Kathleen Hicks, 1 Feb 2022

to be provided until they can be responsibly transferred to CDAO.

The CDAO shall be the senior official responsible for performing the functions outlined
above, reporting directly to me and through me to the Secretary of Defense. As of the date of
this memorandum, the CDAO will assume the existing authorities of its component
organizations and the OCDAO will be the successor organization. This includes, but is not

limited to, the following authorities:

0SD000743-22/CMDX




Key Takeaways - BLUF {) cDAO

« Democratizing data access and maturing feedback loops between
producers and consumers is central to unlocking the potential of DoD’s
data to deliver decision advantage

* We are building the framework for DoD’s data ecosystem — including
people, process and technology

« Quality data is the foundation for trusted analytics and Al

 DoD cannot address all data challenges at once — priorities:
Foundational enterprise data: personnel, logistics, and finance
End-user facing capability for marquee customers: OSD & CCMDs



Strategic Challenge

{ ) cbAO

Lack of
alignment and
prioritization
across
implementation
efforts

Lack of
sufficient
product
management
expertise

Lack of
high-quality
data

DoD is not
fielding Al-enabled
capabilities at the
pace and scale
necessary to
maintain military
technical
superiority.

Lack of
enterprise
infrastructure
for Al
development
and production




Employing an Agile Approach to Adoption at Scale C} CDAO

EED DECISION ADVANTAGE
SPEED | OUTCOMES

p.GIL
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, . \ : awareness
.‘ @ L U Adoption 5 Adaptive force planning
Fegc?g:ck O:Lﬁ:tin at and appllcatlon

| Scale 3 Fast, precise, and
resilient kill chains

A% Continuous y?"} . )
. Experimentation 4 Efficient enterprise

business operations

5 Resilient sustainment
support



CDAO’s FY23 Big Plays

{ ) cbAO

FY23 CDAO BIG PLAYS
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Data Leadership ( ) CDAO

Quality Data is dependent on Empowered Leaders

« Organized for governance ‘at cascading levels’ o _
Enterprise-wide, mission-agnostic
«  Making the right decisions at the right level CDAO & CDAO Council

» Accelerating internal processes for responsible data sharing

. . . . . . Cross-Component, mission-specific
* Maintaining alignment as data stewardship ranks are filled PSAs (or DAFA-delegate) & Defense-wide Forum

« Empowered with authorities, resources, and organizational alignment
necessary to drive internal reforms Component-specific, multi-mission

Component Leaders & Internal Forums

- - Role Responsibilities
Data Stewardshi ] Hiera rchy Function | W wmrcomporen vt Eunees Create Data & Manage the Data Align Data & Develop Data & Create & inteprtet Govern Data &
. . Optional / Required : :
... a consistent framework for all 46 major DoD Components P Analytics Vision & Analytics Analytics to Analytics Maintain Manage: Data BTl liestsents
and Strategy Function Mission Outcomes Organizational Talent Analytics Content
i i A table fc ! ting the statutt ibilities of 44 U.S.C. §3520; - B
s @ Chief Data Officer CCOU'LEQSPi’ impl ementingthe statutory ’SFSPO"S’ e oo, relate% Prioritize Project Establish an Plan Organizational Create & Maintain Describe Data Determine Which
trategy D & One Headquarters gies, policies, or and g ; and Forge the Vision - | Enterprise KPI & Strategy to Business Semantic e Assets Need
q & Required reporting on data maturity and data quality.’ roposals Metrics Fi rh L ! p Skills Models sets Governance
Policy € ﬂ x Data Officer (xDO) Assistin development, manage and the ion of data Design the M Proiect Quantify the Recruit Talent C;:te &IMaInI!:em Organize Data Set Governance
Alignment = Few Headquarters managemen: poln;:’e:a\g(hm their scope of responsibility.? Designates and Strategic Plan anage Frojects Value cruit lalen 9;2’ 5€-Wi Assets Policies
“. Optional . )
Data St d For their assrgned scope of responsibility: establishing protection, sharing and Createthe Monitor Portfolio Innovate the Develop Data Create & Integrate Data Enforce &
|_|fecyc|e g ata ewar governai g data names, definitions, data integrity rules, and Lit Maintain Visual Operationalize
< R Many Headquarters domain values; ensurmg compliance with legal and pollcy requlrements and Functional Design Health Business Model eracy Dashboards Assets Governance Policies
M anagement . conformance to data policies and N, Jelel 10f appropriate security
u‘ Required controls; analyzing and improving data quah[y3 Provrdes guidance to xData Managers.
Implement the Enterprise Governance Create Advanced SharcData Ascets cg:’n;::::::e
P0|ICy ! A x Data Manager (XDM) Implementing enterprise and domain specific data management policies and Strategy Analytics Models Policies
Im plement | P § Many at Echelon maintaining the quality of the data within their scope of responsibility.* PSA-led Governance

Required

Component Governance
Performs “mission and business data-related tasks such as collecting, tagging,

L Data Custodian
Mission 5 and processing data, and grant mdrwdua/ users access to add/[ranal information
Executlon Many at Echelon beyond that of general and file onsto perform such

5
Optional functions, where appropriate.”

Federated governance is sustainable and scalable governance




Data Policy and Standards

) CDAO

Quality Data depends on policy — ensuring tools and

processes embody our culture as per Data Decrees

Policy safeguards against new dark data sources - "no new bad"
Technical approaches to implement Data Strategy - (VAULTIS)

Guidance after experimentation, shaped by enterprise data
architects

DEPARTMENT OF DEFENSE DATA DECREES

1. MAXIMIZE DATA SHARING AND RIGHTS FOR DATA USE: ALL DoD DATA
IS AN ENTERPRISE RESOURCE.

2. PUBLISH DATA ASSETS IN THE DoOD FEDERATED DATA CATALOG ALONG
WITH COMMON INTERFACE SPECIFICATIONS.

3. USE AUTOMATED DATA INTERFACES THAT ARE EXTERNALLY ACCESSIBLE
AND MACHINE-READABLE; ENSURE INTERFACES USE INDUSTRY-STANDARD,

NON-PROPRIETARY, PREFERABLY OPEN-SOURCE,TECHNOLOGIES,
PROTOCOLS, AND PAYLOADS.

4. STORE DATA IN A MANNER THAT IS PLATFORM AND
ENVIRONMENT-AGNOSTIC, UNCOUPLED FROM HARDWARE OR SOFTWARE
DEPENDENCIES.

5. IMPLEMENT INDUSTRY BEST PRACTICES FOR SECURE AUTHENTICATION,
ACCESS MANAGEMENT, ENCRYPTION, MONITORING, AND PROTECTION OF
DATA AT REST, IN TRANSIT, AND IN USE.

Guidance in CDAO development

Visible — Cataloging sensitive data

Accessible — Strategic approaches for
access control and digital policy administration

Understandable — Strategic approach to
building the canonical controlled vocabulary

Linked — Generation and use of globally unique
identifiers

Trustworthy — Metadata profiles (bills of
material), including data provenance and lineage

Interoperable — Metadata standards supporting
primary exchange patterns

Secure — Data standards required for Zero Trust

Sustainable change requires policy updates in data management, acquisition and cybersecurity




Data Mesh Architecture for Quality Data

Industry Solutions

Government Defined
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{ ) cbAO
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What We Need from You { 2 CDAO

 Readiness and openness to integrate with enterprise data management
services, as they emerge:
« Publishing to the federated data catalog
» Registering well-documented data interfaces
» Aligning to common vocabulary and ontology via semantic services
» Leveraging globally unique identifiers
« Publishing measurements of data quality (e.g. timeliness, completeness, etc.)
« Exchanging data via common formats
* Incorporating enterprise ICAM — including policy-based access control

* Feedback on systemic pain points and bright spots across the enterprise
 Partnership in our campaign of learning

10



=
Engagement Opportunities s CDAO

Governance: CDAO Council structure; Data Quality Big Play: Data Product
Management, Data Mesh Services, and Enterprise Collaboration Tools — “Digital
Commons”; JADC2 CFT Engagement; Data, Algorithm, & Model Protection

Ken Brown:; kenneth.b.brown8.civ@mail.mil

Strategy: Data, Analytics, & Al Strategy; Policy development; Process reform
(e.g. DoD Issuances)

Aaron Schumacher; Strategy & Policy Division; aaron.r.schumacher.civ@mail.mil

International Engagements: Bilateral, multilateral and coalition engagement,
international acquisition policy, engagement in demonstrations & experiments

Stephanie Culberson; stephanie.m.culberson.civ@mail.mil

11
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