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CEPTUD®UKALUA FCC

FC

[aHHoe obopynoBaHMe MPOLLNIO COOTBETCTBYIOLLIME WUCMbITAHWUS, KOTOpble MoKasanu, YTO OHO
COOTBETCTBYET TpeboBaHMAM ANs1 LMGPOBLIX YCTPOMCTB Krnacca «B» B COOTBETCTBMM C HacTbio 15
npasun FCC. [aHHble TpeboBaHusA Obln paspaboTaHbl, 4YTOObI 06ecneynTb OMTUMAnbHYO
3alWMTy OT HeOnaronpuATHbIX SABNEHWUA WHTepdEpPEHLUUM NpM IKCnnyaTaumMm B OOMaLUHUX
ycnosuax. OGopyaoBaHue reHepupyeT, UCNonb3yeT M M3nyyaeT pafMOBOIHbI, KOTOpbIE Mpu
HenpaBWibHOM YCTaHOBKE W 3KchfyaTauum MOryT Bbi3blBaTb HeONaronpusiTHble SIBIEeHUs!
NMHTepdepeHuun ans GecnpoBodHON nepedayn gaHHbiX. OOHaAKO HET rapaHTuUM, YTO NOAOOHbIE
ABNeHus1 nHTepdepeHUMn He BO3HMKHYT B OTAENbHbIX Cry4Yasix ycTaHOBKW. B cnydae, ecnu
obopyaoBaHNe TeHEpPUPYET MOMEXU, NPENATCTBYIOLIME HOPManbHOMY MpUEMY paguo- unu
TenecurHana (310 MOXXHO ONpPenennTb, BbIKITFOYMB M BKITHOUUB €r0), PEKOMEHAYETCA NpeanpuHATb
cnegyloLne OencTeuns:

e VI3MeHWTb NonoXeHne Unn nepeasuHyTb NPUHUMAIOLLYIO aHTEHHY.

e YBENnMYMTb paccTosiHMe Mexay 06opyaoBaHNEM U MPUEMHMKOM.

e [Moakntountb 06opyaoBaHUE M NMPUEMHMK K pasHbIM PO3ETKaM.

L] OGpaTVITbCFl K annepy mnn K onbITHOMY cneunanucty no paguno- nnn TeneBn3amoHHOMY
06opyaoBaHuIo.

YCTpOWCTBO COOTBETCTBYET TpeGoBaHMsAM Yactu 15 npasun FCC. Skcnnyataumns nponsBoguTcs ¢
y4YeTOM CrieayoLmx AByX YCIOBUIMA:

1) YCTpoWnCTBO HEe AOSMKHO BbI3blBaTh HEGNAroNpPUATHbLIX SBMEHMI MHTepdepeHLnn.
2) YCTpOWCTBO MOXET paboTaTthk C MoObIM TUMOM MHTEPdEPEHLIMM, BKITHOYAs
NMHTepdepeHLMIO, KOTOPas MOXET BbI3BaTb HEXEMATENbHbIN PEXUM SKCAyaTauun.

JlloGble nameHeHns, He ogobpeHHbIe SBHBIM 06pa3oM CTOPOHOW, OTBEYaKLLEN 3a COOTBETCTBUE,
MOryT MOBeYb 3a cODOM OTMEHY NpaBa MoNb3oBaTENs Ha 3KCMNyaTauuio 0b6opyaoBaHus.

Mpumeyanue: MpousBoaMTENb HE HECET OTBETCTBEHHOCTM 3a WHTEP(EPEHUMIO paguo- Wiu
TENEBU3VMOHHOTO CUrHana, BbI3BAHHOTO HECAHKLMOHUPOBAHHBIMU M3MEHEHUSIMU, BHECEHHbIMU B
obopynoBaHue. Takme M3MEHEHUsI MOTYT MOBMeYb 3a coboii OTMeHy npaBa nonb3oBaTernsi Ha
aKcnnyaTaumio 06opyaoBaHusi.


http://www.tp-link.com/

Tpe6oBaHua FCC no ypoBHIO paguounsnyyeHus

[aHHoe ycTponcTBO oTBedaeT TpeboBaHmam FCC no ypoBHIO paguounsnyvyeHuss ans
HEKOHTpOnMpyeMon cpefpbl. YCTPOMCTBO WM €ro aHTeHHa He [OOIMKHbl HaxoguTbCa wnm
3KcnnyaTMpoBaTbCA BMECTE C APYTON aHTEHHOW Ui nepesaTynKomMm.

«[dns obecneyeHns cooTBETCTBUS 3TUM TpeboBaHUAM, MOMOXKEHUS AOKYMEHTa NMPUMEHSIIOTCH
TONbKO B  OTHOLIEHWM MOOUNBHBLIX KOH(pUrypaumin. AHTEHHbI, MNPUMEHSIEMbIE AAHHbIM
nepenaTynkoM, OOMKHbI ObITb YCTaHOBMEHbl HAa paccTosHUM He MeHee 20 cm OT Bnmxaniuero
MECTOHaxOXAeHUs Niogen N He AOMKHbI HAXOAUTLCA PSAAOM MM COBMECTHO SKCNIyaTupoBaTbCs
C OpYrov aHTEHHOWN U nepeaaTynkomy.

OtmeTka CE

C€1588

[aHHOoe yCTpoicTBO sBnsieTCcA npoaykToM knacca «Bw». [pu akcnnyatauuv B OomallHUX
YCIOBUSIX, AaHHbIA NPOAYKT MOXET Bbl3BaTb SIBNIEHUE MHTepdepeHuun paguocurHana, B 3ToM
cryyae OT nornb3oBaTesnsi MOXeT NoTpeboBaTbCsi NPUHATME COOTBETCTBYIOLLNX Mep.

HacTosiee ycTpouWCTBO npedHasHadeHO Ans paboTbl C yKa3aHHbIMW HUXKE aHTeHHaMun C
MaKcumanbHbIM KoadpduumeHtom ycuneHms 5 abu. CTporo 3anpellaerca MCnonb3oBaTb C
HaCTOALMM YCTPONCTBOM aHTEHHbI, KOTOpble HE YKa3aHbl B CNMWCKE UNN MMET KO3 ULMEHT
ycuneHnus 6onee 5 gbu. ConpoTuBneHne aHTeHHbI JOMKHO 6biTb 50 Om.

Ona CHWKEeHNs1 BO3MOXHBLIX 3UPHBLIX MOMEX Y AOPYrMX Mnofb3oBaTeNnien TUM aHTEHHbl U ee
KO3(pOULMEHT yCUNEHNS SOIMKHBI ObITb TaKMMK, YTOOLI MOLLHOCTb 3KBUBANEHTHOrO M30TPOMHOMO
n3ny4vatens He npeBbILana npegen, 4onycTumMbln ons 6ecnepebonHon CBA3N.

@

MpoaykT cepTudikoBaHo 3rigHo ¢ npaBunamu cuctemmn YkpCENPO Ha BignosigHiCTb BUMOram
HOPMAaTUBHMUX [OOKYMEHTIB Ta BMMOram, WO nepeabadveHi YMHHUMM 3aKOHOAABYMMW aKTamm

YKpaiHum.

NMpaBuna 6esonacHocTH

® Ecnnu yCTpOVICTBO MMEET KHOMKY BKJTHOHEHUS/BBIKNMIOYEHNSA NMUTAHUS, TO C €€ NOMOLLLI MOXHO
6bICTpO OTKINMKOYNTb TMUTaHNE yCTpOI;ICTBa. Ecnn kHoOMku nuTaHus Ha yCTpOVICTBe HET,
€OVHCTBEHHBbIN cnocob NONMHOCTbLI 006eCTounTb yCTpOVICTBO - OTKIMKOYUTb aganTtep NUTaHnAa ot
ANEeKTpoceTn.

® He pasbupaiTe yCTPOMCTBO U HE NMPOM3BOAUTE €r0 PEMOHT CaMOCTOSTENBHO, B 3TOM Clny4ae
KOMNaHnA BMnpaBe CHATb C cebs FapaHTMﬁHble O6F|3aTeJ'IbCTBa, KpomMme TOro, Bbl
noasepraeTeCb pUCKY nopaKeHnsa 3rnekKTpny4eCknmMm TOKOM.

® He ponyckaiiTe nonagaHusi BNarv BHyTpb yCTPOMCTBA.
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

KomMnneKkT nocTtaBkKku

B KkoMnnekT nocTtaBku BXOOAT:

> becnposoaHoi mapwwpyTtmsaTtop TL-WR841N/TL-WR841ND becnpoBogHon MapLupyTusatop
cepumn N co ckopocTbto nepegaym gaHHbix go 300 MouTt/c
> ApganTep NOCTOsSIHHOrO  Toka  Ana  mapwpytmsatopa  TL-WR841N/TL-WR841ND
BecnpoBoaHon mapLupyTtudatop cepun N cO CKOPOCTbIO nepegaym gaHHbix 4o 300 Mout/c
> PykoBoacTtBo No ObICTpOW yCTaHOBKE
> KomnakT-guck co cnegytowen nHgpopmauven::
e PykoBoacTBo nonb3oBarens
e [lpoyvas nonesHas nHdopmMaums
&= lNpumeyaHue:

Y6e,D,VITer B TOM, YTO KOMMNJIEKT COAEPXKUT BCE YKa3aHHbl€ BbllLE€ HAUMEHOBAHUA. Ecnu yto-nnbo

NOBPEXAEHO UK OTCYTCTBYET, 06paTUTECH K CBOEMY AUCTPUOBLIOTOPY.



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

MnhaBa 1. BBepeHue

Bnarogapvm Bac 3a BbIOOp ©ecnpoBogHoro MapLupyTusartopa mMoaenu
TL-WR841N/TL-WR841ND BbecnpoBogHon maplpyTtusatop cepun N CO CKOPOCTbIO nepegayu
gaHHbix go 300 MoéuT/c.

1.1 OG30p

Mapuwpytuszatop TL-WR841N/TL-WR841ND BknioyaeT B cebs 4-x MNOPTOBbIA KOMMYTATOp,
MEXCEeTEBOM 3KpaH, MmapwpyTtnsatop NAT u ©OecnpoBogHyto TO4Ky AocTyna. Mcnonbays
TexHonormio  2x2  MIMO, 6ecnpoBogHon  mapwpyTtusatop cepum N obecnedvBaet
WCKINIOUYUTENBHYI0 30HY MOKPLITUSA U CKOPOCTb Nepefadn AaHHbix Ao 300 M6uT/c, 4TO NOMHOCTLIO
oTBedvaeT TpeboBaHusm ceTen knacca SOHO (HebonbLuon odurc nnu gomaiuHum odurc), a TaKkke

TpeGoBaHUsIM Nornb3oBaTenen, HyxaarLmxcs B Gonee BbICOKOW NPON3BOANTENBHOCTU CETU.

HeBeposiTHasi ckopocTb '

MapwpyTtmnsatop TL-WR841N/TL-WR841ND obecneumBaeT ckopocTb nepegaym gaHHoix go 300
M6wuTt/c npu pabote ¢ 6ecnpoBoaHbIMK KnNueHTamu ctaHgapta 802.11n. 3Ta ckopocTb AenaeT ero
naeanbHbIM BbIOOPOM Ansi paboTbl C HECKOMbKMMW MOTOKaMU AaHHbIX OLHOBPEMEHHO, YTO
obecneunBaer cTabunbHylo paboTy cetu. [lpousBoguTENbLHOCTL HacToswero 6GecnpoBOAHOrO
MapLupyTmusatopa ctaHgapta 802.11n HamHoro 6orblle MO CpaBHEHWIO C MapLlpyTusaTtopamu
craHgapta 802.11g, 4To NpegocTaBNsAeT HOBblE BO3MOXHOCTU ANA paboTbl B CETU. YCTPOMCTBO

coBmecTMMO ¢ npogyktamu ctaHgaptos IEEE 802.11g n IEEE 802.11b.
KomnnekcHasi cuctema 6esonacHocTu ’

Bnarogapsi koMnnekcHom cucteme 0e3onacHOCTK, BKovawwen B cedsa dyHkumo SSID
Broadcast Control, 64/128/152-6utHoe wndpoBaHne WEP gns 6ecnpoBogHON nokanbHOM CeTu,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MexXcereBon 3kpaH C NepeaoBbiMu
dyHKUMAMM  3awmnTbl, MapwpyTtusatop TL-WR841N/TL-WR841ND obecneunBaer nonHywo

KOHMAEeHUManbLHOCTb nepeaaydn AaHHbIX.

MbKu KOHTpONb AocTyna '

Mapuwpytuzatop TL-WR841N/TL-WR841ND obecneunBaer rmbkuin KOHTPOMb AOCTyna, 4TO

no3BONIAET poauTendamMm unun ceteBomMy aaMUHUCTPATOPY onpeaenAtb NONMUTUKY OorpaHn4eHusA
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[OCTyna B OTHOLWIEHUM AeTerl UNU nepcoHana. YCTPOMCTBO Takke nogaepkusaeT (yHKLUMU
BuptyaneHbii cepsep U DMZ Host onsa Port Triggering, 4TO no3BonsdeTr aaMWHUCTpaTopy
oTCnexuBaTb COCTOSHME W YMpaBnsTb CETbi0 B peXume peanbHoro BpPeMEeHW, MCnonb3ys

OYHKUMIO yOaneHHoro yrnpasneHust.
MpocTas yctaHOBKa '

B cBA3M ¢ Tem, 4YTO MapLlpyTM3aTop COBMECTMM MNpPaKTU4YeCKU CO BCEMU OCHOBHbLIMU
onepaunoHHbIMU CUCTEMAaMMW, UM OYeHb NErko ynpaBnsATb. YCTPOWCTBO MOAAepKMBaeT mactep
yctaHoBknm Quick Setup Wizard, a gaHHoe pykOBOACTBO MONb30BaTeNsl COAEPXKUT NoapobHbIe
noLlaroBble MHCTPyKUMU. [Nepen ycTaHOBKOW MapLupyTM3aTopa criefyeT BHMMAaTenbHO M3y4uTb

OaHHOE pyKOBOACTBO, 4TOObI O3HAKOMUTBLCS CO BCEMU beHKLl,VIﬂMVI yCTpOI7ICTBa.

1.2 [JonyuweHunsn

Mcnonb3ayemoe B HacTodwem pykoBoacTee HaummeHoBaHue TL-WR841N/TL-WR841ND wnu
MapLupyTusaTtop nogpasymeBaeT nog coboi BecnpoBoaHon MapLLpyTU3aTop
TL-WR841N/TL-WR841ND cepun N co ckopocTbto nepegaym gaHHeix go 300 MéuT/c.

&= lMpumeyaHume:

HacTtosiwee pykoBoACcTBO npedHasHadeHo Ans maplipytmsatopoB mogenen TL-WR841N u
TL-WR841ND. [Ona npoctotel M ygobcTBa B pPyKOBOACTBe OyAeT MCMONb30BaTbCs TOMbKO
Ha3BaHue TL-WR841ND.

Paznuuns mMexny yCTpOVICTBaMM 3aKn4yarTCA B crneayrLuiem:

» Mapuwpytnzartop TL-WR841N nmeet 2 ouKCMpOBaHHbIE aHTEHHDI.

» Mapuwpytnsatop TL-WR841ND nmeeT 2 cbeMHble aHTEHHbI.

1.3 OCHOBHbIe XapaKTepUCTUKU

» [pumeHenne texHonormm IEEE 802.11n obecneuvnBaet 6ecnpoBogHyto nepegavy AaHHbIX CO
ckopocTbio go 300 MéuT/c.

> 1 nopt WAN 10/100 M6uTt/c ¢ aBTocornacosaHnem nog pasbeM RJ45 n 4 nopta LAN c

aBTocornacosaHnem nog pasbem RJ45, nogoepxka asTo-MDI/MDIX.
> AytenTudpmkauna WPA/WPA2, WPA-PSK/WPA2-PSK, windposaHue TKIP/AES.

> O6GecneyeHne COBMECTHOMO A0CTyNa K AaHHbIM U K ceTn VHTepHeT, noaaepkka aoctyna K

NHTepHeT yepes anHamudeckuin IP/ctatnyeckun IP/PPPoE/PPTP/L2TP.

> Topggepxka dpyHKumn BupTtyanbHbii cepeep, Special Application 1 DMZ Host.
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Mogaepxka TexHonornm UPnP, OuHammnyeckon DNS n Ctatudeckon mapLupyTmsaumu.
ABTOMaTUYECKOE MOAKMNIOYEHNE N NogKMoYeHE K MIHTEPHET No pacnmncaHumio.

BcTtpoeHnHbin NAT n DHCP-cepBep ¢ nogaepkkon pacnpegenenuns ctatmyeckux |IP-agpecos
MNopnepxka dyHKkUMn PoanTtenbCcknin KOHTporib 1 KoHTponb gocTtyna.

MoakntoyaeTtca k MHTepHET no TpeboBaHUIo 1 OTKMOYaeTcst Bo Bpems npoctos ans PPPoE.

64/128/152-6utHoe wmndpposaHne WEP un dyHkuma Cnmcok KOHTpona goctyna Aans

©ecnpoBOAHOM NoKanbHOW CETU.
Mopaepxka CTaTUCTUKM MO NMOTOKaM.

Mopnepxka o6HoBneHUst BctpoeHHoro MO 1 ynpaeneHue Yyepes BeG-uHTepdeiic.
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1.4 OnucaHue naHenewu

1.4.1 lMepenHsasn naHenb

Pwuc. 1-1

I'Iepep,Hﬂﬂ naHernb

CBeToanoaHble MHAMKATOPbL! pacronoXeHbl HA NepefHeln naHenu (cneesa Hanpaeo).

UHaukaTtop CocTosiHue 3HayeHue
Bbikn. MuTaHue oTKIYEHO.
O (Mutanue)
Bxkn. lMuTaHne BKNOYEHO.
Muraet YcTponcTtBo paboTaet HopMarsnbHO.
$¥ (Cuctema)
Bkn./Bblkn. | CucteMHas owmbka.
Bbikn. dyHKUMs BecnpoBogHOM Nepefadn AaHHbIX OTKIOYEHa.
2(WLAN) -
Mwuraet dyHKUMs BecnpoBoAHOM Nepeaayn AaHHbIX BKOYEHA.
Bobikn. Y nopta HeT NOAKMOYEHHbIX YCTPOWCTB.
G(WAN), -
I;l(LAN 1-4) Bkn. K nopTy noaknto4YeHo yCTPOMNCTBO, HO OHO HEAKTMBHO.
Muraet K nopTy noakntoyYeHo yCTPOMCTBO U OHO aKTUBHO.
MenneHHo BecnpoBogHoe yCTpOWCTBO MPOM3BOAUT MOAKIOYEHNE K
MnraeT cetn 4vepe3 dyHkumo WPS. 3T1oT npouecc 3aHumaet
NPUMEPHO OBE MUHYTHI.
ﬁ(WPS) Bk BecnpoBogHoe yCTPOMCTBO ObINIO YCNELWHO MOAKMHEHO
' K ceTu nocpenctasom dyHkummn WPS.
BbicTpo He ypanocb nogkntounte GecnpoBogHOE YCTPOWMCTBO K
mMuraet ceTn nocpeactsoM yHkumm WPS.
Table 1-1 CaetoanogHas nHaukaums

& lMpumevaHue:
lMocne TOro, Kak yCTPOMCTBO ObINIO YCMELWHO MOAKIMYEHO K ceTn 4vepe3d dyHkuuio WPS,

nHavkatop WPS 6yneTt npoaomkatb ropeTb NPMMEPHO 5 MUHYT, a 3aTeM MoracHer.

-5-
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1.4.2 3apgHAA naHenb

/W ™,

|

oL..L.1 W

WRs/ |
ONOFF POWER 4 3 WAN  OFF ON RESET °
——

Puc. 1-2 3apgHasa naHenb
Ha 3agHel naHenu pacnonoxeHsbl crieqytolme anemMeHTbl (Cnesa Hanpago).

> ON/OFF: BkntoyeHue/BbiknoyeHne nutaHus.

> POWER: Pa3sbeMm onsi nogknoyveHnsa nutanns. Micnonb3yinte agantep NMTaHUs, BXOOALLNINA
B KOMNIEKT nocTtasku 6ecnpoBogHoro mapuipytmsatopa TL-WR841N/TL-WR841ND.

> 4,3,2,1 (LAN): 311 noptbl (4,3,2,1) ncnonb3yoTca ANsl NOLKITYEHNUST MapLUpyTM3aTopa K
KOMMblOTEpPaM NoKansHON ceTu.

> WAN: WAN-nopt ncnonbayetrca ana nogkntodeHns DSL/kabGenbHoro mogema wunum cetu
Ethernet.

> WIFI ON/OFF: Vcnonb3ayetcsa Ans BKNOYEHWSA/BLIKNIOYEHNST 6ECNPOBOAHON TPAHCNALMM.

>

WPS/RESET: [aHHas kHoMnka ucnonb3yetcsa ana sknoveHus WPS n gns BosBpaTta K
3aBOACKUM HacTporkam. YToObl BKMHOUMTL/BbIKMOUMTL WPS, NpoCTO HAaXMUTE 3TY KHOMKY,

He yaepXunBad ee; Oand Bo3Bpara K 3aBOACKUM HaCTpOl‘;IKaM Ha>XMUTE KHOMKY U ynep>|<|/|Ba171Te
ee bonee nATU CeKyHA.



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

® [lpu ncnonb3oBaHMU KHOMKKN AnsA copoca HacTpoek (RESET):
CyuiecTBytoT ABa cnocoba Bo3BpaTa K 3aBOACKMM HacTpONKaMm:

1) Boblbepute cyHkuuio 3aBoAckue HaCTPOMKU B OkHe CUCTEMHble UHCTPYMEHTbI ->

3aBopacKue HacTPOMKKN BEG-YyTUNUTLI MapLIpyTM3aTopa.

2) MNpu nomowwn kHonkn WPS/RESET: [lpu BKMAOYEHHOM MWTaHMM MapLipyTusatopa
Haxkmute kHonky WPS/RESET (yoepxuante 6onee 5 cekyHa) oo Tex Nop, noka curHan
cBeToamMogHoro nHaukatopa SYS He M3MEHUTCS C MedSfleHHO Muratollero Ao GbicTpo
Muratowero. 3atem OTNyCTUTE KHOMKY W NOAOXKAUTE, NOKa MapLupyTu3aTop BbINOMAHUT

nepesarpysky U copoc BCex HAaCTPOEK Ha 3HaYEHUSA MO YMONYaHMo.
® [lpn ncnonb3oBaHum B Ka4yectBe KHonku WPS

Mpn HanNnuuu  KNMEHTCKMX  YCTPOWCTB, Takux Kak ©OecnpoBogHble aganTepsl,
nogaepxusarowme WPS, MOXHO NpoCTO HaxaTb 3Ty KHOMKY Ansi ObICTpOW YCTaHOBKM
coeVHEeHNs Mexay MapLipyTU3aTopoM W KIMEHTCKMMM YCTPOMCTBaMM U aBTOMAaTU4eCKOWm

HacTporkn 6esonacHocTn 6ecnpoBOgHON CETU.

BeCﬂpOBOAHaﬂ adAHTeHHa: CNny>XuT and 6eCI'IDOBO,EI,HOFO nonyyvyeHna n nepenayvn gaHHbIX.
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maBa 2. [lopgknoyeHne mapLipyTusaTtopa

2.1 CuncremMmHble TpeboBaHuA

>  LlupokononocHbi goctyn B HTepHeT (DSL/Cable/Ethernet)

» OpawnH DSL/kabenbHbii Mogem ¢ pasbemoM RJ45 (He TpebyeTcs, ecnu yCTPONCTBO Hanpsamyto

noaknto4yeHo kK cetn Ethernet)
>  KomnbloTepbl ¢ paboTatowmm agantepoM u kabenem Ethernet ¢ pasbemamun RJ45
» [Nogpepxka npotokona TCP/IP ans kaxgoro komnbiotepa

» Beb-6payasep - Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

2.2 TpeboBaHuA K cpeae MHCTaNNALUn

> Mapu_lpmisaTop OOIMKEeH HaxoauTbCA B XOPOLUO npoBeTpmBaemMoM MecCcTe B OoTaaneHun ot

HarpeBaTene|7| mnnn 060FpeBaTeJ'IbHO-BeHTI/IJ'IFILI,I/IOHHbIX CUCTEM

> yCTpOVICTBO He OOJMKHO noaBepratbCd npamMomy BO34ENCTBMIO UCTOYHUKOB CUIbHOMO CBETA

(Hanpumep, CONHEYHbIN CBET)
>  Bokpyr ycTponcTsa AOMmMKHO OCTaBaTbCs He MeHee 5 cM cBOB6OAHOro NpocTpaHcTBa

» Temnepatypa akcnnyataumm: 0°C~40°C

> OTHocuTenbHasa BNaXHOCTb Bo3dyxa npu akcnnyataumn: 10%~90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 lMoaknroyeHue mMapLupyTusatopa

Mepen ycTaHOBKOM MaplupyTu3aTopa crefyer ybeauTbCsi, YTO Ball KOMMbIOTEP MOAKIOYEH K
NHTepHeT Yyepes LUMPOKONOMOCHbI cepBuc. MNpy BO3HMKHOBEHWUM Npobrem obpaTuTech kK CBOEMY
noctaBwuKy WHTepHeT-ycnyr. 3aTteM npou3BeauTe YCTAHOBKY MaplupyTM3atopa COorfacHo
WHCTPYKUMKU. He 3abyabTe BbITAWMUTL BUIKY M3 PO3ETKM, NMPOU3BOAUTE AaHHbIe AEWCTBUS CyXUMM

pykamu.
1. OTKMo4YMTE OT NUTaHNSA KoMnbloTep, DSL/kabenbHbI MOAEM U MapLIpyTU3aTop.

2. Bblbepute nogxogsiwiee MecTto Ana  mapuwpytmsatopa. OObIMHO NyylMM BapuaHTOM

ABNseTcs LeHTp GecnpoBOAHON CEeTH.

3. OTperynMpyﬁTe nonoXxeHne aHTeHHbl. Yaule Bcero Haunyywmm ABnAEeTCA BepTUKalibHOEe

nonoXxeHume.
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MogkniounTe koMNblOTEP (-bl) U KOMMYTATOPbI/KOHLUEHTPATOPbI K JIOKanbHOM ceTu 4vepes
nopTbl LAN mapLupyTmnsaTopa, kak nokasaHo Ha puc. Puc. 2-1 (ecnu y Bac yxe ecTb agantep
6ecnpoBogHon cetn (NIC) m ecnn Bbl XOTUTE BOCMONb30OBATbCS MOAKMOYEHNEM MO

6ecnpoBogHON CETU, Bbl MOXETE NPONYCTUTb 3TOT LUar)
Mopgkntounte DSL/kabenbHbin mogem k nopty WAN mapLupyTtusartopa (cm. Puc. 2-1).

MopkntounTe aganTep NMUTaHUSE K COOTBETCTBYIOLLEMY pasbeMy MapLipyTvM3aTopa, a Apyrou

€ro KOHeL, BCTaBbTe B po3eTky. MapLipyTu3aTop HauyHeT paboTy aBTOMaTUYECKH.

BkntounTte komnbtoTep n DSL/kabenbHbIn MOAEM.

Anantep

=
@z

ADSL-moaem

\—
— >

Puc. 2-1 YcrtaHoBka annapaTtHon Yactu mapwpyTtusartopa TL-WR841ND

KOMNbHTERD
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maBa 3. PykoBoACTBO Mo ObLICTPOM YCTAaHOBKE

B aTol rmaBe pacckasbiBaeTcsi O TOM, Kak B TE4EHWE HECKONbKUX MUHYT NPOU3BECTM HACTPOMKY
0asoBbix yHKUMA MapwpyTnsatopa TL-WR841ND npu nomowm Mmactepa ObicTpomn

HaCTPOMKM.

3.1 Hactpowuka TCP/IP

Mo ymonuaHuto aomeHHoe uMms maplupyTtusatopa TL-WR841ND http://tplinklogin.net, IP-agpec

ycTponctea 192.168.0.1, macka nogcetun 255.255.255.0. MNpu xenaHum aTn 3Ha4eHns moryT ObiTb
usMeHeHbl. B gaHHOM pykoBOACTBE B KayecTBe MNpuMepa WCMOMb3yTCA 3HAYeHus no

YMOMNYaHuHo.

> [logkniounMTte KOMMbIOTEP NoKanbHOW ceTn K ogHomy u3 noptoB LAN maplupyTtusaTopa.
lMocne atoro Bbl MOXeTe HacTpouTb IP-agpec Ans Bawero KomnbkoTepa, npoaenas

cnegyoLiune warm.
> Hactpolika IP-agpeca Bpy4Hyto

1) BbinonHuTe HacTponky npotokona TCP/IP gns Bawero komnbtoTepa. Ecnn Bam

HeobXoOAnMbl MHCTPYKUMK, Kak 3TO caenartb, cmoTtpuTe [lpunoxeHue B: Hactpoiika

KOMMNbKOTEPA.

2) BbinonHuTte HacTponkm cetu. IP-agpec 192.168.0.xxx (rge «xxx» ntoboe yncno ot 2 Ao
254), macka nogcetn 255.255.255.0, wno3 192.168.0.1 (IP-agpec maplipyTtnsaropa no

YMOS4aHMIO)
> [lonyuntb IP-agpec aBTomatTnyecku

1) B HacTporikax npotokona TCP/IP Bawero komnbtoTepa Bbibepute Monyuntsb IP-agpec
aBTomaTuyeckn. Ecnm Bam HeobxoaWMbl MHCTPYKUMM, Kak 3TO caenatb, CMOTpUTE

MpunoxxeHne B: HacTporka komnbloTepa.

2) BctpoeHHbin DHCP-cepBep HasHauuT KomnbtoTepy IP-agpec.

Tenepb AN NPOBEPKM CETEBOIO MNOAKITHOYEHNST MEXAY KOMMBbIOTEPOM 1 MapLLPYTU3aTOPOM MOXHO
B KOMaHAHOW CTpoKe BBeCTM komaHay Ping. lNpuBeaeHHbIn Hwke npumep oTHocutcs K OC
Windows 2000.

B komaHgHon ctpoke BBeauTe ping 192.168.0.1 n Haxmute Enter.

> Ecnu Bbl nonyyunu pesynbrat aHanormyHbii npeactaBneHHoMy Ha Puc. 3-1, aTo o3Havaer,

YTO NOAKITKYEHNE MeXOy KOMMNbKTEPOM U MapLUpPyTU3aTopoM obino YCTaHOBJIEHO yCNEeLlHO.
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Command Prompt

Microsoft Windows HP [Bepcun 5.1.26001
(C> Kopnopauwa Malkpocoor, 1785-2001.

C:~Documents and Settings“tplink’>ping 192 _168.0.1
OsreH naketamd ¢ 192.168.0.1 no 32 sanT:

Oreer or 192_168.0.1: uucao 4 gpera<lince TTL=64
Oreer ot 192.168.0.1: uucao gpera<ince TTL=64
OreeT ot 192.168.0.1: uucao epera<inc TTL=64
OreeT oT 192.168.0.1: 4ucao gpema<ince TTL=64

CratucTuka Ping pan 192 _168.0.1:

NakeToB: oTnpaBaeHo = 4, NoAYdeHo 4. notepaHo = 0 (¢ noTepw).
PHEAHSIHTEALHOE BPEMA MPHEMA—TEPENAMH FC 3

MunumaaeHoe = Omcex, MakcumaacHoe O mcex. CpepHee = 0 nmcek

C=“\Documents and SettingsstplinkX_

Puc. 3-1  YcnewHbln pesynbraT BbINONHEHUA komaHnabl Ping

» Ecnn pesynbraT aHanorMdeH npeacTaBfieHHOMY Ha puc. 3-2, 3TO O3Ha4yaeT, 4To

noaknK4yeHne Mexay KoOMnbrTepoM U MapLlpyTU3aToOpoOM OTCYTCTBYET.

Command Prompt
Microsoft Windows HP [Bepcun 5.1.26001
(C> Kopnopauwa Malkpocoor, 1785-2001.
C:~Documents and Settingsstplink>ping 192 _168.0.1
OsreH naketamd ¢ 192.168.0.1 no 32 sanT:

ANNapaTHHH CEOH.
AnnapaTHmd cEOM.
3anaHHMKW Y3ea HENOCTYMEH.
3anaHHMH Y3ea HepocTYNeH.

CratucTuka Ping pan 192_168.0.1:
NakeTos: oTnpaBaeHo = 4, noayyeHo = [0, notepaHo = 4 (100x noTepb2.

C:~Documents and Settingsstplink>_

Puc. 3-2 HeygauHbli pesynbraT BbINONHEHUsA komaHabl Ping
MpoBepLTe NoagknoyYeHUe crneayoOWMM o6pasom:
1. TNpaBunbHO NX NOAKMOYEH MapLUPYyTM3aTop K KOMNbIOTEpY?

& [lMpumevaHue:

Wuankatopbl 1/2/3/4 noptoB LAN, KOTOpble Bbl MOAKMOHYMIIM K MapLUPYTU3aTOpy M MHAMKATOPBbI
aganTtepa KoMnbtoTepa AOMKHbI FOPETb.

2. {snsetcsa nu npasunsHon Hactporka TCP/IP Ha komnbloTepe?

& [lMpumevaHue:

Ecnn IP-agpec mapwpyTtmnsatopa 192.168.0.1, To IP-agpeca KOMNblOTEPOB AOMKHbI fnexaTtb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.
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3. fsnsetcsa nu npaBunbHbiM IP-agpec cetn LAN maplupyTtusatopa?

& MpumeyaHue:

Ecnu LAN IP-agpec mogema, NoOAKMYEHHOro K Bawemy Maplupytudatopy, 192.168.0.x, LAN
IP-agpec maplpyTusaTopa no ymonyaHuio asToMmatMyeckun usmeHutcea ¢ 192.168.0.1 Ha
192.168.1.1, yT0bbl M3bexaTb koHdnukTa IP-agpecos. Moatomy, ana Toro, 4Tobbl NPOBEPUTH
COefMHEeHVe MexXay BalWM KOMMbLIOTEPOM U  MapLUpyTU3aTOpPOM, Bbl MOXETE OTKPbITb
KOMaHHY0 CTPOKY, BBeCTu ping 192.168.1.1 n 3atem Haxatb Enter.

3.2 PykoBoacTBO NO ObICTPOU yCTaHOBKE

Mpn nNomMoLwiM BeG-yTURUTLI MapLUpyTU3aToOp NErko HacTpoUTb U ynpaenaTb uMm. Beb-ytunuta
MOXeET mcnonb3oBatbea B nobonn OC Windows, Macintosh nnn UNIX OS uyepes Beb-6paysep

(Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari).

1. 0Ona pgocTyna K yTUNUMTe OTKpolTe Beb-Opaysep M BBeauTe agpec Mo YMOMYaHWio

http://tplinklogin.net B agpecHom cTpoke Gpaysepa.

Aapec; http: fftplinklogin.net W a Go

Puc. 3-3 Bxop B mapLupyTtusaTtop

[NoaBnTCA OKHO BXoJa B CUCTEMY, aHanormyHoe ToMy, Kak npegcrasneHo Ha Puc. 3-4. B none
Monb3oBatenb u lMaponb BeBeantTe admin, UCMONb3YS HWKHUW perucTp. 3ateM HaxmuTe

kHonky OK vnu knasuwy Enter.

lMogwawyeHmne K tplinklogin. net

TR-LIME “Wireless M Router WREd1 WD

MonssoBaTent: €3 admin A

Naponk: TTITY]

Puc. 3-4 Bxop B cuctemy
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& lMpumevaHwue:

Ecnun gaHHoe OKHO He NOoSBMIOCh, 3TO O3HAYaeT, YTo Ball Be6-Opaysep HacTpoeH Ha paboTy
B pexume npokcu. 3angute B pasgen CsowictBa obospesatens > [logkniouveHuns >
HacTpowka napameTpoB nokanbHown cetu. B nosiBmBLLEMCS OKHE yOepuTe ranoudky ¢ S4enkm

VMcnonb3oBaTtb NPOKCU-CepBEP A4 JIOKamnbHbIX NOAKOYEHU N Haxxmnte OK.

1. TNocne ycnewHoro Bxoga B cuctemy BbibepuTe MeH0 BbicTpas HacTpoKKa A4St HAaCTPOWKK

mapLupyTu3aTopa.

A HACTpolEa = Tun nogknoYeHns WAN => BecnpoBogHOR pEXKUM >> 3aEepllnTh
C NOMOWLH BBICTPOA HACTPOAKN Bbl CMOMETE 3303Th OCHOBHEIE NAPAMETPEI CETH.
AnA NpogoMm#£eHny, NOXanyAcTa, HaxMUTe KHonky Janee .

AnA EblX00a, No¥anylcTa, Ha¥MUTe KHONEY Beixomq .

| Boxoa | | Danee |

Puc. 3-5 bBbicTpasa HacTpolika

2. Haxwmwute kHonky [anee, nocne 4ero nosiButca okHO Tun nopgkntovyeHna WAN, kak

nokasaHo Ha Puc 3-6.

BbicTpas HacTposika — Tun noakmw4yeHnAa WAN

BbICTPanA HaCTPOWKA >» 1N noakioyeHia (VAN »> BecnpoBoOagHON PeRMM >> 3asepliTs
MacTep GLICTPOM HACTDOAKN NOMOXET HACTPOUTE BAL THN COEMUHEHUA NopTa WAN.

MapwpyTHaaTop NonbITAETCA ABTOMATWYECKI ONPEAENNTE THN MHTEPHET NOQKMIOYEHUA BAWETo NOCTABWMKE MIHTEPHET-YCNYT, 8CNW Bbl BeiGEPETE ONUMIO ABTOONPEAETIEHHE .
B NpoTMEHOM CyYae BaM NPUBETCA BRYYHYIO YKAIATE TN NOJKMIOYEHHA.

(%) AsroonpegeneHne - Mo3B0NUTE MAPLWPYTU3ATOPY AETOMATUYECKM ONPEAENUTE TMN COEANHEHNA, NPEA0CTABNAEMOrO BALMM NOCTABLMKOM VIHTEpHET-YCnyT.

() PPPoE/Poccua PPPOE - [INA 3700 TWNA COEAMHEHWA BaM HeoGX0ONMO WMA YYETHOIA 3aMNUCH W Nap0Nk, BEIDAHHEIE BALWWM NOCTABWMKOM VIHTEPHET-YCNYT.

() L2TP/PoccuA L2TP - AnA 3Toro TMNa NogKNioueHWA BaM noTpeGyeTca WMA yUeTHOM 3anNncl W Naponk oT Balero NOCTAEWMKA MHTepHET-yomyT.

() PPTP/Poccua PPTP - inA 3Toro TWNa NOAKTKYERNA BEaM NoTRe@yeTcA MMA VYETHOBIA 3aNUCk 1 Naponk 0T Balere NocTaBWKa MIHTepHET-YCNYT

O Owsamnyeckwi IP-agpec - Baw nocraewmk FHTepHeT-yenyr ncnonkayeT cnywdy DHCP Ana HaaxaueHuA eaweny mMapwpyTnaatopy IP-agpeca np NogEnoUeHt K WHTEPHETY.

) Crammqeckwi IP-agpec - 3T0T TUN COEAMHEHNA MCMONL3YET NOCTOAHHLIA, HUKCMPOBAHHLI (CTaTMYeCKUA)IP-agpec, Ha3HaYeHHBIA BAWNM NOCTABWNKOM VHTEpHET-yCmyT.

Puc 3-6  Twun nogkntoueHnss WAN

MapwpyTmnsatop umeeTt dyHKunio ABToonpeaeneHuUa M NogaepXuBaeT nATb Haubonee
pacnpocTpaHeHHbIx cnocoboB noaknioveHust k MHtepHeTr — PPPoE/Poccusi PPPoE, L2TP/
Poccusa L2TP, PPTP/ Poccua PPTP, AuHamunuecknn IP-agpec n Ctatuyeckumn IP-agpec.

PekomeHngyeTca Bocnonb3oBatbca yHKUMen ABToonpepeneHue. Ecnu Bbl 3HaeTe Tun
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

noaKnw4YeHna K MHTepHeT, I'Ipe.D.OCTaBJ'IFIeMbIIZ BallinMm nocTaBLLMKOM I/IHTepHeT-ycnyr,

BbI6€pVITe ero n HaXXMuTe KHOIMKY Danee.

Ecnn Bbl BbiOpann ABTOoonpeperneHue, MapLUpyTU3aTop aBTOMAaTUYECKU OMpenenuT Tum
NOAKMIOYEHUs, MNPEedoCTaBnsieMblin  BalwMM  nNocTaBwukoMm  UHTepHeT-ycnyr.  [lepeq
NCMNonb30BaHMEM OaHHOM byHKUMK, yOeamuTech, YTo Kabenb HadeXXHO MOOKIOYEH K MOPTY
WAN. MNocrne ycnewHoro onpeaeneHust Ha akpaHe KoMnbioTepa oTobpasmMTCs OKHO HAaCTPOEK

TeKyLiero 7 HTEepHET-CoeaANHEHUA.

1) TNpw onpepenennn Tnna nogkntodeHnss PPPoE, oTobpasutcs crnegytowee okHo (Puc.

BLICTpan HACTpOKa >> »> BECTPOBOOHON PEXMM == 3aBeplNTL
HmMA nonb3oBaTens: username
Naponk: [TITTITYY]
MoareepauTs Naponk: Ty
BTOPHHHOE MOOKITHMEHNE: @ OTkmounte (O OuHamuueckuid IP (O Cratwueckuid P (Dual Access/PocckA PPPOE)

Puc. 3-7 bbicTpas HacTponka- PPPoE

> Wma nonb3oBaTtens/Maponb — Ykaxnte Uma nonb3oBaTtens v MNMaponb, nonyyeHHble
OT nocTaBwWmka NHTepHeT-ycnyr. 3Tn nons ABMSOTCS YYBCTBUTENbHBIMU K PErUCTpY.

Mpwn BO3HMKHOBEHMU NpobreMbl 06paTUTECh K MOCTaBLNKY VIHTEpHET-yCryr.

> lMopTBepAUTb naponb — BBeauTte elle pas3 napornb, MOSYYEHHBLIN OT MOCTaBLUMKA
WHTepHeT-ycnyr, 4tobbl y6eamTbCs, YTO BBEAEHHLIN BaMX Naponb NpaBuibHbIA. Ecnu
naponb OTNMYaeTcs OT 3HA4YeHUsl, BBEAEHHOIrO NP NOATBEPXKAEHUM NApPOIsl, NOSIBUTCS

cnepgyrouiee OKHO. Haxmute OK 1 3aHOBO BBEOUTE naposib 1 noareepXxaneHmne naponAd.

CoobueHMe c Be G-CTpaHHLUbI

' \-| Mapone oTAMYaETCA OT NOATESPHAEHHA Napona!
L

2) Ecnn TvMn noaknodeHus onpefenutcs Kak AuHamudeckun |IP-agpec, otobpasuTcs
cnegytoulee okHo (cm. Puc. 3-8).

»  Tlpw BxO4e B MapLUpyTU3aTop C rMaBHOrO KomrbloTepa Heobxoanmo BbibpaTth Aa,

3aTem HaxaTb KnoHuposaTts MAC-agpec.
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BecnpoBoagHown mapwpyTtusartop cepum N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

BbicTpan HacTpoika - KnoHnposaHue MAC-agpeca

BLICTPaA HACTPOMKA == 1N Nodknodenis AN == BECNPOBOAHON PEXMM >> 3aBeplnTs

BHWMATENEHO NPOYMTARTE MHOPMALWKD B NPABOA YACTH CTPAHKMLEL.
(%) [a, A NogKNiYeH Yepes MaeHkIi KOMNsKTep (KNnoHupoeaTe MAC-agpec).

) HeT, A NOOKMDYEH HE Yepea MABHLIN KOMALITED (HE HY#HO KNoHUpoRaTe MAC-anpec).

MAC-agpec ceti WAN: | 00-0A-EB-08-43-14 | [ BoccTaHOBKMTL 3aBoAcKoi MAC-agpec ]

MAC-agpec BalWero KOMNLHTEPE: | | [ KnoHupoBaTh MAC-agpec ]

[ Hasa,q] [.El,anee ]

Puc. 3-8 bBbicTpas HacTpolika — KnoHmposaHue MAC-agpeca

» [lpu BXxoge Ha MapLIpyT13aTop He C rMaBHOro KomnbloTepa, Bbibepute HeT 1 3atem

Beeante MAC-agpec rnaBHoro komnbtoTepa B none MAC-agpec WAN.
BbicTpan HacTpoiika - KnoHnpoeaHne MAC-agpeca

BhICTpaA HACTROMKA >> Tin nogknoueHns VAN =» BecnpoBOOHON PEXUM >> JaBeplnTs

BHUMATENEHO NPOYNTARTE MHBORPMALMKD B NPEBOA YACTH CTPaHMLLL.
(7 Oa, A NogKNIYEH Yepea MaeHbIi KoMnsKTep (KNoHWpoEaTe MAC-agpec).

(%) HeT, A NOOKMIOYEH HE Yepe3 MaBHLIA KOMNBKTED (HEe HY3KHO KNOHMPOBaTe MAC-agpec).

MAC-agpec ceti WAN: | 00-0A-EB-08-43-14 | [ BoCCTaHOBUTE 3aBoAckol MAC-anpec ]

MAC-agpec BaWwero KOMNLTEPE: | |

[ Haaa,u] [ [anee ]

Puc. 3-9 bBebicTpas HacTpoika — KnoHuposaHune MAC-agpeca

3) Ecnu Ttun nogknioveHua onpegenunca kak Crtatnyeckui IP-agpec, otobpasutcs
cnepytowee okHo (Puc. 3-10).

BbicTpan HacTpoilika - Ctatnyeckui IP-agpec

BhiCTpaA HaCTponKa »> Tun nofknouesns VAN »» BecnpoBoOHON PEXMM >> JaBepillnTs
IPagpec:  [0.0.0.0 |
Macka nogcer: |U_U_U_U |
OCHOBHON W3 |U_U_U_U | (He oBAaaTenkHo)
Meper4HbIN DNS: | 0.0.0.0 | (He obA3aTensHo)
BropuyHbi DHS: | 0.0.00 | {He ofAaateneHo)

[ Haaa,q] [ﬂanee ]

Puc. 3-10 bBeicTpas yctaHoBka — Ctatnyeckuii IP
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

> IP-agpec — 310 WAN IP-agpec, BMaMMbIA BHELLHMM NOfb3oBaTensam B cetn VIHTepHeT

(Bkntoyas Bawero nocrasLlumka VMHTepHeT-ycnyr). Ykaxute |IP-agpec B 3ToM none.

> Macka nogcetn — Macka noacetu, ncnonodyemas WAN IP-agpecom. O6blMHO 3TO
255.255.255.0.

» OcHoBHoM wnto3 — [pu HeobxoammocTu ykaxute IP-agpec.
» MepBuyHbIM DNS — Npn HeobxoaumocTu ykaxunte IP-agpec DNS-cepBepa.

> BropudHbin DNS — Ecnn Bbl nony4nnu ot nocrtaewuka VIHTepHeT-ycnyr agpec opyroro

DNS-cepBepa, ykaxute ero B 3Tom nore.

4. YrtoObl NPOOOIMKMTL, HaXXMUTE kHOMKy Oanee. [Nocne aToro nosiBATCA OkHO BecnpoBogHoro

pexuma (Puc. 3-11).

BbICTpas HacTpoika »» Tun nogknioyeHns WAN => =» 3aBepunts
VicnonsayiiTe Nepeknoyatent Wik Ha yeTpoACTEE ANA BKNIOUEHUA/OTKMIDYEHUA GECNPOBOOHOI TRAHCNALMA
BecnpoBofHOE BEllaHNe:
WA GecnpoBoaHO CETH: TP-LINK_084313 (TaioKe Ha3kligaeTcA S5I0)
PeruoH: Poccua b
Pemmm: 11bgn cMewanHbIi v
LnpiHa kaHana: ABTO hd
Kanar: ABTO hd
MakciMansHan CKOpoCcTe nepena4n (Tx): 300 Mauric w
JawwTa GecnpoBOOHOTO PEXKMMA:
(4] OTKMH4ATE 3alITY
® WPA-PSKAWPAZ2-PSK (PekomeHayeTca)
Napons PSK: 12345670
(BBl MOMETE BEECTH MO0 ASCI CHMEOME B NPOMEXKYTKE MEXY 8 1 63 UMK WeCTHAAUATEPUUHBIE CUMEONbI B NPOMENYTKE MEXTY 8 1 64.)
e Be3 MaMeHeHMi

Puc. 3-11 BbicTpas HacTporika — becnpoBogHON pexmm

> BecnpOBo,que BellaHune — Bb|6pa|3 COOTBeTCTBy}OLLl,VIIZ NeMeHT U3 BbinagawLuiero

MEHIO, Bbl MOXETE BKMIOYNTL/BLIKIHOUNTD (byHKLI,I/IIO.

> Wma 6ecnpoBogHOM ceTu — YKaxute 3HadyeHue anuvHon Ao 32 cumsonoB. Bcewm
SecnpoBofHbIM YCTPONCTBAM CETU AOSMKHO ObiTb MPMCBOEHO OAHO U TOT e umst SSID.
Yto kacaetca 6GesonacHoctn 6GecnpoBogHon cetn, uma SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocnegHue WeCTb  YHUKamnbHbIX  CUMBOJSIOB
MAC-agpeca mapLupyTusaTopa). [laHHoe norne ABnseTca YyBCTBUTENbHbLIM K PETUCTPY.

Hanpumep, TEST u test — 9TO pasHble 3HAaYEHUS.
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

> PervoH - Bb|6ep|/|Te COoOTBETCTBYyKOLlEeEe 3Ha4YeHne W3 BblMagakolero cnucka. B
OaHHOM noJe ykKa3blBaeTCA pPernoH, rae d)yHKLI,I/IFl 6eCI'IpOBO,EI,HOIZ nepegayvn OaHHbIX
MOXeT ObITb MCcMnonb3oBaHa. WMcnonb3oBaHne OaHHOW beHKU,I/IVI B pernoHax, He
YKa3aHHbIX B CMNCKE, MOXET ObITb HE3aKOHHbIM. ECcnin Bawuen CTpaHbl UNn permoHa HeT

B CNuUcke, O6paTVITer 3a NOMOLbIO B MECTHOE NpaBUTESIbCTBEHHOE areHTCTBO.

& MpumeyaHue:

Bepcusa ana CeeepHoit AMepurk/ He UMeeT onuumy BbiIbopa perroHa B CUy orpaHuYeHui,

YCTaHOBJEHHbIX MECTHBIMU 3aKOHOAATENBHBIMU Y HOPMATUBHBLIMWU JOKYMEHTaMM.
>  Pexunm — Pexxum 6ecnpoBogHoON nepegayv AaHHbIX MapLupyTmMsartopa.

> LlUnpuHa kaHana — BbeibepnTe COOTBETCTBYIOLLEE 3HAYEHNE U3 BbiNadatoLLEero cnmcka.
3HayeHne nNo ymonyaHuio ABTO, Npy KOTOPOM YCTPOMCTBO aBTOMaTUYECKN perynupyet

LUMPUHY KaHana angd KrnneHToB.

» KaHan — B aTom none ykasbiBaeTcs paboyasi 4YacToTa, koTopas OyaeT ncnonb3oBaTthCsl.
3HayeHne no ymonuauuio ABTO, TakuMm obpas3om, Touka [ocTyna BblGepeT
noaxoAsLLMii kKaHan aBTomaTuyeckn. MeHsiTb kaHan 6ecnpoBOAHOrO NOAKIOYEHNS He
006sa3aTenbHO, ecrn ToNbKo He ByayT oOHapyxeHbl NPobnemMbl C MoOMexamMmun OT OpYyron

pacnonoXeHHoW B6NM3n ToYkn gocTyna.

» MakcumanbHasa ckopocTb nepegaum (Tx) — B 3TOM none MOXHO oOrpaHuMYnTbL
MaKcUManbHY CKOPOCTb Nepeaayn AaHHbIX.

>  OTKnouuTb 3awnty — OyHKUMA obGecneveHnss 6€30NacHOCTM MOXET ObiTb BKIOYEHA
unu BbikMtoveHa. [pu  BbIKMOYEHHONW YHKUMKM GecrnpoBOAHbIE CTaHUMM  MOTyT

NoakmnoyaTbCa K Maplupytusatopy 6e3 npumMeHeHus wudpoBaHusl. HactoaTensHo
pekoMeHayeM BblbpaTb OAHY M3 onuumii Ans obecneyeHns 6e30nacHOCTH.

> WPA-PSK/IWPA2-PSK — Bribop WPA Ha ocHoBe napons PSK.

e Maponb PSK - MoxHo wucnonb3oBatb cumBonbl dopmata ASCI wvnn
LecTHaguaTepuyHble CUMBOSIbI

Mpu BeiGope ASCII, kntod MmoxeT cogepxatb undpbl ot 0 40 9 1 GykBbl OTA 0O Z 1
€ero AnnHa gormkHa cocTaBnsaTb oT 8 4o 63 cMMBONOB.

Mpwn BbIGOpe LecTHaguaTepuUUHbINA, KoY MOXET COoCcToATb U3 umdp ot 0 Ao 9 un
6yks oT A oo F, a ero anvHa gomkHa 6biTb B Npegenax oT 8 oo 64 cMMBOSOB.

CnepgyeT umeTb B BuAy, YTO KMOY SABMASIETCA YYyBCTBUTENBHBIM K PErUCTpy. ITO
03Ha4yaeT, 4YTO WUCMOMb30BaHUE MPOMUCHBIX U CTPOYHbIX OYKB BRMSET Ha €ro
3HayeHune. Bam ctouT 3anucaTb roe-HMbyab KoY U Apyrne HacTPOWKM 3alluThbl
GecnpoBogHON Nepedayn AaHHbIX.

> Be3 uameHeHumn — Npu BbIOOPE 3TOM ONUMK KOHGUrypaLmsa 6ecnpoBO4HON Nepeaayn

JaHHbIX ocTaHeTcsa 6e3 nameHeHun!
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

[aHHble HaCTpOIZKVI ABNAIOTCA BCEro nuwb 6a3oBbiMU. YTOOLI y3HaTb O AOMNOJIHUTESIbHbIX

HacTpownkax, cmoTpuTe Pasgen 4.6 becnpoBogHOW PEXUM.

HaxaB kHonky [lanee, Bbl OkaxeTecb B OkHe 3aBepLueHue (cm. Puc. 3-12).

HaxmunTe KHonKy 3aKOHYUTb s 3aBepLueHnsi BbICTpon HaCcTPOMKM.

Mospgpasnaem! 3To YCTPONRCTEBO Tenepb NoAxkn4aeT Bac K HTepHeT. AnA Gonee AeTanbHON HACTPONKHK, B CNy4ae
HeobX0AUMOCTH HAXMHUTE APYTrMe MYHKTb] MEHH.

[Hazan| [ 3akonumte |

Puc. 3-12 bBbicTpas HacTpolika - 3aBepLueHne
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

maBa4. Hactpouka mapuipyTtusartopa

B aton rmaBe pacckasbiBaeTcst 0060 Bcex yHKUMAX BED-yTUNNTBI 1 crnocobax HacTPOMKM.

4.1 Bxop B cuctemy

Mocne ycnewHoro Bxoga B MapLiupyTn3aTtop B neBow 4YacTu Be6-yTVIJ'IVITbI Bbl yBUOUTE NATHaaUaTb

OCHOBHbIX MeHI0. B npaBoi yacTu cogepxartca cnpaBovHas MHoOpMaLMa U UHCTPYKLMK.

CocToAHne

EnicTpan HacTpoika
WPS

Cemb

becnpoBOOHOR PeXM
DHCP
lMepeanpecains

be3onacHoOCTL

PoauTenCEMA KOHTPONL

KoxTpons goctyna

PacwnpeHHEBIE HACTPOMNKK MapLW pyTHIaLIMA
KoHTpONL NPONYCEHOR CNGCOGHOCTH
MNpueaskEa IP- n MAC-agpecos
NHamuyeckwiil DNS

CHCTEMHLIE MHCTDYMEHTLI

Hwxe npueoautcs nogpobHas nHpopmaums no BCEM OCHOBHbIM (PYHKLMSIM BEG-YTUNUTDI.

4.2 CocTtosiHue

B okHe CoctosiHne COOEPXNTCA TeKyllad MH(bOpMaLlVIFI no MapLlpyTn3artopy. HaHHas

Mchopmau,vm OOCTYyMNHa TOJIbKO ANA YTeHUA.
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

BepchA NpoWwHEKH: 3.14.19 Build 120809 Rel.39717n
BepcuA obopyooBaHWA: WRE41M va 00000000
TlokanbHanA ceTb
MAC-agpec: 00-0A-EB-08-43-13
IP-agpec: 192.168.0.1
Macka nogceTh; 255,256 2550

BecnpoBOAHON pPeXuUM

becnpoeogHOe BewaHwe: OTKNIKYEHD
HWmA GecnposoaHon cemn (SSID): TP-LINK_084313
Pexaam: 11bGN CMEW AHHBIA
WnpwHa KaHana: ABTOMAaTHYECKMA
Kanan: ABTOMaTHYECKK (Tekywwi Kadan 0)
Makc. CKOPOCTL Nepefayy OaHHbIX: 300 MauTic
MAC-agpec: 00-0A-EB-08-43-13
CocroAnne WDS: BriknioyeHo
WAN
MAC-agpec: 00-0A-EB-08-43-14
IP-agpec: 0.0.0.0 PFPOE(CoBOMHWUTE ABTOMATMYECKN)
Macka nogcerm: 0.0.0.0
OCHOBHON W3 0.0.0.0
DNS-cepeep: 0.0.0.0, 0.0.0.0
Bpewma B ceTi: 0 gHen 00:00:00 CoenuMHeHHe...

CraTucTuKa no Tpacuky

MpuHAaTo OTtnpaeneHo
Ban: 0 0
MakeToB: 0 0

Bpema padoTbl: 0 oHen 00:29:28

Puc. 4-1 OkHO cocTosiHMA MapLupyTu3atopa
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

4.3 BbicTpasa HacTpouka

Cwmotpu Pasgen 3.2: PykoBoACTBO N0 ObICTPOW YCTaHOBKE.

4.4 WPS

B atom pasgene copgepxatcsi ykasaHusi, kak fo6aBUTb HOBOE GecrnpoBOAHOE YCTPOWCTBO K
cyuiectsytollen cetu ¢ nomolubio WPS (Wi-Fi Protected Setup).

a). BblbpaB pasgen WPS (Wi-Fi Protected Setup), Bbl okaxeTecb B crneaytoiem okHe (Puc.

4-2).
CoctosHne WPS: BrnwyeHa
Texywmit PIN-Kop;: 12345670 | BoCcTaHOBUTE PIN-KoO ] C03AaTb HOBLI PIN-Koq
[0 OtkniounTe PIN-Kog mapwpyTuaatopa
[obaeneHne HOBOTO YCTPOICTEE: [ [oBaBnTs YCTPONCTBD

Puc. 4-2 WPS
» CocTtosiHne WPS — 3aecb Bbl MOXETE BKINIOYMTb UK BbIKMOUNTE doyHKUmnio WPS.

»> Tekywmn PIN-kop — 3gecb otobpaxaerca Ttekywmi PIN-kog maplipytusatopa. 3HadeHune
PIN-koga no ymonyaHuto Bbl MOXETE HAWTU Ha HaKnewnke Ha koprnyce unu B PykoBoacTtse

nonb3oBaTens.

> BoccraHoButb PIN-kog — BoccrtaHoeneHue 3HadeHus PIN-koga wmapuipytmusatopa,

3agaHHOro no ymon4aHuio.

» Cospatb HoBbIM PIN-kog - Haxmute [aHHYy0 KHOMKY AONs MNOfyvYeHust CryvyanHoro
3HavyeHns PIN-koga gns Bawero maplupytmusaTtopa. CosgaHMe M ucnonb3oBaHWE HOBOrO

PIN-kona noBbllaeT 6e3onacHOCTb BaLLEN CETH.

> Otknouutb PIN-kog mapuwpytusatopa — MoxHO oTknounTe BBedeHne PIN-koaga
MapLupyTu3atopa Bpy4yHyk. Ecnv maplpytusatop B TedeHMEe HECKONbKMX MOMbITOK
OTKa3blBaeT BHELLUHEMY YCTPOWCTBY B perucrpaumm, To BeegeHue PIN-koga oTkntodaetcs

aBToMaTn4ecKu.

> JlobaBneHue HOBOro yctpomctBa — Haxmute gaHHyt0 KHOMKY, 4Tobbl A06aBUTbL HOBOE

YCTPOWCTBO K CYLLECTBYIOLLIEN CETU BPYUHYIO.

b). YTobbl fOGaBMTL HOBOE YCTPONCTRBO:
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Ecnn 6GecnpoBogHon apantep nopaepxuBaetr Wi-Fi Protected Setup (WPS), Bbl MoxeTe
ycTaHoBUTbL  GecnpoBogHoe  nogkniyeHve  mexgy  becnpoBogHbiM — aganTepoMm U
MapLipyTusaTopoMm Haxatumem KHomku — Push Button Configuration (PBC) unn npu nomoiim
PIN-koga.

& lMpumeyaHue:

Utobbl co3gaTh ycnelwHoe nogkrnodeHne ¢ nomollbto WPS, Bam Takke npugeTtcs npom3BecTu
COOTBETCTBYIOLME HACTPOMKN HOBOro ycTponcTtea ana WPS.
I. C nomouwbto kHonkn WPS

Mcnonb3ynte aTOT MeTof, eCnn KIMMEeHTCKOe YCTPONCTBO uMeeT kHomnky WPS.

War 1: Haxmute kHonky WPS/RESET Ha 3agHen naHenu maplupytusaTopa, He yaepxusasa eé

bonee 1 cekyHAbl.

CoctosiHne WPS no ymonuaHuio MOXHO NocTaBuTb BKIKOYEHO 1 3aTeM HaxaTb KHOMKY
Do6aButb yctponctBo (Puc. 4-2), 3atem BbiOpatb HaxaTb KHOMKY HOBOro
ycTponcTBa B npegenax ABYX MUHYT, HaxXmute [lo6aBuTb. (CM. HWKecneayoLmii

PUCYHOK)

( BeeauTe PIN-KO4 HOBOMO YCTROWCTEA.
PIN-koa:

(& HaaTb KHOMKY HOBOTO YCTROACTBA B NpEedenay ABYX MUHYT.

| Hasag || [oGasute |

Puc. 4-3 [lo6aBneHne HOBOro yCTponcTBa
War 2: Haxmute kHonky WPS KnneHTCKOro yCTponcTBa 1 yaepXxvsamnTe ee.
LWar 3: CeetoguoaHbin ungukatop WPS GyneT muratb B TEYEHWE OBYX MUHYT, B 3TO BpPeEMS
npoucxoguT npouecc HacTponkn WPS.
War 4: Koroa ceetoguogHbin mHankatop WPS 3aroputcsi, KNMEHTCKOe YCTPOMCTBO Oyger
YCMNELLUHO NOAKIIYEHO K MapLupyTn3aTopy.
War 5: [JanbHenwune ykasaHus Bam MOACKAKET KIIMEHTCKOE YCTPOMCTBO MO0 AOKyMEHTaums K

HeMmy.

Il. BeBegute PIN-kop Ha maplupyTusatope
OTOT cnocob ncnonb3yeTcs, eCnm KNMEHTCKoe YCTponcTBo noaaepxmeaeT PIN-kog WPS.

War 1: Ykasas B none CoctosiHne WPS no ymonyaHuto 3HayeHne BKnrovyeHo, HaXXM1Te KHOMKY
Ho6aButb ycTtponcTBo (puc. 4-4), nocne 4Yero NOSBNSAETCS CNeaytoLLee OKHO.
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(® BeeawTe PIN-KOO HOBOMO YCTPORCTEA.
PIN-koq;

O HaaTb KHOMKY HOBOTO YCTPOMCTBA B Npedenax ABYyX MUHYT.

| Hasag || [LoGasute |

Puc. 4-4 [o6GaBneHne HOBOro yCcTponcTea

lWar 2: Beegute PIN-KOA4 C KMMEHTCKOro YCTPOWCTBa B Mosie, NOKa3aHHOM Ha PUCYHKE BbilUe.

HaxmunTe kHonky [lo6aBuUTb.

War 3: [pu ycnewHOM nNOAKMHOYEHMM KITMEHTCKONO YCTPOWCTBA K MapLlpyTu3aTtopy CeTu
OOMKHO NosiBUTLCA cooblueHne «MoaknoyeHne NPoLUsIo yCreLwHoy.

lll. BeBegnte PIN-koa mapipyTru3aTopa Ha KNMEHTCKOM YCTPOMUCTBE

OT10T cnoco® wmcnomb3yeTcsd, ecnvM  KNMEeHTCKoe  yCTpoucTBo  3anpawwmBaeT  PIN-kog

MapLipyTu3aTopa.

War1: Ha «knuneHtckom ycTpornictBe BBeaute PIN-koa, ykasaHHbli B okHe WPS

mapLupyTumsaTopa.

LWar 2: CeetognogHbii nHamkatop WPS Oyget muratb B TeYeHWE ABYX MUHYT, B 3TO BpeMs
NpoMCXoauT npouecc HacTponkn WPS .
War 3: Koroa ceetogmogHbin mHaukatop WPS 3aroputcsi, KIMEHTCKOE YCTPOWCTBO Oyaer

yCrneLHO NOAKII0YEHO K MapLUpyTM3aTopy.

War 4: [anbHenwuve ykasaHus Bam NOACKAXKET KIIMEHTCKOE YCTPONCTBO MO0 AOKYMEHTaums K

Hemy.

& lMpumevaHue:
1) CsetogmogHbii uHaukatop WPS OyneTt ropeTb 3eneHbIM LIBETOM B TE€YEHWE NATU MUHYT,

€CNn YCTPOMCTBO ObINO YCMNELIHO NOAKMYEHO K CETU.

2) WPS He HacTpauBaeTcs, ecnu 0OecrnpoBOAHOM pPeXMM MapLLpyTM3aTopa OTKITHOYEH.

Y6eautech, 4TOObLI 6ECNPOBOAHON pexunm Obin BKNOYEH nepen HacTporkon WPS.
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4.5 CeTb

Cers
-VWAN

- Kmonwpoeadne MAC-agpeca

- NokanbHaA CeTk

-1IPTV

Puc. 4-5 Menio CeTb

MeHto CeTb cogepXut deTbipe nogmeHto (cm. Puc. 4-5): WAN, KnonupoBaHne MAC-appeca,
NokanbHas ceTb 1 IPTV. Bbibepute Hy)XxHOE MEHIO ANnst HACTPOWMKN COOTBETCTBYOLLEN hYHKUUN.

4.5.1 WAN
BbibpaB CeTb - WAN Bbl MoxeTe HacTpouTb napameTpbl WAN, kak nokazaHo Ha PUCYHKE HUXKE.

1. Ecnu  noctaBwmk  UHTepHeT-ycnyr  obecneunBaetr  DHCP-cepBuc,  Bbibepute
AnHamunyecknn IP, n mapwpyTtmnsatop aBtomaTndeckm nonyyuut IP-napameTpbl OT Ballero

noctasLumka MIHTepHeT-ycnyr. [JOrmkHO NosaBuTbCs cneagytowiee okHo (Puc. 4-6):

Tun nogkmoyeHns WAN: |,EI,HHaMHL|ec»<HF1 IP-anpec V| [ OnpegenyTe l
IP-Appec: 182.168.0.100
Macka nogceT: 255.295.255.0
OCHOBHOM WITH3: 192.168.01

Pazmep MTU (B GaiTax): 1500 (3HAYEHWE NO YMONYaHWKD 1500, HE MAMEHATE B3 HeaBXoOMMOCTH.)

[J] WecnoneaoeaTs 3Th DMS-cepeephl

MepenyHbIn DHS:

BropiyHbIA DN S: I:l (He o0A3aTencHa)
HmA yana: TL-WRE41M

[ Nonyuuts IP-appec ¢ nomowe Unicast DHCP (O6kIudo aTo He TpedyeTca.)

CoxpaHiuTe

Puc. 4-6 ' WAN —[Ounamuyeckuin IP
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B aToM okHe nokasaHo kak napameTtpbl WAN, Bknovas IP-agpec, macky nogcetu, OCHOBHOM
W03 M Tak ganee, ANMHAMUYECKM Ha3HayatoTCcA nocTaBliMkoM WHTepHeT-ycnyr. YTobbl
o0OHOBUTL MapaMeTpbl OT MOCTaBLMKa WHTEpHET-yCcnyr, HeobXoAMMO HaKaTb KHOMKY

O6HOBUTL. YTObGLI COPOCUTL 3HAYEHUS, BOCNOMNb3yUTeCh KHOoMKo OcBoboAUTD.

Pasamep MTU - OG6bl4HO 3HaveHne MTU (mMakcumanbHOro pasmepa naketa) ans
bonbwmHcTBa ceTtenr Ethernet coctaensier 1500 GanT. PekomMeHOyeM He M3MEHSITb 3TO

3Ha4veHune, ecrnin ToJ1IbKO 3TOro He Tpe6yeT Ball NocCTaBLKK I/IHTepHeT-ycnyr.

Ecnv Baw noctaBwmMKk WHTepHeT-ycnyr npegoctaBuin Bam oguH unm gea |IP-agpeca
DNS-cepBepoB, Bam cnegyet Bbidopatb Ucnonb3oBaTtb 3TM DNS-cepBepbl 1 BBecTtu
MepBunyHbin DNS n BrtopumyHbin DNS B cooTtBetcTBylowme nons. B npotnBHOM cnydvae

DNS-cepBepa 6yayT npucBOEHbI MOCTaBLUMKOM VIHTEpHET-yCnyr AnHaMmn4eckum

& [lMpumevaHue:

Ecnn, nocne ykasaHnns agpeca DNS-cepBepoB, npu NonbITKe 3alTh Ha CanT y Bac BO3HMKIA
owmnbka, 3TO O3HAYaeT, YTO CKopee Bcero agpeca Bawwmux DNS-cepBepoB ykasaHbl HEBEPHO.
CesxnTeChb C BallMM MOCTaBLUUKOM VIHTepHeT-ycnyr Ang nonyvyeHus npaBuibHbIX agpecoB

DNS-cepBepos.
Mmsa yana - [laHHas onuusi No3BONSIET HA3HAYUTb MMS y3ra MapLupyTm3aTtopa.

Monyuutb IP-appec ¢ nomowbio Unicast DHCP - DHCP-cepBepa HeEKOTOpbIX
MOCTaBLUMKOB VIHTEPHET-yCNyr He MOOAEPXKMBAKT MPUIOXKEHNS  LLIMPOKOBELLATENBHON
nepegauun. Ecnu y Bac He nonyyaetca nonyyuntb IP-agpec obblbHbIM 06pa3omM, Bbl MOXETE

BbIGpaTb 3Ty ONUMIO (AaHHas ONuUMs UCMOMNb3yeTcs Peako).

Haxmunte KHOMKY COXpaHVITb Ona cCoxpaHeHuna HaCTpOeK.

2.

Ecnn Baw noctaBwuk VIHTepHeT-ycnyr Mcnonb3yeT CTaTUYeCcKUin unm (OUKCUPOBAaHHbLIV
IP-agpec, macky noacetu, W03 U onpeaenéHHole napameTtpbl DNS, 10 Bam cnegyet
BblOpaTh BapuaHT: Ctatnueckum IP-agpec. Mpn 3TOM OTKPOETCS OKHO, Kak nokasaHo Ha
Puc. 4-7.
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Tuin nogkn4eHA VUAN: Cratnueckwin IP-anpec

IP-anpec: 0.0.0.0
Macka noacera: 0.0.0.0
OCHOBHOM W3 0.0.0.0 (He ofA3aTtensHo)
Paamep MTU (e GanTax): 1500 (3HayeHWe No ymonuaHui 1500, He nameHATs Ge3 HeoOxoguMoCTh.)
NeperyHsa DHS: 0.0.0.0 (He ofA3aTtensHo)
BropuyHsIin DNS: 0.0.0.0 (He 06A3aTeNsHO)

COXpaHuTL

Puc. 4-7 WAN -CtaTtudeckuni IP-agpec

> IP-appec — YkaxuTte IP-agpec, nony4eHHbIN OT nocTaBLlymka NHTepHeT-ycnyr, B AeCATUYHOM

dopmaTe ¢ pasgenuTenbHbIMU ToYKaMu.

> Macka nopceTM — VYKaxuTe 3HaYeHMe Macku MOACETM, MOoNyYeHHoe OT focTaBLyMKa
WHTepHeT-ycnyr B AecsaTM4HOM chopmate C pasfgenuTenbHbiMU Todkamn. OBbIYHO 3TO
255.255.255.0.

» OcHoBHOM wnto3 — (HeoGaAsaTensHoe none) Ykaxute IP-agpec wnwo3a, nonyyYyeHHbIn oT

NnocTaBLLUMKa I/IHTepHeT-ycnyr B 0EeCATUYHOM (bOpMaTe C pasgenunteribHbIMN TO4YKaMU.

> Pa3smep MTU — O6bi4HO 3HadeHne MTU (mMakcumanbHbIv pasmep naketa) Ansa 6onblunMHcTBa
ceten Ethernet coctaBnsier 1500 6anT. He pekomeHayeTcs M3MeHATb 3TO 3HaYeHue, ecnu

TONbKO 3TOro He TpebyeT nocTaBLnK NHTEpHET-yCnyr.

> lMepBuyHbIN/BTOopnyHbIn DNS (HeobsizatenbHoe none) — Ykaxute oguH unv aesa agpeca
DNS-cepBepoB, nony4eHHble OT nocTtasBlmka WHTepHeT-ycnyr B gecatuyHoMm dhopmarte C

pasgennTenbHbIMU TOYKaMW.

Haxmute kHonky CoxpaHUTb AN1S COXpPaHEHUS1 HACTPOeEK.
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3. Ecnu Baw noctasBwmk NHTepHeT-ycnyr ncnonb3yeTt nogkniodeHue yepes npotokon PPPoE,
TO BaM creayeT BblbpaTb BapuaHT: PPPoE/Poccusa PPPoE. 3pechk TpebyeTtca ykasatb
cnegytowme napameTpbl (Puc. 4-8):

Tun nogknoYeHns VWAN: PPPoE/Poccua PPPoE  +
NMogkntoyenne PPPoOE;
WmA nons3oBaTens: Lusermame
Naponk: ITTITITITY]
lNMoareepgwre naponk: ssssnene
BTOpPWYHOE NOOKMHYEHHE; ® Oteknioynte O OuHamuuecknid IP (O CTatwyeckwid IP (Dual Access/PoccuA PPPOE)
Pexim nogrnrodeHnn VWAN: ® MopgkniounTe No TpeGoBaHN
MakcumMansHoe Bpema npoctod; | 15 MUHYT(EI) (0 03H3YaeT, YTO COBAWHEHWE OYOeT aKTMEHEIM NOCTOAHHO.)
O MoAKnKuYKTE ABTOMATHYECKN
O TMogknioyuTs N0 pacnucaHng
Mepuog BpEMEHW: C : (uu:mn) go : {yu:nna)
) MogKniuYKTE BRYYHYID
MakcumMankHoE BpEMA NPOCTOA: MWHYT(BI) (0 03H3YAET, YTO COBAWMHEHWE DYOET aKTMEHLIM NOCTOAHHO.)
Oriniosenol
[ Coxpanmts | [ [ononHutensHo |
Puc. 4-8 WAN - PPPoE/Poccusa PPPoE

> Wma nonb3oBatens/lMaponb — YKaxute MMsi nonb3oBaTtens M naposb, NOnyyYeHHble OT
nocTaBsLLMKa VIHTepHeT-yCcnyr. 3T NOons YyBCTBUTENbHbI K PErncTpy.

> BTopu4yHoe nogknroyeHue — [JlaHHas onuusa JOCTYMNHa TONMbKO Ans nogknioveHmus PPPOE.

Ecnn Bbl nonyumMnu OT nocTaBliMka VIHTepHeT-yCcnyr AOMONHUTENbHbLIN TUM MOLKITHYEHNS,
Takon kak OuHamudecknin/Ctatndeckumii IP, ansa paboTbl ¢ NokanbHOM CETbIO, TO HEOOXOAMMO

BblOpaTb none AnHamuyecknin/Ctatnyeckunt 1P, 4yToObl akTMBMpPOBATL 3TO MOAKMOYEHNE.

e Otknwuntb — [lo ymoOnuaHMKO BTOPUYHOE MOAKIHOYEHME OTKMIOYEHO, TaK 4TO
ncnonb3yeTcs ToNbKo nogkrtodeHme PPPoE. 3to pekomeHgyemo.

e [NuHamuyeckun IP — YT1ob6bl Mcnonb3oBaTb AnHamudeckui IP-agpec, nonyveHHbIn oT
nocrtaBwmka WHTepHET-ycnyr, B Ka4yecTBe BTOPUYHOrO MOAKIOYEHUs Ons paboTbl C
noKanbHOW CeTb0, BbIOEPUTE COOTBETCTBYOLLYYIO PaANOKHONKY.

e Cratnyeckun IP — Ytobbl ucnonb3oBaTb cratnyeckun IP-agpec, nomyyYeHHbIn OT
noctaBwymka VHTepHeT-ycnyr, B KayecTBe BTOPWYHOIO MOAKMYeHUs Ansg pabotel ¢
nokanbHOW ceTblo, BblbepunTe COOTBETCTBYIOLLYIO PaAMOKHONKY.
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> lNogknuutb No TpeboBaHuto — [pn BeIGOpe 3TOro pexunma NoAKMYeHNe npekpaLlaeTcs
aBTOMaTMYECKM Yepe3 onpedeneHHbli nepuop HeakTuBHocTM (MakcumanbHoe Bpems
NpocCTOoA) 1 BOCCTAHABNMBAETCA MNocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl XxoTuTe,
4YTOObI coeanHeHne BbINO akTUBHBLIM MOCTOSIHHO, B None MakcumanbHOe BpeMsi NpoCTos
yKaxuTe 3HadeHue “07, nmbo yKaxute KONMMYEeCTBO MMHYT, MO MUCTEYEHUM KOTOPbIX

roakItoYeHne K cetn MHTepHeT npekpallaercs.

> MoaknuYnTbL aBTOMaTUYECKU — an/l cboe noaknoyeHns nponcxoguT ero aBtTomatn4yeckoe

BOCCTaHOBI1EHMe.

> Mogknuntb NO pacnuncaHnrw -— MogkntoyeHne yCTaHaBIIMBaeTCA TOJIbKO B 3aaHHbIN

nepuop (4aTta Hayana u KoHua nepuoaa ykasbiaetcs B oopmate Y4:MM)
& lMpumevaHue:

MNopknioyeHne no pacnucaHuo GyaeT paboTaTb TOMbKO MOCMEe TOro, Kak B OKHE
CucTeMHble MHCTPYMeHTbl — HacTpoiika BpemeHu GyeT BbICTaBIEHO CUCTEMHOE BPEMS.

> TMopgknunTb BpyYHyl — [na nogkniovyeHUs/OTKIIOYEHNA BOCMOMb3YWTECH KHOMKOW
CoeanHntb/OTCOEAMHNTL. B 3TOM pexmme noggepxkuBaetcs yHkumss MakcumanbHoe
BpeMA npocTos kak u ans pexuma Moaknountb no Tpeb6oBaHuio. [logknioveHne K
MHTepHEeT MoXeT ObITb NpekpaLLeHo nocre onpeaeneHHoro nepnoga HeakTMBHOCTH, a 3aTeM

BO306HOBMNEHO CHOBaA Npu obpalleHnmn k MIHTepHeT-pecypcy.

Haxxmute kHonky CoeAMHUTb ANs HEMeOJIeHHOro nogkntodeHus. Haxmmte OTcoeanHUTb ANns

HemMeaneHHoOro OTKNr4YeHnA.

MHorga nogkntoyveHne He MOXET BbITb npeKpawleHo aaxe ecnn B none MakcumanbHoe BpemMms
NPOCTOA yKa3aHO onpeaerieHHoe 3Ha4deHune, T.K. HEKOTOpPbIEe MPUNoXeHunAa B CbOHOBOM pexunme

ob6paluatotcs K VIHTepHeT-pecypcam

Ecnn Bbl XOTUTE BHECTU W3MEHEHUS B AOMNOMHUTESNbHbIE HaCTpOIZKM, HaXMUTE KHOMKY

DononHutenkHo. [losBUTCA OKHO, Kak nokasaHo Ha Puc. 4-9:
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Paamep MTU (B GaiTax): 1480 (3HayeHKe No yMonYaHuo 1430, He MeHARTE 3T0 3HAYEHKME, BCMM B 3TOM HET HEoBXOOUMOCTH.)

Wma cepeunca:

HMA KoHUeHTpaTopa goctyna:

[ Wcnoneayitte IP-agpec, yKa3aHHeIR NOCTAEWWKOM VIHTE pHET-yCnyT
IP-agpec, yKazaHHbIA NOCTABWMKOM HHTepHeT-yCnyT:

WHTEpBaN OHNaNH-0TCIeXNBAHNA: 0 CekyHgel (0 ~ 120 cekyHn, 3HaYeHWe No yMonYaHuw O (oTCNeXMeaHe He NPoW3BoaMTCA)

[ Wcnoneayire cnegyiowne DMNS-cepeepsl
MepBuyHLIA DNS:

Bropu4Hbli DN S: (HeoOA3.)

[ coxpanuts | [Hazsaa ]

Puc. 4-9 lononHuTenbHble HacTporiku PPPoE

> Pasmep MTU — 3HadeHune no ymonyaHuio 1480 GaniT, 4To 0BbIYHO ABNSAETCA ONTMManbHbIM.
He pekomengyetcs nameHsitb Paamep MTU, ecnu Tonbko 3TO He siBNSAETCS TpeboBaHWEM

nocTaBLiuKa VIHTepHeT-ycnyr.

> Wma cepBuca/KoHueHTpaTtopa pgoctyna — ViMs cepBuca WM KOHLeHTpaTopa JocTtyna.
[aHHoe 3HadeHune crieagyeT ykasbiBaTb TONMbKO B TOM Crlyyae, ecriv 3T0 Heobxoaumo Ballemy
noctaBLwmKy VIHTepHeT-ycnyr. B 6onblMHCTBE CnydYaeB MOXHO OCTaBUTb 3TW MO NYCTbIMMU,

4YTO He nNomeLuaet pabore.

» IP-apgpec, ykazaHHbIM nocTaBwmkom MHTepHeT-ycnyr — Ecnun noctaBuuk NHTepHeT-ycnyr
He nepenaeT aBToMaTuyeckn IP-agpec maplipyTvMsaTtopy npu BXxode B CUCTEMY, Bbibepute
ayenky IP-agpec, ykasaHHbIn nocTtaBwumkoMm WHTepHeT-ycnyr un ykaxuTte |P-agpec,
nonyyYeHHbIn OT nocTaBwmka WHTepHeT-ycryr, MUCMoNb3ys TOYKM B KayecTBe 3Haka

pasfeneHus.

> WHTepBan oHnamH-oTcnexuBaHua — 3HadeHne no ymonyaHuto 0. Takke MOXHO ykasaTb
3HaveHue ot 0 go 120. MapwpyTtusatop 6yaer BeCTU MOUCK KOHLEHTpaTopa Aonycka vyepes

3agaHHbIn HTepBan. MNpu 3HavyeHun 0 nomnck BecTuch He Byaer.

> MWcnonb3oBatb cnepylowme DNS-cepBepbl - Ecnu Baw noctaBwmk VHTepHeT-ycnyr He
HasHayaeT mappyTusatopy DNS-agpeca aBTomatuyecku npu BXxoae B CUCTEMY, NOCTaBbTe
ranouky B a4yenke Ucnonb3oBatb cnepyrowmne DNS-cepBepbl 1 yKaKuTe NOMYYEHHbIA OT
nocrtaewmka WHTepHeT-ycnyr IP-agpec B gecatudyHoMm cpopmarte € pasgenurenbHbiMu
Toukamu B none nepsuyHbii DNS-cepBep. Ecnu nmeetcs agpec stopnuHoro DNS-cepsepa,

ero TakXxe crnegyert ykasaTtb.

Haxxmute KHOMKY COXpaHMTb Ona coxpaHeHuna HaCTpOek.
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Ecnu nocraBwumk WHTepHeT-ycnyr ncnonb3dyet kabens BigPond (unu curHan Heart Beat),
BblbepuTe Kabenb BigPond. 3geck Heob6xoammo ykasaTtb crnegytowme napameTpbl (cMm. Puc.
4-10):

Tun nogknodeHna WAN: Kabenke BigPond v
HMA none3oBaTens: usermnarne
NMaponk: [TTITTTY]
Cepeep ayTeHTndMKaLmm: SIM-Server

LomeH ayTeHTUMKaLMA:

Pazmep MTU (B GarTax): 1500 (3HaueHWE NO YyMONUaHWK cocTaenAeT 1500. 3HayeHe MEHARTCA TOMBKO NPW HAMWMYKMe HeodXoguMoCTi.)
Peximm MoaKnoYeHnA: () MogkniourTe No TpeGoBaHIK
MakcimaneHoe Bpema npoctod: | 15 MWHYTEI (0 - 0CT3ETCA AKTUEBHEIM NOCTOAHHO.)

() NogknioyiTe aBETOMATHYECKKH
) MogknioYiTe BRYYHYIO

MakcmansHoe BpemMA NpoCToRA: MWHYTEI (0 - 0CTAETCA aKTWEHLIM NOCTOAHHO. )

Orkniouerol
Pwuc. 4-10

Uma I10]1b30BaTeJ1H/napOJ1b - YKkaxute umda nonb3osaTtens u naposib, nony4YeHHble OT

nocrasLumka MHTepHeT-ycnyr. 3Tn nonsa YyBCTBUTEMbHbI K perucTpy.
CepBep ayTeHTUpUKaLum - Ykaxute IP-agpec unu ums ysna cepeepa ayTeHTMdUKaLmm.

JomeH ayTeHTUMKaLMKM - Ykaxute uma cepaepa ¢ cyddmMKCoOM JOMEHa C Y4ETOM BaLLEro

MECTOHaXOXAEHWS.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au

VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au

QLD - gld.bigpond.net.au

Pasamep MTU - O6bl4HO 3HauveHne MTU (MakcumanbHbI pa3mep naketa nepeaaBaeMbiX

OaHHbIX) ana 6onbwnHcTBa ceten Ethernet coctaensetr 1500 Gawmt. He pekomeHpyetcs

N3MEHATb ero, ecrin TOJfibkKo 3TOro He Tpe6yeT NoCTaBLUUK l/IHTepHeT-ycnyr.

MoaknounTb No TpeGOBaHVIIO - I'Ipvl Bbl60pe 3TOro pexunma noakryYeHne rnpekpawaeTcqd

aBToMaTtn4eCkn 4yepes OI'Ipe,D,eJ'IeHHbIVI nepunog HeakKTUBHOCTU (MaKcumaanoe BpemMA

-30 -



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

npocTos) 1 BOoCCTaHaBNMBaeTcsa nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4yTOObI COoeanHEeHVe BbINO akTUBHBIM NMOCTOSHHO, B none MakcumanbHoe Bpemsi NpocTosi
ykaxute 3HadeHne “07, nubo yKaXmTte KONMMYECTBO MWHYT, MO WUCTEYEHUN KOTOPbIX

nogkrno4yeHne K cetun MHTepHeT npekpallaeTcq.

> MoaknwunTb aBTOMaTUYeCKU - ABTOMATUYEeCKoe MOAKMNIYEHNE nocne OTKAYEeHUs

mMapLupyTusaTopa.

> MoaknounTb BpYyUHylo — [Ins HeMeaneHHOro NnoaKYeHUs/OTKIIYEHMS BOCTONb3YWTECh
kHonko CoeaMHuTL/OTCOeAMHUTL. B 3TOM pexume noaaepkvBaeTcss  PYHKUMS
MakcumanbHoe BpeMsi NpPoCcTOA kak M B pexume [MoaknouuTb no TpeGoBaHMIO.
MopkntodeHre Kk VIHTepHeT MoxeT ObliTb MpekpalleHo Mocne onpeaerneHHoro nepuoga

HEeaKTMBHOCTM, a 3aTeM BO30GHOBNEHO CHOBa Mpw obpalleHun k IHTepHeT-pecypcy.

Haxmute KHOMKY CoeouHNTb Ons HeMedneHHoro nogknoyeHus. Haxmute OTcoeanHnTb

ana HemeanneHHoOro OTKIIo4YeHn4.

I'Ipep,ynpem.qel-me: WHorga nogkntodeHune K MHTepHeT He MoXeT ObITb npeKpawleHo gaxe ecrin B
none MakcumaneHoe BpeMda nMNpoCToA YKa3aHO KOHKpeTHOe 3HadeHue, T.K. HeKOoTopble

NpUNnoXxeHna noCToAHHO O6paLLl,aPOTCFI K MHTepHeT B (*)OHOBOM pexnme.

Haxmute kHonky CoxpaHUTb 4S5 COXpPaHEHMS HAacTPOeK.

5. Ecnm noctaBwmk WHTepHeT-ycnyr wucnonb3yet Tun nogknodernus L2TP, Bbibepute

L2TP/Poccusa L2TP. 3gecb HeobxoamMmo ykasaTth criegyowmne napameTpsl (Puc. 4-11):
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TL-WR841N/TL-WR841ND

BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
PykoBoacTBO nonb3oBaTtens

Twn nogkniyedns VWAN:

Hma nons3osarens:

NMaponk:

IP-agpec/MuA cepeepa:
IP-agpec:

Macka nogcerw:
OCHOBHOW WITH3:

DNS:

IP-agpec WHTepHeT:

WHTepHeT DN S:

Pasmep MTU (B GaiTax):

MakcumaneHoe BEpeMA NPoCTORA;

Pexun coeuHeHHn:

L2TP/Poccua L2TP v

username
sssseRee

CoeguHnTe

Otknwoyeno!
(& OuHamuuecknin 1P (O Cratuueckui IP

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0,0.0.0.0

0.0.0.0

0.0.0.0,0.0.0.0

1460 (3HayeHWe No yMonyaHio 1460. He cnedyeT MeHATs Gea Heo0xoduMocTi.)

15 MUHYTEI (0 - 3KTMEHO NOCTOAHHD.)

(%) Mopgknidenne No TpeGoraHnn

) MogknKuyUTs SETAMATHYECKK

) MogknourTe BRYYHYI

CoxpaHnTe

Puc. 4-11 WAN

Uma nonb3oBatens/Maponb - Ykaxute Mmsa nonb3oBaTens v naposfb, MOMyYeHHble OT

nocTaBLyuka VIHTepHeT-ycnyr. 3T Nonsi YyBCTBUTENbHbI K PEFUCTPY.

OunHamnuecknn IP/Ctatnuecknn IP - Bbibepute kakon IP-agpec npegoctaBneH Balnm

NOCTaBLUMNKOM MHTepHeT ycnyr. Haxmurte KHOMKY COGAMHVITI:: ana  HemeaneHHoro

coeguHeHus. HaxmuTe KHOMKY OTCcoeAuHUTb AN HEMEANEHHOrO OTKIIOYEHMS.

MoakniounTb No TpeboBaHMIO — B HacTpolikax MapLLpyTu3aTopa MOXHO yKasaTb, YTOObl OH

npekpawan coeguHeHne ¢ WHTepHeT u4epe3 onpedeneHHbIn Nepuog  BpPEMEHU
(MakcumanbHoe Bpems npocTtos). Ecnn Takoe coeguHeHue ObIO NpekpalwleHo u3-3a
npoctos, PyHKuMsi MoAKMYNTL NO TPeOOBaHMIO B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
€ro, Kak TonbKo Bbl obpatuTecb K WMHTepHeT-pecypcy. Ecnu Bbl XOTUTe akTMBMpPOBATb
dyHKkuuio MogKnounTb NO TPE6OBaHUID, HAXXMUTE COOTBETCTBYIOLLYIO paguokHonky. Ecnn
Bbl XOTUTE, YTOObI NoAKMYeHne K MHTEpHET ObiNo akTMBHLIM MOCTOSIHHO, Bbibepute 0 B
norne MakcumanbHoe BpeMsl NPOCTOA. TakKe MOXHO yKasaTb Nepuog BPEMEHN B MUHYTaX,

rnocre KOTOporo noaknoyeHne byaet npekpaileHo.
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

> MoaknunTb aBTOMaTUYeCKU - ABTOMATUYECKOE MOAKMIYEHNE MOCe OTKAYEHUS
MapLuipyTtmn3artopa. YUToObl MOAKMYNTD Ty (byHKLlI/IIO HaXMUTE COOTBETCTBYHOLLYIO

PaanNOKHOIKY.

> TMopgknwunTb BpPy4YHYW - B HacTporkax MapwpyTtu3atopa MOXHO BblGpaTb
NoaKntoYeHNe/oTKNoYeHNne BpyYHyto. [locne ucTedeHust ykasaHHOro nepuoga MpoCcTost
(MakcumanbHoe BpeMsl NPOCTOs), MapLLpYTU3aTop NpekpaTuT coegmHeHne ¢ NHTepHeT, 1
Korga Bbl CHOBa obpartuTech k VIHTEpHET-pecypcy, coedvHeHne He OyaeT aBTOMaTUYECKU
BOCCTaHOBMEHO. YToObl aktuBMpoBaTb 3Ty QYHKUMIO, HaXMWUTE COOTBETCTBYIOLLYHO
paguokHornky. Ecnu Bbl xoTuTe, 4TOObI NOoAKto4YeHne Obino akTUBHO NMOCTOSAHHO, YKaxute 0 B
norne MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Nepuog BPEMEHN B MUHYTaX,
B TEYEHNE KOTOPOrO Bbl XOTUTE MMETL aKTUBHOE MOAKIIOYEHNE K VIHTEPHET 40 TeX nop, noka

He ByaeT caenaH 3anpoc Ha HOBOE MOAKIoYeHMe.

BHuMaHue: VHoroa nogknoyeHne He MoXeT ObiTb MpekpalwleHo [axe ecnu B none
MakcumanbHoe BpeMsi MPOCTOsl YKasaHO ONpedeneHHoe 3HayeHue, T.K. HeKoTopble

NpUNoXxeHusl B OHOBOM pexunmMe obpallarotcs k MHTepHeT-pecypcam.

Haxmute KHOMKY COXpaHMTb Ona coxpaHeHna HaCTpOoeK.

6. Ecnwn noctaBwuk MHTepHeT-ycnyr npegoctasnsaet PPTP-nogknioyeHve, Boibepute 3Ha4yeHne

PPTP/ Poccus PPTP. 3gecb Heobxoammo ykasaTtb criegylowme napametpbl (Puc. 4-12):
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TL-WR841N/TL-WR841ND

BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
PykoBoacTBO nonb3oBaTtens

Twn nogkntYeHna WAN:

Hma nons3ogarena:

Maponk:

IP-agpecilma cepeepa:

IP-agpec: 0.0.00

Macka nogceTu: 0.0.0.0
OCHOBHON WITH3: 0.0.0.0

DHS: 0.0.0.0,00.00
IP-agpec WUHTepHert: 0.0.0.0

WHTepHer DN S: 0.0.0.0,0.0.0.0

Paamep MTU (B GaiTax): 1420 (3HayeHWe No ymMonyaHuio 1420, He MeHARTE 3T0 3HaYeHWE, @CNH B 3TOM HET Heo0X0gMMOCTH.)
MaKkcHMMansHOe BpeMA NPOCToR: 15 MUHYTBI (0 - COEOMHEHWE OCTAETCA AKTHEHEIM NOCTOAHHOD. )

Pexum coeqrHeHnn:

PPTR/Poccua PRTP v

username

(2121111

CoegnHuTE

OtknioyeHo!

(® OnHamuyecknid IP - (O CTatnyeckni IP

@' MogknoynTs No TpedosaHmo

) TogKnNKuYMTE aBTOMATHYECKN

) MogknuunTE BRYYHYIO

CoxpaHnTs

Puc. 4-12 Hactpowikn PPTP/Poccusa PPTP

Uma nonbsoBaTenﬂ/I'Iaponb — YKkaxute MMmsa nonb3oBaTtens u naposib, nory4vyeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nons AaBNAKTCSA YyBCTBUTEJNIbHbIMU K PErncTpy.

OuHamunyeckun IP/Ctatnyeckun IP — Ecnv Bbl nNonyyunu Takonm agpec OT NocTaBLUMKa
WHTepHeT-ycnyr, BblibepuTe COOTBETCTBYyKOLLee Mone u ykaxute |P-agpec noctasLlinka

I/IHTepHeT-ycnyr nnn JOMeHHoe NMA4.

Mpu BbIGOpe cTatndeckoro IP-agpeca n JOMEHHOIO MMEHU, Takke Heobxooumo ykasaTe DNS,

Ha3Ha4Y€HHbIN NOCTaBLLMKOM I/IHTepHeT-ycnyr. lNocne aToro HaxmuTe KHOMKY COXpaHMTb.

CoeanHnTtb/OTCOEANHUTD, 4yTOObI npoun3BecTun

Haxmute KHOMKY

NOOKITHOHYEeHNE/OTKITIOYEHME.

MoakntounTb No TpeboBaHUK — B HacTponkax MapLupyTM3aTopa MOXHO yKasaTb, YTOObl OH

npekpallan coeavHeHne C WHTepHeT uYepe3 oOnpederneHHbli  nepuon  BpPeMEHU

(MakcumanbHoe Bpems npocTtosi). Ecnu Takoe coeavHeHwe Obino npekpalieHo u3-3a

NpoCTOA, (byHKLI,I/Iﬂ MoaknounTb No TpeGOBaHMIO B aBTOMaTtn4eCcKomM pexmnmve BOCCTaHOBUT
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

ero, Kak Tonbko Bbl oOpaTtuTtecb k VIHTepHeT-pecypcy. Ecnn Bbl XOTUTe akTMBMpOBaTb
dyHkumio MoaknounTb NO TPe6OBaHUIO, HAXKMUTE COOTBETCTBYIOLLYIO paanOKHOMKY. Ecnn
Bbl XOTUTe, YTOObI NOAKIoYeHne K VIHTepHeT ObIIo akTUBHLIM MOCTOSIHHO, Bbibepute O B
none MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKka3aTb Nepuog BPEMEHN B MUHYTaX,

rnocre KOTOporo noaknoyeHne 6yaet npekpalleHo.

> MMopknouuTb aBTOMaTM4YeckM - ABTOMaTMYECKOE MOAKMIOYEHWE MOCMe OTKIYEHUSs
mMaplwpyTu3atopa. YTobbl NOAKMIOYUTL 3Ty (DYHKUMIO, HAXMWUTE COOTBETCTBYHOLLYIO

pPaanoKHOMKY.

> TMopgknunTb BpyYHY - B HacTporkax MmapwpyTtu3atopa MOXHO BblOpaTb
nogKmnoYeHne/oTkNoYeHne BpyYHylo. [locne ucTeveHWs ykasaHHOrO nepuoga npocTos
(MakcumanbHoe BpeMsi NPOCTOos), MapLLpyTU3aTop NPeKpaTuT coeamHeHne ¢ NHTepHerT, n
Korga Bbl CHOBa obpartuTtech k MIHTepHeT-pecypcy, coedvHeHne He OyaeT aBToOMaTUYecKu
BOCCTa@HOBMeHo. YToObl akTMBMpoBaTb 3Ty (PYHKUMIO, HaXMUTE COOTBETCTBYIOLLYIO
paguokHorky. Ecnn Bel xoTuTe, UTOOLI NOAKINIOYEHUE ObINO aKTUBHO NMOCTOSAHHO, YkaxuTte O B
none MakcumanbHoOe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Neprog BPEMEHU B MUHYTAX,
B TE4YEHNE KOTOPOro Bbl XOTUTE UMETb aKTUBHOE MOAKMNIOYEHME K VIHTEpPHET 40 Tex nop, noka

He 6yp,eT caenaH 3anpoc Ha HOBOE NoAkKrto4yeHue.

BHumaHue: VHorga noakntoyveHne He MOXeT ObiTb npeKkpaweHo pfaxe ecnnm B none
MakcumanbHoe BpeMsa nNpocCcToA YyKasaHO onpegeneHHoe 3Ha4veHue, T.K. HeKOoTopble

npunoXxeHusi B oOHOBOM pexunme obpaliatotces k IHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHUTb 4S5 COXpaHEHUS HAacTPOeK.

&= lMpumeyaHume:

Ecrnv Bbl He 3HaeTe, KakoW TWM MNOAKMOYEHUA BblOpaTb, HaXxmuTe KHOMKy OnpepenuTb U
MapLIpyTU3aTop aBTOMaTU4YeCKM Ha4yHET MOMCK CEpPBEPOB U MPOTOKOOB BaLLEro MNOAKIMOYEHNS K
cetn UHTepHeT. MNMpn obHapyeHun akTnBHoro VIHTepHeT-cepBuca MapLupyTMsaTop coodwmTt ob
3TOM. [JaHHbIN OTYET JaeTcsa TONbKO ANa cnpaBku. Ytobbl yoeanTbesi B TOM, YTO 3TO UMEHHO TOT
TUM COEOMHEHUs, KOTOpbIA HyXeH, TpebyeTcss obpaTuTbCs K MNOCTaBLUMKY WHTEpHET-yCnyr.

MapLipyT3aTop MOXET BbISIBUTb CrieaytoLme TUbl MOAKIIOYEeHNI K ceTU VIHTepHET:

e PPPoE/Poccus PPPoE - MogknioveHus, ncnonbdyemole PPPOE, npu koTopbix TpebyeTtcs

YKa3aTb UMA nonb3oBaTtena 1 naponb.

o [NunHamunuecknmn IP-agpec - [MogknoyeHus, NpUMEHSOWME Ha3HaYeHne ANHAMUYECKUX

IP-agpecos.

e Cratnueckun IP-agpec - [logknioyeHusi, npuUMEHsIlOWMNE Ha3HadYeHWe CTaTUYECKUX

IP-apgpecos.

-35-



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

MapLpyTmnsaTop He MOXeT ObHapyXuTb Takue nogknodeHus kak PPTP/L2TP/BigPond. Ecnu
nocTaBLMK NHTEPHET-YCNyr NCNoNb3yeT OOAWH M3 TakMX MPOTOKOSOB, Bbl AOJMKHbLI MPON3BECTH
NOAKMNIOYEHNE BPYUHYIO.

4.5.2 KnonupoBaHue MAC-agpeca

BbibpaB CeTb - KnoHnpoBaHme MAC-agpeca, Bbl MoxeTe HacTpoutb MAC-agpec WAN-cetn
(Pwnc. 4-13):

MAC-agpec WAN: 00-0A-EB-08-43-14 [ BoccTaHOBUTH 3a3BOACKOR MAC-aapec ]
MAC-afipec KOMNbHTEpa: [ KnoHuposaTe MAC-agpec l

Puc. 4-13 KnonnpoBanne MAC-agpeca

HekoTopble nocTaBlumku MHTepHeT-ycnyr TpebytoT peructpauumn MAC-agpeca anantepa. 3aech

penko TpebyeTca BHOCUTbL Kakne-nmbo M3MeHeHUs.

> MAC-agpec WAN - B atom none otobpaxaetcs Tekywmn MAC-agpec WAN-nopta. Ecnun
Ball nocTaBlWuK WHTepHeT-ycnyr TpebyeT, 4Tobbl Bbl 3apeructpuposann MAC-agpec,
ykaxute  npaBunbHoii  MAC-agpec B a3tom none. dopmatr MAC-agpeca

XX-XX-XX-XX-XX-XX (rgoe X wecTtHaguaTepmnyHoe YnCro).

> MAC-agpec komnbioTepa - B atom none ortobpaxaetrca MAC-agpec KomnbloTepa,
ynpaenstowero mapwpyTtusatopom. Ecnun MAC-agpec Ballero agantepa 3aperectpnpoBaH,

HaxxmuTe KHornky KnoHupoBaTtb MAC-agpec, v oH nossutcs B none MAC-agpec WAN.

Haxas KHOMKY BoccTtaHOBUTbL 3aBOACKOM MAC-a,qpec, Bbl BEpHETEeCb K NICXOOHOMY 3HA4YEeHU0

MAC-agpeca WAN-nopra.

Haxmute kHonky CoxpaHUTb 1151 COXPaHEHNS HaCTPOEK.

& lMpumeyaHue:

®yHkuna KnoHupoBatb MAC-agpec MoxeT ObiTb MCMONMb30BaHa TOMbKO KOMMbIOTEPOM

riokanbHOW ceTn.

4.5.3 JlokanbHag ceTb
Bbl6paB CeTb - JlokanbHas CeTb, Bbl MOXeTe HaCTpOUTb IP-napameprl NloKanbHOMN CeTUn, Kak
NMOKa3aHO HWXe.
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BecnpoBoagHown mapwpyTtusartop cepum N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

JlokaneHanA ceTb

MAC-anpec: 00-0A-EB-08-43-13
IPagpec: | 192.168.0.1 |

Macka noaceTh: |255..’255_255_U V|

COXpaHuTb

Puc. 4-14 JlokanbHas ceTb

> MAC-agpec — dusnyeckun agpec LAN-noptoB nokanbHow ceTu. [laHHOe 3HavyeHue He

MOXET ObITb U3MEHEHO.

> IP-agpec — YkaxuTte IP-agpec mapLupytmnsatopa nnm copockre ero, MCrnosb3ysd AeCATUYHbIN

cdopmar ¢ pasgenuTernbHbIMU TOYKaMu (3HadYeHre No ymonyaxuio: 192.168.1.1).
> Macka noacetm — [laHHoe 3HadyeHwe onpegenseT 3HayeHne ceTn. OBbIMHO 3TO

255.255.255.0.

& lMpumeyaHue:

1) Ecnun Bbl uamenunu IP-agpec nokanbHOW ceTu, Bbl AOSMKHbI YKa3blBaTb 3TO 3HAYEHWEe npu

BXOZE B MapLipyT13aTop.

2) Ecnu HoBbIM IP-agpec nokanbHOM CETM HEe COOTBETCTBYET Macke noacetu, nyn IP-agpecos
DHCP-cepBepa Takke nameHntcd, a gyHkuumn BupTtyanbHbeii cepeep n DMZ Host He ©BygyT
pabotatb OO Tex MOp, NOKa B WX HACTPOMKM He OyayT BHeCeHbl COOTBETCTByHOLLUE

N3MEHEHUA.

454 IPTV
Beibpae CeTb - IPTV, Bbl MOXeETe BbINONHUTL HACTpoKKy nopta IPTV STB.

Mopt IPTV STB: OTKNHOYNTE

COXpaHuTb

Puc. 4-15 IPTV
MopTt IPTV STB - Homep nopta LAN, Ha KOTOPOM yCTaHaBNMBaeTCa CoeauMHeHne Tuna "mocT" ¢

noptom WAN.

Bbi6epuTte nopt LAN, C KOTOPbIV Bbl XOTUTE YCTAHOBUTbL coeanHeHne Tuna "Moct" ¢ noptom WAN.
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BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

Ecnn y Bac ecTb Apyroe ycTpoWCTBO, koTopoe Bbl XoTenu 6bl nogkniounte kK WAN, HO BaLu
noctasLmK MHTepHeT-ycnyr npeaocTaBnseT Tonbko ogHo coegunHeHne WAN, Bbl MOXeTe ykasaTb
ognH n3 noptoB LAN, kotopein OGyaetr nomydatb naketbl or nopta WAN. Hanpumep, Bbl
nogkntoyaete Bawy IPTV-npuctaBky Kk onpegeneHHomy nopTty LAN u nonydaeTte curHan wu
IP-agpec ot Ballero nocrasLuka VIHTepHET-ycnyr Hanpsmyto 6e3 Kaknx-nmbo noTepb B KayecTse
Aaxe ecrnv Ha KOMMboTep, MNOAKMIOYEHHbIN K MapLUpyTM3aTopy, 3aKkaunBaloTCca TOppeHTbl/dannbl

C MakcuManbHom CKOPOCTbHO.

& lMpumevaHue:

M3meHeHne nopta IPTV STB BCcTynuT B cvny TOMNbKO NOCAe nepesarpyskyu MmapLupytmusaTopa.

Haxmute KHOMKY COXpaHMTb Ona coxXxpaHeHna HaCTpOeK.
4.6 BecnpoBOAHON PEXUM

BecnpoBOQHONA PEXAM
- HacTpoikn GecnpoBOOHONO PEXHMA
- Jamura DecnpOBOOHOND PEXMMa

- neTpaunA MAC-agpecos

- PAacwMpeHHblie HACTPOHKK

- CtTatMcTiEa GecnpoBOAHOND pEXMME

Puc. 4-16 MeHio becnpoBogHon pexunm

B meHio BecnpoBogHonm pexum cogepxaTtca nAtb nogmeHto (cm. Puc. 4-16): Hactpomku
6ecnpoBoagHoro pexuma, 3awmrta 6ecnpoBogHoro pexuma, Punsrtpauna MAC-agpecos,
PacwupeHHble HacTpoukn n Ctatuctuka 6ecnpoBogHoOro pexuma. Boibepute ogHO M3 HUX

05191 HACTPOWKN COOTBETCTBYOLLEN (DYHKLMN.

4.6.1 HacTtpounkmn 6ecnpoBOogHOro pexuma

Boibpas BecnpoBopgHon pexum - HacTpomkm O6ecnpoBOAQHOro pexwuma, Bbl MOXETE
NPOmn3BECTM HAacTpPoKKy 6a3oBbIX NapameTpoB GeCNpPOBOAHONM CETMH.
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Wms cemm: TP-LINK_084313 (Tarke HaswligaeTcA S3I0)
Pervon: Poccua b
Pexam: 11bgn cmeLwanHeIi >
LIMpHHa KaHana: ABTO w
Kanan: ABTO hd
MakcHMansHan CKopocTe nepenaym (Tx): 300 Meutic | w

cnonkayiTe Nepeknuyatens WiFi Ha yeTPORCTEE ANA BKNIDYEHWUA/OTEMNIYEHNA GECNPOBOAHONA TRAHENALMK.
BknwynTs GECNPOBOOHOE BEWAHWE
BKNWYATE WHPOKOBEWAHNE SSID

[ Bemwouwnts WDS

CoxXpaHuTe

Puc. 4-17 Hactpoiikn 6ecnpoBogHom ceTu

> Wma cetn — Ykaxnte 3HadeHue anuHom go 32 cumBonoB. Bcem 6GecnpoBogHbIM
YCTPOWCTBaM CETU AOKeH OblTb NPUCBOEH OAMH W TOT e uaeHTudukatop SSID. Yto
kacaeTca 6GesonacHocTn 6GecnpoBogHOM ceTwn, uaeHTudpukatop SSID no ymonuyaHuio
TP-LINK_XXXXXX (XXXXXX — nocnegHue LwwecTb yHuKanbHbiXx cumeorioB MAC-agpeca
MapLpyTtusaTtopa). [laHHoe none ABndeTcsa YyBCTBMTENbHbIM K pernctpy. Hanpumep, TEST

n test — ato PA3HbIE 3HauyeHus.

> PernoH — Bb|6ep|/|Te COOTBETCTBYIOLlEE 3HA4YEeHUE M3 BbiNagaroLlero Crnucka. B paHHOM
none yka3blBaeTcda pernoH, rae beHKLI,I/IFI 6eCI'Ip0BO,EI,HOIZ nepegadvn gaHHbIX MOXeT ObITb
ucrnonb3oBaHa. Mcnonb3oBaHne OaHHOW d)yHKLI,I/II/I B pernmoHax, He yKa3aHHbIX B ClNucke,
MOXeT ObITb He3akoHHbIM. Ecnn Ballen CTpaHbl U1 permoHa HeT B CMNucke, O6paTMTer 3a

NOMOLLBbID B MECTHOE NpaBUTENTbLCTBEHHOE areHTCTBO.

Mocne TOro, kak pervoH Obin BbiOpaH, HaxmuTe KHOMKy CoxpaHuUTb. B nosiBuBLUEMCS

NMHOPMaLMOHHOM OKHE HaxmuTe kHorky OK.

Coobie HHe c Be B-cTpaHMLup!

'E Beifupas He BaWY CTRaHY BBl MOKETE BBISESTE MOMEXM HE ARy X
L YCTROWCTE &% M HAPY WMTE MPUMEHAEMEIS 38KOHOLETENEHEIS HOPMEL

NHdopmaumnoHHoe OKHO
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&= lMpumeyaHue:

M3-3a TpeboBaHuM MecTHOro 3akoHogatenbcTBa y Bepcun ana CesepHon Amepuku

OTCYTCTBYeET onuus Bbibopa pernoHa.
Pexum — Bbibepute COOTBETCTBYOLLMIA peXxnm. 3HadeHne no ymonyaHmo 11bgn mixed

Tonbko 11b — Bbibepute, ecnm Bce 6ecnpoBoAHble KNMEHTbI NOAOEPXMBAIOT CTaHAApT
802.11b.

Tonbko 11g — Bbibepute, ecnm Bce GecnpoBofHble KIMMEHTbI MoAAepPXKMBaOT CTaHAapT
802.11g.

Tonbko 11n - BbiGepute, ecnv Bce GECNPOBOAHbLIE KIMEHTbI MOALEPXKMBAOT CTaHAApPT
802.11n.

11bg cMewaHHbIn - Bbibepute, ecnu ucnonb3yete 6ecnpoBodHbIE  KIWEHTHI,

nogaepxueatome ctaHgaptel 802.11b and 802.11g.

11bgn cMewaHHbIn - Bblbepute, ecnm wucnonb3yete 6ecnpoBofHble KIUEHTHI,

nogaepxueatome ctaHgaptel 802.11b, 11g, n 11n.

Bbibepute HyXHbIM pexum GecnpoBodHOW nepefayn AaHHbix. Ecnun BbibpaH 802.11g, TO
Tonbko GecnpoBoAdHble CcTaHuuMuM cTaHgapta 802.11g cMmoryt nogknwoyartbcs K
mapLipytusatopy. [Npu BbiGope 802.11n Tonbko 6GecnpoBOAHbIE CTaHUMU CTaHaapTa
802.11n cmoryT noaknyaTbCsa K Touke goctyna. HactostenbHO pekomeHayeTcs Bblbpathb
pexum 802.11bgn, 4ToObI BCe OecnpoBogHble cTaHumn ctaHgaptoB 802.11b, 802.11g u

802.11n cmornu noaknto4aTbCs K MapLIpyTU3aTopy.

LUVIpVIHa KaHana — Bbl68pMTe LMPUHY KaHana M3 BbiNnagatowlero crnmncka. Mo yMoOIn4aHuo
YyCTaHOBIIEHO ABTomaTnyeckn. B atom Cllyvae perynmpoBKka LWNpPUHbI KaHana ana KnmeHToB

npon3BoanTCcA aBTOMaTU4ECKN.

&= lpumeyaHue:

Ecnn B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g unu 11bg cmewaHHbIn, none
LLnpuHa kaHana ctaHeT ceporo LBeTa, U B HEM NosiBUTCA 3HadYeHne 20Mru, kKoTopoe Henb3s
OyneT n3ameHuTb.

Kanan - B paHHOM none BbicTaBnsieTcd pabovas 4acTtoTa, KOTOPYH Bbl cobupaeTech
ucnone3oBatb. 1o ymonyaHuio ctout pexum ABTO, Takum obpas3om, Todka [ocTyna
CaMOCTOATEeNbHO B aBTOMaTW4YeCcKOM pexume BblibepeT Hamboree nogxodsawmii kaHan.
BecnpoBogHon kaHan criegyeT MeHATb TOMbKO B TOM Criydae, ecnu Bbl Habnwopaete
nNpobnemsbl, CBA3aHHblE C MHTepdepeHUMen ¢ APYron TOYKOW [OCTyna, PacrofioXeHHOWN

PSAOM C BaluMM 000pYyaoBaHMUEM.

MakcumanbHas CKOpPOCTb nepepayu (TX) - B paHHOM none Bbl MOXeTe OorpaHnN4nTb

MaKkCMMarnbHyl CKOPOCTb Nepedayn gaHHbIX MappyTtusatopa (Tx).
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BknounTb 6ecnpoBoaHoe BeluaHue - becnpoBoaHON pexnm MaplupyTusaTopa MOXeT
ObITb BKIMOYEH UMK OTKMOYEH AnA obecneyeHus 6ecnpoBoHOro AocTyna 6ecnpoBoOaHbIX
cTaHuwui. BecnpoBoaHOe BellaHe MOXET GblTb BKIMHOUYEHO/BbIKIMIOYEHO TOMBKO C NMOMOLLBH

kHonkn WIFI ON/OFF Ha maplipyTusaTtope.

Bknountb wwupokoBewaHme SSID - Korga 6ecnpoBofgHble KIMEHTbI NMPOBOASAT MOWUCK
©ecnpoBOHOM CETU, K KOTOPOWN OHU XOTAT MOAKITIOYNTCS, OHWU YBUAST naeHtudukatop SSID,
nocblfiaemMbld  MapLllpyTM3aTopoMm. EcnuM Bbl OTMETUTE ranoudkon s4erky BknounTtb
wwupokoBewaHme SSID, TO 6GecnposogHoW MaplwpyTusatop OyaeTr OTKpbITO B
LLMPOKOMNOSIOCHOM pexume nepenasatb cBOE ums (SSID).

Bknounte WDS - Ota onuma Bknodaer WDS. C nomowbk AgaHHOW  YyHKUMK
MapLupyTU3aTop MOXET 00beaAnHUTL MOCTOM ABe M Bonee 6ecnpoBOAHbIE JTOKaNbHbIE CETU.
Ecnu paHHas sg4erika oTMedveHa ranovkon, 1o BaMm Oyger Heobxogumo ykasaTb psig
napamMeTpoB, Kak Moka3aHO Ha pucyHke Hwxe (Puc. 4-17). lMpoBepbTe NpaBWUibHOCTb
HaCTpOEK.

Brnoyute WDS

SSID (K KOTOPOW Bbl XOTHTE NOOKMNHYHTLCA):

BSSID (K KOTOPO# Bl XOTHTE NOAKMKYHTLECA): Mpumep:00-1D-0F-11-22-33
Tun Knrova: Het A
WHgexc WEP:

Twn ayTeHTUdrEaLmm:

Naponk:

Puc. 4-18

SSID (k koTOpoM Bbl XO0TUTE NoakntounTbes) — Mma SSID Toukm gocTtyna, kK KOTOpOW Ball
MapwpyTtmu3atop OydeT MOOKMWYEH B pexuMe KnveHTa. Bbl  Takke MoxeTe
BOCMoONb3oBaTbCs OyHKUMEN noucka Ans Bblbopa mmeHu SSID, Kk KOTOPOMY Bbl XOTUTE

npucoeanHnTbCA.

BSSID (k kotopon Bbl XoTUTe noaknountbea) — ima BSSID Toukm goctyna, K KoTopom
BalWl MapwpytnsaTop OyadeT MOAKMNIOYEH B pexuMme knueHTa. Bbl Takke wMoxeTe
BOCMONb30BaThCA (hyHKUMEn nomcka Ana Bbibopa umeHn BSSID, k KOTOPOMY Bbl XOTUTE

npncoegunHnTbCA

Mounck — Haxxmnte gaHHyro KHOMKY Ans novcka Tovek gocTyna, KoTopble B AaHHOM panoHe

paboTatoT Ha TekyLlen YyacToTe.

Tun knw4a — ,D,aHHyiO onuuo cnenyet HacTpamBaTb B COOTBETCTBUM C nNapamMmeTpamMu
©e3onacHocTn Touku AocTtyna. HacTtositenbHo pekomMmeHayeTCcAa BbICTaBUTb TUM 3aLUUTHI,

COOTBETCTBYIOLMIN TUNY 3alLnThbl Bawen Tovkm goctyna
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> WHpekc WEP - [laHHas onuusa ncnonb3yeTcs TONbKO B TOM Criydyae, ecnu B KadecTse Tuna
knoya BblbpaHo wudgposaHne WEP (ASCIl) wnu WEP (HEX). OaHHbin napameTp

yKasblBaeT Ha uHgekc knoya WEP.

»> Twun ayteHTudmkauum - [JaHHaa onums McCnonb3yeTcd B TOM Clyyae, ecrnv B KadecTBe
TMna knoya BbibpaHo wndposaHme WEP (ASCI) nnn WEP (HEX). OaHHbii napameTp

yKasblBaeT Ha Tun ayTeHTudunkaumm KopHeson Todku goctyna.

> I'Iaponb - Ecnn Touka 0O0CTyna Ballero Mapuipytusartopa Aana nogknio4veHud Tpe6yeT napornb,

BaM HeobxoauMo BBECTU naposnb B AaHHOM Mnorne.

4.6.2 3awmTta 6ecnpoBOAHOrO pexuma

BoibpaB BecnpoBogHon pexum - 3awmrta 6ecnpoBOAHOrO pexmma, Bbl MOXETE HACTPOUTb

napameTpbl 6e3onacHocTy Ballei 6ecnpoBOaHON CETH.

Y MapluipytTu3atopa WMMeeTcs NsATb pexumoB obecnedveHus 6GesonacHOCTUM 6GecnpoBOAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

) OTENKYUTE 3AWNTY
& WPA-PSKWPA2-PSK (PekomeHayeTch)
Bepcun: WPA2-PSK -
Wnthposanne: AES N
NMapons PSK: 12345670
(Bel moxeTe BeecTH ASCIl cUMEONEI B gManasoHe mexay 8 1 63 unn WecTHaguaTepuyHeIE CUIMBONE! B AMANa30He Mexdy 8 unum 64.)
Meprog oGHOBNEHWA FPYNNOBOTO KIKYa: 0 (B CEKYHOEX, MWHWMANLHOE 3HayeHne 30, 0 o3HavaeT oTCyTCTEME 0GHOBNEHUA)
O WPAMWPA2 - Enterprise
BEDCH.F!: ABTOMATUYECKEA hd
LWndpoeaxme: ABTOMAaTUUECKAA ~
IP-agpec Radius-cepeepa:
Radius-nopt: 1812 (1-65535, 0 03HAYaET NOPT NO YMONUaHWK 1812)
Maponk Radius-cepeepa:
Meprog oGHOBNEHUA MPYNNOBOTO KIKYa: 0 (B CEKYHOEX, MUHWMANLHOE 3HauyeHne 30, 0 o3HavaeT oTCyTCTEME 0GHOBNEHUA)
O WEP
Tum: ABTOMaTUYECKERA v
dopmar knko4a WEP: LecTHaayaTepnyHLIR e
KoY BLIGpaH Knioy WEP Tun knoya

Knioy 1: OTkntounTe ¥

Knioy 2: OTknounTE ¥

Kniou 3: OTknounTs %

Kniou 4: OTknriounTe ¥

Puc. 4-19 awuTa 6ecnpoBogHoro pexuma
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OTKNOUNTL 3aumTy — Ecnu Bbl He xOoTUTE MCMNONb30OBaTb 3aunTty 6eCI'IpOBO£|,HOIZ ceTu,
HaXXMNUTE COOTBETCTBYHOLLYHO PagUOKHOIMKY. HacTtoaTtenbHo pekomeHayeTcAa Bbl6paTb OOuH
M3 UMEeLLNXCA pEXMNMOB obecneyeHnsa 6e3onacHoOCTu.

WEP - Ha ocHoBe craHpapTta |[EEE 802.11. lMpn BbIGOpe paHHOro nomnsi nosiBUTCS
BbleNeHHasa KpacHbIM LIBETOM HaAMNUCb, Kak nokasaHo Ha Puc. 4-20.

WEP
Tum: ApTomaTueckan hd
dopmar kntova WEP: WecTHaguaTepruHEIR hd
Kntoy BeIDpaH Kniou WEP Tun knw4a
Kriou 1: OTknHounTE | %
Knioy 2: OTknHouNTE ¥
Kniou 3: OTknHounTE | %
Kriou 4: OTknHOUNTE |+
He peKkoMMEHOYETCA MCMONL30BATE WWHpoRaHWe WER, ecni yocTpoicTeo paGoTaeT B
pexume 802 110, Tak kak cneundmkauna 802.11n He nogoepxneaet WEF.
Puc. 4-20

e Tun — Bbl moxeTte BbibpaTb TN WEP-3awwuThl 13 BbinagatoLlero cnucka. 3HavyeHue no
ymonyaHuio ABTOMaTuuyeckasa. ABTOMatMyecku BblOMpaeTcs OOUH U3  BapuaHToB
ayTeHTMdukaumm: O6wmun knwd unn  OTKpbITaA cuctemMa B 3aBUCUMOCTU  OT

BO3MOXHOCTEWN M 3anpoca 6ecnpoBOgHON CTaHUuMM.

e ®opmar knroya WEP - Bbl  Moxetre Bbibpatb kogmpoBky ASCIl  uvnm
LLecTtHapguaTtepuyHbin opmat. ®opmar ASCIl nogxoguT nog nobyd KOMOWHaALMIO
CMMBOJIOB KNnaBuaTypbl B pamMKax 3agaHHon anuHbl. LLecTHaguaTepuuHbin hopmat
noaxoguT ans nobor koMmOMHauum wecTHaguatepudHbix cumeonoB (0-9, a-f, A-F) B

pamMKax 3agaHHON AJIMHbI.

e Kntou WEP - BriGepuTe oamH 13 yeTblpex kntoden n ykaxute WEP-knod. YbeouTecs B

TOM, YTO AaHHble 3Ha4YeHUs OAMHAKOBbI AN BCeX GecnpoBOAHbLIX CTaHLWIA CEeTH.

e Tun knwya — 3gecb MOXHO ykasatb anuHy WEP-kntoda (64-, 128- nnun 152-6utHbin).
3HayeHne "OTknioyeHo" o3Hayaetr, 4TtOo 3anmce ¢ WEP-knio4yom  aBnsieTcs
HeOencTBUTENBHON.
64-6MTHLIN — Bbl MOXeTe BBecTU 10 WecTHaaLaTepUyHbIX CUMBOMOB (Ntobas

kombuHaumsa 0-9, a-f, A-F, HyneBon koY HeaoNyCcTMM) UNn 5 CUMBOJIOB B KOAMPOBKE
ASCII.

128-6uTHbIN — Bbl MOXeTe BBeCTM 26 LiecTHagLaTepUYHbIX CMMBOSIOB (Ntobas
kombuHaumsa 0-9, a-f, A-F, Hynesown kntod Hegonyctum) nnn 13 cMMBONOB B KOAMPOBKE
ASCII.

152-6uTHBLIN— Bbl MOXeTe BBeCTU 32 WecTHaaUaTepMyHbIX cumBona (nbas kombuHauus
0-9, a-f, A-F, HyneBon knto4 HegonycTnm) unm 16 cumeonos B koanposke ASCII.
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&= lpumeyaHume:

Ecrnn Bbl He ycTaHOBMAM Kntod, TO dyHKUMA ©ecnpoBoaHOM 3awmuTbl OyaeT OTKYeHa,
Aaxe ecnu Bbl BbiGpanu B kayecTtBe Tuna AyTeHTndukaumm OOLWwun Ktou.

» WPA WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcusa — 3gecb M3 BbiNagawoWero cnucka MOXHO BblbpaTb Bepcuio anroputma
wudgpoBaHns WPA. 3HayeHne no ymonyaHuio ABTOMaTU4YeCKU. OTO O3HaA4aeT, 4To
aBTomaTtunyeckn Byget BbibpaH pexum WPA (Wi-Fi Protected Access) nnu WPA2 (WPA

version 2) B 3aBMCMMOCTM OT BO3MOXHOCTEN 6ECNpOBOAHOM CTaHLMM UK 3anpoca.
e LLndpoBaHmne — 3gecb MoXHO BbiGpaTh 3HavyeHns ABTtomaTtu4vecku, TKIP nnun AES.

& lpumeyaHue:

Ecnn Bbl HaxwmeTte paguokHonky WPA/WPA2 - Enterprise n 3atrem BbiGepute
wndgpoaHne TKIP, Bbl yBUANTE BbIAENEHHYHO KpacHbIM LIBETOM HaAMMUCh, Kak MOKa3aHo Ha
Puc. 4-21.

WPAWPA2 - Enterprise
Bepcwn: AeTomatnueckan hd
Lindp poBaHme: TKIP w
IP-agpec Radius-cepeepa:
Radius-nopr: 1812 (1-65535, 0 03HaYaeT NOPT NO ymonyaHui 1812)
Maponk Radius-cepeepa:
Mepuog 0OHOBNEHWA rPYNNOBOTO KIHYa; 0 (B CEKYHOAY, MWHWManNkeHOe 3HayeHne 30, 0 oaHayaeT oTCyTCTEME OOHOENEHNA)

He peKoMMEHOYETCA MCNONB30BaTe WHppoeaHne TKIP, ecnu ycTpoicTeo padoTaeT B
pexime 802.11n, Tak kak TKIP He NonoepsEaeTCA cneundrkauneil 802.11n.

Puc. 4-21
¢ IP-agpec Radius-cepBepa - Beeante IP-agpec Radius-cepsepa.
e Radius-nopTt - BBegunte nopt, kOoTOpbIN 6yaeT ncnonb3osaH Radius-cepsepom.
¢ Maponb Radius-cepBepa - Beegute naponb ana Radius-cepsepa.

¢ lepnoa o6HOBNEHUs FPYNMNOBOro Kkntova - 3ajanTe B CekyHaax nHTepsan o6HoBNeHus
rpynnbl krnoyen. 3HavyeHne aomkHo pasHATbesa 0 unu 30 nubo Beiwe. Beegute 0 ang

OTKIHOYEHUST OOHOBMEHUS.

> WPA-PSK/IWPA2-PSK (pekomeHpyetcs) — O1o Tun ayteHtudukaumm WPA/WPA2 Ha

OCHOBE€ COBMECTHO MCMNOJSib3yeMOoro napons.

e Bepcua — Bbl MoxeTe BbiOpaTb Bepcuio anroputma wndpoBaHua WPA-PSK u3
BblNagaroLero cnucka. 3HadeHve no ymonyaHuio ABTOMaTM4ecKU. JTO O3Ha4aerT, 4To
aBTOMaTMYECKN BblOMpaeTcs oanH 13 cnegyowwmx pexxumos WPA-PSK (oowwuin kntod WPA)
unn WPA2-PSK (obwwuin knod WPA2) B 3aBMCMMOCTM OT BO3MOXHOCTEN W 3anpoca

GecnpoBoaAHOM CTaHLUUN.
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e llindpposanHue - MNpu BoiGope WPA-PSK nnu WPA B kayectBe Tuna ayteHTudpmkauum
MOXHO YyKasaTb OAHO W3 crnegyrmux 3HadeHun - ABtomaTtumdeckas, TKIP vnn AES B

KayecTBe anropuTma LUMPOBaHKS.

& lMpumevaHue:

Mpwn BbiGope nons WPA-PSK/WPA2-PSK (pekomeHgyeTcs) 1 anropytma LunpoBaHns

TKIP nosiBuTCS BblAENeHHasi KpacHbIM LLBETOM HaAMMCb, Kak NokasaHo Ha Puc. 4-22.

® WPA-PSKIWPA2-PSK (PekomeHgyeTcs)
Bepcus: ABToMaTH4eCKaR v
Lndhposaxne: TKIP v
Maponks PSK: 12345670
(Bel MoxeTe BEECTM ASCI| CUMBONE! B QNANA30HEe MeXdy 8 W 63 UNK WeCTHAJUATEPUUHEE CUMEONE B QHANA30HE MEXTY 8 nnu 64.)
NMepron o0HOBNEHWA TPYNNOBOIO KNHYA: 0 (B CEKYHOAX, MMHWManNkHOe 3HaueHwe 30, 0 03HauaeT oTCyTeTEME 0BHOBNEHWA)
He pekomMmMeHayeTCA MCNoNk308aTs wudpoeanne TKIP, ecnn :.-IZT[]D[TT‘ETBD paforaer s
pexame 802.11n, TaK kak TKIP He nogaepneaeTcA cneyndukauneit 802.11n.
Puc. 4-22

e Maponb PSK — 3aecb MOXHO yka3aTb naponb AnnHou oT 8 0o 63 CUMBOMOB B KOOUPOBKE

ASCII nnn ot 8 go 64 wecTHagUaTepPUYHbIX CUMBOJIOB.

¢ MMepnoa o6HOBNEHUsA FPYNMNOBOro Knto4a - 3agaite B CeKyHAax MHTepBarn 06HOBMNEHUS
rpynnbl Krnoyen. 3HavyeHne AomkHo paBHATbesa 0 unu 30 nubo Beiwe. Beegute 0 ans

OTKINIOYEHNS OOHOBJIEHUS.

He 3abyabTe HaxaTb kHONKy CoXpaHUTb A5151 COXpaHEHWs BalLMX HACTPOEK Ha JaHHOW CTpaHuLe.

4.6.3 dunbrpauna MAC-agpecoB

Boibpae BecnpoBogHon pexum - dunstpauusa MAC-agpecoB, Bbl CMOXETE KOHTPONMpoBaTh
BecnpoBogHom JocTyn, HacTpomB dyHKunio dmnnsTpauum no MAC-agpecam (Puc. 4-23).

OuneTpaumA no MAC-agpecam: OTkn4eHa

MpaBuna thuNbTpaunu
@' 33I‘I|JETHTb CTAHUWAM, YK3a3aHHEIM BO BENKYEHHBIX 32NWCAX, N0ONY4YaTe OOCTYN.

C‘ Fa3pewnTe CTAHUWAM, YKA3aHHLIM BO BKMIOYEHHLIX 3aNWCAX, NONYYaTe 4OCTYN.

D MAC-anpec CocToRHne Onucanune PefaktnpoBate

[ nobasuts Hosyo |

Puc. 4-23 dunbrpauuns MAC-agpecos

YTtobbl akTMBMpOBaTh hyHKUMIO, He0OXx0aMMO BbibpaTh BknounTtb. 1o ymonyaHuto, ycTaHOBRIEHO
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3Ha4yeHue OTKNo4YeHa.

» MAC-appec - MAC-agpec 6ecnpoBOAHON CTaHLMK, KOTOpas Xo4eT Nony4nTb SOCTYn.
> CocTosiHue - CocTosiHMe gaHHoM 3anucu, Nnoo BknroyeHa, nmbo OTknroyeHa.

> OnucaHue - [pocToe onucaHne gaHHo 6ecnpoBOHON CTaHLUUK.

Ytobbl O06aBMTb HOBYK 3annCb, HaxMuTe KHOMKy [lob6aBuTb HOBYH... OTKPOETCA OKHO
Do6aBneHne unun BHeceHne W3meHeHnn B 3anucb BecnpoBogHon dunbTpaumu no
MAC-agpecam (cm. Puc. 4-24):

MAC-anpec:
Onucaxmne:

CocronHne: Brnwouexa A

| Coxpamuts | | Hasan |

Puc. 4-24 [JobaeneHue unu BHeceHne MameHeHnin B 3anuck becnposogHon dunerpaumm no

MAC-agpecam

Y100bI gOGaBUTL MNM uU3MeHUTb 3anucb ¢unbTpaumn no MAC-appecam, cnepyuTte

npeactaBfieHHbIM HNXe UHCTPYKUUAM:

1. Bsegute cootsetctBytowmn MAC-agpec B none MAC-agpec. ®opmat MAC-agpeca
cnegytowmm: XX-XX-XX-XX-XX-XX (rae X npegcrasnseT cobon noboe LwectHaguTepuyHoe
yucno). Hanpmumep, 00-0A-EB-B0-00-0B.

2. Beegute npoctoe onucaHune 6eCI'IpOBO£I,HOIZ ctaHuMm B none OnucaHwue. Hanpmmep,

BecnpoBogHas ctaHuus A.

3. B none CocTtosiHue 13 BbiNagaloLlero cnucka Bbl6epMTe 3HayeHMe BknroyeHa wnu

OTKnIo4YeHa.
4. HaxmuTe kHonky CoxpaHuTb 4151 COXpaHEeHNsa AaHHOW 3arnuciu.
OnA u3ameHeHUA UnNu yaaneHns CcyLwecTBYHOLEN 3anucu:

1. Bblbepute 3anmcb wn HaxmuTe KHOnKy PepaktupoBatb. YToObl yganuTb  3anuchb,

BOCMOSb3yNTECh KHOMKON YAanuThb.
2. BHecute HeobxoguMble N3MEHEHUS.

3. Haxmunrte KHOMKY COXpaHMTb ana coXxpaHeHuna HaCTpoek.
Haxxas KHOMKY Bknountb Bce, Bbl coenaeTe BCe 3anncu akTUBHbIMU.

Haxas KHOMKY OTKNUNTb BCe, Bbl COENAETE BCE 3anNnch HeaKTUBHbIMM.
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HaxaB kHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anucu.
Haxag kHonky Cneaytowas, Bbl nepenaeTte B crneytoLlee okHO.
Haxag kHonky Mpeabiaywasn, Bbl BEpHETECH B NpeblayLiee OKHO.

Hanpumep: Bbl xoTUTe npeaoctaBMTb AOCTYN K MapLUpyTUM3aTopy TONbKo Ans GecrnpoBOAHOM
ctaHuun A ¢ MAC-agpecom 00-0A-EB-B0-00-0B n 6ecnpoBogHoi ctaHuum B ¢ MAC-agpecom
00-0A-EB-00-07-5F wn 3anpetuTb O0CTyn K MapLlpyTM3aTtopy BcCeM npoynm OecnpoBOAHbIM
cTtaHuuam. [Insa atoro B okHe ®PunbTpauna MAC-agpecoB Heobxoaumo caoenaTh crieaytoLlee:

1. HaxaTtb KHOMKy BKIOUYNTL, YTOOLI aKTMBMPOBaTb (PYHKLMIO.

2. Bb|6ep|/1Te none “Pa3peLLII/1Tb CTaHUuMAaM, yKa3aHHbIM BO BKIMHOYEHHbIX 3anncdx, nony4yaTtb

poctyn” ansa Mpasun counbTpaumnun.

3. Yganute nnu oTKNouMTe BCE 3anncu (eCnm TakoBble UMEIOTCS).

4. HaxmuTte kHornky [lo6aBUTbL HOBYIO...
1) B none MAC-apgpec Beeante MAC-agpec 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.
2) B none OnucaHue ykaxnte 6ecnpoBogHyto cTaHumo A/B.
3) B none CoctosiHue 13 BbinagaroLLero cnvcka Bolbepute 3HavyeHne BknroyeHo.
4) Haxmute CoxpaHuTb.
5) Haxmute Hasag.

MpaBuna uUnbTpaLnn AOMKHbI BbIrMAAETh CreayoLmm o6pasoMm:

Mpaeuna counbTpauumn
C‘ 33I‘I|I-E:TI1Tb CTAHUWAM, YK33aHHbLIM BO BENMHIYEHHLIX 33NWCAY, NONYYaTe OOCTY.

@' FaapewnTe CTAHUWAM, YK33aHHLIM BO BEMHDYEHHBIX 3aMWCAX, MONyYaTe 4OCTyN.

D MAC-agpec CocToAHMe OnucaHme PenaktnpoBatb
1 00-0A-EB-BO-00-0B Brrnoyena CTaHUWH A PenaktvpoBats ¥Oanurs
2 00-0A-EB-00-07-5F Brnro4eHa cTaHun B Pegaktmpoeate ¥YOanuie

4.6.4 PacluunpeHHble HaCTPONKU

Bbibpae BecnpoBogHOW pexum - PacluMpeHHble HACTPOWMKMW, Bbl MOXETE HaCTPOUTb

paclUMpeHHble HacTPOKM 6ecrnpoBoaHON CETH.
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Pexum patoThbl: Bricokan b
WHTepean maAka: 100 (40-1000)
Mopor RTS: 2346 (256-2348)
Mopor dyparmeHTaLAm: (256-2346)
WHTepean DTIM: 1 (1-255)

AKTHEWpOBATE WMM
AKTMEMPOBATE Short Gl (KOpOTKMIA 3aWMTHLIA MHTEpEAN)

[] Aktuenpoeate AP Isolation (M30nALMA Toukk gocTyna)

COoXpaHnTb

Puc. 4-25 PaclumMpeHHble HacTpOWKu

Pexunm paboTbl — 34ecb Bbl MOXeTe YCTaHOBWUTb MOLLHOCTb Mepefarollero curHana
mMapLipytudatopa. Wcxoas w3 Bawmx noTpebHoOcTen Bbl MoOxeTe BblbpaTb Bbicokuim,
CpegHun n Hwuskmin ypoBeHb MOLLHOCTM nepegayn. PekomeHagyeTcs uMCnonb3oBaTb

BbICOKWU ypOBEHb; OH YCTAHOBIIEH NO YMOMYaHMIO.

UHTepBan wmaska — CwurHanbHbIMM NakeTamMy HasbiBalOTCA MakeTbl, KOTopble
MapLpyTM3aTop HampaBnsieT ONnd CUMHXpoHu3auun ©OecnpoBogHow ceTu. WHTepBan
CUrHanbHOro nakeTta onpenensieT BPpeMEHHOW MHTepBan OTMNpaBKU CUrHamnbHbIX NaKeTOoB.
Bbl MOXeTe BblcTaBUTb 3HadeHus B nHTepBane 40-1000 munncekyHa. o ymonyaHmioo ctont
100.

Mopor RTS — 3geck Bbl MOXeTe ycTtaHoBuUTb nopor RTS (3anpoc rotoBHoCTM). Ecnun naket
bonblle pa3mepa, yctaHoBrieHHoro noporom RTS |, To mapwpyTtunsatop 6yaet HanpaBnaTb
6nokn RTS Ha onpeAenéHHyo MPUHUMAaOLLYO CTAHLMIO U COrMnacoBbIBaTb OTNPaBKy GrI0KOB

AaHHbIX. 1o ymMonyaHuio ycTaHOBNEHO 3HaveHne 2346.

Mopor coparmeHTaumm - [laHHasa BenuumMHa NpeacTaBnisieT cobol MakcumanbHbIA pasmep,
nocrne KoToporo naketbl OyayT nogBepratbcsl oparMeHTaumu. YCTaHOBMNEHWE CITMLLKOM
HU3KOro nopora parMeHTauum MoXxeT NPUBECTU K CHUXKEHWUIO MPOU3BOANTENBHOCTU CETU
n3-3a M3bbITOYHOrO KonuyecTBa nakeToB. B kadecTBe pekOMeHOOBaHHOW BEMUYMHDI

npegnaraetca 2346; gaHHaA BENMYMHA YCTAHOBIIEHA NO YMOMYaHMIO.

WUHTepBan DTIM - [JaHHas BenuunHa onpeaenseT uHTepBan oTnpaBku CooblieHns o
HoctaBke Tpaduka (DTIM). Tlone DTIM saBnsietca nonem obpaTHOro oTcyeTa,
NHOPMUPYOLLUM KITMEHTOB cnegytowiero OKHa ans npocnyLmneaHns
LUMPOKOBELLATENBHbIX UM MHOrOaApPECHbIX coobLleHnn. Korga mapLupyTmnsaTtop coxpaHsaeT
B Oydep LuMpokoBeLLlaTeNbHbIE UM MHOTOaApPECHbIE COOBLLEHMST ANSt aCCOLMMPOBAHHbIX

KNneHToB, OH oTnpasnseT criegytowee DTIM co 3HadeHnem nHTepsana DTIM. Bbl moxeTe
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BbICTaBUTb 3Ha4YeHWe B gumanasoHe mexgy 1-255 mHTepBanamu curHanbHoro naketa. o
YMOMYaHMIO YCTaHOBNEHO 3HadeHue 1, 4YTo o03HavaeT, 4Tto uHTepBan DTIM paBeH

I/IHTepBany OTnpaBKM CUrHarIbHOro nakeTa.

> AxktmBmpoBatb WMM - ®yHkuma WMM obecneumBaeT nepBOoOYeEpenHY0 OTNpaBKy

COOOLEHNI C BbICOKAM NPUOPUTETOM. HacTtositenbHo pekomeHayeTca BKIMHYNTb OaHHYHO

PYHKUMIO.

> AxktuBupoBaTtb Short Gl — [laHHas dyHKUUA Takke pekoMeHOoBaHa, NOCKOSbKY No3BoNsAeT
YBENMUYUTL MPOMYCKHYD CMOCOOHOCTL 3@ CYET CHWKEHUS OJMTENbHOCTU  MOJOCHI

pacubTPOBKU.

» AxktuBupoBaTtb AP Isolation — [laHHaa dyHKUMs NO3BONSET M3onNnpoBaTb 6€CNpPoOBOAHbIE
CTaHuum cetun apyr oT gpyra. B atom cnydyae OGecnpoBogHble ycTpoinctsa 6OyayT
B3auMoAencTBoBaTh C MapLUpyTU3aTOPOM M HE CMOTYT B3auMo4encTBOBaTh APYr C APYroMm.
UTob6bl akTUBMPOBaTL (PYHKLUMIO M3ONAUUM TOYKM OOCTYyNa, OTMEeTbTe COOTBETCTBYIOLLYIO

A4venky. o ymonyaHuio gaHHas OyHKLMS OTKIOYEHa.

& lMpumevaHwue:

Ecnu napameTpbl HacTpoek Ha [aHHOW CTpaHuue BaM He 3HaKOMbl, HACTOATENbHO
pEKOMEHOYETCH OCTaBUTb 3HAYEHUS!, YCTAHOBIIEHHbIE MO YMOMYaHUIO, MOCKONbKY HEBEPHas
yCTaHOBKa NapamMeTpOB MOXET NPUBECTM K CHUXKEHMIO NPOV3BOANTENBHOCTM BECNPOBOAHOM

ceTn.

4.6.5 Crtatnctmka 6ecnpoBOLHOro pexunma

BuibpaB BecnpoBogHon pexum - CTaTUCTMKA OecnpoBOQHOrO peXxuma, Bbl MOXETE
npocMmoTpetb UHGopmaumio no MAC-agpecy, TeKylwemMy COCTOSHUIO, MOSTYYEHHbIM W

oTnpaBlieHHbIM NMNakeTam And KaXKOon NogkItoyeHHOM 6ecnposonH0|?1 CTaHuunn.

YHCNO NOOKNHYEHHELIX B HACTORWES BpeMA GeCNPOBOOHLIX CTAHLHNA: 1 | OBHoBWTE |
1D MAC-agpec Tekymee coctoAHe  [laketoe npuHaTo  [lakeTtoe oTnpaeneHo  HacTtpouTh
1 90-F6-52-E5-90-69 STA-ASS0C 7149 5924 | 3anpeTute
PeabaYLLAR Cneayouwan

Puc. 4-26 Ctatuctmka 6ecnpoBO4HOrO pexnma

» MAC-agpec — MAC-agpec nogkntodeHHon 6ecnpoBogHON CTaHUmMm
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» Tekywee cocTosHne — Paboyee COCTOAHME NOLKITHOYEHHOM GEeCnpoBOgHON CTaHLUUKN, OAMH
n3 sapuaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKRnO4Y€HO

» [MakeTtoB NMPUHATO — KonunyectBo nakeTos, NONy4YeHHbIX NOaKMOYEHHOM GeCI'IpOBO,EI,HOIZ

cTaHumen

> [aketoB oTnpaBneHo - KonuyecTtBO nakeToB, OTMAPABMNEHHbLIX MOAKMNIOYEHHON

©ecnpoBoaHOM CTaHUMen

Bbl He MoOXeTe BHOCUTb WU3MEHEHUSI B AaHHble, npeacrtaeneHHble B JaHHOM OKHe. Ytobbl

06HOBUTbL MHAPOPMALIMIO B OKHE, HAXXMUTE KHONKY OOGHOBUTBL.

Ecnn konnyecTtBo noaknioveHHbIX 6ecnpoBOAHbLIX CTaHUMA B CNWCKE BbLIXOAWT 3a npegensl
O[HOW CTpaHuLbl, HAXXMUTE KHOMKY Cneayrowas, Ytobbl NepenTn Ha CrieayoLwyo CTpaHuLy, u

HaxxmuTe kHonky Mpeablaywan, YToobl NepenTy Ha NpeabiayLLyio CTPaHuLYy.

&= lMpumeyaHume:
OTa cTpaHuua obHOBNSETCA aBTOMaTUYECKN Kaxable 5 cekyHA,.

4.7 DHCP

- Hactpoikn DHCP

- Cnucok knuedtoe DHCP

- PesepENpOBaHHE 30pECOB
Pwuc. 4-27 MeHio DHCP
B meHio DHCP copgepxatca Tpu nogmeHio (cm. Puc. 4-27) — Hactponku DHCP, Cnucok

knueHtoB DHCP n PesepBupoBaHue apgpecoB. Bbibepute ogHO M3 HUX ONs HACTPOMKM

COOTBETCTBYIOLLEN OYHKLNN.

4.7.1 Hactpouku DHCP

Bbibpas DHCP - Hactponku DHCP, Bbl moxeTe HacTpouTb napameTtpbl padbotel DHCP-cepBepa
(cm. Puc. 4-28). Mo ymonuaHuio mapwpyTtmusatop gevncrteyeT kak DHCP-cepsep (DHCP - ato
NPOTOKOIN ANHAMUYECKON KOHUIypaLmmn ceTeBoro yana) n obecnevmsaet koHdurypaumio TCP/IP

4ana BCex NOAKIMKYEHHbIX K HEMY KOMMNbOTEPOB NoKarnbHOW CETW.
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DHCP-cepeep: ) OTKMIownTE (%) BEMIOYMTE
HavaneHbIA IP-anpec: 192 168.0.100
KoneyHbi IP-agpec: 192.168.0.199
Cpok OedcTBuA aapeca: 120 MAHYTEL (1~2880 MUHYT, 3HaYEHWE No yMonyaHuo 120)

OCHOBHOM WNH3: 192 168.01 (HeoGA3aTeNEHAA HACTPOMKA)
LOMEH MO YMON4YaHWH: (Heo0A3aTenEHaA HacTpoKa)
MepBr4HBIA DNS: 0000 (Heo0A3aTenEHaA HacTpoKa)
BTOpUYHBLIG DNS: 0.0.0.0 (HeoGA3aTeNLHAA HacTpoika)

Pwuc. 4-28 Hactponkn DHCP

DHCP-cepBep — Bknrountb vnv OTKNOUYUMTL cepBep. Ecnu Bbl XOTUTE OTKMOYUTL €ro, B
Bawlen cetn gormkeH 6biTb gpyron DHCP-cepsep, B NpOTMBHOM Criydae Bbl JOSMKHbI Oyaere

ykasaTb |IP-agpec KoMnbloTepa Bpy4Hyto.

HavanbHbIN IP-agpec — Ykaxute |IP-agpec, ¢ kotoporo DHCP-cepsep 6yaner npucsanBatb
IP-agpeca. No ymonyaHuto ato 192.168.0.100

KoHeuHbin IP-apgpec — Ykaxute KOHeuHbln |P-agpec pAwuanasoHa, WCMonb3yemoro
DHCP-cepsepom npu npuceoeHun IP-agpecoB. 1o yMOnNYaHWo MCMNOmnb3yeTcs 3HadYeHue
192.168.0.199

Cpok pgenctBusa agpeca — ITO MPOMEXYTOK BPEMEHU, B TEYEHME KOTOPOro CETEBOM
nonb3oBaTteflb  MOXET MNOAKMIYaTbCA K MapLlupyTM3aTopy, MWCMOmMb3ys  TeKyLui
AnHamuyeckun IP-agpec. Cpok aencTBus agpeca ykasbiBaeTcs B MUHyTax. 1o ncredeHuu
AaHHOro nepvoga nonb3oBaTento aBTomMatuyecku ByaeT MPUCBOEH HOBLIV AMHAMUYECKUN
IP-agpec. 3HayeHne nexuT B npegenax ot 1~2880 MuHyT. 3HadeHne no ymonyaHuo 120

MUHYT.

OcHoBHoM wnio3 - (HeobsizatensHoe none) MNMpegnaraetcs ykasatb |IP-agpec LAN-nopTta

MapLipyTusaTopa. 3HadeHne no ymonyarHuo 192.168.0.1.

[omeH no ymonuyaHuto - (HeobsizatenbHoe none) 34ecb MOXHO ykasaTb AOMEHHOe UMS

Onsa Ballen ceTu.

MepBnuHbin DNS - (HeobsizatenbHoe none) 3agecbk MOXHO Yykasatb |IP-agpec
DNS-cepBepa, nony4eHHblh oT noctaslmka NHTepHeT-ycnyr. nm obpatutech K CBoeMy

NOCTaBLUUKY I/IHTepHeT-ycnyr N YTOYHUTE 3TWN OaHHbIE.

BtopuuHbin DNS - (HeobGsasatenbHoe none) 3gecb MOXHO ykasaTtb |IP-agpec gpyroro

DNS-cepBepa, ecrnv Bbl NOAy4Mnn OT NocTaBLUnka MHTepHeT-yCcnyr agpeca AByX CEPBEPOB.
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&= lMpumeyaHume:

Onsa ncnonb3oBaHusa dyHkummn DHCP-cepBepa Heob6xoaMmo Afis BCEX KOMMbIOTEPOB JIOKaNbHOM
ceTun BbibpaTb pexum "lMonyunthb IP-agpec aBTomaTuyeckn".

4.7.2 Cnucok knneHtos DHCP
BbibpaB DHCP - Cnucok knueHtoB DHCP, Bbl MoxeTe npocmatpuBaTb WMHopmauuio no

BCEM KInimeHTam MapupyTtusatopa (Puc. 4-29).

ID WmA knuewTa MAC-agpec HazHaueHHbIiA IP-agpec CpoK OeiCTBNA aapeca

1 tplink 16461 50-E5-48-C8-E2-TA 192.168.0.100 01:01:12

OOHOBUTE

Puc. 4-29 Cnuncok knmnentos DHCP

>  Wma knuenTta — nva DHCP-knneHTa
> MAC-agpec — MAC-agpec DHCP-knueHTa
> HasHauyeHHbIN IP-agpec - MpucBoeHHbIN MapLupyTusatopom IP-agpec DHCP-knueHTa

> Cpok penctBua apgpeca - Cpok pgevicteus agpeca DHCP-knueHTa. Nocne ucteveHus
CpoKa OencTBUSA MONb30OBaTeNio aBTOMATUYECKM MpUCBaMBaAETCs HOBbIA OUHAMUYECKUN

IP-agpec.

YKkasaHHble BbllLE 3HaYEHNA HE MOTYT OblTb M3MEHEHbI B 3TOM OKHE. YTOObl 0GHOBUTL CTpaHuUy
N NONyYnTb MHCpOPMALMIO MO MOAKIOYEHHBIM HA OAHHbLIA MOMEHT YCTPOWCTBAM KIMKHWUTE MO

kHonke OOHOBUTD.

4.7.3 Pe3epBupoBaHue agpecoB

Boibpae DHCP - PesepBupoBaHue agpecoB, Bbl MOXETe npocMmaTtpuBate U [06aBnaTb
3ape3epBMpoOBaHHbIE agpeca KNMEeHTOB 4epe3 creaytoulee okHo (cm. Puc. 4-30). Korma Bbl
yKasblBaeTe 3apes3epBupoBaHHbIn IP-agpec ans komnbloTepa nokanbHOM CeTU, 3TOT KOMMNbITEP
Oyget Bcerga nonyyatb oauH U ToT xe IP-agpec kaxabii pa3 npu obpawennn k DHCP-cepBepy.
3apesepBupoBaHHbIi IP-agpec HYy)kHO Ha3Ha4aTb cepBepam, TPEOYOLNM NOCTOSTHHBIX HACTPOEK

IP-napameTpoB.
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PesepBMpoBaHWe agpecoB

1D MAC-agpec 3apezepeupoeaHHbulil IP-agpec CocTosAHune Pepaktupoeatk

[ nodasutb Hosywo |

Puc. 4-30 Address Reservation

> MAC-agpec — MAC-agpec KomnbioTepa, Ons KOTOPOro Bbl XOTUTE 3ape3epBUpOBaThb

IP-agpec.
» 3apesepBupoBaHHbIN IP-agpec — IP-agpec, 3ape3epBMpoOBaHHbIA MapLLIPyTU3aTOPOM.

> CocTtosiHue - CocTosiHMe 3anucu - Bkno4veHo nnu OTKNo4YeHo.
Y106kI 3ape3epBupoBarth IP-agpeca Heo6xogumMo cgenaTtb cnefytollee:

1. Haxmute kHonky [Jo6aBUTb HOBYHO... . [IO/MKHO MOABUTBLCA OKHO, Kak MokasaHo Ha Puc.
4-31.

2. Beegute MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) u IP-agpec (B AgecATn4yHOM
dopmate C pasgenuTenbHbiMKM - TOYKaMK)  KOMMbKOTEPA, ANA  KOTOPOro Bbl  XOTUTE

3apesepsupoBaTth IP-agpec.

3. Haxmwute kHonky CoXpaHuUTb.

JobaBuTh MMM USMEHNUTDL 3aNUCh pe3sepBEMPOBaHUA agpeca

MAC-agpec: ‘ |

3apezepBMpOBaHHLIA IP-anpec: ‘ ‘

CocrosHme: | Brniouuts b |

| Coxpanute | | Hazag |

Puc. 4-31 [oGaBuTb Unm 3MeHUTb 3anncb pe3epBrUpoBaHns agpeca
YT100bl N3MEHUTb UNN yaanuTb UMeLWYyHCA 3anuchb:
1. BbiGepuTte 3anncbk n Haxmute kHonky PepakTupoBatb. Ecnn Bbl XOTUTE yaanuTb 3anuchb,
BOCMNOSIb3YNTECh KHOMKOM YAanuUThb.
2. BHecute HeobxoauMble N3MEHEHUS.

3. Haxmwute kHonky CoxpaHUTb.

YT100ObI aKTUBMpPOBaTb/OeaKTMBMPOBATb BCe 3anucu, BOCMOSb3YNTECH KHOMKOM
Bkniountb/OTKNIOYUTL BCe.

YTto6bl yganuTb BCe 3anncu, BOCMNONb3yNMTECh KHONKOWN YAanuTb Bce.
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Haxae kHomnky Cnepylowas, Bbl nepeigete B Credylollee OKHO, a BbiOpaB KHOMKY
MpeAbiaywasn, BEpHeTECH B NPeabIayLLEE OKHO.

4.8 lNepeappecauusn

Nepeappecaumnn

- BUpTyankHbie Cepeephbi

- Port Triogering

_DMZ
_UPnP

Puc. 4-32 MeHto lMNMepeappecauuns

B meHio lNMepeagpecauus cogepxatca 4veTblpe noameHwo (cm. Puc. 4-32) — BuptyanbHble
cepsepbl, Port Triggering, DNZ 1 UPnP. [1na HacTpONKM HYXXHOW (pyHKLMM BbiBepuTe OOHO 13
HUX.

4.8.1 BupTtyanbHble cepBepbl

Boibpae [Mepeappecaums - BupTtyanbHble cepBepbl, Bbl MOXETe MpocMaTpuBaTb W
nob6aBnaTb BUpTyanbHble CepBepbI, Kak nokaszaHo Ha Puc. 4-33. BupTyanbHble cepBepbl MOryT
ObITb MCNONb30BaHbI AN HACTPOWMKM OBLLIMX CEPBUCOB Ballel NOKanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpefenseTca Kak CepBUCHbLIA MOPT, U BCe 3arnpocbl U3
MHTepHeT k aTOMy cepBuUcy ByayT nepeHanpaBneHbl Ha KOMMNbOTep, 0603HayYeHHbIN IP-agpecom
cepBepa. KomnbloTep, WCNONb3YWOWNA BUPTYyasnbHbIA  CepBep, AOIMKEeH pacnonaratb
cTaTnyeckum unm ukcupoBaHHbiM IP-agpecom, Tak Kak. IP-agpec MOXeT MeHATbCA B npoLecce
paboTbl pyHkuun DHCP.

BupTyanbHbie cepBepbl

I Mopt cepeuca BHYTPEHHIIA NOPT IP-Agpec Mpotokon CocToRHKe H3meHnT
1 11130 11120 192.168.0.198 Bce BrnoyeHo PenakTMpoearte ¥Oanutse
[ Nobaeutb oy . | [ Brmowitesce | [ Otkmowntoece | [ Yaanute Bce |

Puc. 4-33 BupTtyanbHble cepaepsbl

> [lopT cepBuca - Konnuectso BHELLUHUX NOPTOB. Bbl MOXeTe BBeCTM NOpPT cepBuMca Unu
ananasoH noptoB cepsuca (B dpopmate XXX - YYY, rae XXX HavanbHbin nopT, a YYY

KOHEYHbI MopT).

> BHYTpeHHMIN nopT - HoMep BHYTPEHHEro CepBUCHOMO NopTa KOMMbHTEPA, NCMOMb3YHOLLEro
cepBUCHOEe NpunoxeHue. Bbl MoXeTe oCcTaBUTb 3TO nore NycTbiM, ecnv BHyTpeHHU nopTt

cosnagaeT ¢ MopToM cepBuca, Unu ykasaTb HoMep nopTa, ecnu MopT cepBuca oauH.

> IP-appec - IP-agpec koMnbloTepa, Ha KOTOPOM 3anyLLEeHO NpUoXeHue cepauca.
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» Tpotokon - NpoTokon, ucnonb3yembli ans gaHHoro npunoxenus; nuoéo TCP, UDP nnn
Bce (Bce npoTtokonbl, nogaepxnsaemMble MapLipyTnsatopom).
> CocTosiHme - CocTtosiHne gaHHown 3anucu, BknrovyeHo nnm OTKNOYeHo.

> U3meHUTb - [INa uaMeHeHus unm yoaneHuna TeKyLLI,eIZ 3anuncu.

[ns HacTpoMkn 3anucu BUMpPTyanbLHOro cepeepa:

1. Haxmute kHonky [lo6aBMTb HOBYHO... . [JOMKHO OTKPbITbCA OKHO, Kak MpeACcTaBreHo Ha
Puc. 4-34.

2. B cnucke CtaHpapTHbIN NOPT cepBuca Buibepnte cepBUCHBIM MOPT, KOTOPbLIN Bbl XOTUTE
ncnonb3oBatb. Ecnn B 3TOM cnucke OTCYTCTBYET HEOOXOAMMOE HaMMEHOBaHUWE, YKaXxuTe

HOMEep CepBUCHOIo nopta nunn ananal3oH nopTtos B Mnose I'IopT cepBuUca.

B none IP-agpec ykaxute IP-agpec komnbloTepa.

3
4. YKaxuTe NpOoTOKOS, UCMOoNnb3yembln npunoxeHnem. Bapuantel: TCP, UDP nnn Bee.
5. BblbepuTe onuuio BknroyeHo B Boinagatowem cnucke CoctosiHme.

6

HaxmunTe kHonky CoXpaHuUTb.

MopT cepenca: (OG200 umi X0K)
BHYTpEHHMIA NOpPT: (04, JefcTENTENEHO TONBKO ONA 0gHOr0 CEPBMCHOTO NMOPTA WK OCTAEETE NONE NYCTEIM)
IP-agpec:
MNpoTtokorn: Bce hd
CocToAHne: BrnwoueHo hd
CTaHaapTHeIA NOPT CepenCa: ~Bribepute-- b
[ Co¥paHuTb ] [ Hazan ]

Puc. 4-34 [oGaBunTb Unm naMeHuTb 3anncb BMPTyarbHOro cepeepa

&= lMpumeyaHue:

Bo3moxHa CuUTyauua, Korga Ha BalleM KOMMNbKTepe UM cepBepe npeanaraerTca ©onee ogHoro
cepsuca. B takom cnyyae Bbl6epl/ITe npyr0|7| cepBuC 1 BBeauTe TOT Xe IP-agpec ona gaHHoOro

KOMMbloTepa Unn cepeepa.

[ns usmeHeHus UnNu yaaneHus cyllecTBYIOLWEN 3anucu crnenyeT:

1. B crtonbue WM3ameHuTb Haxmute PepakTupoBaTb ANt U3MEHeHUs unu Ypanutb Ans

yoaneHus.
2.  Otpepaktnpynte nHdopmaumto.
3. Haxmunte kHonky CoxpaHuTb.

YToObl BKHOYUTL/OTKNIOYMTL BCE 3anncu, BOCI'IOJ'Ib3yl7ITer kHonkon Bkniountb Bce/OTKNIOYUTD

BCe.
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Haxxmunrte KHOMKY YpanuTtb Bce and yaaneHna Bcex 3anucen.

HaxmuTe kHonky Crniepyrowas, Ans nepexoda Ha credyilollylo CTpaHULy; HaXXMUTE KHOMKY
Mpeabiaywasn AN Bo3BpalleHUs Ha NpeablayLLyo CTpaHuLy.

&= lMpumeyaHume:

Ecnn B kayecTBe cCepBUCHOro MopTa BMPTyanbHOro cepBepa yka3aHo 3HadeHue 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrneHue J0o/MKHO ObiTk ykaszaHo noboe 3HaveHue kpowme 80,
Hanpuvep 8080. B npoTMBHOM cryvyae npu OTKMOYEHMM BUPTYarbHOMO CcepBepa MOXeT
BO3HUKHYTb KOH(IUKT.

4.8.2 Port Triggering

Boibpae Mepeagpecauus - Port Triggering, Bbl MOXeTe npocMaTpmBaTb U BHOCUTb N3MEHEHNS
B okHe Port Triggering (Puc. 4-35). HekoTopble NpunoxeHus, Kak Hanpumep OHMaWH-Urpsbl,
BMAEOKOH(epeHunn, WHTepHeT-TenedoHns w  T.4., TpebyloT HanmuuuMa napannenbHbIX
NOAKMYEHUNA. Takne NpuUnoXeHns He MOryT paboTaTb TONbKO C OOHUM MapLupyTu3atopom NAT.
dyHKUMS 3anycka NOPTOB UCNOMb3YETCS, YUTOObI HEKOTOPLIE U3 3TUX NPUNOXEHMI MOrnK paboTaTb

¢ mapuwpyTtmusatopom NAT.

ID  3anyckaeMbli nopT 3anyckaemslit NPOTOKoN Bxogaume noprsi BX04AWMit NPOTOKON CocToRHue NaMeHHTE

[ Dodasuts Hosyo .|

Puc. 4-35 Port Triggering
[Mocne HacTpoWkn BCE MpoMcXoauT crieayoLmm obpasom:

1. Y3en nokanbHOW CeTW co3naeT UCXOAsLLee NOAKIMIYEHME K BHELUHEMY Y3ny, UCMomnb3ysa B
KayecTBe nopTa HazHa4YeHus NopT, HOMep KOTOPOro ykasaH B nore 3anyckaemblii NopT.

2. MapuwpyTtmsatop genaet 3anucb 06 3TOM MNOAKMYEHMU, OTKPbIBAET BXOASALUMIA NOPT UMK
NopThl, MPUKPENEHHbIE K 3TON 3anucy B Tabnuue 3anyck NopToB, N CBA3bIBAET UX C y3NIOM
NoKanbHOW CeTu.

3. B cnyyae HeoOXoOMMOCTWM BHELHMI y3en MOXET MOAKMYaTbCs K Y3ry foKanbHOW CeTu

Yyepes oaVH 13 NOPTOB, YKasaHHbIX B None Bxopswme noprol.

> 3anycxaeMbu7| nopT - 3TO NOPT ANA ucxogdaulero Tpad)VIKa. Vcxopsiwee noaknioveHmne
4yepes 3TOT NOPT aKTUBMPyeT AaHHOE npaBuIio.

> 3anyckaemblA MPOTOKOS - 3TO MPOTOKOM, UCMOMb3yeMbld NopTamMu 3anycka. 3HavyeHus:
TCP, UDP unu Bce (BCce npoToKornbl, NogAepKuBaeMble MapLUpyTU3aTOpOM).

> Bxoaswue NopTbl - 3TO NOPT U Anana3oH NopPToB, UCMOJ1b3yeMbIX y,El,aJ'IeHHOIZ cuctemon
npu OTBETE Ha nexogaLmnm 3arnpoc. 3anpoc yepe3s OAMH M3 OaHHbIX MNOPTOB 6y/:|,eT
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nepeHarpaslieH Ha KOMMNbHOTED, aKTVIBVIpOBaBUJVIVI OaHHOoe npasuro. Bbl MmOXeTe YKa3aTtb He

Gornee 5 rpyn noptoB (Mnu cekuuii nopToB). pynnbl MOPTOB pasfdenstTcs 3Hakom ",".
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

Bxopsawun npoTtokon - [1poTokon, ncnonb3yemsin Ana exogdiwiero nopta. BapuaHtel: TCP,
UDP unu BCE (BCe npoTOKOMbIl, NOAAEPKMBAEMbIE MAPLLPYTU3ATOPOM).

CocTosiHUue - cocTosiHUE 3anucin. "BkoyeHo" o3HavyaeT, YTo 3anuchb akTUBHA.
U3MEeHUTb - U3MEHUTb NN yaanuTb CYLLECTBYIOLLYIO 3anuch.

O6wue npunoxeHmna - Y4acTto WCMNoJib3yeMble TpUNoXeHnd, coaepxawnecda B

BblMagaroLleM crnmcke B pasgene "Bxogdwmn npotokon".

YT106bLI CO3aaTbL HOBOE NpaBuNo, Heo6xogumo.

1.

HaxmunTe kHonky [lo6aBUTb HOBYHO... . [JOIDKHO OTKPLITLCA OKHO, Kak MpedcTaBieHO Ha
Puc. 4-36.

M3 Bbinagatowero cnucka O6wme npunoxeHua Bblbepute obluee NpunoxeHwe, nocrne
yero nonsa 3anyckaeMbii nopT u Bxopgawmim nopt OyaoyT 3anofHeHbl aBTOMAaTUYECKM.
Ecnu B none O6Lume NpuUnoXxeHUst OTCYTCTBYET HY)XHOE HaMMeHOBaHWe, CrieqyeT BPY4HYHO
3anonHuTbL Nonsa 3anyckaembivn NopT 1 Bxoasuwme nopThbl.

M3 BbinagatoLlero cnncka 3anyckaeMbi MPOTOKON BbIOEpUTE NMPOTOKOI, MCMOMNb3yeMbIi
ana 3anyckaembin nopt: TCP, UDP, nnn Bcee.

M3 Bbinagatowero cnvcka Bxogawmm npotokon BbIGeEpUTE NPOTOKOS, UCNONb3YEMbIA A4S
AvanasoHa Bxogsawwux noptos: TCP, UDP, nnu Bcee.

B none CocTosiHMe B BbiNagatoLLEeM cnncke BoloepuTte 3Ha4eHne BknroveHo.

YT100bl COXpaHUTb HOBOE NPaBUIIO, HAXXMUTE KHOMKY COXPaHUTb.

3anyckaemsIi Nopr:

3anycKkaemblil NPOTOKOM: Bce
BxogawmMe noprel:
BxoOfwma npoToKon: Bce |+
COCTORHKE: BrknwueHo | W
Odure NpUNO¥XEHNA: —-Bribepure— hd
[ CoXpaHWTb ] [ Ha:ia,q]

Puc. 4-36 [Job6aBuTb nnun M3aMeHUTb 3annch NpoLeaypbl 3anycka nopToB

Y106b1 U3MEHUTb UNKn yAannTb CyLWeCcTBYHOLYHO 3anNUChb:
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1. B crtonbue WM3meHuTb BblbEpUTE 3anncb U KIMKHUTE MO KHOMKe PegakTupoBaTtb AMs
n3MeHeHus 3anucu. Ecnn Bbl XOTUTE yaanuTb 3anucb 3anucb, BOCMOMb3YNMTECH KHOMKOW
Ypanutb.

2. OTpepakTnpynTe 3anuce.

3. Haxmute CoxpaHuUTb.

Haxas KHOMKY Bknountb Bce, Bbl aKTnBmpyeTe Bce 3anncu
Haxxas KHOMKY OTKNOUYNTb BCe, Bbl CAENaeTe BCE 3anncu HEaKTUBHbLIMM.

Haxxas KHOMKY Ypanutb Bce, Bbl yoanute Bce 3arnmcu.

& lMpumevaHue:

Mpu nogknoYeHnn 3anycka COOTBETCTBYHOLLME OTKPbITbIE NOPThI ByAyT 3aKPbITLI.

2. Kaxpgoe mpaBuMIio MOXET MCMOMb30BaTbCA TOMbKO OOHWMM Y3rIOM JTOKanbHOW CEeTU 3a pas.
MoakntoyeHne 3anycka gpyrux y3nos nokanbHow cetu ByaeT 3anpeLLeHo.

3. 3HadeHus, YKa3aHHble B rnorsne Bxoasiwme nopTbl, HE AOMMKHbI HAKNaablBaTbCA.

4.8.3 DMZ

Boibpae MNepeaapecauus - DMZ, Bbl MOXeTe npocMmaTpuBaTh M HacTpavMBaTb NapameTpbl y3na
DMZ (cMm. Puc. 4-37). ®dyHkumns DMZ nossonsieT co3gasaTtb 0cobbli CEeTeBOM CerMeHT Ang ysna
nokanbHou ceTn, obpallarowerocs K Takmm WHTepHeT-pecypcamMm Kak OHManH-urpbl Unu
BrAeoKoHdepeHumun. Mpn aToM MapLlipyTusaTop nepeagpecyer nakeTbl BCEX CEPBUCOB Ha y3ern
DMZ. Y komnbloTepa, Ha3HayeHHOro B kadecTtse yana DMZ, dyHkums knueHt DHCP pomkHa
ObITb OTKMOYEHA, a TaKkke eMy AOMKeH ObiTb NPUCBOEH HOBbLIV cTaTudeckuin IP-agpec, Tak kak

ero IP-agpec MOXeT MeHATbCA Npu Mcnonb3oBaHun dyHkumnn DHCP.

Tekyuwee COCTORHWE; O Bemiounte () OTHMOUNTE.
IP-agpec yana DMZ: 0.0.0.0
| Coxpanuts
Pwuc. 4-37 DMZ

Y1006bI Ha3HAYUTbL KOMNbLIOTEP UMK cepBep B KayecTBe cepBepa DMZ:
1.  Haxmute kHonky Bknountb.
2. Beegute IP-agpec koMnbioTepa NoKanbHOW CETU, KOTOPbIN ByaeT AencTBOBaTb B KayecTBe

yana DMZ, B none IP-agpec yana DMZ.

-58-



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

3. Haxmute kHonky CoxpaHuUTb.

& lMpumeyaHue:

[Mocne yctaHoBkM napameTpoB y3na DMZ, cooTBeTCTBYHOLININ MEXCETEBOWN 3KpaH paboTaTb He
oyger.

4.8.4 UPnP

Buibpae Mepeagpecauma — UPNP Bbl cMoXeTe npocmatpyBaTtb MHGOPMaLUo No NPOTOKONY
UPnP (Universal Plug and Play), kak nokazaHo Ha Pwuc. 4-38. ®yHKuMs no3BonsdeT Takum
YCTPOWCTBAM Kak KOMMNbIOTEPLI C NoAKModeHneM K MHTepHeT npu HeobxoamMMocTu obpallaTbes K
pecypcam nokanbHbIX Y3r0B. YCTponcTBa C nogaepxkom npotokona UPNP moryt ObiTb

aBTOMATMYECKN OOHapyXeHbl npunoxeHnem UPnP-cepBurca NokanbHOM CETH.

Tekywee cocroAadvre UPnP: BknwyeHo OTKNHYNTE

Tekywmnn cnucok Hactpoek UPnP

1D OnucaHne NPUNO¥EeHHA BHEWHWA nopT Mpotokon  BHYTPEHHWA NopT IP-agpec  CoCcToRHWe

Pwuc. 4-38 UPnP

> Tekywee coctossHue UPnP — BknoyeHune/BbikntovyeHne yHKUMM Npu NOMOLLM KHOMOK

Bkntountb n OTKNHOYUTD.
» Tekywun cnucok HacTpoek UPnP — 3Ta Tabnuua cogepxuT cregyoLlyo MHopMauuio:

« OnucaHme npunoxeHna -— OnuncaHue, NOMNYYEHHOE OT NPUIIOXKEHMS, MpK
UPnP-3anpoce.

o BHewHWM nopT — BHELWHWI NOPT, OTKPbIBAEMbIV MAPLLPYTU3aTOPOM A5 NPUITOXEHMS.

« TMpoTokon — Tun NpoToKona, KOTOPbIA MapLIPYTU3aTOpP OTKPLIBAET OIS NMPUNOXKEHUS.

o BHyTpeHHMM nopT — BHyTpeHHMI MNOPT, KOTOPbIM MapLlpyTu3aTop OTKpbiBaeT And
rioKkanbHOro y3na

« IP-appec — IP-agpec ycTtponcTBa ¢ nogaepxkon npotokona UPnP, koTopoe B AaHHLIN
MOMEHT obpaLlaeTcst K MapLpyTusaTopy.

« CoctosiHne — B 3TOM none oTtobpaxaeTcd WMHgopmauus no COCTOsIHUKO nopTa.
3HauyeHue “Bkn.” o3HayaeT, YTO MOPT BCe elle akTuBeH. B npoTuBHOM criyyae nopt

HeaKTUBEH.

KnnkHuTe no kHonke O6GHOBUTb, YTOObI OOHOBUTL TekyLwun cnmcok HacTpoek UPNP.
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4.9 Be3onacHocCTb

besonacHOCTE

- HacTpoiikK Daz0B0N 3alHTLI

- PacimpedtLie HACTPORKA 2alMTL]

- NokansLuoe ynpagnedmne

-¥YaaneHHos ynpaeneHme

Puc. 4-39 MeHto BesonacHocTb

MeHio Bbe3onacHOCTb CoaepXWT 4YeTblpe nogmeHto (cm. Puc. 4-39) — HacTtpourku 6asoBon
3awuTbl, PacwmpeHHble HacTpowku 3awuthbl, JlokanbHOe ynpaBneHue 1 YaaneHHoe
ynpaBneHue. [1ns HaCTPONKM HY>KHOWM PYHKLMN BbiGeEpUTE COOTBETCTBYIOLLMIA pasgen.

4.9.1 Hactpounku 6a3zoBoun 3aWwmThbl

Boibpae Be3onacHocTb — HacTtponku 6a3oBoi 3aluTbl, Bbl MOXeTe BbINOMHUTL Ga3oBble

HacTponkn 6esonacHoctn (Puc. 4-40).

MexceTeBOW 3KpaH

MexceTeBon 3KpaH SPI: (% BrnwounTe ) BHIKNKYMTE

VPN
Mponyck Tpacmka PPTP: (%) Brniounte ) BHIKNIOUMTE
Mponyck Tpaduka L2TP: (%) Benwunte ) BHIKNKUMTE

Mponyck Tpaduka IPSec: (%) Brnwunte ) BHIKNKUWTE

ALG
FTP ALG: (% BrnwounTe ) BHIKNKYMTE
TFTP ALG: () Brnwounte ) BLIKNIOYMTE
H323 ALG: (%) BrnwunTe ) BRIKNKYMTE
RTSP ALG: (% BrnwounTe ) BHIKNKYMTE

COXpaHWTL

Puc. 4-40 HacTtporiku 6a3oBov 3awuThl

> MexceTteBomn 3kpaH — MexceTeBon akpaH obecneunBaeT 3almTy ceTu . 34echb Bbl MOXeTEe

BKMIOYUTL/BLIKIHOUNTE MEXCETEBOMN 3KpaH MapLipyTusaTtopa.

-60 -



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

e MexceTteBon akpaH SPI - dyHkunsa dunsTpauum ¢ ydetom KoHTeHTa (Stateful Packet
Inspection) nomoraer npenoTBpaTUTbL KnbepaTakuM, Tak Kak B Te4YeHue ceccum
oTcnexusaeTtca Oorbluee KOnMYecTBO napameTpoB. Bo Bpemsi ceccum npomsBoguTcs
nposepka Tpadmka Ha cooTBeTcTBME NpoToKkony. [lpyM 3aBOACKMX HACTpoMKax
MEXCEeTEBOW 3KpaH BKMtoveH. Ecnn Bbl xoTute, 4TOObI BCE KOMMNBLIOTEPHLI NOKarbHON
ceTn pacnonarany BO3MOXHOCTb0 0OMeHMBaTbCs MHGOPMaLME C BHELWHUM MUPOM,

Bbl MOXXeTe OTKITIO4YUTb ero.

> VPN - O®yHkuma [Nponyck Tpadwuka VPN pomkHa ObiTb BKMAKOYEHA, €CNU Bbl XOTUTE
paspewwmnTtb cosgaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP gns

NPOXOXOEHUS MEXCEeTEBOro aKkpaHa MaplLupyTusaTopa.

e [ponyck Tpadmka PPTP - TexHonorusa [lponyck Tpaduka PPTP (TyHHenbHbIN
NPOTOKOM TWMa TOYKa-TOYKa) MO3BOMNSAET co3daBaTth creuunanbHble TyHHenu B IP-ceTu.

YUToObl pa3peluntb co3gaHne Taknx TyHHenen, Boibepnte BKNOYUNTD.

e [ponyck Tpacdmka L2TP - [MpoTokon L2TP - 370 MeTo4 co3gaHus Ceccui TouKa-TouKa
yepe3 WHTepHeT Ha ypoBHE BTOPOro cnosi. YToObl paspewnTb MNPOXOXAeHUe

L2TP-TyHHenen yepes3 mapLipyTusaTop, Belbepute BknounTtsb.

e [ponyck Tpadmka IPSec - NpoTtokon IPSec - 310 Habop npoTokonoB Anst obecneyeHns
3alWMTbl AaHHbIX, NepedaBaeMblx No ceTaM Ha 6Gase nportokona IP, nocpeactsom
NPUMEHEHNA  anropuTMoB  WwKndpoBaHMs. YTobbl  paspelwmnTb  MPOXOoXaeHue
IPSec-TyHHenen YyepeamapLupyTm3aTop, Beibepute BknounTs.

> ALG - PekomeHayeTCsl BKMOYUTb LWMO3 YpOBHS npunoxeHus (ALG), T.K. aTa yHKuuns
paspeluaeT YCTaHOBKY HacTpamBaemblx 00xoaHbix NAT-counbTpoB B LWIMAKO3E C LEMbHO
noaaepXkn npeobpasoBaHNss agpecoB M MOPTOB ASI HEKOTOPbIX MPOTOKOMOB YPOBHS

nNpuUnoXxeHust Tuna "KoHTponb/gaHHble”, kak Hanpumep FTP, TFTP, H323 n 1.4.
e FTP ALG - YT06bI paspewntb FTP-knneHTam 1 cepBepam nepegaBaTth AaHHble Yepes
NAT, BbibepnTe BknounTb.

e TFTP ALG - Yt06bl paspewunts TFTP-knueHTam u cepBepam nepepaBaTh OaHHblE
yepes NAT, BbibepuTe BknounTs.

e H323 ALG - Ytobbl paspewntb knuveHTam Microsoft NetMeeting obmeHuBaTbCA
AaHHbIMK Yepe3 NAT, BbibepuTe BrknrounTs.

e RTSP ALG - YT0o6bl N03BONUTL KNMEHTaM Meaua-nneepa CBA3bIBATbCA C HEKOTOPbLIMMU
cepBepamMu MOTOKOBbIX Meana-AaHHbix Yepes NAT, HaxmuTe BKounTb.

Haxmute kHonky CoxpaHUTb, YTOObI COXpaHUTbL HACTPOWKN.

4.9.2 PacwunpeHHble HaCTPOWUKU 3alUTblI

Boibpas BesonacHocTb — PacluuvpeHHble HacTPOMKM 3awWuTbl, Bbl CMOXETE 3alUTUTb
MapLupyTusaTtop oT Takmx aTtak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3aHo Ha
Puc. 4-41.
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WHTepBan nakeToB CTaTtMCTHERN (5 ~ G0): 10 | CEKYHO,

Jawwura ot DoS-ara: (& Otenmiounte () BEMIOYKTE

BrNynTe dunNeTpayno ot atak ICMP-FLOOD

Mopor naketos ICMP-FLOOD (5 ~ 3600): NakeTor/CeK

Bentounte gunsTpaumn UDP-FLOOD
Mopor naketoe UDP-FLOOD (5 ~ 3600}): NaKeToB/CEK

Bentunte GuneTpaumn ot atak TCP-3YMN-FLOOD
Mopor naketoe TCP-SYN-FLOOD (5 ~ 3600): NakeToR/ICEK

FIrHopupoeaTte Ping-nakeTel oT nopta WAN

3anpeTuTe Ping-nakeTel oT nopTa LAM

[ Coxpanuts | | Cnmcok 3aBNokMpoBaHHeLX DOS-y3nos |

Puc. 4-41 PaclumpeHHble HaCTPOMKU 3aLUnTbl

MHTtepBan naketoB ctatucTUKM (5~60) - 3HadyeHne no ymonyaHuio 10. V3 BeinagatoLlero
cnuncka HeobxoamMmo BelbpaTh 3HaveHne ot 5 go 60 cekyHa. [laHHOe 3HayeHve onpeaenser
WHTEpBan Mexay nakeTamy CTaTUCTUKW. [JaHHble CTaTUCTUKU MCMONb3yTCA ANS aHanv3a
dyHkunamm SYN Flood, UDP Flood n ICMP-Flood.

3awumTta ot DoS-atak - BkntoyeHune/BoikntoueHne yHKuumn 3awmtbl oT DoS-atak. PyHKLmMs

Flood Filters 6yaet paboTatb, TONbKO ecnv AaHHast YHKUMSA BKAOYEHA.

& lMpumeyaHue:

®OyHKkuMa 3awmTbl oT DoS-atak Oyger pabotaTb TONbKO B TOM crydvae, Korga gyHKUus

CratucTuka BkrnoveHa (CucTeMHble MHCTPYMEeHThI - CTaTucTuka).

Bknountb cunerpaumto ot atak ICMP-FLOOD - BkntoyeHne/BoikntodeHne unstpaumm
ICMP-FLOOD artak.

Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4eHne no ymon4yaxuio 50. YkaxuTe 3HadeHne
B npegenax 5 ~ 3600. Ecnu Tekyliee 3Ha4YeHWE HUXKE YCTAHOBIIEHHOrO, MapLupyTu3aTop

HemMeaIeHHO akTUBMPYET PYHKLNIO BIOKMPOBKN.
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> Bxknwountb dunbtpauymio UDP-FLOOD - BkntoueHue/BbiknoyeHne  unbTpaumm
UDP-FLOOD.

» MNopor naketoB UDP-FLOOD UDP-FLOOD (5~3600) - 3HayeHne no ymon4anuto 500.
YkaxuTe 3HayeHue B npegenax 5 ~ 3600. Ecnn Tekylee 3HayeHne HUXe YCTaHOBIEHHOTO,

MapLLpyTM3aTop HEMEANIEHHO akTMBMPYET DYHKLMIO GIIOKMPOBKMU.

» Bknountb dunbtpaumo ot atak TCP-SYN-FLOOD - BkntoyeHue/BbikntoveHne
duneTpaunn TCP-SYN-FLOOD arak.

> Mopor naketoB TCP-SYN-FLOOD (5~3600) - 3HayeHue no ymonyaHuio 50. YkaxuTte
3HayeHne B npegenax 5 ~ 3600. Ecnu Tekywee 3HavyeHWe HWMXKE YCTaHOBIIEHHOrO,

MapLLpyTM3aTop HEMEANIEHHO akTMBMPYET DYHKLMIO GIIOKMPOBKMU.

> MWrHopupoBaTb Ping-naketbl ot nopta WAN - BkniodeHne/BbikntoyeHne yHKUMM
urHopmpoBaHusa Ping-naketoB ot nopta WAN. Mo ymonyaHuio dyHKUna oTknodeHa. Mpu
BKMOYEHHON  (pyHKuMM Ping-naketam wu3 WHTepHeT oTKasblBaeTca B AOCTyne K

mapLupyTum3aTopy.

» 3anpetutb Ping-naketbl ot nopta LAN - Paspewntbe/3anpetnts Ping-naketbl oT nopta
LAN. lMo ymonuyaHuuio yHKuMa oTknoveHa. [Npu BknodeHHOM yHKUMM Ping-naketam
OTKa3blBae€TCA B OOCTyne K MapLipytusaTtopy. ®yHKLI,I/IF| ncnonb3dyetca ana 3awutbl OT

HEKOTOPbIX TUNOB BUPYCOB.
Haxxmunte KHOMKY COXpaHVITb, YTOOBbI COXpPaHUTb caenaHHble U3MeHEHUA.

HaxaB kHonky Cnucok 3abnokupoBaHHbix DoS-y3noB, Bbl nepengete B Tabnuuy
y3noB-ucTo4HMKoB DoS-aTak Ansa npoBeaeHus onepauunin 6rnokMpoBaHuS.
4.9.3 JlokanbHoe ynpaBrneHue

Boibpae bBes3onacHocTb - JlokanbHOe ynpaBrneHuWe, Bbl MOXETE HacTpouUTb npasuna
ynpaBreHus B OKHe, npeactaBneHHoM Ha Puc. 4-42. ®yHkuua ynpasBneHust no3BonseT

6]'IOKI/IpOBaTb OOCTyn KOMMNbOTEPOB nokaribHou ceTu K MapLIpyTn3aTopy.
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Mpaeuna ynpaeneHun
(%) Bren KOMNeKTEPAM NOKANLHOA CETH pa3pelleH OocTyn K BeG-yTUNNTE MaplpyTHaaTopa.
() TONBKO YKAIAHHBIE B CNMCKE KOMNLKTERE! MOMYT NPOW3E0ANTE 3OMWHWCTOUPOBAHWE,
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec BaWero KOMNLHTEPE:

COXpaHWUTh

Puc. 4-42 JlokanbHoe ynpasneHue

Mo ymonuaHuio BbIOpaHO Bcem KoMnbiTepaMm JFOKalibHOM CeTU paspelwleH AocTyn K
BeO-yTUNMTEe MapuwpyTtusartopa. Ecnv Bbl XoTnTe paspelumTb AOCTYN K BED-yTUNMTE TONMbKO ANs
KoMnbtoTepoB ¢ onpegeneHHbiMn MAC-agpecamu, Bolbepute TONbKO yKa3aHHble B CNUCKe
KOMNbIOTEPbI MOryT NPOM3BOAUTb aAMMHUCTPUPOBAHME U B OTAESNIbHbLIX MOMSX YKAXUTE
MAC-agpeca. MAC-agpec pomkeH ObiTb B dopmate XX-XX-XX-XX-XX-XX (roe X - aT0
LecTHaguaTepmyHoe 4ucro). B aTom cnydae TOMbKO 3TU KOMMbIOTEPLlI ByayT MMETb OOCTYM K

BeG-yTMnuTe, a octanbHbIM KOMMbOTEPaM JOCTYN K Hen ByaeT 3abrnokMpoBaH.
Haxae kHonky [lo6aBuTb, Bbl fobaBuTe MAC-agpec B yKasaHHbIA CMIUCOK.

YTtoObl COXpaHuUTb caenaHHble N3MeHEeHUA, BOCHOHb3yVIT€Cb KHOMKOW COXpaHI/ITb.

&= lMpumeyaHue:

Ecnu Baw komnbloTep 3abNokMpoBaH, a Bbl XOTUTE CHOBA NOMy4YMTb AOCTYN K MapLLpyTU3aTopy,
TO NPW MOMOLLY UTOSIKN HAXMWUTE M YAEPXUBaNTE B Te4eHne S5 cekyHa kHonky Copoc (Reset) (B
OTBEPCTUN), PacCMONOXKEHHYIO Ha 3agHen naHenu yctponctea. B atom cnyyae maplupyTtmsaTop

BEPHETCA K MCXOOHbIM 3aBOCKUM HaCTpOI\/JIKaM Be6-yTVIJ'II/ITbI.

4.9.4 YpaneHHoe ynpaBneHue

Boibpae Be3onacHocTb - YpaneHHoe ynpaBreHue, Bbl MOXETE HaCTPOUTb (OYHKLMIO
yOaneHHoro ynpaeneHus, Kak npeactaBneHo Ha Puc. 4-43. [danHas yHKUMA nossonseT

ynpaensaTb MapLUpyTM3aTopoM Yyepes MHTepHeT.
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IP-agpec yOaneHHoros ynpasneHa: 0.0.0.0 (YiamuTe 255 255.2655.255 ONA BoeX)

MopT Bed-ynpasneHus: a0

| CoxpaHuts |

2)

Puc. 4-43 YpaneHHoe ynpasneHue

Mopt Beb-ynpaBneHus - OO6bMHO BebG-OpaysepoM And AocTyna MCMNOMb3yeTcs
cTaHdapTHbin nopT cepBuca HTTP. [Ona yganeHHoro ynpasfeHus MapLupyTusaTtop
ncnone3yeT nopT Homep 80. [insa 6onbLuent 6e30nMacHOCTM Bbl MOXETE 3aMEHUTb 3TOT HOMEpP
Ha Apyron, yka3aB ero B COOTBeTCTBYytoLLeM none. Homep nopTta gomkeH ObiTh B Npeaenax
oT 1 0o 65534, Ho He creayeT ykasblBaTb HOMeEpP CTaHOAapPTHbLIX MOPTOB cepBuUca.

IP-apgpec ypaneHHoro ynpaeneHus - Tekywuin agpec, KOTopbIn OyaeT MCnonb3oBaTbCs
Ans goctyna K MapupytmsaTtopy yepe3 UNHTepHeT. PyHKUmMs oTknodeHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. Ytobbl BknouMTb ee 3ameHnTe 3HadveHme 0.0.0.0 Ha AencTBUTEMbHbIN
IP-agpec. Ecnu BbIbpaHo 3HauveHue 255.255.255.255, 1o BCe y3nbl GByayT MMmeTb AOCTyN K
MapLUpyTu3aTopy Yepes VIHTepHeT.

MpumeyaHue:

[na poctyna K mapwpyTtusatopy Heobxogumo ykasatb WAN IP-agpec mapupytmsaTopa B
agpecHon ctpoke Internet Explorer unu Navigator, ucnonb3ysa Ana pasgeneHvss 3Hak
asoeTouuss, a 3aTem Homep nopTta. Hanpumep, ecnu WAN-agpec MaplipyTtusatopa
202.96.12.8, a Homep nopTta 8080, Heobxoammo BBecTM B Gpay3sepe http://202.96.12.8:8080.

[Nocne BBOAUTCA MMS MNonb3oBaTeENs U naporsnb, YTOObI nony4ynTb O0CTyn Be6-yTVIJ'IVITe

mMapLipyTm3aTopa.

Mpu 3ameHe napons cnegyeT UCNOSb30BaTh HAOEXHbIA Naporb.

4.10 PoauTenbCKUN KOHTPOSb

BbiOpaB mMeH0 PoauTenbCKuUM KOHTPOSb, Bbl MOXETE HACTPOUTb (PYHKUUIO POAMTENLCKOro

KOHTPONS, Kak NpeactaBrneHo Ha Puc. 4-44. [laHHaa dyHKUMA MOXET ObiTb MCMonb3oBaHa Ans

KOHTpons AgocTyna pebeHka Kk MIHTepHeT-pecypcam unm Ansa orpaHnyeHus AocTyna nepcoHana kK

onpepgeneHHbIM canTam, a Takke onpegennTb BpemMA pa6OTbI B CeTn MHTepHeT.
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KomMNeKTeprl, HE ABNAKIWMECA KOHTPOMWPYIOWMIMKA W HE YK33aHHEBIE B CMIMCKE, He OyOyT umeTe gocTyn K FIHTepHeT.
PognTenbCKMA KOHTPOMNb: & Otemounte () BEMOYMTE

MAC-agpec KOHTRONWPYHIWErD KOMNBHTEpE:

MAC-agpec BaWwero KOMNeHTEPA: [ CKONWpOBAaTE Bhile

COXpaHuTh

ID MAC-agpec OnncaHwe caita PacnucaHne CocToORHKWE: HameHnTs

| OoBasuts Hosywo.. |

TekHomep | 1 % | CTp.

Puc. 4-44 Parental Control Settings

> Poautenbckum KOHTponb — YTOObl akTMBMpPOBATb (PYHKLMIO, BOCMONb3YMTECH KHOMKOM

BknrounTb. YTOObI OTKNIOUMTE (OYHKLMIO, BOCMNONbL3YNTECH KHOMKOW OTKMIOYUTD.

> MAC-agpec KOHTponupylLwero KomnbioTepa - B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTPONMPYHIOLLLEro KOMMbIOTEPA NN MCNOMb30BaTb KHOMKY CKONMpOBaTh BbILLE,

KOTOpasi pacrnosioXeHa Huxe.

> MAC-agpec Bawero komnbrTepa - B pgaHHom none otobpaxaetca MAC-agpec
KOMMbOTEpPA, C KOTOPOro Ha AaHHbIA MOMEHT MPOM3BOAUTCS HACTPOWMKa MapLlpyTusaTopa.
Ecnn MAC-agpec Ballero cetTeBoro agantepa yxe 3apermctpmpoBaH B CUCTEME, TO MOXETE
HaxkaTb KHonKy CkonupoBaTh Bbllle B none ans konuposaHms MAC-agpeca sToro ceteBoro

apantepa B none MAC-agpeca PogmTenbCckoro KOMNbOTEPa, KOTOPOE PACMONOXEHO BbILLE.

> OnucaHue canta - OnucaHme canToB, paspeLUEHHbIX AN MOCELUEHUs KOHTPOoNMpyemMbiM

KOMMbIOTEPOM.

> PacnucaHue - BpemeHHOIN OTpe3oK, B TeYEHNE KOTOPOro KOHTPOSIMPYEMOMY KOMMbIOTEPY
paspelwéH poctyn B ceTb MHTepHeT. [ns OGonee petanbHoOW uHdoOpMauun, 3angurte

KoHTponb aoctyna — PacnucaHue.

> W3meHunTb - 30€ech Bbl MOXeTE penakTtnpoBsaTtb UnNn yaanatb CylwecTByrolne 3anncu.

na no6aBneHusa HOBOW 3anMcu HeobxoaUMO:
1.  Haxmute kHonky Jlo6aBUTb HOBYHO..., MOCIIE YEro NOSIBUTCS OKHO Kak Ha Puc. 4-45.

2. B none MAC-agpec koHTponupyemoro koMmnbtoTepa ykaxkute MAC-agpec KOHTponmpyemoro
komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbinagarwoLlero CnmMcka MOXHO
BblIOpaTh 3HayeHue Bce agpeca B TeKyLLEen NoKanbHOM CeTu.
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3. VYkaxuTe onucaHue (Hanpumep, paspewntb Google) paspelleHHOro camta B nosne
OnucaHue canTa.

4. YxaxuTe nonHoe JOMEHHOEe UMS carTa UNnn KryeBble croBa JOMEHHOIO UMEHU (HanpuMmep,
google) B none Pa3peweHHoe uma camnTa. Jliobble JOMEHHbIE UMEHA C 3TUMM KIMHOYEBBLIMU
cnosamu (Www.google.com, www.google.com.hk) 6yayT paspeLleHbi.

5. BblbepuTe 13 BbinagawoLlero cnncka Bpemsa penMcTBuA HyxHoe pacnucaHue (Hanpumep,
Pacnuncanve_1). Ecnu noaxoddwimx pacnucaHun He OOHapyXeHO, HaXMWUTE KHOMKY
PacnucaHue ons Toro, 4tobbl NepenT B OkHO [ONOMNHUTENbHbIE HACTPOMKN pacnucaHns u
co3faTtb HeobxoamMmoe pacnucaHue.

6. B none CocrtosiHue MoOXxHO Bbibpatb BknounTtb unu  OTKNUNTbL ans
BKIMHOYEHUSA/BLIKITIOYEHUS 3anucu.

7. Haxmnte kHonky CoXpaHUTb.

HaxmuTe kHornky BKknounTb Bce Ans BKITHOYEHUSA BCEX NPaBUil B CMMCKE.
Haxmute kHonky OTKNHOYUTL BCe AN OTKIOYEHNS BCEX NPaBuUil B CUCKE.
HaxmuTe kHonky YaanuTb Bce ANd yaaneHus Bcex 3anucen B Tabnumue.

Haxmute kHomky Crnepyrowas ansi nepexofa Ha cregyroLlyto CTpaHuly, UM HaXMUTE KHOMKY
MpeAabiaywasn ans BO3BPALLEHUS HA NPeblayLLyio CTpaHuLy.

PacnucaHne OeicTeyeT COMACHD BPEMEHN MAPWPYTW3AaTopa. Ero 3HaueHWe MoKeT GLITE YCTAHOBNEHD B OKHE "CHUCTEMHBIE WHTCHYMEHTEI -= HACTD 0MKK BREMEHN".

MAC-agpec KOHTPONUPYEMOro KOMNLITepa:
Bce MAC-afpeca B TEKYWEA NOKanNbHOW CETH: ~-Bribepute- v
OnucaHne canTa:

PazpeweHHOe UMA CalTa:

Bpems neicTens: Bcerga v
Pacnncanne Mox#eT OblTb YCTAHOBNEHO B 0KHE “KOHTRONE GOCTYNA -> PacnucaHne

CocToRHKe: Brnrounte hd

[ Coxpanuts | [ Hazaa |

Puc. 4-45 [06aBuTb UM M3MEHUTb 3aNUCb POAUTENBCKOrO KOHTPOIS

Hanpumep: Ecnu Bbl xoTuTe, 4TObObI KOMMblOTEP pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
uMen JocTyn K www.google.com no BockpeceHbsaM, a komnbtotep poantenen ¢ MAC-agpecom
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00-11-22-33-44-BB He wuMen HMKaKMX OrpaHMYeHMn [OoCTyna BooOwe, TO BaM criegyer
NPOV3BECTM HAaCTPOWKM B COOTBETCTBUUN C NPEACTABIIEHHLIMU HUXE MHCTPYKLUUAMU:

1. HaxmuTte nyHKT MeHi0 PoauTenbCKUM KOHTPOSb, PAcnonoOXeHHbIN cnesa, Ansa nepexona
Ha cTpaHuuy HacTpoek Pogutenbckoro KoHTponsa. HaxmuTte Bkniountb n BBegute
MAC-agpec 00-11-22-33-44-BB B none gnss MAC-agpeca komnbloTepa poanTenen.

2. Haxwmute KoHTponb goctyna — PacnucaHue cnesa Ang nepexoaa Ha cTpaHuLy HaCTPOMKK
Pacnuncanusa. HaxmuTe kHonky [Jo6aBUTb HOBYH... N1 CO34aHUA HOBOIO pacnmcaHus ¢
Onucannem Pacnucannsa Schedule 1, n Bblbepute B KavectBe OHA BockpeceHbe 1
BpemeHu: Becb AeHb - 24 yaca.

3. Haxmwute NYHKT MEHI0 Poautenbckun KOHTPOJb ClieBa OJ14 BO3BpalleHUdA Ha CTpaHuuy
HaCTpOIZKM Poautensckoro KOHTPOIA:

e HaxwmuTe kHonky [lo6aBUTbL HOBYHO....

e Beeaute 00-11-22-33-44-AA B none MAC-agpec nogKOHTPONbHOrO KOMMbIoTEPA.
e Bepute Paspelwwunts Google B none OnucaHue canra.

e Beegute www.google.com B none Pa3pelueHHoe ums canTa.

e Bbibepute cospgaHHoe Bamu pacnucaHme Schedule 1 13 Bbinagatowlero cnvcka Bpems
AencTBuUS.

B none CocTtosiHue BbibepuTe BKknounTb.
4. HaxmuTte CoxpaHuTb 419 3aBepLUEHUSA HACTPOWKM.

3aTtem nocre BO3BpaLLEHMSA HA CTpaHULy HacTpoek PoanTenbCKoro KOHTPONs Bbl yBUAUTE
cnegytowmn cnmcok.(Puc. 4-46).

ID MAC-agpec OnucaHne canTa PacnucaHne CocToAHKE; HamMeHnTL
1 00-11-22-33-44-AA Allow Google MocToAHHD PenakTMpoeaTe ¥0anuTs
[ [oGaBNTE HOBYHD. .. H BKNHYKUTE BCE ][ OTKNKOYWTE BLE H YAAnuTb BCE

Puc. 4-46 HacTpoikn poamTenbLCcKoro KOHTpons

4.11KoHTponb goctyna

- Mpaexuno

-¥3en

- Pacnucanne

|
5

Puc. 4-47 OkHo KoHTponb goctyna
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B mMeHio KoHTponb goctyna cogepxatcs yetblpe noameHio (cM. Puc. 4-47) — Mpasuno, Y3sen,
Lenb n Pacnucanue. [1ns HACTPOMKN HYXXHOW (DYHKLMM BblOEpUTE COOTBETCTBYHOLLEE MEHIO.
4.11.1 NpaBuno

Bbl6paB KOHTpO.ﬂb AocTtyna - I'IpaBMno, Bbl MOXETE npocmaTpuBaTtb U CO3OaBaTb npaBunia

KOHTpOIs A0CTyna, Kak nokasaHo Ha Puc. 4-48.

[] Bkmwunts ynpasnedne KOHTPONEM 0ocTyna K MutepHet

@UNLTPALKA MO YMOMYaHHH
() Pa3zpewnTe NakeTaM, YKa3aHHLIM B NONUTUKE KOHTPOMA OOCTYNE, NPoX0OMTs YEpe3 MaplipyTnaarop.

(&) 3anpeTnTe NaKeTam, YKa3aHHbIM B NONUTHEE KOHTPONA AOCTYNA, NPOXOOMTE YEPE3 MapLWpYTHaaTop.

COXpaHWTE

ID MmA npaenna Yaen Lens PacnucaHne CocroAnne PenakTwpoBaTh

[ MacTep HacTpoiikn |

[ Nodasutb Homyio.. |

[ MNepeMecTHTb l D HalD

Tek. Homep |1 ¥ | CTp.

Puc. 4-48 YnpasneHue npaBunamMm KOHTponsa AocTyna

> BknouuTb ynpasrieHue KOHTposieM aoctyna K UHTepHeT - [locTaBbTe ranouky, npu

3TOM Ha4yHeT OenCcTBOBaTb I'Ipanmo d)MJ'IpraU,VIVI, ncnosibdyemoe no ymosi4aHuto.

> Wma npasuna - [anHoe none coaepXnt UM4a npasuna, KOTopoe [OOJNKHO ObITb

YHUKalbHbIMU.

> VYsen - 3gecb oTobGpaxkaeTcs y3en CeTW, B OTHOLLUEHWM KOTOPOro AeWCTBYeT ykasaHHoe

npasuno.
> Uenb - Llenb, 3agaHHas cooTBETCTBYIOLLMM MPaBUIOM.
> PacnucaHue - PacnuncaHue, 3aqaHHoe COOTBETCTBYOLLMM NPaBUITOM.

> CocTosiHMe — B 3TOM Mofe ykasaH cTaTyc npasuna. BkrioyeHo (moctaereHa ranodka)
O3Ha4aeT, YTO MpaBuno OyaeT NMPUMEHATLCH; BbIKMOYEHO (CHSATA ranoyka) — npaBuMo He

npumeHdaeTca.
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> PepakTupoBaTtb - MIameHeHMe Unu yaaneHue cylecTBYIOLLEro npaesuna.
CyuwecTByeT ABa cnoco6a A06aBMTL HOBOE NPaBUIIO:
MepBbIK cnocob:

1. Haxmute kHonky MacTep HacTpouku. [osiBUTCA creaylolee OkHO, Kak nokasaHo Ha Puc.
4-49.

Pesiam: IP-agpec “
Wma yana:

IP-appec B cetH LAN; -

[ Hazaﬂ] [ Hanee ]

Pwuc. 4-49 bBeicTpasa HacTporika — Co3gath Unm U3MEHUTb 3anuch Ans yana

» Pexum — 3pecb ecTb OBa BapuaHTa Bblbopa, IP-appec unu MAC-agpec, Bbl MOXeTe

BblOpaThb NobOoN BapuaHT 13 BbiNagatoLLEero cnmcka.

> Wwmsa y3na - B 3Tom none Heobxoammo BBECTM YHUKarbHOe UMs y3na (Hanpumep, Host_1)

Mpw BbIGOPE 3Ha4YeHus IP-agpec nossBuTCca cneayoLlee none:

> IP-appec B cetn LAN- Ykaxute IP-agpec wnu gmanasoH agpecoB ys3na. Hanpumep,
192.168.0.23.

Mpu BbIGOPE 3Ha4eHnss MAC-agpec NosiBUTCS creaytoLee none:

» MAC-appec - Ykaxute MAC-agpec y3na B opmate XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

2. Tlocne 3aBepleHna co3gaHua 3anncu yana, HaXMUTe Ha KHOMKY Danee, OT06pa3VITCFI

crnegyrouiee OKHO, Kak nokasaHo Ha Puc. 4-50.
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Pesmn: IP-agpec b
OnucaHwe Lenw:
IP-agpec: -
MopT HaZHA4EHNA: -

MpoTokomn: Bce »

CTaHOapTHLIA NOPT Ceperca: —Bribepure— A

[ Haza,q] [ Hanee ]

Puc. 4-50 bBebicTpas HacTponka — Co3gaTb UM 3MeHUTb 3anucb ans uenm

Pexum — 3gecb M3 Bbinagarowero cnucka HYXXHO Bbl6paTb OOHO U3 ABYX 3HaYeHun -

"IP-agpec" unn "[JomeHHoe umsa".

OnucaHue uenu - B gaHHOM none Bbl MOXETE M3MEHUTb MOy MHOpMaUUio O Lenu.
BHumaHue, npu 3anmMcy HOBOro NpaBuna cTupaeTcs crapoe npaBuno Ansa uenu (K npuvepy,

Target_1).
Mpu BbIGOPE 3HaveHus IP-agpec nosBMTCA crnegytoLlee none:

IP-appec - Ykaxute |IP-agpec (wnu guanas3oH agpecoB) uenu (uenen) B BuAE YeTbipex

OECATUYHbIX Yncen, pasgeneHHblX Toukamu, Hanpuvep 192.168.0.23.

I'IopT HasHayeHusA - YKaxute nopT N Anana3oH NOpTOB. Ons nopToB obLmx cepBuUCcoB

MOXETe BOCMOb3oBaThcA nornem "CtaHgapTHbIA NOPT cepBuca”, pacnonoXeHHbIM HUKe.

Mpotokon — 3gecb 4veThlipe BapuaHTa Bbibopa BCE, TCP, UDP unu ICMP. Bbibepute

HY>XHO€e 3Ha4eHne 13 BbinagatroLlero cnmcka.

CTaHpapTHbIM NOPT cepBuca — 34eCb YKa3aH CMMCOK HEKOTOPbIX CTaHAApPTHbIX NOPTOB
cepsuca. Bbibepute oamH M3 BbinagaroLlero cCnmcka, M COOTBETCTBYHOLMA HOMep nopTta
nosBuTcs B none lopT HasHayeHus. Hanpumep, ecnn Bbl Bbibnpaete "FTP", Homep "21"

NnoABUTCA B norne |-|OpT Ha3Ha4YeHuA.

an/I Bbl60pe 3HayeHus [lomeHHoOe nMs nosiBuUTCA cnepytoulee none:
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> [loMeHHOe UMsi — 30ecb Bbl MOXETE yKasaTb YeTblpe JOMEHHbIX MMEHW, NMOMHOE MMS UMK
Krno4eBble crioBa MMeHu (Hanpumep, google). Jlloboe JoMeHHOE MMS C KIoYEBLIMY CITOBaMM

B HeM (www.google.com, www.google.cn) 6yaeT paspelueHo nnm 3abnoknposaHo.

3. [locne ToOro, Kak Bbl 3aKOHYMTE CO3[daHWe 3arnucu Lenu AocTtyna, HaxXMute Danee, u Ha

3KpaHe 0ToOpa3nTbCA CrieayoLLee OKHO, Kak nokasaHo Ha Puc. 4-51.

MpumeyaHue: Facnucadue ,'J,EHCTE:.-'ET CY¥4eToM IHaGYeHWA BpEMEHW HA MapWpyTH3aTope.

WmA pacnucaHns;
JeHk: (%) Kawoeld geHe; () BeiGpaTk AeHe

[oH. Br. Cp. Yr. [1Ar. Cyia. Bockp.

Bpems; BCE OHW - 24 yaca:
Ha4ano; (HHMM}
Koneuw; [HHIMM)

| Hasan | | Oanee |

Puc. 4-51 bBebicTpas HacTponka — Co3gaTtb UM N3MEeHUTb 3an1cb pacnucaHuns

> Wma pacnucaHumAa — B stom none YKa3blBaeTCA UMA pacnmcaHnAa, KoOtopoe OOJIKHO ObITb

yHUKanbHbIM (kK npumepy, Schedule_1).

» [OeHb — Haxmute BbiOpaTb AeHb 1 BbibepuTe COOTBETCTBYHOLMA AeHb (4HW), MOXHO

ykasaTb Kaxabin geHb.
> Bpems — Buibepute Bece gHum - 24 yaca vnu ykaxute Hayano/KoHew camu.

» Hauano - BBeanTte aaty Havana nepuoga B chopmare Y4MM (4 uundpsl). Hanpumep, 0800
o3Havaert 8:00.

» KoHel - YkaxuTe BpeMda OKOHYaHus nepuoga B copmate UMM (4 uudbpel). Hanpumep,
2000 6yget o3HavaTtb 20:00.

4. [locne TOro, Kak Bbl 3aKOHYMTE CO34aHue 3anucu pacwmnpeHHoro pacrnucaHuda, HaXmmte

Hanee, n Ha 3KkpaHe o0TOGpa3nTbCA cneaytowlee okHo (Puc. 4-52).
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WmA npaBuna: Rule1
Yaen: Host_1
Uenk: Target 1 v
PacnucaHwe: Schedule_1 +
CocToAHKe: Brnrounts v

[ HE]E-E],[I,I [ 3AKOHYUTE

Puc. 4-52 BbicTpas HacTponka — Co3aaTtb Unu 3mMeHuTb 3anucb KOHTPOnsa goctyna B VIHTepHeT

>

5.

Uma npasuna — B aTtom none cosgante ums npaswumna, KOTopoe AOJ1KHO ObITb YHUKalNbHbIM

(Hanpumep, Rule_1).

Y3en — B 3ToM none u3 BbiNagalollero crnucka BbibepuTe HeoGXxoaumoe 3HayeHue.

3HauyeHne Mo YMONYaHMIO TO e, YTO Bbl YKe ykasanu B none UMs yana.

Uenb - B stom none w3 Bbinagawllero cnucka BbibepuTe Heobxoammoe 3HayeHue.

3Ha4deHune no YMOJT4HaHUIO TO Xe, YTO Bbl YXXe yKasasriu B norne Uma uenn.

PacnucaHue — B 3TOM none 13 BbinagatoLLero cnucka Bbl6epI/ITe Heobxoanmoe 3HayeHue.

3Ha4deHune no YMOI4aHUIO TO XKe, YTO Bbl YXXe yKa3aln B norsne Umsa pacnncaHuaA

B none CoctosiHne BbibepuTe 3Ha4YeHUs1 BKNounMTb unv OTKNIOUYNTL, YTOObI BKNHOYNTL

N OTKNKO4YNTL 3aMnnchb.

Haxmute 3aKOHUMTb, 4TOObI 406aBNTL NPaBUIO.

BTopon cnoco6:

1.

Haxmunte kHonky J[o6aBuUTb HOBYH.... Bbl nepengete B cnegywolMid  3KpaH, Kak
npegcraeneHo Ha Puc. 4-53.

B none Uma npaBuna ykaxute nms (Hanpumep, MNpasuno_1).

M3 BbinagatoLlero cnvucka Ysen Bblbepnte Heobxoanmoe 3HaveHe mnu Bbibepute YTooObI
[06aBUTb HOBbIN CNUCOK Y3NOB, HAXXMUTE 34eCh.

M3 Bbinapatowero cnucka Llenb Bbibepute HeobxoaMmoe HanMMeHoBaHWe WM BblbepuTe
YT100bI OOABUTL HOBbLIN CMUCOK Liefier, HAXXMUTe 34eCb.

M3 Bbinagaowero cnmcka PacnucaHme Bbibepute Heobxognmmoe HaMMEHOBaHME WK
BblbepuTe YTOOBLI 4O6aBUTL HOBOE pacnMcaHue, HaXXMUTe 34eChb.

B none CocrtosiHne BbibepuTe 3Ha4yeHUs BknroyeHo unv OTKNKOYEHO, 4YTOObI BKMAOYUTL
WM OTKIMIOYUTL 3aMnCh.
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Haxmute kHonky CoxpaHUTb.

WmA npaewnna:
Yaen: Host_1 % | Ytofbl 00GAEWTE HOBKIA CIWCOK VNG0B, HEKMWTE 308 Ck.
Lent: Niwban uens | %| Y100kl 00GaENTE HOBEIR CONCOK LENER, HAXMMITE 308Ck.
PacnucaHue: Bcerpa % | Y100kl 00G3BMTE HOBOE PACNMCAHKME, HAXMWTE 30ECk.
CocToAHKe: BrniyeHo hd

[ COXpaHuTh ] [Haaan]

Puc. 4-53 Add Internet Access Control Entry

Hanpumep: Ecnu Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pgoctyn K

canty www.google.com Tonbko ¢ 18:00 1o 20:00 no cy660T1am M BOCKpeCeHbAM 1 3anpeTuTb

OCTanbHbIM Yy3nam nokanbHOM CceTu noctyn B MHTepHeT, Heobxoanmo Bbl6paTb cnegywouine

HaCTPOWKN:

1.

KnnkHyTb no noameHto MNMpaBuno meHio KoHTponb poctyna cnesa, 4ToObl BEPHYTbCS B
okHo Cnucok npasun. Beibepute Bkniountb ynpaeneHne KoHTponem goctyna K HTepHeT u
BblbepuTe "3anpeTuTb naketam, He ykasaHHbIM B MOSIMTUKE KOHTPONA JOCTyna, NPOXOAUTb
Yyepes mapLupyTmsaTop".

Mbl pekomeHayeMm, 4Tobbl Bbl LEMNKHYNN no kHornke MacTtep HacTPOWKK,YTOObI 3aBEpLUNTL
BCe nocrieayroLune HaCTPONKN.

KnukHyTb N0 nogmeHto Y3en meHio KOHTponb goctyna cnesa, YTobbl BOWTU B OKHO Cnncok
y3nos. Cospgante HOBYW 3annMcb C uMeHem Yysna Host. 1 un  MAC-agpecom
00-11-22-33-44-AA.

KnuknyTb no nogmeHio Llenb meHio KoHTponb goctyna crnesa, 4Tobbl BOWMTM B OKHO CMCOK
uenen. CosganTe HOBYIO 3anuMcb C umeHem LuUenn Target 1 M JOMEHHbIM WMeEHeM
www.google.com.

KnukHyTb no noameHto PacnucaHmne meHio KoHTponb gocTtyna criesa, YToObl BONTU B OKHO
Cnuncok pacnucanun. Co3ganite HOBYHO 3anncb C MMeHeM pacnucaHma Schedule 1, [eHb
Cy6. n Bockp., HayansHoe Bpems 1800 n koHe4vHoe Bpems 2000.

KnukHyTb no nogmeHio Mpasuno meHio KoHTponb goctyna cnesa, LenkHuTe no kHorke
[Jo6aBuTb HOBYHO..., YTOObI CO3a4aTb crneaytolliee HoBoe NpaBuno:

e B none "Vima npaBuna" ykaxurte ero ums. NoMHUTE, 4TO OHO AOMKHO ObITh YHUKAMbHBIM.
Hanpumep: Rule_1.

e B none "Y3en" Bbibepute Host 1.
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e B none "Uenb" BbibepuTe Target_1.

¢ B none "PacnucaHune" Bbibepute Schedule 1.

e B none "CocrtosaHne" Boibepute "BknioyeHo".

e YT00bI COXpaHNTb caenaHHble N3MEHEHUS KNNKHMUTE no KHorke "CoxpaHnTtb"

[Mocne atoro Bbl BepHeTecb B OKHO "YnpaBneHwe npasBunamMy KOHTpons goctyna" v yBuaute
cnegyroLwmim Crncok:

ID WM npaBuna Yaen Lens PacnucaHwe CocroAHre PenaktnpoBats
1 Rule1 Host 1 Target_1 Schedule 1 FPefaktipoeate ¥0anute
4.11.2Y3en

Bbl6paB MEHIO KOHTpOﬂb AocTtyna - Y3en, Bbl MOXeETE npocMatpuBaTb U yCTaHaBnnBaTb CrNMCOK

y3roB, Kak nokasaHo Ha Puc. 4-54. Cnncok y3noB sBMsieTCA BaxHbIM Ans [NMpaBuna KoHTpons

gocTtyna.
I HmAyana WHdropmaumna PenakTipoBaTb
1 Host_1 IP:192.168.0.23 PegakTnpoBaTe ¥O0anute
[ Jo0aBUTE HOBYHD. .. ][ Y0anuTh BCe ]
Tek. Homep | 1 % | CTp.

Puc. 4-54 HacTtpowku y3na
> Wma yana - 3gecb Heob6xoaMMo ykasaTb UMs y3na, KOTOpoe OOMKHO ObiTb YHUKANbHbIM.

» Wndopmauua - B atom none otobpaxaetcsa nHpopmaums no ysny. 3To MOXeT ObiTb IP-

nnn MAC-agpec.

> PeAaKTVIpOBaTb - 'ameHnTb nnu yaanntb CyuweCTBYHLLYIO 3anncChb.

Y100bI 4OO6ABUTHL HOBYHO 3anNUCb, HEOOXO0AMMO caenaTb creayrouiee:
1. Haxmute kHonky [lo6aBUTL HOBYIO....
2. B none Pexwum Bbibepute IP- unn MAC-agpec.
e [lpu Bbibope IP-agpeca nosiBUTCS OKHO, Kak NokasaHo Ha Puc. 4-55.
1) B none Ums y3na ykaxuTe ero yHukaneHoe nvs (Hanpumep, Ysen_1).
2) B none IP-appec nokanbHow cetn BBeauTe IP-agpec.

e [pu BoiGope MAC-agpeca NosiBUTCHA OKHO, Kak nokasaHo Ha Puc. 4-56.
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1) B none Umsa y3na ykaxute ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none MAC-agpec ykaxute MAC-agpec.
3. Haxmute kHonky CoxpaHuTb, YTOObl COXPaHUTbL CAENaHHbIE U3MEHEHMS.
YTtobbl yaanutb BCEe 3anncu n3 Tabnuupbl, BOCNONb3yNTeCh KHOMKOW YAanuTb Bce.

YTtoObl NnepenTy B cnegytoLiee okHO, BOCNONb3ynTech kHonkon Cnegyrowasn. Ytobbl BepHYyTLCA B
npegplayLiee 0KHO, BOCNoNb3ynTech kHonkon Mpeabiaywas.

JobaBuTb UMK U3IMEHNTB 3anUck Mo y3ny

Pexoan: | IP-agpec V|
HmA yana: | Yaen_1 |
IP-azpec nokankHoii cem: | 192.163.0.1 |- 192.163.0.23
|__Coxpanuts | | Hasaa |

Puc. 4-55 [No6aBuTb nnn M3MeHUTb 3annch no ysny

© [l06aBWTb MW W3MeHWTb Sanucenoysny

Pexmm: | MAC-agpec V|
HMma yana: | Yaen 1 |
MACagpec: | 00-11-22-3344-AA |
[ CoxXpaHnTe ] [Haaa,u]

Puc. 4-56 [06aBuTb UM M3MeHUTb 3anucb No y3ny
Hanpumep, Bbl XO0TUTE orpaHMunTb Aoctyn K UHTepHeT-pecypcam anga ya3na ¢ MAC-agpecom
00-11-22-33-44-AA. Ina aToro Heob6xoauUMO NPeAnpPUHATL cneylolime 4encTBUs:

1. Haxmute kHonky [o6aBuTb HOBYH... (CM. Puc. 4-54), ytobbl nepentn Ha CTpaHuuy
[o6aBnTb UM M3MEHUTb 3anncb Mo y3ny.

B none Pexum Bbibepute 13 BbiNagatoLero MmeHo 3HaveHne MAC-agpeca.
B none Umsa y3na ykaxunte ero yHukanbHoe nms (Hanpumep, Ysen_2).

B none MAC-agpec seeante 00-11-22-33-44-AA.

o M w0 D

Haxmunte KHOMKY COXpaHMTb, 4yTOObI COXpaHUTb caenaHHble UBMEeHEHNUA.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKVI y3na, Bbl yBuguTe cnenyrou.l,mﬂ CIMNUCOK.
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ID HMmA yana WHdpopmauwa PepgaktpoBate
1 Yaen_1 MAC: 00-11-22-33-44-A4 PepakTWpoBaTe ¥OanuTb
4.11.3 Uenb

BbibpaB KoHTponb gocTtyna - Llenb, Bbl MOXeTe npocmaTpuBaTth M HacTpavMBaTb CMIMCOK Lienewn,

Kak nokasaHo Ha Puc. 4-57. Cnucok uenen Heobxoaum ans MNpaeuna KOHTponst goctyna.

ID HmA uenw WHdpopmauma PenakrnpoBars
1 Target_1 192 168.0. 23/21TCP PedakTUpoEaTE ¥OanuTe
[ H0GaBUTE HOBYHD. .. ] [ ¥AanuTeE BCE ]

Tek Homep |1 » | CTp.

Puc. 4-57 Hactponkn uenu

> Wma uenn — B 3TOM none oToGpaxaeTcs oOnucaHue Lenu, KOTOpoe [OMKHO ObiTb
YHUKarnbHbIM

> WHdopmauusa — Llensto moxeT ObITh IP-agpec, nopT nnv AOMEHHOE NMSI.

> PepaktupoBatb — /I3MeHWUTb UNu yaanuTb CyLLECTBYIOLLYIO 3anuchb.

Y100bI AOO6aBUTHL HOBYIO 3anNUcCb, HEOO6X0AMMO caenaTb criegyroulee:
1.  HaxmuTe kHonky [lo6aBUTb HOBYHO ....
2. B none Pexwum Bbibepute IP-agpec nnn gomeHHoe nwus.
e [lpu Bbibope IP-agpeca nosBMTCA OKHO, Kak npeacTasneHo Ha Puc. 4-58.

1) B none OnucaHue uenu Heo6XoOAMMO yKasaTb YHUKanNbHOE MMS uenu (Hanpumep,
Lenb_1).

2) B none IP-appec ykaxute IP-agpec uenu.

3) Bbibepute obwun cepsuc M3 BbiNagarwwero cnucka B none CtaHAapTHbIA NOPT
cepBuca, C TeM, YTOOblI aBTOMaTMYeCKN 3anonHuTb none NMopTt HasHayveHus. Ecnn
B crnucke CTaHpAapTHbIA NOPT CepBUCa HE COLEPXKUTCHA HY)KHOMO Bam CepBuca,
yKaxute 3HadeHune MNMopTa Ha3HauYeHUs BPYUHYHO.

4) B none MpoTtokon BbibGepuTte 3HadeHne TCP, UDP, ICMP unun Bce.

e [lpu BbIGOpe onun JoMeHHOe UMS Bbl OKaXXeTeCb B CrieaytoLLeM OKHE, Kak MokasaHo
Ha Puc. 4-59.

1) B none UmAa uenu HeoOXOAMMO yKas3aTb YHMKaflbHOE WMSA Uenu (Hanpumep,
Uenb_1).
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2) B none [JomeHHoe MMA Bbl MOXETe BBECTU LOMEHHOE MMs, MOSIHOE UMS WU
KNoYeBble CnoBa UMeHU (Hanpumep, google). Jlloboe AOMEHHOE UMS C KMoYeBbIMA

cnogamnm B HeMm (www.google.com, www.googdle.hk) ©OygeTr paspeweHo wunu

3ab1oKMpoBaHo.

3. Haxmwute kHomnky CoxpaHUTb.

Haxas KHOMKY Ypanutb Bce, Bbl O4UCTUTE coaepxmnmoe Tabuubl.

YTtoObl NnepenTn B crnegytoLiee okHO, BOCNONb3ynTech kHonkon Cnepyrowan. Ytobbl BepHYyTLCA B
npegpiayLiee okHO, BOCMONb3ynTech KHoMmkon MNMpeabiaywias.

HNoGaBnTe NN N3MEHNTE 3aNUCk JOCTYNa Uenu

Pexn: | IP-agpec V|

OnucaHwe wenu: | |

IP-agpec:

MopT Ha3ZHaAYEHWRA;

|
| - |
MpoTokon;

CTaHOapTHLIA NOpT Cepevca: | -Bribepute-—- w |

| coxpanuts | | Haszaa |

Puc. 4-58 [Jo6aBuTb Unmn N3aMeHnTbL 3anncb 4OcTyna Lenu

HobaBnTe NN N3MEHNTE 3aNUCk JOCTYNAa Uenu

Pesan: |,.|J,|:|MEHH|:|E MMA V|

OnucaHue uenm:

OoMeHHDe WMA;

| coxparute | [Haaa,q]

Puc. 4-59 [o6aBuTb unn n3MeHnTb 3anncb 4OCTyna uenu
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Hanpumep: Bbl XOTUTE OrpaHWyMTb AOCTyn Ans yana nokanbHou cetn ¢ MAC-agpecom
00-11-22-33-44-AA Tomnbko K canTy www.googdle.com, [Ina 3Toro Heo6XOAMMO BbINOMHUTb
crepyoLime AencTBusN:

1. YT06bl AOGaBUTL WM M3MEHWUTb 3anUCb LENW AocTyna, HaxmuTe kHonky Job6aBuTb
HOBYHO... , Kak NokasaHo Ha Puc. 4-57.

B none Pexunm 13 BbinagaroLwero cnnucka Boibepnte JOMEHHOe UMS.

B none Umsa uenun HeobxoomMmo co3gaTh YHUKanbHoe ums uenu (Hanpuvep, Lenb 1).

B none flomeHHoe umsa BBeanTE Www.google.com.

a b~ 0D

YT06bI COXpaHUTbL HACTPOWKU, BOCMONb3YNTECh KHONKON COXpPaHUTb.

lMocne aToro, BepHyBLUMCb B OKHO HacTporku uenu, Bl yBuauTe CreaytoLwmnin Cncok.

D KMm\A wernm Wrdropmauma PenaktmpoBark

1 Uene_1 www.google.com FegakTMpoeaTe ¥O0anutb

4.11.4 PacnucaHue

BbibpaB KoHTponb goctyna — PacnucaHue, Bbl MOXeETe NpocMmaTpmBaTh 1 onpeaensiTb CrmMcok
pacnucaHuiA, Kak npeacTaBneHo Ha Puc. 4-60. Cnmcok pacnucaHui Heobxogum Aans

beHKLI,VIOHVIpOBaHI/Iﬂ npasuiia KOHTponA goctyna.

ID MmA pacnucaHuA OeHb BpemA Pegakmtnpoears
1 Schedule_1 Cy0. Bockp. 08:00 - 20:00 PedakTupoEaTe ¥OanuTe
[ HoBaBUTE HOBYIO. .. ] [ ¥YAANWTE BCe

Tek. Homep| 1 » | CTp.

Puc. 4-60 HacTtpoiku pacnucaHus
> Wma pacnucaHua — CogepxuTt MMa pacnmcaHnsd, KOTopoe OOMKHO ObiTb YHUKANbHbIM.
> [eHb — [leHb (OHW) Hegenu.
> Bpewms - Nepnoa BpeMeHu B TeUEHME OHS.
> PepaktnpoBatb — PegaktMpoBaHue nnu yaaneHue CyLecTBYOLWEro pacnucaHums.
Y1060bI AOO6aBUTL HOBOE pacnucaHue, Heo6xoaMMO caenaTtb crieayroulee:

1. Haxmute kHonky [lo6aBUTb HOBYH.... (CM. Puc. 4-60). [JormkHO NosiBUTLCS crnegyollee

OKHO (cM. Puc. 4-61).
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2. WNmsa pacnucaHus - B aToM none ykaxute yHUKanbHoe uMsa pacnucaHmsa. Mimente B Buay, 4To

3TO UMSA JOIMKHO ObiTb YHMKanbHbIM. Hanpumep, Schedule_1.

B none [OeHb BbibepuTe COOTBETCTBYHWOLWNA AEHb (OHW), Takke MOXHO ykasaTb Kaxabiv
OeHb.

B none Bpemsa moxHO BbibpaTh Bce gHM - 24 yaca nnu 3agatb BPEMEHHOW nepuoa npu

nomoluu nonen Hayano/KoHeu.

5. YT06bI COXpaHUTbL CAenaHHbIe HAaCTPOWKU, BOCMONb3YNTECh KHOMKON COXpPaHUTD.

HaxaB kHOMKy YaanuTb Bce, Bbl 04nCTUTE Tabnuuy OT 3anucen.

Haxas kHonky Cnepytowias, Bbl NnepenaeTe B crieqylolee okHO, a HaxaB kHonky Mpeablayias,

OKaXXWUTeCb B NpeablayLLeM.

MpumeyaHne: Pacnncadne 0eAcTEVeT CYYETOM IHAYEHMA BPEMEHM HA MARWPYTHIATORE.

HmA pacnucaHns:
OeHk: (%) Kawgeil gere; () BriGpate geHe

[MaH. Br. Cp. 4r. rAar. Cya. Bockp.

Bpewms: BCE AHW - 24 yaca:

Ha4ano: [HHMN)

Koneuw: [HHMI)
[ CoXpaHuTb ] [Haza,q]

Puc. 4-61 HacTpoiku paclumpeHHoro pacnucaHus

Hanpuwmep: Bbl xotute orpaHnunte goctyn yana ¢ MAC-agpecom 00-11-22-33-44-AA k caunty

www.google.com ¢ 18:00 no 20:00 no cy66oTtam M BocKpeceHbsM. [1na 3Toro Heobxoanmo

BbIMOJTHUTL creayLimne DencTeu4:

1.

KnukHute no kHonke [o6aBUTb HOBYH..., 4TOObI nepenitM Ha cTpaHuuy "HacTponku

pacLlumpeHHoro pacnucaHus” (Puc. 4-60).

B none "ma pacnucaHua" Heob6xoQMMo BBECTU YHUKANbHOE UMS pacnucaHuns. Hanpumep,
Schedule_1.

B none "OeHb" BbibepnTe "BbibpaTtb AeHb" 1 Bbibepnte Cy660Ty 1 BockpeceHbe.

B none "Bpemsa" ons 3HadeHns "Havano" n "KoHel" ykaxkute cootBeTctBeHHO 1800 n 2000.
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5. Haxmute kHonky CoxXpaHUTb, YTOGbI COXPaHUTL HACTPOMKM.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKM pacnncaHuaA, Bbl yBuanTe CJ'Ie}J,y}OLLI,I/IVI CIMUCOK.

ID MmA pacnucaHnA OeHb BpemnA PenakmmpoBaTh

1  Schedule_1 CyG. Bockp. 08:00-20:00 FedakTupoeate ¥0anuTe

4.12PaclumpeHHble HaCTPOUKN MapLIpyTU3aumm

PacuupeHHbIe HACTPOAK MapupyTHIaLHA

- CNWCOK CTATMYECKNX MaplpyToe

- TabnWua MapwpyTH3aunue
Puc. 4-62PaclunmpeHHble HaCTPONKKM MapLUpyTUusauum
B mMeHio PaclumpeHHble HacTporkn mapuipyTtunsaumm (Puc. 4-62) ecte aBa nogmeHio — Cnucok
cTaTMYecKux mapupytoB M Tabnuua MapwpyTusaumm, rge Bbl CMOXETE HaCTPOUTb

COOTBETCTBYOLLME DYHKLNN.

4.12.1 CNnnCOK cTaTU4eCKNX MapLUpPyTOB

Boibpae MeHi PaclwmpeHHble HacTpoWkM MapwpyTusaumm — ChAMCOK CcTaTU4YeCcKux
MapLpyToB, Bbl MOXETe HacTpauBaTb MapaMeTpbl CTaTMYECKOW MapLupyTM3auMu B OKHe,
npeacrtaeneHHOM Ha Puc. 4-63. Ctatnyecknii MmapLipyT — 3TO 3apaHee onpegeneHHbIn NyTb, no

KOTOPOMY ceTeBble AaHHble nepeMeLllalnTCa K KOHKPETHOMY y3Iy Ul CeTun.

1D IP-agpec HazHa4eHUA Macka nogocetmn OcHOBHOW W3 CocToAHKe HzmeHuTs

| NoBasute HoBywo.. |

Puc. 4-63 Cnmcok cTaTu4ecknx mapLipyToB
Y106bI CO3AaTb 3aNUCb CTaTUYECKOM MapLpyTU3aLuu:

1. HaxmuTe kHonky [lo6aBUTb HOBYHO... CM. Puc. 4-63, OTKpOETCSl OKHO, NPeACTaBNEHHOE Ha
Puc. 4-64.
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IP-agpec HAZHAYEHWA;
Macka noaceTi:
CCHOBHON WMk

CoCTORHWE: BrnwoueHo b

CoxpaHute | | Hasag |

3.

4.

Puc. 4-64 [Job6aBuTb Unn N3MeHNTb 3anucb B Tabnuue cTaTmdeckon mapLupyTmusaunm

BeeauTte crnienytollme AaHHbIe.

>

IP-agpec HasHa4yeHus - 310 IP-agpec y3na vnm cetu, KOTOPbIN Bbl XOTUTE Ha3HA4UTb

ANs MapLupyTa cTaTU4eckon MapLupyTm3aumm.

Macka noacetu - Macka noacetu onpegenser kakas 4acTb IP-agpeca oTHocuTcst K

agpecy ceTun, a Kakad - K agpecy camMoro y3na ceTu.

OcHoBHOW wn3 - 370 |P-agpec LWNO30BOrO yCTPOWCTBA, MCMOMb3yemMoro no
yMOn4YaHuio, KoTopoe obecrneuymBaeT B3aMMOAENCTBME MeXay MapLipyTU3aTopoM U

CETbI0/Y3MOM.

M3 BbinagatoLlero crnvcka B none CocrosiHme Bbl6€pI/ITe BkritoueHo.

Haxmnte KHOMKY COXpaHMTb, 4yTOObI COXpaHUTb BHECEHHbIE N3MEHEHUA.

HaxaB kHOMKy YaanuTb, Bbl yaanite 3anuchb.

Haxas KHOMKY BknrounTtb BCe, Bbl aKTnBmpyete Bce 3anucn.

Haxas KHOMKY OTKNOYNTb BCe, Bbl caenaeTe Bce 3arnmc HeakTUBHbIMU.

Haxas KHOMKY YoanuTtb Bce, Bbl yoanute Bce 3arnuncu.

YUTtobbl NepenTh B crieqytoLllee OKHO, BOCMONb3yMTECh KHOMKON Cneayrowasn. Ytobbl BEpHYTbCS

B npeablayuiee OKHO, BOCI'IOJ'Ib3yIZTer KHOMKOWN Hpenblnymaﬂ.

4.12.2 Tabnuua mapLupyTusauum

BbibpaB MeHto PaclimpeHHble HacCTPOMKM MapLupyTusaumm — Tabnuua mapLipyTusauuu, Bbl

CMOXeTe npocMaTpuBaTb BCE WUCMOJSIb3yeMble 3annucu MaplipyTu3asumun. [Onsa kaxgonm crtatbu

oTobpaatotcs IP-agpec HazHadYeHns, macka NoAceTw, L3 U MHTepdeiic.
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Tabnuua MapwpyTHsauum
ID IP-agpec HazHa4YeHWA Macka nogcerti LNz WHTepdenc
1 192.168.1.0 265.255.255.0 0.0.0.0 LAN & WLAN
2 192168.0.0 255.255.255.0 0.0.00 LAMN & WLAM

OOHOBUTE

» IP-appec Ha3Ha4yeHus - |IP-agpec HasHavyeHnsa - aTo IP-agpec ceTu unn ysna, Ha3HayYeHHbIN
MapLupyTy.
» Macka noacetn - Macka noacetu onpefgensieT, kakaa 4actb IP-agpeca yana cetu

OTHOCUTCA K aApecy CeETHU, a KakKad - K agpecy camMoro y3na B aTON ceTu.

> W3 - IP-agpec Wwno30BOro yCTponcTBa, obecneymBalolLlero B3auMogencTBme Mexay

MapLUpPyTU3aTOPOM U CETbIO/Y3IOM.

> WHTepdpenc - B aTom none nokasbiBaeTca MectoHaxoxaeHue IP-agpeca HasHaveHus - LAN
n WLAN nnn WAN.

Haxmute O6HOBUTL And 06HOBNEHUSA oToBpaxxaeMon nHopmauuun.

4.13KoHTponb NnponycKHOMU CNOCOGHOCTHU

KoHTpOns NponycKHoi CNocobHGCTH

- NapameTpkl KOHTPONA

- Cnucok npaexn

Puc. 4-65
MeHto KoHTpornb nponyckHOM CnocOBHOCTU coaepXut ABa nogmeHio — MapamMeTpbl KOHTpoOns
n Cnmcok npaBun (cM. Puc. 4-65). [Ons HacCTpOWKM HY>XHOW dyHKUMM BblibepuTe
COOTBETCTByIOLLEEe MeHI. Hwke npuBogutcs nogpobHoe onucaHve Ans Kaxaoro K3 3Tux

NMOAMEHIO.

4.13.1 NapameTpbl KOHTpONs

Boibpae KoHTponb nponyckHoW cnoco6HocTu — [MapameTpbl KOHTPONA, Bbl CMOXETE B
crneqylowemM OKHe HacTpamBaTb 3HAYEHWUs] MCXOOALWEN M BXoAsAWen nonockbl MponycKaHus.
3apaBaeMble 3Ha4YeHNs He OO0MKHbI npeBbiwaTtse 100000 Kout/c. Ons onTuManbHOrO KOHTPOnS,
BblbepuTe cnpaeBa Tun NUHUM KM CNpOCUTE Yy nocTaBlwmka VIHTepHeT-ycnyr ofuiee 3HaveHue
BXOASLLEro U ucxoasiwero tTpaduka.
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MapameTpbl KOHTpONA
BEMHOYATL KOHTROME NONOCK! MPONYCKaHWA; ]
THM FIMHAK (® ADSL (O [Opyras
HcxoOsman nonoca nponycEaHmnA: | 512 | KEuT/CeK
BxoOAuan nonoca nponyCcKaHne: |2[]48 | KauT/cer
[ CoxpaHuT ]

Puc. 4-66 NapameTpbl KOHTPONSA

> Bknountb KOHTPOJIb NOJIOCbl NPONYCKaHUA — Ecnu paHHbIn napameTp akTuBupoBaH, TO

npaeuna yHKLUM KOHTPONS MPOMYCKHOW cnocobHocTy ByayT paboTaTb.

» Tun nuHun — BbibepuTe NpaBuiibHbIA TUM BalLEro NnoakntodeHns. Ecnu Bol He 3HaeTe, Kakom

BblGpaTb, o6paTuTech k Balemy nocTaBwuky MHTepHeT-ycnyr.

» WUcxopsawas nonoca nponyckaHus - CKOPOCTb 3aKaunmBaHUA Ha yaaneHHbIn cepBep Yepes
nopt WAN.

> Bxopsawasa nonoca nponyckaHua - CKOpPOCTb CKauvMBaHWA C yOaneHHoro cepeepa vepes
nopt WAN.

4.13.2 Cnucok npaBun

Bbibpae KoHTponb nponyckHoM cnoco6HocTU - CNMCOK NpaBuil, Bbl CMOXETE NpocMaTpuBaTb

W HacTpamBaTb NpaBuria KOHTPOSS NMPOMYCKHOW CNOCOGHOCTH, Kak NOKa3aHO Ha PUCYHKE HUXKE.

CNKUCOK NpaBun ynpaeneHusa Nonocoil NnponyckaHus

McxogAwan nonoca nponyckaduA(KGuT/cek) BXxogawan nonoca nponyckanna(KouTticek)
ID| OnucaHne BEMKUWTE FegakTMpoBEaTe
KuH. Makc. MuH. Makc.

B HacToAWE: BPEMA CNMCOK MyCT.

| NoBasute Hosyw |

TekyWwMA NE CTpaHuua

Puc. 4-67 Cnuncok npaeun

» OnwucaHwue - WHpopMaLumsa ¢ onvcaHneM BKIoYaeT AnanasoH agpecos, AManasoH nopTos U

NPOTOKON nepenayn.

» WUcxopsawas nonoca nponyckKkaHus - MakcumanbHas CKOPOCTb 3aka4ynBaHUA Ha yﬂaﬂeHHblﬂ
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cepsep 4epes nopt WAN, no ymonyaHuo yctaHosneHo 0.

> Bxopsawasa nonoca nponyckaHusi - MakcumanbHasi CKOPOCTb CKauMBaHUS C yOaneHHoro

cepepa 4vepes nopt WAN, no ymonyaHmio yctaHosneHo 0.
» Bknwouutb - CocTosiHME NpaBuna; NokasbiBaeT, OyaeT N NPUMEHATBLCA JaHHOE NpaBuno.

» PepaktnpoBaTtb - BbibepuTe faHHbIN NYHKT ANst UAMEHEHMS UNW yaarneHus CyLLEeCTBYHOLLEN

3anuncu.

Y1066l [06aBUTL WNM  U3MEHUTb MNpPaBWNO YMNpaBfieHUMs NONOCOM NPOMYCKaHus,

Heob6xoaMMo caenatb cneaywoulee:

War 1: HaxmuTe kHonky [lo6aBUTbL HOBYHO... (CM. Puc. 4-67). [JomkHO OTKPbITCS OKHO, Kak

nokasaHo Ha Puc. 4-68.

LWar 2: BseawTte cnegyrowmne gaHHble.

HacTpoiikn npaBun ynpasneHna Nonocol NponycKkaHuA

BHIHOYNTE:

Owanazod IP-agpecoe: | | = | |

[uanazoH noproe: | | - | |

MpoToKom: Al »
MWH. nonoca nponycKkaHna Makc. nonoca NponyckaHuA
(Koutlcek) (KouTlcek)
Hcxonaman nonoca nponycKaHHA; | ] | | ] |
BxogsAwan monoca nponycKaHna: | 0 | | 0 |
[ CoxpaHnTe ] [ Haaap, ]

Puc. 4-68 HacTtponkn npaBun ynpasrieHus NOfoCon NponyckaHms

War 3: Haxmunte kHonky CoxpaHUTb.

4.14MNpuBnaska IP- n MAC-agpecoB

MNpuerazea IP- n MAC-agpecoe

- MapameTphl NPUEAIKKN

- Tabnuua ARP

Puc. 4-69 MeHto lNpuesaska IP- 1 MAC-agpecoB
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MeHto Mpueaska IP- 1 MAC-agpecoB cogepxut asa nogmeHio (cm. Puc. 4-69) — MNMapameTpbl

npuBa3kn n Tabnuua ARP. YT106bl HAcTpouTb HYXHYKO YHKUMIO WM MOCMOTPETb €ee

napamMeTpbl, BbibeprTe COOTBETCTBYIOLNIA aNeMeHT. Hike npusoautca noapobHoe onvcaHue no

KaXxgoMy NoAMEHHO.

4.14.1 NapameTpbl NPUBA3KU

[JaHHoe OkHO COAEPXKUT Ta6n|/|u,y I'Iapameprl NPUBA3KU, B KOTOPYKHO Bbl MOXeTe€ BHOCUTb

Heobxoanmble nameHeHus (cm. Puc. 4-70).

CenAzbieaHne ARP: &) OmeniounTe ) BENKOUATE

COXpaHuTE

1D

Cnnc

MAC-agpec IP-agpec CeAzatb Hamennth

0K MyCT.

| NoBasuts Hoeyro.. |

CurrentMo.| 1 % | CTp.

>

Puc. 4-70 MNapameTpbl NPUBA3KA
MAC-agpec - MAC-agpec KOHTPONMPYEMOro KOMMbIoTepPa NoKanbHOW CETU.
IP-agpec - HasHaveHHbIN IP-agpec KOHTpONMpyeMoro KOMMnbOTepPa foKaribHON CeTu.

CBasaTtb - BknouyeHne dyHKUMKM cBA3bIBaHUA Mo npotokony ARP  ans KOHKpPeTHOro

yCTpONCTBa.

U3meHUTb - MIameHeHue unu yganeHune cyLLecTBYIoLLEen 3anucu.

Ecnn Bbl xoTnte go6aBntb NN M3MeEHUTb 3annchb ceasbiBaHus IP- n MAC-agpecoB, HaxmuTe

KHOMKY Ho6aButb HOBYHO... N N3MeHUTDb. ﬂepe/:l, BaMUu OTKPOETCA OKHO, npeacrtaB/ieHHOE Ha

Puc.

4-71, B KOTOPOM Bbl MOXeTe [ob6aBnTb UNU M3MEHUTb 3anucb CBA3biBaHUA IP- u

MAC-agpecos.
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MapameTpel cBAsbIBaHKA IP U MAC-apgpecoB

CeRzartk:

MAC-agpec; | |

IP-agpec: | |

| Coxpanute | | Hasag |

Puc. 4-71 MapameTtpsbl npussasku IP- 1 MAC-agpecos
Y1061 AOGaBUTL 3anucb npuBasku IP- n MAC-agpeca, Heo6xoaMMoO caenaTthb criegyloLee:

1. Haxmute kHonky [lo6aBuTL HOBYHO... (CM. Puc. 4-70).

2. Ykaxute MAC- n IP-agpec.

3. Bblbepute auenky CessaTb.

4. YT106bl COXpaHUTbL caeNnaHHblE U3MEHEHWS], BOCMONb3yNTECh KHOMKOM COXpaHUTb.

YT06bl M3MEHWUTbL WU y[anUTb YXKe CYLLeCTBYHLYK 3anucb, Heo6xoauMo cpenaTb

cneaymwoulee:

1. BbibGepute 3anuch B Tabnuue.

2. B konoHke U3meHuTb BbiOGepuTe, COOTBETCTBEHHO, PepakTtupoBaTtb unv YaanuTb.
YT100ObI HANTK CYLLECTBYIOLLYIO 3aMUCh:

1. HaxmuTe kHonky HamTun, kak nokasaHo Ha Puc. 4-70.

2. Beegunte MAC vnun IP-agpec.

3. Haxmwnte kHonky HanTwm, kak nokasaHo Ha Puc. 4-72.

Haitu sanuck npuesskn IP- n MAC-agpeca

MAC-agpec: ‘ |

IP-agpec: ‘ |

D MAC-anpec: IP-agpec: Ce3Aatk  JIMHK

TeKyuMi CNWCOK NYCT.

| Haiitn | | Hasaa |

Pwuc. 4-72 Hantu 3anucek npussaskn IP- u MAC-agpeca

YToObl aKTUBMpPOBaTb BCe 3arnuncu, BOCI'IOJ'Ib3yI7ITer KHomnkon Bknountb Bce.
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YTtoObl yaanuTb Bce 3anucu, BOCMONb3yMTeCh KHOMKOW YaanuTb Bce.

4.14.2 Tabnuua ARP

[nsa ynpaBneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HabniogeHne 3a KoMnbloTepamMu floKanbHOM
ceTn, npoeepsia npuessky MAC- n IP-agpecoB B Tabnuue ARP. Takke Bbl MOXETE NPOU3BOANTL
HacTporky anemeHToB Tabnuubl ARP. B gaHHoM okHe oToOpaxaerca Tabnuua ARP. Ona

COAEPXUT MHGOPMALIMIO NO MetoLmumMcs 3anucam npueasku IP- n MAC-agpecos (cm. Puc. 4-73).

1D MAC-appec IP-agpec Cocroanne Hacrtpoika
1 50-E5-49-CB-E2-TA 192.168.0.100 He ceBRzaHO JarpyanTe ¥ 0anuis
| 3arpyautbece | | OGHoBMTE

Puc. 4-73 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTPONMpyeMOoro KOMnbloTepPa fOKanbHOW ceTu.
> IP-agpec - HasHa4eHHbIN IP-agpec KOHTpONMpyeMoro KoMnbloTepa fokarbHON CeTu.
» CocTtosiHue - Hannuune nnu otcytcTeue ceasbiBaHns MAC- u IP-agpeca.

> HacTtpowka - [JaHHble KHOMKM WCMOMb3YlOTCS ANS 3arpyskM WM yaaneHus SneMeHToB

Tabnuubl.

e 3arpy3uTb - [lobaBneHue anemeHTa B Tabnumuy.

e Hactpowka - YganeHue anemeHTa ns tabnuupl.

Ceasatb Bce - CaszaTb Bce TeKywimne anemMeHTbl, gaHHada onuna AOO0CTyrnHa, TOJNIbKO ecnun

dyHKUMA cBA3bIBaHUA No npoTokony ARP BknioveHa.
3arpy3unTb Bce - 3arpy3nTb BCe 3MEMEHTbI B Tabnuuy.
YTo6bl 0GHOBUTL MHAOPMALIMID, BOCMONL3YNTECH KHOMKOM OBGHOBUTD.

& lMpumevaHue:

OnemeHT He MOXeT ObITb 3arpykeH B Tabnuuy, ecnu ero |IP-agpec 6bin 3arpyxeH paHee. B aTom
cnyyae cuctema BblgacTt coobuleHve o6 owmnbke. AHanormyHo pyHkums "3arpysuTtb Bce"
3arpy3nT TOJIbKO Te€ 3JiIeMEeHTbl, NapaMeTpbl KOTOPbIX HE COBMNaagakwT C yXe MMerlwnMmmca B

Tabnuue.
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4.150vHamuyeckun DNS

Mpu BIGOPE MeHo AuHamu4yecknin DNS Bbl MOXeTe onpenensatb napameTpbl padboTbl YHKLMK.

MapLwpyTrnsatop nogaepxvmeaeT QYHKUUIO OMHAMUYECKON CUCTEMbI AOMEHHbIX uMeH (DDNS),
KOoTopasi AenaeT BO3MOXHbIM XOCTUHI canTa, FTP- nnn nodtoBoro cepeepa ¢ OMKCUPOBaHHbLIM
OOMEHHbIM MMeHeM (KOTopoe Bbl YKa3blBaeTe camMum) W OMHaMU4YeckuMm agpecoMm.  JTo
NO3BOMSIET BalLUMM OPY3bsSM MOAKMNOYATLCA K BalleMy CEpPBEPY, YKasaB OOMEHHOE UMSI BHe
3aBUCMMOCTM OT 3HaudeHus |IP-agpeca. lNepen Tem kak NPUCTYNUTb K MUCMOSMb30BAHUIO LaHHON
dyHKUMM HeobxoaMmo 3aperncTpumpoBaTtbcs Yy npoBavgepa cepsuca DDNS, Hanpumep

www.comexe.cn, www.dyndns.org unM www.no-ip.com. OT noctaBwuka WHTepHeT-ycnyr Bbl

nonyynte naposib Uimn Krkou.

4.15.1 Comexe.cn DDNS

Ecnn B kadectBe npoBangepa cepBuca DDNS 6bin BbibpaH www.comexe.cn, AOMKHO

nosiBUTbLCA OKHO, NMokKasaHHoe Ha Puc. 4-74.

MpoBafoep cepBrca: Comexe | www.comexe.cn | » | [epeiTh K perncTpaumni...

NomeHHoe MMA:
NomeHHoe A
[omeHHoe WA
[omeHHoe MA:

JoMmeHHoe UMA:

HmMA nonka2oBaTens: username

Maponk: TITITIT]

[l Brnounte DDNS

COCTOAHWE NOOKMTHYEHWA; DDMS He 3anyckaeTcA!

[ Baiiti ]

| Coxpamuts |

Puc. 4-74 Hactporkn Comexe.cn DDNS
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Ona yctaHoBku napameTpoB DDNS Heo6xoaMmo BLINOMHUTL criegylolune OerUcTBUA:

1. JomeHHOe umsa BBeguTe COoOTBETCTBYyKOLLee 3Ha4deHue, nornyyYyeHHoe OT MNnoCTaBLUMKa

WHTepHeT-ycnyr.
2.  YkaxuTte Mma nonb3oBaTens y4eTHOW 3anucu.
3. Ykaxwute MNaponb y4yeTHOW 3anucu.
4. HaxmuTe kHonky BonTn onsi Bxoga B cUCTEMY.

CocTosiHue nogknioveHus - OTobpaxaeTcs cocTosiHue nNoaknoveHus k cepeucy DDNS.

Haxmute kHonky BbInTK, 4TOObI BEINTU U3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnn B kadectBe npoBanaepa cepBuca DDNS 6bin BbibpaH www.dyndns.org, NOsiBUTCA OKHO

Kak nokasaHo Ha Puc. 4-75.

MpoBainep ceperca: Dyndns | www_dyndns.org } » | Oepefiti K perucTpaumn...
HmA nonL3oBarens: username
Maponk: I TTITITITITT]

JomeHHOS MMA:

[] Brnwyute DDONS

CoOCTOAHWE NOOKNHYeHRA: DOMS He 3anyckaeTcAl

[ Boiiti ] [ Briitt

| Coxpanuts |

Puc. 4-75 HacTtpowku Dyndns.org DDNS
Onsa yctaHoBku napameTpoB DDNS Heo6xoaMMO BbINOMIHUTL crneaytowme JencTBuUs:

1.  Ykaxute UMa nonb3oBaTens y4eTHON 3anucu.
2.  YkaxuTte Maponb y4eTHOW 3anucu.

3. Ykaxute [lomeHHOe nMA, nonydeHHoe OT nposangepa cepsmca DDNS.
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4. HaxmuTte kHonky BonTu ona Bxoga B cuctemy.
CocTosiHue nogknto4veHus - OTobpaxaeTcs COCTosiHUE NoAknoveHns k cepemucy DDNS.

HaxxmuTe KHONKy BbIATU, YTOObLI BLINTW U3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnu B kayecTBe npoBanaepa cepBuca DDNS 6bin BbiGpaH www.no-ip.com, NosBUTCA OKHO

Kak nokasaHo Ha Puc. 4-76.

Mpoeaigep ceperca: Mo-IP { www.no-ip.com | w | MepelTh K DEMMCTDaUMM. .
HMA nonb30BaTEnsA: usermame
Mapone: TITITIIL]

JoMeHHDE HMA:

[] Benwouwte DDMS

CocToAHWE NOgENHYeHWRA: DDOMS He 3anyckaeTcA!

[ Boiiti ] [ Briiiti

[ COXpPaHHTL ]

Puc. 4-76 Hactponkn No-ip.com DDNS
Onsa yctaHoBku napameTpoB DDNS Heo6xoanMMO BbINOMIHUTL crneaytowme JencTBuUs:

1. Ykaxute AMA nonb3oBaTens y4eTHOW 3anucu.
2.  Ykaxute Maponb y4eTHON 3anucu.
3. YkaxuTe lomeHHOe ums, nonyyYyeHHoe oT npoangepa cepsuca DDNS.

4. Haxmute kHonky BonTu, 4TOGLI BONTK B CUCTEMY.
CocTosiHue noakntoveHus - OTobpaxaeTca cocTogHme noaknodeHns k cepsucy DDNS.

Haxmute kHonky BbIMTH, 4TOObLI BEINTU U3 CUCTEMBI.
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4.16 CucrteMHble UHCTPYMEHTDI

CHCTEMHEIE MHCTPYMEHTLI

- HacTpoiika BpeMeHi

- OWarHocTHKa

- DOHoBNEHWe BCTpoeHHOro M0

- 3aBOACKNE HACTPONEN

- Pe3epBHaA KOMWA W BOCCTAHOBNEHWe
- Nepesarpy3ka

- Mapons

- CHCTEMHLIA #ypHan

- CramucTHEa
Puc. 4-77 MeHto CuCTeMHble MHCTPYMEHTbI
MeHio CucTeMHble MHCTPYMEHTbI COAEepXUT criegyowme nogMmeHio — Hactponka BpemMeHwm,
OnarHoctuka, O6HoBnNeHue BcTpoeHHoro MO, 3aBoackue HacTpouku, PesepBHasa konua u
BoccTaHoBneHue, [lepesarpy3ka, [laponb, CucrtemHbin XypHan un Cratuctuka. [ns

HaCTpOIZKI/I Hy)KHOIZ beHKLI,I/IIA Bbl6epI/1Te COOTBETCTBYHOLLEE MEHIO. Hwxe npmnBoanTCA I'IOﬂpO6HOG

onncaHme no Kaxanoro n3 3Tux NoAMeHHo.

4.16.1 Hactponka BpemeHu

BbibpaB mMeHio CucTteMHble MHCTPYMeHTbl — HacTpoika BpemeHM, Bbl MOXeTe HacTpanBaTb

napameTpbl BpeMEHW B OKHE, NPeACTaBNEHHOM Ha PUCYHKE HIXKE.
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YacoBoK NOAC: (GMT+03:00) Barpaa, Kyeeir, Haipobu, 3p-Pusg, Mockea v
Nara: 1 1 2012 (MecAWyrCcno/rom)
Bpema: 5 0 4 (YacklMNHYTEIICEKYHOR )
NTP-cepeep 1: 0.0.0.0 (no eniGopy)
NTP-cepeep 2: 0000 (no BLIGOPY)

[ Monyunts BpeMaA No [prHBMYY ]

NetHee epema: (O OTknioynTe (&) BENKYATL Ha Beck rog ) BENKYUTE Ha ONpedeneHHoe BPpeMA
Hauano:
KoHew;
COCTORHWE NETHETD BPEMEHI: NeTHee BpEMA BEMKYEHO.

BHUMAHNE: HaxMaTe TIONYYNTE BpemMA No FPUHENYY, yTodkl 0GHOBNTE BPEMA C CEpREPOR Yepe3 VIHTepHeT

CoXpaHuTh

Puc. 4-78 HacTtpoika BpemeHu

» YacoBom nosic — BbibepuTte YacoBoy Nosc.
> [arta — Ykaxute gaty B hopmare mecau/geHb/roq.

>  YxaxuTte Bpems B dhopmaTe yac/mMuHyTa/cekyHaa.

» NTP-cepBep 1/NTP-cepBep 2 — Beeante agpec unm gomeHHoe nmst NTP-cepBepa 1 vnu
NTP-cepBepa 2, nocrie 4yero MapLupyTusaTop nonyy4nT napameTpbl BpeMeHun ¢ NTP-cepBepa.
Kpome TOro, onst HekoTopbix BCTPOoeHHbIX NTP-cepBepoB MapLupyTM3aTop MOXET NonyyaTb

3Ha4yeHne BpeMeHn aBToMaTn4eCckun npm noaxknrv4eHnn K MHTepHeT.

» [locTaBbTe rariovky B nore Bknountb netHee BpemMs, 4YTOObI BKMNIOYNTL d)yHKLI,I/I}O JIeTHero

BpemMeHu

» Havano — Bper-l, C KOTOPOro Ha4nHaeTCa neTHee BpemMA. Bbl6epVITe MecdLl B nepBOM norne,

Heaento BO BTOPOM Mnore, 1 BpeMA B TPETbEM MNore.

» KoHey — BpeMﬂ, Korga 3akaH4unBaeTCd JieTHee BpeM4. Bb|6ep|/|Te Mecdl B nepBoM none,

Heaento BO BTOPOM Mnore, 1 BpeMA B TPETbEM MNore.

» CocTosiHne neTtHero BpeMeHU — OT06pa>KaeT COCTOAHUE, NUCNONb3YyEeTCA N NeTHee BpeM4d

NN HeT.

Y106bI HACTPOUTL BPEMSsi B PyYHOM pexume:
1. BblbGepuTe YacoBow nosc.

2. Ykaxute Jaty B bopmate Mmecau/aeHs/roq.
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3. Ykaxute Bpems B popmate 4yac/mMuHyTa/cekyHaa.

4. Haxmute kHonky CoxpaHuUTb.

Y106bI HACTPOUTL BpeMsi aBTOMaTUYECKMU:

1. BbiGepuTe YacoBow nosc.

2. Beegute agpec unu gomeHHoe nmsi NTP-cepeepa 1 nnn NTP-cepBepa 2.

3. Haxmute kHonky Monyuutb BpemMsA no IPMHBUYY, 4YTOObLI MONyyaTb CUCTEMHOE BpPEMS

yepes VIHTEPHET NpY HAaNUYUK NOOKMHOYEHUS K HEMY.

YT100bI YCTAaHOBUTL NIETHEE BPEMS:

1. TocTaBbTe ranouky B A4erky BknounTb neTHee Bpems.

2. Bblbepute 3HavyeHne Havyana netHero nepuoaa BpeMEHMU.
3. BbibepuTte 3HavyeHne KoHua netHero nepuona BpeEMeEHM.
4

[na coxpaHeHus HacTpoek, HaxXmMuTe KHorky CoxpaHUTb.

NeTHee BpeMA: O OTkmiounTs () BKNMIOYNTE HA BECH 10 KMIOYWTE Ha oNpedeneHHoe BpemA
Hauano: HAHeape || 14 + || BockpeceHbe | 0:00 hif
Konew: Jekabpe w || 4 + || BockpeceHee “ | 0:00 A
COCTOAHME NETHero BpemeHI: NeTHee BPEMA BKMIDYEHD.

BHUMaHWE: HaxmuTe TIonyYnTe Bp&MA No FPUHENYY, uTobsl 0GHOBWTE BPEMA C CEPREPOE Uepes VIHTepHeT

& MpumeyaHue:

1. [HaHHas HacTpowka OygeT mcnonb3oBaTbCa ANs psga yHKUUA C BPEMEHHBIM KpUTEPUEM,
Hanpumep, A5 MEXCETEBOro akpaHa. Ecnn 3HavyeHne BpeMeHn He 3af4aHo, 3Tn OYHKUUK He
OyoyT pabortatb. Taknm obOpa3oM, ABMSETCH KpamHe BaXKHbIM yKas3aTb 3T 3HAYeHus cpasy
rnocne Bxoga B CUCTEMY.

HacTpowikn BpemeHun ByayT yTepsiHbl NPy BbIKFOYEHMM MapLupyT1u3aTopa.
lMpn COOTBETCTBYIOLLEN HACTpPOMKe MapLupyTusatop Oyger nonyyaTb cpegHee Bpemsi Mo
IpuHBMYY Yepe3 NHTepHET B aBTOMaTUYECKOM peEXUME.

4.  @yHKUMA NETHEro BPEMEHW BCTYNaEeT B CUMY OOHY MUHYTY MOCIE ee BKIOYEHUS.

4.16.2 AmarHocTtuka

BbibpaB CucteMHble MHCTPYMEHTbl — [lMarHocTuKa, Bbl MOXETE Npu nomMoLm yHKuun Ping

n TpaccupoBKa NpoBepsATb paboTy CeTn (CM. PUCYHOK HUXKE).

-94 -



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

napaMETphl OWarHOCTHKH
WHCTPYMEHT OWATHOCTHEM: (# Ping (O Tpaccwpoeka

IP-agpec! [JoMeHHOE MMA;

Cyer4uk Ping: 4 (1-50)
Pasmep Ping-nakera: 64 {4-1472 GaiT)
Bpemsa oxnaanma Ping: a00 (100-2000 McK)
Tpaccwpoeka Max TTL: (1-30)

PesynbTaTbhl AMAarHOCTHKHN

Puc. 4-79 WNHCTpyMeHTbl ANarHOCTUKK

> MHCprMeHT AvarHoctukm — [ns Bbl60pa Heobxoanmoro MHCTPYMEHTA HaXMuUte
COOTBETCTBYHOLLYIO paaANOKHOIKY.
o Ping - 9T0T WHCTPYMEHT YCTpPaHAET I'IpOﬁﬂeMbl C noaknw4yeHnem, OOCTUXUMOCTbIO U

paspelwieHmnem nMmeHn Ana KOHKpeTHOro y3na unun wro3a.

e TpaccupoBKa — OTOT MHCTPYMEHT NPOM3BOAUT NPOBEPKY paboThl NOAKMHYEHNS.

& lMpumevaHwue:

Bbl mMoXeTe npuMMeHATb MHCTpPYMeHTbl Ping/TpaccupoBka ans nposepku |IP-agpeca wnu
OOMeHHOro mmeHn. Ecnn npoeepka wuHcTpymeHTamu Ping/TpaccupoBka B OTHOLUEHMWM
IP-agpeca npoluna ycrnewHo, HO ¢ AOMEHHbIM MMEHEM BO3HUKMM NpoObMnemMbl, 3T0 MOXET
O3Ha4aTb npobrnemy C paspeleHnem uMmeH. B atom crnyyae cnegyeTr ybeamtbes, 4TO
OOMEHHOE MMS, KOTOPOe Bbl YKasblBaeTe, SBMSETCS paspellueHHbIM, UCNomnb3ysa Ans 3Toro

DNS-3anpocbl (Domain Name System — Cnyk6a [OMEHHbIX UMEH).

> IP-appec/ [omeHHoe wumA - Ykaxute |P-agpec unM OOMEHHOE MMSA KOMMbIOTEPA,
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NOLKITIOYEHNE KOTOPOrO Bbl XOTUTE NPOBEPUTL (K NpuMepy http://www.tp-link.com).
» Cuetumk Ping — NokasbiBaeT 4NCO OTNPaBEHHbIX 3X0-3anpoCoB.
» Pasmep Ping-naketa — YkasblBaeT KOM4ecTBO 6aNTOB JaHHbIX K OTMPaBKe.

> Bpemsa oxupaHua Ping — Bpemsa oxugaHus oTBeTa Ha axo-3anpoc. Ecnu B TeveHue

YKa3aHHOro BpeMeHn HeT OTBeTa, TO BpeMA OXXnaaHuAa coegnHeHUA npeBbIlLeHo.

» TpaccupoBka Max TTL — Ykaxute makcumarnbHOE KONMMYEeCTBO OTCKOKOB (MakcuMManbHoe

3HaveHue TTL) Ha NyTn NoOMCKa KOHEYHON TOYKM.
HaxmuTte kHonky HavaTtb, 4TOObI HAYaTb Npoueaypy AMarHOCTUKU.

B okHe Pe3ynbTaTbl anarHocTuku 6yayT npeacraBneHbl pesynsraTbl.

Ecnu pe3ynbraTt aHanorndeH pesynberaty, npeacraBneHHOMY Ha pUCYHKe HUXXe, C NoAgKIi4YeHnemMm

K VIHTepHeT BCce B nopsigke.

PesynbTaThl AMarHoOCTHUKH

Pinging 192.165.0.1 with 64 bytes of data:

Approximate round trip times in milliseconds:
MHinimum = 1, Maximum = 1, Awerage = 1

: Reply from 19Z2.168.0.1: bytes=64 time=l1 TTL=64 seqg=1 E
E Reply from 192.168.0.1: bytez=&d time=1 TTL=64d zeq==2 i
v Beply from 19Z2.165.0.1: bwtes=64 time=1 TTL=64 =zeq=3 .
E Feply from 192.1658.0.1: bytez=6d time=1 TTL=64 zeq=4 E
; Ping statistics for 192.163.0.1 E

Packetz: ZSent = 4, Beceived = 4, Lost = 0 (0% loszs=) .

Puc. 4-80 Pesynsratbl AnarHOCTUKN

& lMpumeyaHue:

OpHOBpPEMEHHO WHCTPYMEHTbI AMarHOCTMKM MOTyT MCnonb3oBaTbCs He 6Gonee 4eM OOHUM
none3osartenem. MapameTtpbl "Cuétumk Ping", "Pasmep Ping-naketa" n "Bpemsa oxuaaHuna Ping"
ABMOTCA napameTpamun ¢yHkuum Ping, a "Makc. TpaccupoBka TTL" napameTpoM qyHKLUK
TpaccupoBKM.

4.16.3 O6HOBRNEeHne BcTpoeHHoro MO

BbibpaB CucTeMHble MHCTPYMeHTbl — OGHoBneHune BcTpoeHHoro MO, Bbl MOXeTe 0OHOBUTL

BCTpoeHHoe MO mapLupyTtusatopa (CM. PUCYHOK HMXE).
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BepcHA npowreKm; 3.14.19 Build 120809 Rel.39717n
BepcwuA obopyaoBaHWA; WRa41M w8 00000000

OBHOBWUTE

Puc. 4-81 OG6HoBneHnne BcTpoeHHoro N0

> Bepcusa npowmBku — Tekylasa Bepcus BctpoeHHoro MO.

> Bepcusa obopynoBaHusa - Tekywlass Bepcus annapaTHOW 4vactu. Bepcus, ykaszaHHas B

haine oOHOBNEHMS, U TEKyLLLAsi BEPCUSI 4OMMKHbI COBNaaarhb.
Y1o6bI npousBecTM oOOHOBNEeHMe BcTpoeHHoro [1O MmapwpyTusatopa, Heob6xoauMMoO
caenaTb crnepgymouiee:
1. CkavanTe nocrneaHow Bepcuto daiina obHOBMNEHMS ¢ HalWero canTa
(http://www.tp-link.com).

2. B none ®ann ykaxute unu, Haxas kHornky O630p, BbibepuTe nyTb K danny sctpoeHHoro MO,

COXpPaHEeHHOro Ha BallemM KoMMnbroTepe.

3. Haxmwute kHonky OGHOBUTL.
@ MpumeyaHue:

1) ®annbl 06HOBNEHMI HaxoaaTcs Ha canTe http://www.tp-link.com, oTkyaa nx MOXHO ckayaTb.
CnegyeT npom3BoauTb OOHOBMEHMS TOMbKO TOrAa, Korga HOBasi BEpCUs COAEPXKUT
Heobxoaumyto BaM pyHkumMio. OpHako npu  BO3HWMKHOBEHUM MpPOBNEM CBSI3aHHbIX C
MapLUpyTM3aToOPOM, a He ero HacTpovkamu, cnegyeT NPou3BeCcTU OOHOBMEHNE BCTPOEHHOrO
no.

2) Tlpn obHoBneHun BcTpoeHHoro MO Tekywme HACTPOMKM MOTyT He coxpaHuTbes. MosTomy
npexge 4em npoun3BognUTb O6HOBJ‘IeHI/Ie, 3anmwunTte caenaHHble BaMu HaCTpOI7IKI/I, YyTOObI UX

MOXHO ObIfT0 BOCCTAHOBUTD.

3) Tlpy 0GHOBNEHNM NPOLUMBKM HE BbIKMOYANTE MapLUpyTU3aTop M HaXxXUManTe KHOMKy Reset. B

NPOTUBHOM Clly4dae yCTpOIZCTBO MOXET ObITb noBpeXxaeHo.

4) Tlo 3aBepLUEHN0 OOHOBMNEHMS MapLLPYTU3aTOP aBTOMAaTUYECKN BbINOMHUT Nepesarpysky.

4.16.4 3aBoaCKME HAaCTPOMUKMN

Boibpae CuctemMHble MHCTPYMEHTbI — 3aBOACKME HACTPOWKU, Bbl CMOXETe BEpPHYTb
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3aBOACKME HAaCTPOMNKM (CM. PUCYHOK HUXeE):

“Sasogcuwrenscrpoms

Haxmute aTy KHonKy onA cpoca BCexX HACTPOEK HA 3HAYEHWA N0 YMONUYAHKKD.

BoccraHoeuTe

Puc. 4-82 3aBoackme HaCTPOWMKM

HaxmuTte kHonky BoccTaHOBUTBL Ans cOpoca Bcex HacTpoek A0 M3HayanbHO YCTaHOBMEHHbIX

3aBOACKMX NapameTpoB.
¢  Wwmsa nonb3oBartens no ymonyaHuo: admin
¢ Maponb no ymonyaxuio: admin
e IP-agpec no ymonyaHuo: 192.168.0.1
e Macka nogcetu no ymonudanuto: 255.255.255.0

& lMpumevaHue:

Mpn BOCCTAHOBNEHMN 3aBOACKMX HACTPOEK MO YMOMYaHWIO BCE BHECEHHLIE U3MEHEHUs OyayT
noTepsiHbI.

4.16.5 Pe3epBHasa Konus U BOCCTaHOBIEHUe

BbibpaB CUCTeMHble MHCTPYMEHTbl — Pe3epBHas KONMA U BOCCTaHOBIIEHUE, Bbl MOXETE
COXpaHUTb TEKyLLMe HAaCTPOMKN B BuAe (havna u 3arpysutb UX U3 panna, kak nokasaHo Ha Puc.
4-83.

CoxpaHeHne HACTPOSK: | PesepeHas konna |

@ain ¢ HacTPONRKaMK: ‘ |[ Ogzop... ] [ BoccTaHOBWTE

Puc. 4-83 PesepBHas Konvsi U BOCCTAHOBINEHNE

»  UYTtoObl COXpaHWUTb BCE TEKYLLME HACTPOWKM B hann Ha KOMMbOTEPE NOKanbHOW CETH,

HaXXMUTE KHOMKY Pe3epB|-|a;| KonwuA.

> UYTo6bl BEPHYTbLCS K NpeablayLwuM HacTporikaM MapLupyTM3aTopa Heobxoanmo caenarb

cnegyolee.

e Haxmunte kHonky O630p 1 BbIGEpUTE HYXKHbIV hawirn.
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e Haxmunte kHonky BoccTaHOBUTD.

& lpumeyaHume:

Tekywmne HacTponkn OyaoyT 3ameHeHbl HacTpovkamun w3 davna. [lMpouecc BOCCTaHOBMEHMS
anutca 20 cekyHA, Nocne Yero MapLpyTu3aTop aBTomaTU4eckm nepesarpysmrtca. Bo nsbexanme

MOJIOMKM yCTpOVICTBa He OTKITlo4YanTe ero oT NUTaHUs BO BpeMdA BOCCTaHOBJ1EHNA HACTpPOEK.

4.16.6 MNepe3arpys3ka

Bbibpae CucTteMHble WHCTpyMeHTbl — [lepesarpys3ka, Bbl MOXeTe nepesarpy3vTb

MapLipyTusaTop npu nomoLum kHonku Mepesarpyska (CM. pUCYHOK HUXe).

Ha#MWTe Ha 3Ty KHONEY ONA Nepe3arpyakn yCTpoicTea.

| nNepesarpyska |

Puc. 4-84 lMNepesarpyska

HekoTopble HacTpoVikvM MapLupyTM3aTopa BCTYNSAT B CUIY TOJMbKO MOCIe nepe3arpy3ku CUCTEMbI,
a UMEHHO:

e  UN3meHeHue IP-agpeca cetn LAN (cuctema npom3BenET nepesarpy3ky aBTOMaTU4eCcKn).
e  N3meHeHue HacTpoek DHCP.

e  13meHeHue HacTpoek BecnpoBOAHOM Nepedayn gaHHbIX.

e VI3ameHeHwne nopTta Beb-ynpaBneHus.

e OO6GHoBneHue BCTpoeHHoro 1O MapwpyTu3atopa (cuctema nNpoM3BEOAET nepesarpysky

aBTOMaTUYECKN).

e COpoCc TeKylWMX HACTPOEK M BOCCTAHOBMEHME 3aBOACKMX HACTPOEK MaplupyTu3aTopa

(cuctema npoun3BedEéT nepesarpysky aBToMaTUYECKN).

e OO6HOBNEHWe napamMeTpoB HACTPOMkM u3 danna (cuctema npou3BedET nepesarpysky

aBToOMaTUyecKkn).

4.16.7 Naponb

Bbl6paB CuctemHble UHCTPYMEHTbI — I'Iaponb, Bbl MOXeTe 3aMeHUTb WncxogHoe WnMA

nonb3oBaTtens uny napornb MapLipyTu3aTopa, kak nokasaHo Ha Puc. 4-85.
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MMA NoNk30BaTENA M NAP0Nk HE OOM#HE NPEELILATE 14 CHMBECONOE B ONMHY W HE OON#HL BENKYaTe npodens!
MpenLigymes WMA NONLI0BATENA:

Npensioymwi naponk:

HoBoe MMA NONbL30BaTENS:
HoekIi napons:

Moareepoure Naponk:

[ CoxpaHnTe ] [ O4YNCTUTE

Puc. 4-85 T[laponb

HacTosaTenbHO pekoMeHOyeTcs CMEHUTb WUCXOQHOEe WMsS  Monb3oBaTenss W Mapornb
maplipytusatopa. [Monb3oBaTeno npu Havane paboTbl ¢ BeG-yTUNMTOW OyaeT npenrioxeHo

BBECTU M4 NOoJib3oBaTesid 1N Naposib.

& lMpumevaHue:

[lnnHa HOBOro MMeHU Nonb3oBaTENs N Naposis He AO0SMKHA NpeBbliWaTb 14 cumBonoB. B umeHn
nonb3oBaTenad M naporyie Helb3d UCNOoNb30BaTb npo6enb|. Ons noateepxXaeHuna napona ero

HeobXoaMMO BBECTU ABaXAbl.
Haxxmute kHornky CoxpaHUTb, YTOObI COXPaHUTL N3MEHEHMUS.

YToObl O4NCTUTL NOMS, BOCMOMb3YNTECH KHOMKOM OYUCTUTD.

4.16.8 CucteMHbIN XypHan

BbibpaB CuUcTeMHble MHCTPYMeHTbl — CUCTEeMHbIN XXypHan, Bbl MOXETe npocMaTpuBaTb

XypHanbl MapLupyTuaaTopa.
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DYHKUHA
ABTOMATH4ECKOH OTrnryeHa HacTpOAKKM MOYTI
OTNPABKN NOYTHL

Twn xypHana: | ALL A YpoBeHb XypHana: | Bce v

WHOoekc Bpemna Tun YpoBeHb CogepxaHne ¥ypHana

169 |1stday 04:36:34 |DHCP |WH®O |DHCPC DHCP Service unavailable, recv no OFFER

168 | 1stday 04:36:32 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 1
167 |1stday 04:36:30 |DHCP \MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 1
166 |1stday 04:36:26 | DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
165 |1stday 04:36:24 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
164 |1stday 04:36:22 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
163 |1stday 04:20.12 |DHCP |WH®O |DHCPC DHCF Service unavailable, recv no OFFER

162 |1stday 04:20:10 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicast flag 1
161 |1stday 04:20:08 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 1
160 |1stday 04:20:04 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
159 |1stday 04:20:02 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 0
158 |[1stday 04:20:00 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
157  |1stday 04:04:20 | DHCP |WH®O |DHCPC DHCP Service unavailable, recv no OFFER

156 | 1stday 04:04:18 | DHCP WMH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 1
155 |1stday 04:04.16 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 1

Time = 2012-01-01 5:44:07 17048s
H-Ver =WRE841N vE 00000000 : S-Ver = 3.14.19 Build 120809 Rel.39717n
L=192.168.0.1: M = 255.255.255.0

W1 =DHCP:W=0.0.0.0:M=0.0.0.0:G=0.0.0.0

OGHoBuTo | | CoxpanuToypran | | OTNpaBUTE KypHan No noyTe | [ Ounctute wypran |

Crneayrowas CurrentMo.| 1 % | CTpawuua

Puc. 4-86 CucteMHbIN XypHan

> q)yHKLIMﬂ aBTOMaTU4yeCcKomn oTnpaBKN NOYTbI - lMokasbiBaeT BKMNKOYEHA NK C*)yHKLI,VIFI nnn

HeT.

> HacTtpouku noutbl - 30eCb yKasblBaeTCs MOYTOBLIN ALWMK ANs OTNPaBKU U MONyYeHUs
coobulieHnin, agpec cepBepa, MHOPMaLMa NO NOATBEPXKAEHUIO AOCTOBEPHOCTUN AaHHbIX, a

Takke pacnucaHue paboTbl PyHKUMM aBToOTNpaBku (Puc. 4-87).
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Oorm
Komy:

SMTP-cepeep:

[ Ayrentmdukauna

[] BrmwouwTe dyHKLWKD ETOOTNPEEKA

KamOoslil 0eHs 0TNPABNATE CHETEMHEIR ¥YpHAN No anpecy ; [yuzman)
OTNREENATE CHCTEMHEIR XYPHAN KaxOksle yacoe
|_coxpanuts | | Hasan |

Puc. 4-87 HacTpoiku noyTOBOro akkayHTta
OT Koro - Balul no4toBbIN ALWMK, OTKyAa MapLUpyTU3aTop GyaeT oTnpaBnsaThb XypHansl.
Komy — NMouToBbIV AWKK, Kyaa 6yaoyT NpuxoanTb XXypHarbl.

SMTP-cepBep — Baw SMTP-cepsep. CooTBeTCTBYET NOYTOBOMY SLLMKY, YKa3aHHOMY B
none OT koro. Ecnu Bbl He 3HaeTe agpec, 3akaMTe Ha COOTBETCTBYHLMN CalT 3a

NOMOLLbIO.

AyTeHTUdMKauma - bonbwmHcTBo SMTP-cepBepoB TpebytoT NPonTK ayTeHTUdUKaLmio,
KoTopas nogpasyMmeBaeT BBOJ MMEHU NoNb3oBaTeris uim napons.

& lMpumeyaHue:

Mpu BbIGOPe pexuma AyTeHTUUKaALUM HEOOXOOMMO B COOTBETCTBYHOLUMX MOSSIX

yKa3aTtb MMA nonb3oBaTtend 1 naponb.

Uma nonb3oBatens — lNouytoBas yyeTHasa 3anucb, ykasaHHas B none OT. Ta yacTb,

KOTOpas Haxo4MTCs 3a 3HaKOM @, He yKa3blBaeTCs.
Maponb — Maponk Ballen y4eTHON NOYTOBOW 3anncu.
MoaTBepAuTe Naponb — [1N1s NOATBEPXKOEHUS YKaXXUTe Naporib eLle pas.

Bknountb QyHKLUMIO aBTOOTNpPaBKM — ABTOMartuMyeckasd OTNpaBka CUCTEMHbIX
XypHarnoB. Bbl MoxeTe oTNpaBnsATb TEKYLUUE XKypHarbl B ONpeaenieHHOe BpeMs KaXabll
AEeHb Uy Yepes onpedeneHHbIi BpEMEHHOM Nepuopa, HO TONMbKO O4HO 13 NpaBuil MOXeT
OblTb AENCTBYIOLUM Ha OAHHbIN MOMEHT. B COOTBETCTBYIOLUMX MOMSAX YKAXKMTE BpeMS

NN BPEMEHHOM Nepunog, kak nokasaHo Ha Puc. 4-86.
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YUTobblI COXpaHUTb HAaCTPOWKKU, BOCMONb3YWTECH KHOMKON COXPaHUTD.

HaxmuTte kHonky Hasaa, 4yTo6bl BEpHYTHCA B NpeablayLuee OKHO.
>  Twn xypHana - [pu Bbibope OyayT oTobpaxaTbCa TOSMbKO XXypHanbl BbiIGpaHHOro Tmna

> YpoBeHb XypHana - [pu BbiGope OyayT oTOGpakaTbCA TOMbKO >KypHanbl BblOpaHHOro

YPOBHSI.
» OOHOBUTL - OBHOBUTL OKHO ANA 0TOBpaXkeHUst NocneaHero Cnncka >KypHarnos.
» CoxpaHuTb XypHan - CoxpaHuTb BCe XypHanbl B TEKCTOBbIN (hann.

> OTnpaBuTb XypHan no no4re — OTNpaBUTb MO 3MEKTPOHHOW NOYTE BCE TEKYLLME XKypHarbl.
OTnpaBka NpoM3BOANTCS B PyYHOM peXMMe B COOTBETCTBUM C MapameTpaMu, 3agaHHbIMU B

pasgene "lNapameTpbl oTnpaBkn".
>  OumcTuTb XypHan — CTepeTb BCe XypHarbl U3 MapLupyTmM3aTopa.
Haxas kHonky Cneaywowas, Bbl nepengere Ha CreayloLllylo CTpaHuly, a HaxaB KHOMKY
MpepblayLwiasn, BepHeTECh Ha NpeablayLULyto.
4.16.9 CtaTuctuKka

Bbl6paB CucrtemHble UHCTPYMEHTbl — CraTtuctuka, Bbl MOXeETe npocmMmartpumBaTtb CTaTUCTUKY

Nno MapLupyTu3aTopy, BKnoyasi 06K 1M TekyLmid Tpaduk No nocrnegHeMy MHTepBany MakeToB

CTaTUCTUKN.
Tekyuwee COCTORHNE CTATUCTHKN: OTtknioueHo
HHTEpBana cTaTMCTMEW NakeToe(5~60): 10 || CekyHOR!
ABTOOGHOBNEHWE
Mpaeuna copTUPOBKN: CopTupoBKa no TekyLleMy KonndecTsy Baiit v [ COpocuTh BCe ] [ YAanuTe BCe
Bcero TekylWwee COCTOAHWE
e Makeros Baiir | Makeros Bailr | ICMP Tx UDP T TCP SYN T panenire
TekyWWiA CAncoK MycT.
5 + |3anucei Ha cTpannue. Current Mo. | 1 ¥ | CTpaHnua

Puc. 4-88 Cratuctuka

> TeKywee cOCTOAHNE CTAaTUCTUKK — BkrtoueHo nnm OTKMYEHO. 3HaYeHne No yMOYaHuIo
"OTKMOYEHO". YTOOLI BKIHOYMTL (OYHKUMIO KIMKHUTE NO KHOMKe "BkniounTb". Ecnin pyHKums
OTKIMOYeHa, TO (yHKUMs 3awmTtbl oT DoS-atak B OkHe "BesonacHocTb" Takke OypeT
OTKMOYeHa.

> WHTepBan cTtaTMCTUKM nakeToB — 3HayeHue no ymonyanuio 10. M3 BbinagatoLLero cnucka
MOXHO BblGpaTh 3HayeHne oT 5 o 60 cekyHa. [JaHHOe 3HayeHue onpenensieT NPoMeXyToK
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BPEMEHN MEXAY OTNPaBKON NAaKETOB CO CTAaTUCTUKOMN.
> [TpaBuna coptupoBku — NpaBuna copTUPOBKN OTOOpaKaemMon CTaTUCTUKM.
lMocTaBbTe ranoyky B nosie ABTOOOHOBNEHMWE 151 aBTOMaTU4ECKOro OOHOBMEHUS.
HaxmuTe kHonky OBGHOBUTbL, YTOOLI OOHOBUTL OKHO HEMELMEHHO.
HaxaB kHonky CopocuTb Bce, Bbl OOHYNUTE BCE 3anmcu.
Haxas kHoMKy YaanuTb Bce, Bbl yaanuTe BCe 3anncu n3 tTabnuupi.

Tabnuua cTaTUCTUKMU:

IP-appec/MAC-apnpec Otobpaxatotcs IP- u MAC-agpechl ¢ COOTBETCTBYIOLLEN CTAaTUCTUKON.
MakeTsbl KonnyectBO nakeToB, NOMYYEHHbIX 1 OTMPABIEHHbIX MapLUPYTU3aTOPOM.
Bcero
Bant Konuyectso 6anT, NOnyyYeHHbIX U OTNPaBNEeHHbIX MapLLPYTU3aTOPOM.
KonuuectBo naketoB, MOMyYeHHbIX W OTMPAaBMEHHbIX 3a nocrnegHui
MakeTbl
MHTepBan nakeToB CTaTUCTUKK.
KonuuectBo 6anT, nonyYyeHHblX W OTMPaBMNEHHbIX 3a MNocrneaHun
Baunt
WHTepBan nakeToB CTaTUCTUKM.
Konnyectso ICMP-nakeToB oTnpasneHHbix k cetn WAN, kak ykasaHo B
none UHTepBan naketoB cTaTucTUKKU. [JaHHOE 3Ha4yeHWe npeacTaBreHo
ICMP Tx
Kak OTHOLleHVe "Tekylias CKOpocTb nepedadn/ MakcumanbHas CKOpOCTb
Tekywee nepegaun".
3HaueHue KonuuecTtBo UDP-nakeToB oTnpaBneHHbix kK WAN-ceTy, kak ykasaHo B nosie
MHTepBan nakeToB CTaTUCTUKWU. [laHHOE 3HaveHWe MNpeacTaBlieHO Kak
UDP Tx
OTHOWEHMEe "Tekywas CckopocTb nepedayun/ MakcumanbHas CKOPOCTb
nepegaun".
Konnyecteo TCP SYN -naketoB otnpasneHHbix K WAN-ceTu, kak yka3aHo B
TCP SYN | none UHTepBan nakeToB cTaTUCTUKU. [JaHHOE 3HayeHMe npeacTaBrieHo
Tx Kak OTHOLUeHWe "Tekylias ckopocTb nepedadn/ MakcumanbHas CKOpoCTb
nepegayn".
C6pocutb | OGHYNUTL 3Ha4YeHNe 3anucu.
N3mMeHUTb
YpanuTte | YganuTb cyllecTByHOLLYyIO 3annck B Tabnuue.

Ha kaxgow cTpaHuue OOMmkHO ObiTb 5 3anumcen. YTobbl BEPHYTLCS Ha MpeabigyLuyo cTpaHuuy,
Bocnonb3yntecb kHonkon [lpeabiaywiaa. YtoObl nepent Ha Cregywwyl  cTpaHuuy,
BOCMNONb3ynTechb kHonkon Cneaytowias.
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MpunoxeHue A: HacTo 3agaBaeMble BONPOCHI

1. Kak MHe HacTpouTb MapLupyTu3aTop, YTobbl nonb3oBaTenu ADSL mornu BbixoauTh B

UHTepHeT?
1) Tpexgae Bcero, HacTporTe ADSL-Mogem Ha ncnonb3oBaHue B pexnme mocta RFC1483.

2) Togknounte kabenb Ethernet ADSL-mopema k nopty WAN  mapwpyTtmsatopa.

TenecdoHHbIN Kabenb NoaKNYaeTca K cooTBeTCTBYOLWEeMY nopTy ADSL-moagema.

3) Bongute B MapLupyTM3aTop, B MEHIO B NIEBOW YacTu 3kpaHa 3anauTte B pasgen Cetb u
Bblbepute nogmeHio WAN. B okHe WAN B pasgene Tun WAN coefuHeHne ykaxuTe
PPPoE. B nonax Wwms nonb3oBatensa u [laponb ykaxute COOTBETCTBEHHO WMS

nonb3oBartena n Nnaporsb. Mocne aToro HaxmuTe KHOMKY CoeauHNTb.

Tun nogrnroyeHa VWAN: FPPPoE/Poccua PPPoE  « CnpefenuTs

Mogkniyedne PPPoOE:

HmA nonb30BaTENA: username
Mapone: (IIIITIIL
MoareepouTe Naponk: TG

Puc. A-1  Tun noakntoveHns PPPoE

4) Ecnwn ycnyrn ADSL-nogknoyeHrs npegocTaBnsioTcs B pexnme noBpeMeHHOW onnarhbl,
BblbepuTte [logkniodeHne no TpeboBaHumio wunu [logknioyeHne BpydHylo. B none
MakcumanbHoe BpeMsi MPOCTOSi YKaKUTE HYXXHOE 3HadyeHue. Takke MOXHO BblbpaTb

pexnm nO[J,KJ'I IO4YNTb aBTOMATU4YeCKN.

Pexmm nogemnroyeHna VWAN: ) MogknounTe No TpedoeaHo
MakcumansHoe BpeMAa npoctoA: |15 MWHYT(LI) (0 03HAYaeT, 4To CoeAMHEHWE OYAET aKTMEHLIM NOCTOAHHO.)
) MoQKNoYMTE AETOMATHYE CKM
) MogkMoYnTE No PacNUCaHNIo
Mepuog BpeMeEHH: © : (4y:mm) Ao : (4uzmm)
) MoAKkNIouMTh BOYYHYK

MakKCcUMansHoe BpeMA NPOCTeR; MUHYT(BI) (0 03HAYAET, 4TO COEOMHEHNE GYOET AKTMEHLIM NOCTOAHHO.)

CoeguHnTk OTkmoyeHo!

Puc. A-2 Tun noagkntovyeHns PPPoE

&= lMpumeyvaHue:

1) WHorga nogkntoyeHMe He MOXET ObiTb npekpalleHo, [axe ecnv Bbl yKasanu
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COOTBETCTBYIOLLEe 3HayeHue B none MakcumarbHoe BpeMs MpocCTos, T.K. HEKOTopble
npunoxeHusa obpatuarTes K pecypcam VIHTepHET B (OOHOBOM pexume.

2) Ecnm Bbl wucnonb3dyeTe kabenb, nNpPoOM3BEeAMTE HACTPOWKY MapLipyTu3atopa B

COoOTBETCTBUM C npuBeeHHbIMU BbllLE UHCTPYKUNAMN.

Kak MHe HacTpouTbL MapLpyTu3aTop, YToObl nonb3oBatenu Ethernet mornu BbixoguTh

B UHTepHeT?

1) BonguTe B MapLupyTM3aTop N HaXmute MeHio CeTb B fIEBOM 4acTM MOHMTOpA, 3aTeM
BblGepuTe nogmeHio WAN. B okHe WAN B none Tun nogkniodyeHns WAN BoiGepute
3HaveHue duHamuyecknii IP-agpec. Haxmnte kHonky CoxpaHuTb.

2) HekoTopble nocTaBwmkn WHTepHeT-ycnyr TpebytoT pernctpaumm MAC-agpeca
apanTtepa, KoTopbi Obin noakntoveH k DSL/kabensHoMy MogeMy B NpoLLecce YCTaHOBKM.
Ecnu noctaBwwmk WHTepHeT-ycnyr Tpebyetr npoussectn peructpaumio MAC-agpeca,
BOMAMTE B MaplipyTu3aTtop 1 Bblbepute MeHio CeTb B NeBOM 4acTu 3KkpaHa. 3atem
Boibepute nogmeHiwo KnonupoBaHme MAC-agpeca. Ecnm MAC-agpec Bawero
KOMMbioTEpa SBMASETCH TeM cambiM  ajpecoM, Haxmute kHonky KnoHupoBaTtb
MAC-agpec, v 310T agpec nossutcst B none MAC-agpec WAN. Takke MOXHO BBECTU
JaHHoe  3HadeHnme B none  MAC-agpec WAN. ©®opmatr MAC-agpeca
XX-XX-XX-XX-XX-XX. 3arem HaxmuTe kHonky CoxpaHuTb. CaenaHHble M3MEHEeHUs
BCTYNAT B CUIy NOCIe nepesarpysku.

MAC-aapec WAN: 00-0A-EB-08-43-14 | BoccTaHoBHTs 3aBoACKoit MAC-agpec |

MAC-aapec KOMNLHTEpa: [ KnoHupoBaTe MAC-agpec ]

CO¥paHWTE

Puc. A-3 KnoHunpoeaHune MAC-agpeca

A xouy ncnonb3soBatb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenaTb?

1) Ecnm Bbl 3anyctute NetMeeting B kayecTBe yana, BaMm He noTpedyerca npeanpuHMMmaTth
Kakux-nmbo gencTsun.

2) Ecnmn Obl 3anyctuTte ero B pexume oTBeta, Bam NotpebyeTca HacTpouTb BupTyanbHbIn
cepsep unu ysen DMZ, a Takke ybegutbcsa B Tom, yto H323 ALG BKNntoveHa.

3) YT06bl HacTpouTb BupTyanbHbI cepBep: BOMOMTE B MapLUPyTU3aTOp, HAXMUTE MEHHO
Mepeappecaumsa B neBon 4acTn Opay3epa M Bbibepute nogmeHio BupTtyanbHble
cepBepbl. B okHe BupTtyanbHble cepBepbl HaxmuTe kHOMKy [o6aBUTb HOBYIO...
3atem B okHe [lo6aBUTb UM N3MEHUTb 3anNUcCb BUPTYaribHOro cepBepa BBeauTe B
none Mopt cepBuca 3HavyeHne 11130, a B none IP-agpec, Hanpumep, 192.168.0.198.
Haxmute kHonky BkntroyeHo u 3atem CoxpaHuTb.
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TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens
BupTyanbHble cepsepbl
I Nopt cepeuca BHYTPEHHKMIA NopT IP-Appec MpoTtokon CocToRHKe HameHuTs
1 11130 11120 192.168.0.198 Bre BrmioyeHo Penaktupoearte ¥Oanute
[ [oBaBnTb HOBYID... ] [ BrniounThb BCE ] [ OTKNOYKTE BCE ] [ YOanuTb BCe ]

Puc. A-4 BwupTyanbHble cepBepbl

JobaBuTe UNN M3MEHNTL 3aNUCk BUPTYankHOro cepeepa
MopT cepenca: 11130 (0 mnn X0

BHYTPEHHHIA NopT: 11120 (XX, JeNcTEMTENEHO TONBKDS ONA 0gHOre CEPEMCHOT0 NOPTE UMK OCTAELTE NONE NYCTEIM)

IP-agpec: 192.168.0.195

MNpoToKkon: | Bce V|
CocToAHKe: | BrnwueHo "|
CTannapTHLIA NOpT cepenrca: | -Bribepute-- hd
[ CoXpaHnTb ] [Haaa,q ]

Puc. A-5 OkHo [Jo6aBuTb Nnn n3amMeHuTb 3anMcb BUPTYyanbHOro cepeepa

&= lMpumeyaHue:

Mpu obpaleHnn K Bawemy KomnbloTepy u3 cetn WHTepHeT, cnegyeT obpalatbes K
WAN IP-agpecy Baluero koMmnbloTepa, KOTOpbI yka3aH B okHe “CocTosiHme”.

4) Yt06bl akTMBMPOBATL hyHKUMIO y3en DMZ, BonguTe B MapLupyTnsartop, BblbepuTte MeHIo
Mepeagpecauns B neson Yactu Gpaysepa n 3atem Bbibepute nogmeHio DMZ. B okHe
DMZ HaxmunTe pagnokHonky Bknrountb 1 BBeguTe Baw IP-agpec B none IP-agpec DMZ

y3na, Hanpumep, 192.168.0.168. MNocne atoro HaxxmuTe KHonky CoxpaHUTb.

Tekywee COCTORHME: O Bemounte (5) OTENKUNTE.
IP-agpecysnaDMZ: |192.168.0.198 |

| CoxpaHuts |

Puc. A-6 DMZ

5) [Onsa Toro, 4tob6bl BKkNtounte H323 ALG: Bomgute B MapLupyTM3aTop, BbloepuTe MEHI0

Be3onacHOCTb, Haxogslleecs B NIeBOM YacTu okHa Gpaysepa, v BbiGepuTe MoaMeH:o
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Hactponku 6a3oBon 3awmtbl. B okHe HacTpomku 6GasoBow 3awutbl Bbibepute

paguokHonky BknrounTtb Bosne H323 ALG. HaxxmuTte kHonKy CoxpaHuUTb.

MexceTeBOW 3KpaH

Mexcereson axkpaH SPI: () Benwunte ) BRIKNYATE
VPN

MNMponyck Tpaduka PPTP: (%) Brnwunte () BHIKNKYWTE

Mponyck Tpaduka L2TP: (%) Beniounte ) BHIKNKOUWTE

Mponyck tpadmka IPSec: (%) Benwunte ) BHIKNKUMTE
ALG

FTP ALG: () BenwunTe ) BRIKNKYNTE

TFTP ALG: (% BrnwounTe ) BHIKNKYMTE

H323 ALG: () Brnwounte ) BLIKNIOYMTE

RTSP ALG: (%) Brnwounte) ) BRIKNKYMTE

CoXpaHnTb

Puc. A-7 HacTtpowkn 6a3oBoW 3alLnThI

4. Y710 5 ponxKeH Aenartb, YTOObI yCTAHOBUTL B NIOKanbHOW ceTu Be6-cepBep?

1) Tak kak mexagy noptom 80 BebG-cepBepa m noptom 80 BebG-ynpaBrneHust MoOryT
BO3HWKHYTb NEPEKPEeCTHbIE MOMEXM, HEOOXOAMMO Ha3HauYUTbL APYron NopT Ans YyHKUUK

BeG-ynpaBneHus.

2) Ytobbl M3MEHUTbL NOPT BEO-yNpaBneHus: BOMAMTE B MapLUpyTM3aTop, BblOEpPUTE MEHIO
Be3onacHocTb, pacrnonoXxeHHoe B NneBoi 4acTtu Opaysepa, u BblbeputTe NOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YpaneHHoe ynpaBneHue B none [lopt
BeO-ynpaeneHusa ykaxuTe niobon gpyron Homep kpome 80, Hanpumep 88. Haxmute

kHOMKy CoXpaHUTbL U Nepesarpy3ute MapLupyTusaTop.
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TL-WR841N/TL-WR841ND

MopTt Beb-ynpaBneHns;

0.0.0.0

IP-agpec yoaneHHoro ynpaenedna: | (YEaxuTe 255,255 255 255 OnA Bcex)

| CoxpaHuts |

Puc. A-8 YpaneHHoe ynpaBsneHue

&= lMpumeyaHue:
Ecnn onncaHHble Bbille HACTPOWKM BCTynawT B cuny, Beeante 192.168.0.1:88 (LAN
IP-agpec maplupyTtusartopa: lNopT BeG-ynpaBneHns) B agpecHon cTpoke bpaysepa.

BblOepuTe MeHio [lepeagpecauma B IeBOW 4YacTu
B okHe

Bongute B MapLupyTmusartop,

nogmMeHto BMpTyan bHbleé cCepBepbl.

n Bblbepute

MapLupyTu3aTopa
BuptyanbHble cepBepbl HaXMuTe KHOMKy [loGaBUTb HOBYH..., @ 3aTeM B OKHe
Jo6aBuTb Mnn M3MeHUTb BUPTyanbHbIN cepBep Ykaxute B none Mopt cepBuca
3HadeHne 80. B none IP-appec ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188.

lMocne aToro HaxmuTe KHOMKY BkrntoyeHo, a 3atem COXpaHVITI:.

BupTyanbHbie cepBepbl

HameHnTs

MpoTtokon CocToRHne

IP-Agpec
192.168.0.188

I Mopt cepeuca BHYTPEHHWIA NOpT

1 80 21 Bce BrnoyeHo PenakTupoearte ¥Oanute

| [ vpanute e |

J [

[ Nobaeutb Hosyiw . | [ BkmiouTh Bee OTKNIOYMTE BCe

Puc. A-9 BwupTyanbHble cepBepbl

[obaBUTb MM U3MEHNTb 3aNnucb BUPTyanbHOro cepeepa

MopT cepenca: (OC-200 mnn X))
BHYTpEHHMIA NOpPT: (34, JefcTENTENEHO TONBKO ONA 0gHOr0 CEPBMCHOTO NMOPTA WK OCTAEETE NONE NYCTEIM)
IP-agpec: 192.168.0.188
MNpoTtokorn: | Bce V|
CocToAHne: | BrnwoueHo V|
CTannapTHeIi MopT cepenca: | ~Bribepute-- v
[ Co¥paHuTb ] [ Hazan ]

Puc. A-10  OkHo [o6aBuTb UM U3MEHUTL 3anncb BMPTYarbHOrO cepeepa
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TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

BecnpOBO,D,Hble CTaHUMUN HEe MOTyT NOAKNIOYUTLCA K MapLUpyTU3aTopy.

1) Ybegutecb B TOM, 4YTO cAenaHa OTMeTka B s4verike Bkmwouutb 6GecnpoBogHoe

BellaHue MapLupyTM3aTopa.

2) Tlposepbre, coBnagjaet nu umsa SSID 6ecnpoBogHbIX cTaHuuMi € mmeHem SSID

MapLupyTu3aTopa.

3) Y6eautecb B TOM, 4TO GecnpoBOAHblE CTaHUUM WCNOMb3YOT KOPPEKTHLIN  KIloY

LWMPOBaHMS, ECIN TAKOW PEXUM BKITIOYEH.

4) Ecnu 6ecnpoBofHOE NOAKMYEHWE YCTAHOBIEHO, HO Bbl HE MOXETE MONy4nTb AOCTYN K

mMapLupyTusaTopy, nposepbte |IP-agpeca Balmx 6ecnpoBOAHbIX CTAHLWIA.

-110 -



BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

MpunoxeHue B: HacTponka komnbroTepa

OTOT pasgen NOMOXeT BaM MpaBUIibHO NPOM3BECTM YCTAHOBKY W HAcTpouky npoTtokona TCP/IP B
OC Windows XP. lNpexage Bcero, ybegutecb B ToM, 4TOo agantep Ethernet pabortaert, npwu

HeobXxoaNMMOCTHM NONb3yNTECh PYKOBOACTBOM K agantepy.

1. Hactporika komnoHeHTa TCP/IP

1) B naHenu 3agad Windows HaxmuTe kKHOMKy 3anyck, a 3atem nepenaute B lMaHenb

ynpaBneHus.

2) Haxmute no nkoHke CeTb M nogknodeHne K MHTepHET, a 3ateM B NOSBMBLUEMCS] OKHE

HaXMWUTE BKNaaKy CeTeBble NOAKMNIOYEHUA.

3) Haxmunte npa|30|7| KHOMKOW MbILLM MO MKOHKE U B MNOSIBUBLLEMCH MEHIO Bbl6epI/1Te pasaen

CBowcTBa.

D AKNHYEHHE N NOKaNEHOH

'—:&: OTEARHHTE

MoAk AHYEHHA THNE MOCT

C0zAaTE AP Bk

MeperMeHOEaTE

CBOHCTEA

Pwc. B-1

4) B npeacTtaBneHHOM Ha PUCYHKE HWKe OKHE ABaKabl KNMKHUTE no pasgeny Mpotokon
UHTtepHeTa (TCP/IP).
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CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

& NNMogxnawue HHE Mo JOHEALHOH CETH - CHOHCTEA @@

O fwme [poEepk.a NOAAKHHOCTH || JdonoaHKTENEHD

ModkoyeHue yepes:
E& Realtek PCle GBE Family Caontroller

K.OrNOHEHTE, HCNONezYerbIe 3T NOGEMOYEHMER!

B Cnysta 4ocTyna K dalinard M NpMHTERAar ceTel Micn
@ MnaHWpoBEWWE nakeTos oS
£ 3 [ 1porokon MHrepHeTa [TCRAP]

4 *

[ HeoTaHoBuTE. .. CeolcTEa

OnucaHue

MNporokon TCPAP - cTangapTHEN NpoTokon raodansHex
CETEl, 0BeCcneyUBINWME CEASE MEXAY PasNHIHEIMI
ESaMMOAEACTEYOL MM CETAMM,

(] Mp1 NOAK MO4EHMH BEIBECTH SHAY0K B 0GNACTH YEENOMAEHME

YEEnoMAATE NPM OrPaHMYEHHOM MM OTCYTCTEYHLL SR
MoK AHYEHHM

k. ] [ OTrieHa

Puc. B-2
5) Ortkpoetcsa okHo CBoncTBa TCP/IP, B koTOpOoM ByaeT oTkpbiTa BKknaaka IP-agpec.
EcTtb aBa cnocoba HacTpoiku npoTtokona TCP/IP:
> Hactpoutb IP-agpec aBTOMaTU4eCKu

Bbibepute Monyuutb IP-agpec aBTomaTnyeckn n Monyuntb DNS-cepBep aBTOMaTUu4eCKH,

KaK npeacTtaBrieHO Ha PUCYHKE HUXKe!:
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Ceokctea: lNpoTtowon Mute pHeta (TCP/IP) @@

OfWMe | ANETEpHATHEHSA KOHEHIYpaLMA

MNaparaeTpi [P rMoryT HazHaYaTECA AETOMETMYECKM, BCAM CETh
NOLIEQKMEAET 3TY BOZMOAHOCTE. B NPOTUEHOM CNy4ae NapareT okl
IF rosHD NOAYYMTE Y CETEEOMD 3MMHUCTRATORA.

(&) Nonyuure IP-aapec SETOMATHYECKM

) Menonesosare creayowm |P-agpec:

&) Naoayue agpec DNS -cepeepa aETOMATHYETKY

) Menonesoeate cneqyiowme aopeca DMS-cepeepoe:;

JononHuTENEHD. ..

[ Q. H OTiieHa ]

Puc. B-3
&= lMpumeyvaHue:

Ecnn Bbl ucnonbsyere OC Windows 98 wnn Gonee crapyto Bepcuio OC Windows, 1o
KOMMNbIOTEP 1 MapLLpyTU3aTop HeobXxoaMMOo nepesarpysmTb.
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TL-WR841N/TL-WR841ND

BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
PykoBoacTBO nonb3oBaTtens

MpunoxeHue C: Cneuncpukauunn

O6Lwwue napameTpbl

MNopnoepxusaemble IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g and IEEE

CTaHZapThl 802.11n

MopAepHuBaeMbe | +op) o ppPoE, DHCP, ICMP, NAT, SNTP

NPOTOKONbI
1 mopt WAN 10/100/1000 M6uT/c Cc aBTOCOrnacoBaHMeM C
pasbemom RJ45, 4 nopta LAN 10/100 MbGut/c c

MopTbl .
aBToCoOrnacoBaHMem c pasbemoM RJ45 ¢ noggepxkon ABTO-
MDI/MDIX
10BASE-T: HeakpaHupoBaHHas BUTad napa kart. 3, 4, 5 (Makc.
100 m)
EIA/TIA-568 100 Om STP (makc. 100 m)

Tun kabens 100BASE-TX: HeakpaHupoBaHHas BUTas napa kart. 5, 5e (Makc.
100 m)
OkpaHupoBaHHas BuTasa napa EIA/TIA-568 100 Om STP (makc.
100 m)

Caetonnontibie Power, System, WLAN, WAN, LAN (1-4), WPS

NHANKaTOPbI

CepTtndukaums FCC, CE

MapameTpbl 6ecnpoBogHON CBA3U

[wvana3oH yactoT

2,4~2,4835 1Ty

CkopocTb nepegauu

Cranpgapt 11n: go 300 MouT/c (aBTOMaTMYECKOE NEPEKIIOYEHNE)

OaHHbIX no | Crangapt 11g: 54/48/36/24/18/12/9/6 MbuTt/c (aBTOMaTU4eCKOE
6ecnposogHoOMy nepekrnoYeHne)
COEANHEHNIO CrangapTt 11b: 11/5,5/2/1 MGuT/c (ABTOMaTM4YECKOe NepeknoyeHne)
PacwwnpeHne DSSS (LUnpokononocHas Mogynauus ¢ NnpsiMbIM pacluMpeHmemM
YacToTbl cnekTpa)
Mogynsaums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

270 M6wurt/c: -68 npbm @10% PER,;

130 M6wurt/c: -68 npbm @10% PER,;

108 Mb6wurt/c: -68 npbm @10% PER,;
HyBCTBUTENbHOCTL | 54 MGuT/C: -68 nEM @10% PER:
npuemHmka

11 M6uT/c: -85 nbm @8% PER,;
6 Mowurt/c: -88 npbm @10% PER;
1 M6ut/c: -90 gbm @8% PER,;
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MapameTpbl OKpyXxatoLien cpeabl

Pabouas temneparypa: 0°C~40C (32°F~104°F)

TemnepaTtypa
Temnepatypa xpaHeHusi: -40°C~70°C(-40°F~158°T")
OTHOocUTEnNbHas BMaXHOCTb BO3dyXxa MpU  3KCMyaTauumu:
10%~90%, 6e3 06pasoBaHMs KOHOEHcaTa

BnaxHocTb

OTHOocuTenNbHas BRaXHOCTb BO3dyxa Mpu xpaHeHun: 5%~90%,
0e3 obpasoBaHusA KoHOeHcaTa

- 115 -




BecnpoBogHon mapupyTtusatop cepumn N co

CKOpPOCTbIO nepenayvum gaHHbix ao 300 Mout/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBaTtens

MpunoxeHue D: Mnoccapun

> 80211n — CraHgapt 802.11n nocTpoeH Ha npegpbliaywmx crtaHgaptax 802.11 nytem
pobasnenns texHonorun MIMO (MHorokaHanbHbIN BXOA/BbIXOA), B KOTOPOW MCMONb3YHOTCS
HECKONbKO nepefaroLllmx U MPUHUMAKOLWLMX aHTEHH, YTO MO3BOSIEeT YBENUYUTL MPOMYCKHYIO
CNoCcOBHOCTL Yepe3 NPOCTPaHCTBEHHOE MynbTUNNEKCUpoBaHMe U BOnbLUy 30HY OxBaTta
ceTm 3a CYeT MUCMOoMb30BaHWS pPasHOro MPOCTPAHCTBEHHOIO pPacroOfiOXEHUs aHTEeHH,
BO3MOXHO 4epe3 CXeMbl KOAMPOBKU, TakMe kak koamposka Alamouti. KoHcopuuym EWC 6bin
cosfaH ans yckopeHus passutusa ctaHgapTa IEEE 802.11n u npoasmxkeHusa cneundumkaumm
TEXHONOIMM B LENsX YhydleHns B3aumMoOencTsus Mexay 6ecnpoBOOHbIMU CEeTEBbLIMU
npoayKTamu crnegyroLwero nokKoneHus.

> 802.11b — Crangapt 802.11b onpepgensieT napameTpbl paboTbl GecnpoBogHON ceTu npu
CKOPOCTM nepedaun aaHHbix 11 M6wut/c, ucnonbdya texHomnormtio DSSS, n pabotaeT Ha
HenuueH3npoBaHHOM AnanasoHe 2,4 [T ¢ ncnonb3oBaHueM anroputma wngposaHms WEP.

K ceTam ctangapta 802.11b Takke oTHocaTtca cetn Wi-Fi.

> 802.11g - cneumdukauma ons cosgaHua HGecnpoBOAHbIX CeTel CO CKOpPOCTbio nepenadu
OaHHbIX o 54 M6wuTt/c, ucnonbaysa texHonornmo DSSS, mogynauuto OFDM un paboTtaet Ha
HenMUeH3NpoBaHHOM auanasoHe 2,4 [Ty, O6paTHO COBMECTUM C YCTPOMCTBaAMW CTaHOapTa

IEEE 802.11b. UcnonbsyeTt anroputm wudposaHna WEP.

»> DDNS (Dynamic Domain Name System — Cuctema AMHaMUYeCKMX OOMEHHbIX UMEH) —
B03MOXHOCTb Ha3Ha4yeHUsi (PUKCMPOBAHHOIO Y3NMOBOrO M [OOMEHHOr0O WMEHW Ans

OuHamudeckoro Internet IP-agpeca.

> DHCP (Dynamic Host Configuration Protocol — lNMpoTokon HacTpoMKuM AMHaAMU4YecCKoro
y3na) — [NpoTokon, KOTOpbI aBTOMaTUYeCKu NPOU3BOAUT HacTponky napametpos TCP/IP

BCEX KOMMbIOTEPOB, NoakntoyeHHbIx kK DHCP-cepsepy.

> DMZ (Demilitarized Zone — OdemunutapusoBaHHaa 30Ha) — [laHHas dyHKUUSA no3Bonset
y3ny rnokanbHoM ceTu obpawaTtbca K WHTepHeT Ans paboTbl CO  chneumanbHbIMU

NPUNOXeHNAMU TakKnMK, Kak MHTepHeT-I/IprI n BI/I,EI,GOKOH(bepeHLI,I/IVI.

> DNS (Domain Name System — CuctemMa AOMEHHbIX UMeH) — VIHTEpHET cepBUC, KOTOPbLI

nepesoauT nMeHa cantos B IP-agpeca..
> [loMeHHOe ums — onucatensHoe NMs ANa agpeca Unu rpynrbsl apecos B VIHTepHeT.

> DSL (Digital Subscriber Line — undpoBass aboHeHTCKass NUHUA) — TexHonorus, kotopas
Nno3BonsgeT OTNPaBnATb UMW NofnyYaTb AaHHble, UCMONb3ys CyLlecTByloLine TenedgoHHble

JINHUN.

»> ISP (Internet Service Provider — MNocTtaBwuk WUHTepHeT-ycnyr) — KomnaHusa, kotopas
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obecneunBaeT goctyn B VIHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIW pa3mep O6roka nepepayu) —

MakcrMmManbHbIn pa3Mep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaaH.

NAT (Network Address Translation — TexHonmorus nepeBoga ceTeBbIX aApecoB) —
TexHonorua NAT nepesoguT IP-agpec nokanbHon cetn B IP-agpec cetn MHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTokon nogknoyeHus Yepes Ethernet
no npuHuuny Touka-Touka) - PPPOE — 370 npoTokon Ans NoAKMYeHNs yaaneHHbIX y3roB
cetn MHTepHeT Yyepe3 NMOCTOAHHOE MNOAKMNioYeHue, NOCPeACcTBOM MMUTAUUN NOOKITHOYEHUS

dial-up.

SSID - WaeHtndumkatop SSID — 3T10 Kknod, BkAyawwmin B ceba go 32 (makcumym)
OYKBEHHbIX N LMPOBLIX CUMBOJIOB, KOTOPbIN NCNONb3yeTCa ANsa naeHTudmkaumm nokanbHom
ceTn. Ytobbl GecnpoBoAHblEe YCTPOWCTBA CETU MOINM 06MEeHMBaTbCA AAaHHBIMU, OHWU JOIDKHbI
ncnonb3oBatb 0AMH 1 TOT Xe SSID. O6bIYHO 3TO NapamMeTp HacTponkuM Ans 6ecnpoBoaHOM
kapTbl komnbtoTepa. CootBetcTByeT ESSID ana GecnpoBogHon Touku OOCTyna U UMEHU

BecnpoBogHoONn ceTwu.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBogHOW 3awmTbl) — MexaHusm
WwndpoBaHna Ha ocHoBe 64-, 128- nnn 152-6MTHOr0 COBMECTHOrO Kro4a, Kak ykasaHO B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHue ctaHgapTa 802.11b gna koMMmyHukauum B 6eCnpoBOaHOM
ceTeBOW 30He, npucBoeHHoe opraHusauuwen Ethernet Compatibility Alliance (WECA, cwm.

http://www.wi-fi.net), rpynnoii no paspaboTke NPOMBLILNEHHbIX CTaHAAPTOB, paboTatoLlen

Hag npobnemon B3anmMo3amMmeHseMoCTu ycTponcTs ctaHgapta 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB UM CBA3AHHbLIX YCTPOWCTB, B3aUMOAEWCTBYIOWNMX AOpyr C ApyroMm 4epes

GecnpoBofHyto Nepeaavy AaHHbIX B OrpaHUYeHHOM paiioHe.
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