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MpooykT cepTudgikoBaHo 3rigHo ¢ npasunamu cuctemmn YKpCEIMNPO Ha BignoBigHiCTb BUMOram

HOPpMAaTnBHUX ,EI,OKyMeHTiB Ta BuMoOram, uo rlepe,u,6aqui YAHHUMW 3aKoOHOA4aBYMMWU aKTaMu

YkpaiHu.

EAL

NMpaBuna 6e3onacHocTU

Ecnu ycTponcTBO MMEET KHOMKY BKMHOYEHUS/BLIKIHOHYEHMS MUTaHUS, TO C €€ MOMOLLbIO MOXHO
ObICTPO OTKMIOYMTb NMTaHUE YCTpoWcTBa. EcCnyM KHOMKM nuTaHWs Ha YCTPOWCTBE HET,
€OVHCTBEHHbIN Cnocob NorHOCTLI0 06ECTOYUTL YCTPOWMCTBO - OTKIIOYNUTL aganTep NMTaHus ot
3MNEeKTPOCEeTH.

He pasbupalite yCTPONCTBO U HE NPOU3BOAMTE Er0 PEMOHT CaAMOCTOSATENBHO, B 3TOM Criyyae
KOMMNaHus BrpaBe CHATb C ceba rapaHTMiHble o06s3aTensCcTBa, KpOMe TOro, Bbl
NnoaBepraeTecb pPUCKY MNOPaXeHUs JnekTpuyeckum TokoM. Ecnm  yctponctso Tpebyet
PEeMOHTa, CBAXNTECb C HAMW.

He ponyckaiite nonagaHvs Bnaru BHyTPb YCTPOWCTBA.

ApanTep nuTaHusi JOMKeH ObiTb YCTAHOBIEH PSAOM C 060pYAOBaHNEM U AOMKEH ObITh NErko
[AOCTYMNEH.

LLTencenbHasa BUIKa UCMONb3yeTcsl Af1si OTKIOYEHUA/MOAKIIOYEHN adanTepa yCTponcTBa K
CETV NUTaHuS.

E[ﬂ WNcnonb3yite TonbKo npefocTasneHHble nponssogntenem 6ok NUTaHus, KoTopble
BXOZAT B OPUrMHarnbHbI KOMMIEKT NOCTaBKM 3TOr0 NPoAyKTa.
K BHMMaHMIO TEXHUYECKOrO cneumanmcTa
BHUMAHWNE
MNABKM NPEOOXPAHUTENb ABYXMOMKOCHbLIN/B HENTPANA

YCTpONCTBO NpeaHasHa4YeHo Ansi UCMOoNb30BaHWS B CleayoLmx cTpaHax:
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MHorocdyHKUMOHaNbHbLIN 6ecnpoOBOAHON MapLUpPyTU3aToOp cepuun
TL-WR842N N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

KomMnnekT nocTtaBKku

B KomnnekT noctaBku BXOOAT:

»  MHorodyHKLuMOHanNbHbIM B6ecnpoBogHon MappyTusatop cepum N co CKOpOCTbiO nepegayn

naHHbIx oo 300 MéuT/c
> ApganTep NOCTOAHHOro Toka Ansa mappytusartopa TL-WR842N
> PykoBoacTtBo no ObicTpoi HacTporike

> Kabenb Ethernet

& MpumeyaHue:

Y6e,u,v|Ter B TOM, 4YTO KOMMNNEKT COAEPXKNUT BCE YKa3aHHbI€ BbllLE HaMMEeHOBaHUA. Ecnu yto-nnbo

NMOBPEXAEHO NN OTCYTCTBYET, 0OpaTUTECH K CBOEMY ANCTPUOLIOTOPY.



MHorocdyHKUMOHaNbHbLIN 6ecnpoOBOAHON MapLUpPyTU3aToOp cepuun
TL-WR842N N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

Mnasa 1. BBepgeHue

1.1 O630p

Mopgenb TL-WR842N npeacrtaenseTt coboi MHOrOYHKLUMOHANbHBIN 6eCNpOBOAHOM MapLUpyTU3aTop
cepum N co ckopocTbio nepedaym AaHHbix go 300 M6wut/c n BkntoyaeT B cebsi 4-X NOPTOBbIN
KoMMyTaTop, MexceTeBon akpaH, NAT-mapLupyTnusaTtop 1 6ecrnpoBOaHYO TOUKY AOCTYyna. TexHonorns
2x2 MIMO obecne4ymnBaeT LUMPOKYH 30HY MOKPbITUS 6eCnpOBOAHON CETU U BLICOKYH) CKOPOCTb
OecnpoBogHOV nepedaYn OaHHbIX, MOMHOCTLIO YAOBNETBOPAS TpeboBaHWSIM Monb3oBaTenen
HebonbLLON odhuncHom/oomalLHen cetu, KOTOpPbIM TpebyeTca bonee BblCOKas
npounssoguTenbHocTb cetn. MapwpyTtusatop TL-WR842N ocHawéH noptom USB ¢ nogaepxkon

PYyHKUMM XpaHeHns aaHHbIx/F TP-/megna-/npuHT-cepBepa/coBmecTHoro 3G/4G-nogknoyeHmst.

HeBepOﬂTHaﬂ CKOpPOCTb

Mapuwpytnsatop TL-WR842N obecneunBaeT ckopocTb nepefayn AaHHbix Ao 300 M6éut/c npu
paboTte ¢ GecnpoBoaHbIMK KnMeHTamu ctaHgapta 802.11n. 3Ta cKopoCTb AenaeT ero naeanbHbIM
BblbopoM Ans paboTbl C HECKOMbKUMMK MOTOKaMW AaHHbIX OOHOBPEMEHHO, 4To obecneuvBaert
cTabunbHyto paboty cetu. [MpousBoaMTenbHOCTL HacToswero 6ecnpoBOAHOMO MapLupyTUsatopa
craHgapTa 802.11n HamHoro 6ornbLue No cpaBHEHMIO C MapLupyTusaTopamu ctaHgaprta 802.11g,
YTO MNpPenoCTaBnsieT HOBble BO3MOXHOCTM Ans paboTbl B CETU. YCTPOMCTBO COBMECTUMO C

npogyktamu ctangaptos IEEE 802.11g u IEEE 802.11b.

KomnnekcHasi cuctema 6e3onacHocTu

Bnarogapsi KomnnekcHon cuctemMe Ge3onacHOCTW, BKMNYawlwen B cebs yHKUMIO KOHTpONS
BewaHua SSID, sawuwénHoro goctyna WiFi (WPA2- PSK, WPA- PSK), nogaepxke VPN IPSec
ONS co3faHusa 3aWwMWLEHHOr0 KaHana Mexay AOMOM U ohMcoM, a TakkKe MEXCETeBON dKpaH C
nepenoBbiMM - PYHKUMSAMK  3awimThl, Mapwpytmsatop TL-WR842N obecrneuvBaeT MOSHy0

KOHMAEeHUManbLHOCTb Nnepeaadn AaHHbIX.

Mbku KOHTpONbL gocTyna

TL-WR842N nogaepxvBaeT (oyHKLUMN pOaUTENBCKOrO KOHTPOSSA M KOHTPOIS A0CTYyna ANd HAaCTPONKM
OorpaHuYeHnst JocTyna onga geTen unm COTPYOHUKOB. YCTPOMCTBO Takke nogaepkusaeT (PyHKUMU
BuptyanbHoro cepsepa, ysana DMZ wu Port Triggering, 4To no3BonseTr aaMuHUCTpaTopy

oTClnexumBaTtb COCTOAHME W ynpaBdTb CETbO B peXume pearibHOIo BpeMeHUn, WCNOosb3yA
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yHKUMIO yOaneHHoro ynpaeneHusi. Moanepkka rocTeBoi CeTM ONs OTAeNbHOro AocTyna K

WMHTepHeT 6e3 JocTyna k CeTeBbIM pecypcaM Arsl roCTEBbIX MOMNb30oBaTenein.

MpocTas yctaHOBKa

B cBA3M C Tem, 4TO MapLupyTM3aTtop COBMECTMM MNPaKTUYECKM CO BCEMU OCHOBHbLIMU
onepauuoHHbIMM  CUCTEMaMW, UM  O4YeHb  ferko  ynpaendATb.  YCTPOWCTBO  UMeeT
npeaycTaHoBMEHHbIE  HACTPOWKU NOCTaBLUMKOB WHTEpHET-yCnyr, YTo 3HauuMTenbHO obneryaet
HacTpoKnKy ycTporcTea. lNepen yCTaHOBKOW MapLupyTusaTopa crnegyeTr BHUMAaTeNnbHO U3YyYnTb

[AaHHOE PyKOBOACTBO, YTOObI 03HAKOMUTLCS CO BCEMMU (PYHKLMSIMU YCTPOMCTBA.

1.2 [JonyuweHunsn

Mcnonb3yemoe B HacTodweM pykoBoacTBe HammeHoBaHue TL-WR842N wnu MapwpyTtumsaTtop
nogpasymeBaeT nog cobon TOMbKO MHOMOYHKUMOHAmNbHLIN GecnpoBOAHOM MapLUpYyTM3aTop

cepumn N co ckopocTbto nepegadn gaHHblix o 300 Méut/c mogenun TL-WR842N.

1.3 OCHOBHbIEe XapaKTepPUCTUKMU

> [NpumeHenune TexHonorum IEEE 802.11n obecneunBaeTt 6ecnpoBogHyto nepegady AaHHbIX CO
ckopocTbio go 300 M6uT/c.

> 1 nopt WAN 10/100 M6uT/c ¢ aBTocornacoBaHmeM nog pasbem RJ45 1 4 nopta LAN 10/100

M6uT/c ¢ aBTOoCcornacosaHuem nog pasbem RJ45, nogaepxka asto-MDI/MDIX.
> Topt USB ana xpaHeHwust gaHHbix/FTP-/meana-/npuHT-cepeepa.
> AyteHTudpmkauna WPA/WPA2, WPA-PSK/WPA2-PSK, windposaHue TKIP/AES.
» Noppepxka oo 5 VPN-TyHHeneln no3sonseTt ycraHaBnmseath yaanéHHele VPN-coeqmHeHus.
> [Noppepxka Ao AByx 6GecnpoBoHbIX ceTel ¢ pa3HbiMyu uMeHamu (SSID) n naponamu.

> Obecne4yeHne COBMECTHOro AOCTyna K AaHHbIM U K ceTu VIHTepHeT, nogaepkka AocTyna K

UHTepHeT yepes OuHamuyeckun IP/Ctatudeckuin IP/PPPoE.
> TMoppepxka dyHKUMIA BupTyanbHbii cepsep, Special Application n yzen DMZ.
> Moppepxka TexHonorum UPNP, OuHamnyeckon DNS 1 Ctatudeckon mapLupyTunsaumm.
>  ABTOMaTmMyeckoe nogknioveHme n nogknioveHme Kk MHtepHert no pacnucanuio ana PPPoE.
> BcTtpoeHHbin NAT n DHCP-cepBep ¢ nogaep»kon pacnpenenenus ctatndeckux |IP-agpecos.
» [Noppepxka dyHKUMI PoamTtenbckuin KOHTponb 1 KoHTponbe gocTyna.

> TogkntoyeHue K IHTepHeT no TpeboBaHMIO 1 OTKNIOYEHME BO BpeMs npoctost PPPOE.
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> 64/128/152-6utHoe wndposaHne WEP n dyHkuma Access Control List (Cnncok koHTpons

aoctyna) onst 6ecnpoBOgHON NOKanbHOWM CETW.
> [Noppepkka CTaTUCTUKKL MO NOTOKaM.
> TNoppepxka 06HoBREeHUss BCTpoeHHoro MO n ynpaeneHne 4yepes Beb-uHTepdelic.
» [Noppepxka ynpaeneHus npunoxeHuem Tether App.
> [loggepkka rocTeBon ceTu.

» [Noppepxka nogknoyeHUs K ceTn no npotokony IPv6.

1.4 OnucaHue naHeneun

1.4.1 lMNepenHsasa naHenb

Puc. 1-1 NepegHas naHenb

CeetoanogHble MHAMKATOPbI PacnonoXeHbl Ha NepeaHel NaHenu (Cneea Hanpaeo).

MHaukaTop CocTosiHue 3HayeHue
He roput lNnTaHue OTKMYEHO.
(D (MuTanune) loput MutaHne BKNIOYEHO.
Mwraet YCTPONCTBO MHULMANN3npyeTcs unu obHoBnseTcs.
a (WLAN) He roput BecnpoBoaHoe BeLLaHne BbIKMKOYEHO.
loput BecnpoBoaHoe BelllaHue BKYEHO.
o He roput K oaHHOMY MOPTY He NOAKITOYEHO YCTPONCTBO.
(LAN 1-4) loput K nopTy nogknio4eHo yCTPOMCTBO.
He roput K nopty WAN He nogknoyeHo yCTponCTBO.
lopwut K nopty WAN nogknio4yeHO YCTPOWMCTBO, HO HeT
S (UnTephert) | (OparxeBbIn) | NoakntodeHns K IHTepHeTy.
roput . MapLpyTtnsaTtop nogknodeH Kk HTepHery.
(8eneHbIn)
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He roput K nopty USB He noaknitoyeHbl YCTPOMCTBA XpaHeHus
AaHHbIX UNN MPUHTEPDI.
*< (USB) _
FoouT K nopty USB nogknto4eHo yCTPONCTBO XpaHEHUS AaHHbIX
P WK NPUHTEP.
BecnpoBoaHOe YCTPOWCTBO NPOU3BOAUT MOAKMAYEHUE K
MepaneHHo
MnraeT cetn 4yepes dyHkumo WPS. 3ToT npouecc 3aHMMaeT
NPUMEPHO ABE MUHYTHI.
a (WPS) FopuT BecnpoBogHoe ycTponcTBo BbINo yCnewHo nogknoYeHo
K ceTn nocpeacteom cpyHkumm WPS.
BbicTpo He ypanocb nogkntoumtb 6ecnpoBogHOE YCTPOWMCTBO K
mMuraet ceTn nocpeactsoM dyHkumm WPS.

Tabnuuya 1-1 CeBeToanoaHas MHaMKauus
& TlMpumevaHme:

lMocne TOro, Kak YCTPOWCTBO ObINO YCNELWHO MOAKMYEHO K ceTu 4depe3 cyHkumo WPS,

nHaukatop WPS 6yneTt npoaormkaTb ropeTb NPUMEPHO 5 MUHYT, a 3aTeM MoracHerT.

1.4.2 3agHAsA naHenb

L AY

] o o ol ol 1l ry

ON/OFF POWER INTERNET 1 usB

Puc. 1-2 3agHsasa naHenb
Ha 3agHen naHenu pacnonoXxeHbl criegyowme anemMeHTbl (Cnesa Hanpaeo).
> ON/OFF: Bbikntoyatenb nuTaHus.

> POWER: Pasbem gnia nogkntoydeHns nutanns. Micnonb3ynTte agantep NUTaHUS, BXOAALLMA B
KOMMIEKT NocTaBku becnpoBogHoro mapLupytusartopa TL-WR842N.

> INTERNET: [aHHbii nopT npeaHasHadyeH And noakntodveHus kabens DSL/mogema mnu
kabens Ethernet.

> 1,2,3,4 (LAN): 311 noptbl (1,2,3,4) ucnonb3ytoTcs ANA NOAKMOYEHMS MapLupyTu3atopa K
KOMMbIOTEPAM FTOKaNbLHON CETU.

» USB: Tlopt USB cnyxut pgna nogkniodeHns USB-yCTpoWCTB XpaHeHus [aHHbIX,
3G/4G-mogema nnv npuHTepa.

»  Wi-Fi: Npun BKNIOYEHHOM NMUTAHUN MapLUPYTU3aTOpPa HAaXMUTE C MOMOLLBIO BynaBKuM KHOMKY
Wi-Fi (yaepxvBanTe Gonee 2 cekyHa) Ao TeX NOp, Noka curHan CBeToAnoAHOro MHamkaTopa
WLAN He BKNIoYUTCSA UNK BbIKIIOYNTCS.

> WPS/RESET: OT1a kHOMKa Mcnonb3yeTca Ans Toro, YTobbl ObICTPO YCTaHOBUTL COEQMHEHME
MeXay MapLUpyTU3aTOpOM W KIMEHTCKMMU YCTPOWCTBaMK, KOTOpble MoaaepKuBatoT
dyHKUMo HacTporkn 3awmwénHoro Wi-Fi (WPS). [ins cbpoca HacTpoek MapLupyTtu3aTopa
HeobxoQuUMO HaxaTb 3Ty KHOMKY 1 yaepxuBaTb eé HaxaTon 6onee 5 cekyHa (npymepHo 8
CEKyHA).
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CyuwiecTtBytoT ABa cnocoba Bo3Bpara K 3aBOACKUM HACTpOMKaM:

1) Bblbepute dyHKUMO 3aBOACKME HACTPOMKU B OKHe CUCTEMHble MHCTPYMEHTbI >
3aBoackue HaCTPOMKMU BED-yTUNUTLI MapLupyTu3aropa.

2) Mpu nomowm kHonkn WPS/RESET: [lpu BKNHOYEHHOM MMUTaHMM MapLipyTudatopa
HaxmuTe kHonky WPS/RESET (yaepxwusante 6onee 5 cekyHA) 40O Tex Nop, NoKa curHan
cBeToamnogHoro mHamkatopa SYS He U3MEHUTCA C MEANEeHHO Murarollero o ObiCTpo
Muratowero. 3atem OTMNYCTUTE KHOMKY M MOJoXAWTE, NMOKa MapLUpyTU3aTop BbIMOSHAT
nepesarpysky 1 cOpoc BCEX HACTPOEK HA 3HAYEHMSA MO YMOMYaHMIO.

BeCﬂpOBOAHaH dHTeHHa: CNny>XuT and GGCI'IpOBO,EI,HOI'O nonyyeHuna n nepenayn gaHHbIX.
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naBa 2. [logkno4yeHne maplipyTusaTopa

2.1 CncremMmHble TpeboBaHUA

»  WwnpokononocHbin goctyn B HTepHeT (DSL/Cable/Ethernet)

OawnH DSL/kabenbHbIn mogem ¢ pasbemoM RJ45 (He TpebyeTcs, ecnv yCTPOMUCTBO HanpsimMyto

\7

noakrto4veHo k cetn Ethernet)
> KomnbloTepbl ¢ paboTtatowmm agantepomM n kabenem Ethernet ¢ pasbemamn RJ45

Mopaeprxka npotokona TCP/IP gns kaxgoro KomnboTepa

\7

» Beb-6paysep - Microsoft Internet Explorer, Mozilla Firefox nnu Apple Safari

2.2 TpeboBaHuSA K cpefie YCTaHOBKMU

>  MaplwpyTtusatop OOMKEH HaxoOMUTbCA B XOPOLLIO NPOBETPMBAEMOM MECTE B OTAAnNeHWn oT

HarpeBaTenePl nnn O60FpeBaTeJ'IbHO-BeHTI/IJ'IFILl,VIOHHbIX CUcCTem

> yCTpOVICTBO He OOJDKHO noaBepratbCA npaMomy BO34ENCTBMIO UCTOYHUKOB CUMNBbHOMO CBETa

(Hanpumep, COMHEYHbIV CBET)

Bokpyr ycTporcTBa LOMKHO OCTaBaTbCsl HE MeHee 5 cm CBOBOAHOro NpocTpaHCTBa

\7

Temnepatypa akcnnyatauun: 0°C~40°C

\7

»  OTHocuUTEnbHas BNaXXHOCTb Bo3gyxa npu akcnnyataumn: 10%~90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 lMopkniovyeHue mapLupyTmusartopa

Ecnun Bbl Mcnonb3yete nogknioveHne k MHTepHeT no Ethernet kabento, Hanpumep, posetka u3
cteHbl, BmecTto DSL/KabenbHoro/CnyTHukoBoro mogema, nogkntoumnte kabenb Ethernet
Hanpsimyto B nopt Internet mapwpyTtmsatopa. 3atem cnegynte waram 4 u 5 gnsa 3aBepLUeHUs

NOAKNIOYEHMS annapaTHON YacTn yCTponcTBa.

1. Bblknounte Mogem, BbiHbTE PE3EPBHbLIN aKKYMYSTOP, ECINN OH UCMNONb3yeTcs.
2. Tlogkntounte Mogem k nopTy Internet mapLupytusatopa vyepes kabenb Ethernet.
3. BkntouuTte mogem, nogoxamTe 2 MUHYThI, NOKa OH 3arpy3nTCA.

4. BknwouyuTe MapLipyTM3aTop.
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AETED HTEHIR

WMHTepHET 4 BrAICUWTE MAPLLDYTHIATOP.

— e 1 BrknouuTe MogEM BbiHETS
Magzm 2 ~.
DEIEPEHBI AKKYMYIATOR,
£C7K OH MCTONBIYETCH,

2 Mogemoyure MoReM K NopTy
Internet/MHTEpHET MApLWPYTW3aTOPS

e uepes kafiens Ethernet
20 NWTAHMA

3 BenmaydTe Mogem,
NOJO*GHTE 2 MUHY TR
NOKA OH 33rPYIUTCR

Puc. 2-1 YcTaHoBKa annapaTtHOM YacTn MapLipyTtmsaTtopa

Ecnn MHOUKaTOPbI pa60Tar0T Tak, KaK yKa3aHO Ha PUCYHKe, 3Ha4uT, yCTpOI;ICTBO NOAKITHOYEHO

npaBUIbHO.

® = ©

[TuTaHne WLAN NHTEpHET
[opwWT [opuT [opuT
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FnaBa 3. PykoBoACTBO NO OLICTPOWN HAaCTPOMKe

B aton rnaee paccKa3biBaeTCA O TOM, KaK B Teé4eHNEe HECKOJIbKMX MUHYT Npon3BecTtu HaCTp0I7IKy

6a30BbIX PyHKLMI MapLLpyTMU3aTopa NpM NOMOLLM MacTepa ObICTPON HAaCTPOMKM.

3.1 Hactpowuka TCP/IP

Mo ymonyaHumio JomeHHoe uMs mapupyTusaTtopa http://tplinkwifi.net, IP-agpec yctponcTtea
192.168.0.1, macka noacetun 255.255.255.0. Mpu xenaHum 3T 3Ha4eHUS MOryT OblTb M3MEHEHbI.

B naHHoMm PpyKOBOACTBE B Ka4eCTBe npmumMepa Ucnosib3yrTcA 3Ha4Y€eHUA Nno yMmornd4aHuto.

MoakntounTe KOMMbIOTEP JNIOKanbHOW ceTn K ogHoMy m3 noptoB LAN maplipytusaTtopa. Nocne
3TOro Bbl MOXeTe HacTpouTb IP-agpec gns Bawero kKoMmnbkoTepa cregylowum cnocobom: B
HacTpovikax npotokona TCP/IP Bawero komnbtoTepa Bbibepute MonyunTtb IP-agpec
aBTOMaTn4ecku. Ecnn Bam HeoOXoaMmMbl MHCTPYKUMK, KaK 3TO caenartb, cMoTpuTte [punoxeHve

B: Hactporika komnbtoTepa. BectpoeHHbin DHCP-cepBep HasHaunt komnbtoTepy IP-agpec.

Tenepb AN NpoBepKM CETEBOro MNOAKMIOMEHNST MEXOY KOMMbIOTEPOM U MapLLPYTU3aTOPOM MOXHO
B KOMaHAHOWM CTPOKe BBeCTM KomaHay Ping. MNpuBeneHHbIn Huxe npumep oTHocutes k OC
Windows XP.

B komaHgHou cTpoke BBeauTe ping 192.168.0.1 n HaxmuTe Enter.

> Ecnu Bbl nony4nnu pesynstaTt aHanornyHbld NnpeacrtasneHHomy Ha Puc. 3-1, ato o3Havaer,

YTO NOAKIoHeHNne Mexay KOMnbrTepoM U MapLLIpyTU3aTOpOM ObIno YCTaHOBIIEHO YCNeELIHO.

ommand Prompt

Microsoft Windows XP [Bepcua 5.1.26001
(C> Kopnopauwa Mavkpocoor, 1985-2001.

C:~Documents and Settings“tplink>ping 192.168.0.
naketamd ¢ 192.168.0.1 no 32 salT:
or 192.168.0.1: yMmcao sakT=32 Bpema<imc TIL=64
oT 192.168.0.1: uyMmcao sakT=32 Bpemadinc TIL=h4

or 192.168.0.1: yucao sakT=32 Bpema<imc TIL=64
or 192_.168.0.1: umcao eakiT=32 Bpema<imc TTL=h4

CtatvcTuka Ping nan 192.168.0.1:

MNaketoe: ornpasaeHo = 4, noayueHo 4, notepavo = 0 (0¥ notepsl,
MpUEAM3SUTEABHOE BPEMA MpUEHMA-—TNEPERaduM MG =

MuHHMaAbHOEe = Omcek, MakcumaavbHoe 0 mcek. CpenHee = 0 mMcer

C:~Documents and Settings“tplink>_

Pwuc. 3-1 YcnewHsin pesynstar BbiNonHeHUs kKoMaHabl Ping

> [Ecnu pesynstaTt aHanormyeH npeacrtaBneHHoMy Ha Puc. 3-2, 3T0 03Hadvaetr, 4To

NoAKIr4yeHne Mexay KOMnbioTepoM U MapLlIpyTUu3aTtopoM OTCYTCTBYET.
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ommand Prompt

Microsoft Windows XP [Bepcua 5.1.26001
(C> Kopnopauwa Malkpocoor. 1785-2001.

C:~Documents and Settingsstplink>ping 192.168.0.1
Osmen naketami ¢ 192.168.0.1 no 32 sanrt:

ANNapaTHHH CEOW.
ANnNapaTHWM CEOM.
3JanaHHMKW Y3en HENOCTYNEH.
3JanaHHHH Y3en HEOOCTYNEH.

CtatucTuka Ping pan 192.168.0.1:
MNakeToe: oTnpagaeHo = 4. noayueHo = 0, notepaHo = 4 (100* noTepb?.

C:~Documents and Settings“tplink>_

Puc. 3-2 HeygayHbln pe3ynsraTt BbiNOSIHEHMS KOMaHab! Ping
MpoBepbTe NogknYeHne cregyrWmMmM oépasom:
1. TMpaBWnbHO N NOAKIIOYEH MapLUPYTM3aTop K KOMNbIOTEPY?

& MpumeyaHue:

Muankatopbl 1/2/3/4 noptoB LAN, KOTOpbie Bbl NOAKMIOYMAM K MapLUpyTM3aToOpy U MHAMKATOPbI
ajanTtepa KoMnbloTepa AOMKHbI FOPETh.

2. {ensetcs nu npasunsHon Hactpornka TCP/IP Ha komnbloTepe?

& MpumeyaHwue:

Ecnun IP-agpec mapwpyTtmsaTtopa 192.168.0.1, 1o IP-agpeca KOMNbOTEPOB AOMKHbI fexaTb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.

3. Aensetcs nu npaBunbHbiM IP-agpec cetn LAN maplupytmusaTtopa?

&= MpumeyaHue:

Ecnn LAN IP-agpec mogema, nogknioveHHoro K Bawemy mapupyTtusatopy, 192.168.0.x, LAN
IP-agpec MaplupyTmusatopa MO YMOMYaHWo aBToMatuyeckun uameHutcs ¢ 192.168.0.1 Ha
192.168.1.1, 4ToObLI M3bexaTb koHdnukTa IP-agpecos. MoaTomy, Ans Toro, 4YToObl MPOBEPUTL
COeQMHEHNE MeXAy BallMM KOMMbIOTEPOM W MapLUpyTM3aToOpoM, Bbl MOXETe OTKPbITb
KOMaHAHY0 CTPOKY, BBeCTU ping 192.168.1.1 n 3atem HaxaTtb Enter.

3.2 PykoBoACTBO NO ObLICTPOW HacTpouKe

Mpu nomowmn BeG-yTMNUTLI MappyTtusatop TL-WR842N nerko HacTpouTb U ynpaBnATb WM.
Beb-yTunuta moxeTt ucnons3oatbca B nobor OC Windows, Macintosh unn UNIX OS uepes
Beb-6pay3ep (Microsoft Internet Explorer, Mozilla Firefox nnu Apple Safari). Tem He meHee,
uHTepdgenc HacTponkn USB MoxeT He OTKpbIBaTLCHA B HEKOTOPLIX Be6-6paysepax. HacTtoaTensHo
pekomeHayeTca ncnonb3oBaTb Internet Explorer.

-10 -
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[nsa goctyna K yTunute oTKpoKTe BeG-6paysep u BBeauTe B agpeCcHO CTPOKE LOMEHHOE
M No ymonyanHuto http://tplinkwifi.net

W& hitp:/Fiplinkwiinetl MG Iternet

. ‘ hitp:/ /tplinkwifi.net/

Puc. 3-3 Bxoa B mapLupyTtumsaTop

MosBMTCS OKHO BXOAa B CUCTEMY, aHanormyHoe ToMy, Kak npeactaeneHo Ha Puc. 3-4. B none
Monb3oBatenb u MNMaponb BBeante admin, UCMONb3ysa HWXHUI PErNCTp. 3aTteM Haxmute

kHonky OK vnu knasuwy Enter.

admin

f=

& L L L

Puc. 3-4 Bxop B cuctemy
& lMpumevaHue:

Ecnun gaHHOe OKHO He NOosIBUNOCH, 3TO O3HAYaeT, YTo Ball Be6-Opay3ep HacTpoeH Ha paboTy
B pexume npokcu. 3anamte B pasgen CeoictBa obospeBatens > [logknioveHust >
HacTpowika napameTpoB nokasnbHOW ceTn. B nosBmBLUEMCS OKHE yOepuTe ranoudky ¢ S4Yenku
Ucnonb3oBaTb NPOKCU-CepBepP ANA NOKanbHbIX NOAKNH4YeHUn 1 HaxmuTte OK.

[Mocne ycnelwHoro Bxofa B cuctemy Bblbepute MeHio BbicTpasi HacTpowka 4ns HaCTPONKK
mMapLupyTtusaTtopa. Haxvute Oanee.

C NOMOLWEK BEICTPOR HACTPOMKK BBl CMOMETE NETKO HACTPOWTE OCHOBHBIE NAPaMEeTpkl CETH.
OnA npogon#xeHna Haxmute danee.

[NA BEIXOAA W3 BEICTPOR HACTPOAKM HAaXMUTE BoIXom,

[ BhX0A ]| Hanee

Puc. 3-5 beicTpaga HacTpolika

-11 -
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& lMpumeyaHue:

MapmpmiaaTop HE MOXET aBTOMAaTtn4eCkn onpeaennTtb Tn NoOAKNIOYEHNA K MHTepHeT. Bawm
HeoOXOoaMMO CBS3aTbCA C BalUMM MOCTABLLMKOM l/IHTepHeT-ycnyr N YTOYHUTb Yy HEro 3Ty
Mchopmau,mo, 3aTeM Bbl CMOXeTe Bbl6paTb 13 Cnncka Hy)KHbII7| BaM TN NOAKINHO4YEeHUA.

3. [lMoxanyicTta, No3TanHo yKaxuTe CTpaHy, ropoa/pernoH U HaMMeHoBaHMe BaLLEro
nocraBLUMKa VIHTepHET-yCnyr, Nocre Yero MapLupyTn3aTop NpeanoxT noaxoasiime
HaCTPOWVKN NOAKIIOYEHNS ANs Ballero noctaslmka MIHTepHeT-ycnyr. Mactep 6bicTpon
HaCTOWKWN 3aBEpLUNT HACTPONKY B COOTBETCTBMU C BbIOPaAHHLIM TUMOM MOAKIIOYEHMS.

CrpaHa: -Bribepute 3 cnncka- v
ropoa/PeruoH:
NMocTaBwme HHTEpHET-YCyT:
Tun nogero4eHns VWAN:
] A He HaWeN NogxXogALWMY HACTPOEK

MoxanyAcTa, NpoBEpLTE, XOPOWo MM NOOKNKDYEH Kafens K nopTy WAN Ha BaWem yoTpoRcTee.

Hazan |

CTtpaHuua ABTOHACTPOWMKM NOAKMYEHUS K VIHTEPHET MO NOCTaBLUMKY VIHTEPHET-YCIyr NOMOXeT
HacCTpPOMTb MOAKoYeHne K MIHTepHeT No napameTpam pervoHa 1 noctaBwmka HTepHeT-ycnyr,
KoTopble Bbl ykazanu. YTobbl ybeauTbCA, Kakon WMMEHHO TWUM MNOAKMIYeHus K WMHTepHeT,
MCNomnb3yeTcs Ha BalleM KOMMNbKTEPE, BaM HEOOXOAMMO 00paTuTbCA K BalleMy MOCTaBLUUKY

UHTepHeT-ycnyr.

CTtpaHa - BbiGepuTte cTpaHy 13 BbinagatoLLero cnmcka.

MlNopoa/PernoH - BuibepuTe ropoa/perMon na cnucka.

MocTtaBlWKnK UHTepHeT-ycnyr - Boibepute Ballero noctaBLinka MHTEpHET-yCNyr U3 cnmcka.

Tun noakntodyeHns WAN - MaplipyTtusaTop npeanoxuT BaM NOAXOASLUA TUN MOLKIHOYEHNUs

Ona Bawlero nocrtaBLlmka I/IHTepHeT-ycnyr.

I'Ipumeqal-wle: Ecnn Bbl He MOXeTe HanWTu Heobxoaumble napameTpbl, OTMETbTE MnoJie A He
Haweén noaxogslmx HaCTpPOeK, KaK yKa3aHO Ha M306pa>i<eva| HWXe, YTOObI HacTpouTb TUN

nogkntoyeHns camoctoaTensHo. Haxkmute [danee.

-12 -
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CrpaHa:
Topo/PerioH:
MocTaewuk MHTepHET-yCNyr:
Twun nogernryeHns VWWAN:
A He HaWEn NogxogALMY HACTROEK

MoxanyicTa, NpoOBEpLTE, XOPOWO MM NOOKMOYEH Kafens K nopTy WAN Ha Bawem ycTpoicTae.

[ Hasan | Oanee

> Bb|6ep|/|Te 13 Cnncka VICI'IOJ'IbSyeMbIIZ BaMu TUN NOOKITHOYEHUA.

MoAroToBKa K HACTPOMKE THNA NOAKNKYEHAA WAN.
(& Ounamwyecknil IP-agpec - [AnA kabensHoro/DSL-NoakmoueHUA, NOAKNIOYEHNA 33 NAT-MapWpyTU3aTopom
() Cramrqeckwii IP-agpec - Baw nocTagwmk FIHTEpHET-YCNYT NpEOOCTAENAET KOHKPETHEIE IP-NapameTpel.

() PPPOE/PPPOE Poccus - Bel ncnonkayete DSL-nogkniyeHne ¢ noMowsk npoTokona PPPOE (WMpokononocHoe NogrNioyerne)
YEPE3 Bal KOMMBIOTER UMK MapLWPYTH3ATOP.

(O L2TPIL2TP Poccus - B 3ToM CNvYae BaM HE0BX0OWMO BDVYHVIO BEECTH MMA NONL30EATENA, Naponk W IP-agpec/iomeHHoe nma VPN-cepeepa.
3TV OaHHEIe NPeOOoCTABNAKTCA BAWWM NOCTABWNEOM FIHTEpHET-yCnyT.

(O PPTPIPPTP PoccwA - B 3ToM cnyyae Bam HeoGXoguMo BpYYHyK BEECTW MMA NONL30BATENA, Napons W IP-agpeciiomeHHoe umA VPN-cepeepa
3T AaHHEIE NPEAOCTAENAKTCA BEAWWM NOCTABWHKDM VIHTEDHET-YCIYT

MoxanyiicTa, NpoEEpLTE, XOPOLWO N NOOKMNYeH Kafenk K nopTy WAN Ha Balem yCTpoicTRE.

Hasag ] Nanee |

Puc. 3-6 BbicTpas HacTpoika - Tun nogkntoyeHna WAN

MapLwpyTnsatop obecneunBaeT NATb Hanbonee pacnpocTpaHeHHbIX cnocoboB NOAKITHYEHNS
K UHTepHeT - AnHamnyeckun IP-agpec, Ctatuyeckun IP-agpec, PPPoE/PPPoE Poccus,
L2TP/L2TP Poccusi u PPTP/PPTP Poccus. Ecnu Bbl He yBEPEHDI, KAaKOW TUMN NOAKMHYEHUS
NCNONb3yeTCA Ha BalLeM KOMMbIOTEPE, CBSXKUTECH C BalLMM MOCTABLUMKOM VIHTEpHET-yChyr,

BbISICHMB WMHGOPMaLMIO O BalUEM TUME MNOAKIIOYEHUS, 3aTeM BblIOepUTe €ro u Haxmute
Danee.

1) Ecnu Bbl ucnonedyete OuHamu4veckum IP-agpec, nosBMTCA CTpaHMLA KITOHWPOBaHMWS

MAC-agpeca (cm. Puc. 3-7). Beibepute “OA, MHe HyXHO KnoHupoBaTtb MAC-agpec’,
3ateM HaxmuTe [anee.
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MAC-agpec - 370 YHUKaNLHLII MGEHTUGMKATOP, N0 KOTOPOMY B CETH ONPeAenAeTcA Ball KOMNLIOTER UMK YCTROACTED.

B GOMSWHHCTEE CNYYaEE HET HEoBXOANMOCTI KNOHMPOEaTE MAC-3apec, HO B CETAX HeKoTOpLIX NpoBaiigepos TpeGYeTCA PETMCTPALMA ONPedeneHHom
MAC-agpeca AnA NpeoCcTAENEHNA BO3MOMHOCTM NOOKMIOUEHNA K CETH FIHTEPHET.

(#) HET, MHe He Hy*Ho KNoHMpoEaTe MAC-agpec.
(A MHE HYKRHO KnoHWpoBaTe MAC-agpec.

MpumMeyaHne: YGeauTecs, 4To BaW KOMMLIOTER GbiN M3HEYANLHO NOAKNIOYEH HENOCPEACTEEHHO K MOOEMY UMK YCTPOMCTEY NOCTABWMKE VIHTEpHET-YCIyT.

Hazan ] [ Oanee |

2)

Puc. 3-7 BeicTpas HacTpoiika - KnoHuposaHue MAC-aapeca

Ecnn Bbl BbIbpanu Tun nogkntoveHus Ctatuveckum IP-agpec, otobpasnTtes cnegytowiee
OKHO.

IP-anpec: 0000

Macka nogceri: 0.0.0.0

OCHOBHOWN WH3: 0.0.0.0

MpeanoynTaemsii DNS-cepeep: 0000
AMLTEpHATHBHLIA DN S-cepeep: 0000 (HeoGA3aTENLHAA HACTpORKE)

[ Hasan Il Danee |

Puc. 3-8 bricTpas HacTpolika - Ctatnyeckun IP-agpec

IP-agpec - 310 WAN IP-agpec, BuaMmMbii BHELLHMM Norib3oBaTtensiM B cetu VIHTepHeT
(Bkniovas Bawero noctaslimka WHTepHeT-ycnyr). Baw nocTtaBwuk WHTepHeT-ycnyr
npegoctaBuT Bam IP-agpec, koTopbii Hago 6yaeTt BBecTu 3gech. YkaxuTe IP-agpec B

9TOM none.

Macka nogcetu - Macka noaceTn, ncnonosyemas WAN IP-agpecom. Baw nocraBLimk
WHTepHeT-ycnyr NnpegoctaBut BaM Macky NOACETU, kak Npasuno, a1o 255.255.255.0

OcHoBHOM wnto3 - Baw noctaBwmk WMHTEpHeT-ycnyr npegocTtaBuT Bam |IP-agpec
LUM03a, KOTOPLIN NpeacTaBnsieT coOon agpec cepBepa MocTaBLyMKa VIHTEpHeT-ycnyr.

Ykaxute |IP-agpec wnto3a B 3ToOM MNone.
Mpennouyntaembin DNS-cepBep - Ykaxute IP-agpec DNS-cepsepa.

AnbTepHatuBHbin DNS-cepBep - (HeobGsasatenbHoe none) Ecnv Bbl nonyuunu oT

noctaeLuka VMIHTepHeT-ycnyr agpec gpyroro DNS-cepBepa, ykaxkute ero B 3ToM norie.
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N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

3) Ecnm Bbl ucnonb3yeTe nogkntodeHne k WMHTepHeT 4yepes3 npotokonn PPPoE/PPPoE
Poccus, Bbl nonagéte Ha cTpaHuuy, ykasaHHyto Ha Puc. 3-9. HactponTe napameTpbl U
HaxxmuTe [lanee Anga NpogosmNKeEHS.

HMA none3oBarens:
Maponk:

MoareepanTs Naponks:

BTOPUH4HOE NMOLKMHYEHMHE!

123456789
ssscnsene

LLEZ IR L] )

O OTKnKYeHD

(&) OwHamuuecknit IP-agpec () Cratwyeckwil IP-agpec  (OnA Dual Access/PPPoE PoconA)

Hazag ] [ anee |

Puc. 3-9 BeicTpas HacTponka - PPPoE/PPPoE Poccus

> Wmsa nonb3oBartens/lNaponb - Ykaxnte Uma nonb3oBatens v Maponb, NnonyyeHHble

OT NocCTaBLUMKa l/IHTepHeT-ycnyr. OTn nong sBNsTCSA YyBCTBUTEJIbHbIMU K PErucTpy.

Mpy BO3HMKHOBEHUM NPOGeMbl 06paTUTECh K MOCTaBLUMKY VIHTEPHET-yCnyr.

> nO,qTBep,qVITb naponb - Beegute ewe pa3 naporsib, ﬂOJ'Iyl-IeHHbII7I OT NnoCTaBLUMKa

NHTepHeT-ycnyr, 4tobbl y6eanTbca, YTo BBEAEHHLIN BamMu Naposib NpaBUITbHbINA.

Buibepute [OuHamunueckun unn Crtatudveckum IP-agpec Ons aktmBaumm BTOPUYHOIO

NnoaKn4yeHna, ecnm Balwl NOoCTaBLUK I/IHTepHeT-ycnyr npegoctaBndeT BO3MOXHOCTb

BTOPUYHOIO MNOAKIIOYEHUS K NiokanbHow cetu (OnHamuyeckmin/Crtatudeckun IP-agpec).

4) Ecnwu Bbl ucnonbayete tmn nogkniodeHms L2TP/L2TP Poccus, nosBuTCs CTpaHuua Kak

Ha Puc. 3-10. HacTpowite napametpbl u Haxvute Janee.

WMA nonezoBEaTens:
MNaponk:

MoaTeepanTs Naponk:

(*) OuHamunyecknil IP-agpec () Cratmyeckui IP-agpec

IP-agpec/UMA cepeepa:

Hazan | Tanee ]

Puc. 3-10 Beictpas HacTpoika - L2TP/L2TP Poccus

> Wmsa nonb3oBartens/lNaponb - Ykaxnte Uma nonb3oBatens v MNaponb, NnonyyeHHble

OT Ballero nocrtasLUMKa l/IHTepHeT-ycnyr. OTn nonsa ABNSATCSH YyBCTBUTEIbHbIMU K

pernctpy. MNpn BO3HUKHOBEHWUM Npobnembl 06paTUTeCh K NOCTaBLUMKY VIHTEPHET-yCnyr.
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N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

Ecnn IP-agpec/macka nogcetu/wnio3 n agpeca DNS-cepBepoB Obinv npenocTaBneHbl
BaWmM nocTaBluKkoM WHTepHeT-ycnyr, Bbibepute Crtatudeckunm IP-agpec. Beegute
IP-appec VPN-cepBepa vnn OOMEHHOE WMsA, NpenoCTaBfeHHble BalUM MOCTaBLLMKOM

NHTepHeT-ycnyr, BBEAUTE NpoYme napameTpbl.

) OuHaMuueckwil IP-agpec

IP-agpec/UMA cepeepa:

IP-agpec: 0.0.00

Macka nogceT: 0.0.0.0
OCHOBHOM WH3: 0.0.0.0
DHS-cepeep: 0000

Ecnn ykasaHHble Bblle napaMeTpbl He ObinvM NpedocTaBneHbl BaliMM  MOCTaBLUMKOM
WHTepHeT-ycnyr, Bbibepute OuHamun4veckun IP-agpec. Torga Bam noTtpebyetcs ykasaTb

Tonbko IP-agpec VPN-cepBepa unu gjomeHHOe ums OT Ballero nocrasLumka VIHTepHeT-ycnyr.

IP-anpec/MMA cepeepa:

5) Tpwn BbiGope PPTP/PPTP Poccusa nosiButcs crpaHuua kak Ha Puc. 3-11. Hactporite

crieaylolime napameTpbl, a 3aTeM HaxMmuTe [lanee Ansi NpoaoHKeHUs!.

HmMA nonb3oBaTens:
MNapone:

MoareepanTs Naponk:

® OuHamuyeckui IP-agpec () CTaTvyeckwi IP-agpec

IP-agpec/MmA cepeepa:

l Hasan | Hanee J

Puc. 3-11 Beictpas HacTpowka - PPTP/PPTP Poccus

> Wwma nonb3oBartens/Maponb - Ykaxnte Uma nonb3oBatens u Maponb, nonyyeHHbIe
OT nocTaBLmKa MHTepHeT-ycnyr. 3TN nons sABNATCS YyBCTBUTENbHBIMU K PETUCTPY.

Mpv BO3HMKHOBEHUW NPOGieMbl 06paTUTECH K MOCTaBLUMKY VIHTEPHET-yCnyr.

Ecnu IP-agpec/macka noacetu/wnio3 u agpeca DNS-cepsepoB 6binv npenoctasneHsbl

BalWMM MNOCTaBLMKOM WIHTepHeT-ycnyr, Bbibepute Crtatndeckun IP-apgpec. Beegute
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IP-agpec VPN-cepBepa unn AOOMEHHOE WMS, MNPeaoCTaBfEHHblE BallMM MOCTaBLLNKOM

WHTepHeT-ycnyr, BBEAMTE NpodMe napameTpbl.

) OwHamuueckuii IP-agpec {““ {CTaTMyeckuid IP-agpec

IP-appec/MmA cepeepa:

IP-anpec: 0.0.0.0

Macka noqceTH: 0.0.0.0
OCHOBHOW WH3: 0.0.0.0
DN S-cepeep: 0.0.0.0

Ecnn ykasaHHble Bblle napameTpbl He ObinvM npegocTaBneHbl BalMM  MOCTaBLUMKOM
UHTepHeT-ycnyr, Bblibepute OuHamuyveckun IP-agpec. Torga Bam notpebyercsa ykasaTb

Tonbko IP-agpec VPN-cepBepa unu JomeHHOe ums OT Ballero nocrasLumka VIHTepHeT-ycnyr.

..........

(@) OuHamueckmit IP-agpec () CTatuueckwil IP-agpec

i

IP-agpec/MMA cepeepa:

HacTpowTte 6a3oBble napameTpbl 6ecnpoBogHon cetn 2,4 [T Ha cTpaHuue, KoTopast
nokasaHa Ha Puc. 3-12, 3atem HaxmuTe [danee.

HacTpoilka nogKkMoueHna K MIHTEpHET 3aeeplwena. Cefuac HeoGXoQuMo NPUCTYNNTE K HACTPOIKe GECNPOBOOHOTD PEXUMA.

BecnpoBoHOE BellaHue: Brnwounts ~
WmA GecnpoBoaHOM CeTH: TP-LINK_10FF40 (Takowe HasblBaeTCA S3I0)
PeruoH: Pocecua hd

Jawwta GecnpoBOQHOM0 PeXMMA:

@] OTKNHHWTL 3aLNUTY
® WPA-PSKWPA2-PSK
Maponk PSK: 69129902

(BbI MOM¥ETE BEECTH CMMBONLI B KOQUPOBKe ASCI uAW B WecTHaguaTepuyHom Gopmare;
anA gopmara ASCI gnuHa knoya gon#Ha OelTe 0T & 4o 63, a gnA WwecTHaguatepuyHoro gopmara ot 8 go 64.)

[.] Be3 M3MeHeHnn

(MCMNONB30BATE TEKYWWE HACTPOMKN 3aWWNTHI)

O [lononHUTENbHBIE HACTPOIKK BECNPOBOAHOTD PEXKMMA

( Hasan ] | Janee |

Puc. 3-12 bBbicTpas HacTpouka - becnpoBoaHOW pexum

> Eecnpoao,que BewaHne - 34ecb Bbl MOXETE BKMOYUTb UMM OTKNHOYNUTb

6eCI'|pOBO,ElH06 BellaHue.
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> Wma 6ecnpoBogHom cetu - Takke HasbiBaeTca SSID. YkaxuTte 3HadeHue OfiMHOM Ao
32 cumsonos. To xe uma (SSID) gomkHO 6biTb NPUCBOEHO BCeM 6eCrnpoBOAHbLIM
ycTporcTBam B Bawen cetn. 3HaveHue SSID no ymonyaHuio: TP-LINK_XXXX. JaHHoe
3Ha4YeHUe YyBCTBUTENBLHO K pernctpy. Hanpumep, TEST n test senaotca PA3HbIMU

3Ha4YeHnAMMN.

» PernoH - Beibepute COOTBETCTBYHOLLIEE 3HAYEHME M3 BbiNadaoLWwero cnucka. B gaHHom
none ykasblBaeTCsl PErvoH, rae yHKumMsi 6ecnpoBOAHON Mepenayvn OaHHbIX MOXeT
ObITb Mcnonb3oBaHa. Micnonb3oBaHne OaHHOW (OYHKLMM B PErnoHax, He yKasaHHbIX B
cnncke, MOXeT ObITb HE3aKOHHbIM. Ecnun Bawlen cTpaHbl UM pernoHa HeT B CMMCKe,

O6paTVITer 3a NMNOMOLLIbIO B MeCTHOE MnpaBnTeSibCTBEHHOE areHTCTBO.

& MpumeyaHue:

Bepcusi ans CeBepHoli AMEPUKU HE MMEET OonuumM BbiGopa pervioHa B CUily orpaHnyeHu,

YCTaHOBIIEHHbIX MECTHbIMM 3aKoHOAATENIbHbIMU 1 HOPMATUBHLIMU JOKYMEHTaMu.
> 3awmTa 6ecnpoBOAHOro pexuma

e OTKNHUYUTBL 3aWUTY - PyHKUMA GECNPOBOOHON 3aLLMTbl MOXET ObITb BKMOYEHA
unu otknodeHa. Ecnn Bbibpath "OTKNOUNTL 3awmTy"”, 6ECNPOBOAHbIE CTaHLMK

CMOryT MMETb AOCTYN K YCTPONCTBY 0e3 LWwndpoBaHus.

e WPA-PSK/WPA2-PSK - 3T0T TMn 3alumThl BbibpaH no ymonyaHuio. LLingpposaHue
WPA c¢ ucnonb3soBaHnem naponsi PSK, koTopbii coBnagaet ¢ PIN-kogom no

YMOJI4aHUIO.

e bBbe3 nameHeHun - lpn BbIGOpEe 3aTOM oONuUKM KoHdUrypaums 6ecnpoBOAHOMN

nepegayvn gaHHbIX ocTaHeTcsa 6e3 nameHeHuin!

OT0 TONbKO 6a3oBble HACTPOWKM GEcCnpPOBOAHOrO peXuma, AOMONHUTESNbHbIE HACTPOWMKK
MOXHO npoussBecTn, Haxas ‘[lononHuTeNnbHbIE HAaCTPOMKM GECNpPOBOAHOrO pexuma’.

Bam GyayT gocTynHbl criegytowye napaMmeTpbl.

OononHATENBHBIE HACTPOWKK GECNpPOBOOHOTC PEXHMA

e

Pexmn: 11bgn cmewaHHEIR w
LnpKrHa kaHana: ABTO b
Kanan: ABTOD v

> Pexum - B a3TOM none ykasaH pexum 6ecnpoBOAHOrO BellaHUs, B KOTOPOM

MapLupyTm3aTop paboTaeT B AaHHbIN MOMEHT.
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e 11bg cmewaHHbI® - BbibepuTe 3TOT BapuaHT, e€cnvM Bbl UCMOMb3yeTe

BGecnpoBofHble knueHTbl cTaHaapToB 802.11b 1 802.11g.

e 11bgn cmewaHHbIn - BbibepuTe 3TOT BapuaHT, ecnn Bbl MWCMOMb3yeTe

GecnpoBofHble KNneHThbl cTaHgapTos 802.11b, 11g, 1 11n.

> LUupwuHa kaHana - BeibepyTe COOTBETCTBYIOLLEE 3HAYEHNE U3 BbiMadatoLLero Cnmucka.
3HayeHue no ymonyaHuto ABTO, Npu KOTOPOM YCTPOMCTBO aBTOMaTUYECKN perynupyet

LLINPUMHY KaHana angd KrnnMeHTOoB.

> Kanan - B aTom none ykasbiBaeTcsa paboyas 4actorta, koTopasa OygeT ncnonb3oBaTtbCs.
MeHATb kaHan 6ecnpoBOAHOMO NOAKMYEHMA HEe 00a3aTeNbHO, ECNN TONbKO He OyayT
obHapyXeHbl npobnembl C nomexamu OT APYrov pPacnosfioXeHHOW BOMM3N TOYKM
poctyna. Ecnu BbiOpaTb 3HayeHne ABTO, TO TOo4yka JocTtyna OyaeT Bbibupatb

Hanbonee noaxoAsALLMIA KaHam aBTOMaTUYECKU.

5. HaxmuTe kHOMNKy 3aBeplwnTb Ans 3aBepLueHns BbICTPor HaCTPOMKN.

HacTpoiika ycnewHo saseplieHa!
HacTpoiika 0CHOBHEIX NapaMeTpoB NoAKNKYEHWA K VIHTEPHET W GeCnpOBOOHOTD PEXMIME 33BEPIWEHS, HAMMNTE KHOMKY 3a8epliMTe M NDOBEPLTE, 8CTh

nuy Bac 4ocTyn K VIHTepHeT. Ecnu ¥ Bac HeT A0CTYNA K VIHTEPHET, Nepe3arpyanTe Baw MOAEM W NOAMHKOMTE 2 MUHYTE, G0 3aNYCTHTE BEICTPYI0 HACTROIKY EWE paa.

| Hasan ] 3aBepumTh ]

Puc. 3-13 bBbicTpas HacTpolka - 3aBepLUueHne
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NnaBa 4. HacTpomnka maplpyrtusartopa

B aToii rnaee pacckasbiBaeTca 060 Bcex pyHKUMSAX BEG-yTUNUTBI U cnocobax HaCTPOMKN.

4.1 Bxop B cucrtemy

lMocne ycnewHoro BXo4a B MapLupyTM3aTop, Bbl YBUOUTE CHOBHOE MEHHO M3 19 MOOnyHKTOB,
Haxogslleecss C NEeBOW CTOPOHbI 3KpaHa. B mpaBonm 4acTu akpaHa COOAEPXUTCS CnpaBovHast

NHpOpMaLIS U MHCTPYKLMN.

CocroAHne

BricTpas HacTpolka

WPS

Cete

BecnpoBOMHOR DM
lNocreBan ceTb

DHCP

VPH

Hactpoikn USB
Mepeagpecaunn
bezonacHocTb
PogHTenbCEWA KEOHTPOITE
LOHTPONL QOCTYNa
HacTpoikn MapupyTHIa0nm
KoHTpOns MponycEHOR CnocobHOCTH

Mpueazka IP- n MAC-agpecoe

OuHamuyeckwis DNS

IPvG

CHCTEMHLIE MHCTDYMEHTLI

Hwxe npusBoantcs nogpobHasa nHdopmaLms No BCeM OCHOBHbLIM PYHKUUAM BED-YTUMMUTLI.

4.2 CocTtosiHue

B okHe CocTosiHMe cogepXutcsl Tekywas WHGopmauus Mo  maplupytusatopy. [HaHHas

NHGOPMaLMS OOCTYMNHA TONbKO ANs YTEHUS.

-20-



TL-WR842N

MHorodyHKLMOHaNbHbIN 6ecnpoBOAHON MapLUPYyTU3aToOp cepuun

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

Bepcuna BCTpoeHHoro Mo:

Macka nogcetu:

Bepcus 0B0pyL0BaHNA:
LAN
MAC-agpec: D8-5D-4C-10-FF-40
IP-agpec: 192.168.0.1

255.255.255.0

BecnpoBoOHOWN peXum
BecnpoeoaHoe BellaHke:
Wma GecnpoeoaHon cetk (SSID):
Pexom:

LnpwHa kaHana:

BENiYEHD
TP-LINK_10FF40
11bgn cMelwaHHBIR

ABTOMATHYECKK

Kanan: AETC (Mcnone3yemelil KaHan: 6)
MAC-agpec: DB-6D-4C-10-FF-40
CocTtoaxwe WDS: OTKNIOYEHD
WAN
MAC-agpec: De-50-4C-10-FF-41
IP-agpec: 0.0.00 OnHamudeckan IP-agpec
Macka nogcerd: 0.0.0.0
OCHOBHOW W3 0.0.0.0
DHS-cepeep: 0000, 0000
CraTucTHKa Tpadmka
MpuuaTo OtnpaeneHo
Banr: 0 0
Naxketoe: 0 0
Bpems paoThL: 0 gHeii 03:25:33

Puc. 4-1 OkHO cocTosiHUA MapLupyTM3aTopa

4.3 bbicTpasa HacTpouKa

Cwmotpu Pasgen 3.2: PykoBoACTBO MO ObICTPOM HACTPOWKE.

4.4 WPS

B aTom pasgene cogepxatca ykasaHus, kak gobaBuTb HOBoe 6ecrnpoBOAHOE YCTPOMCTBO K

cywiectsytoLen cetu ¢ nomollbto WPS (Hactponka sawmwéHoro Wi-Fi).
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Bbi6pas pasgen WPS (HacTpoika 3awmwérHoro Wi-Fi), Bbl okaxkeTech B cneaytoLlem okHe (Puc.
4-2).

SSID: TP-LINK_4FA3

Coctoauune WPS: BrnioveHo OTKNHYMTE

Tekyuwmi PIN-koa: 26920009 | BoccraHoeWTE PIN-KOA C030aTh HOBLIA PIN-KOA,

OmemiounTte PIN-K0g Mapwpytusatopa

HoGaeneHne HOBOMO YCTPOWCTBA: [oGaBnTs YCTPOACTEO

Puc. 4-2 WPS (HacTtpoiika 3awmiénoro Wi-Fi)
>  SSID - 3gecb oto6paxaerca SSID (Mmsa 6ecnpoBogHoON ceTn) MapLupyTusatopa.
» CocTtossHue WPS - 3gecb Bbl MOXETE BKIHOUUTDL MW OTKIOUNTL doyHKumuio WPS.

> Tekywmn PIN-kop - 3gecb oTobpaxaerca Tekywmi PIN-kog mapwpytmsaTtopa. PIN-kog

MapLupyTM3aTopa Mo YMOMYaHUo MOXHO NOCMOTPETL Ha ero Kopnyce.

> BocctaHoButb PIN-kog - BoccrtaHosneHue 3HauveHus PIN-koga mapupyTtusatopa no

YMOIM4aHuio.

» Cosgatb HoBbIM PIN-kog - Haxmunte AaHHy0 KHOMKY AN MNOfyYeHUsa Cry4yanHoro
3HadeHnst PIN-koga ons Bawero mappytmsatopa. CosgaHne m ucnonb3oBaHWE HOBOMO

PIN-koga noBbilLaeT 6e3o0nacHOCTb BalLlel ceTu.

> OTtknrouutb BBoAa PIN-kopga paHHoro yctpouctBa - MoxHo oTtkniounTb BBoA PIN-koga
MapLipyTusaTopa BpyyHyto. Ecnu maplipyTtmsatop B TeYeHMEe HEeCKONbKMX MOMbITOK
OTKasblBaeT BHELUHEMY YCTPOMCTBY B peructpaumu, 10 BBOoA PIN-koga oTknovaetca

aBToMaTn4eCKu.

> Jo6aBUTb YCTPOMCTBO - Haxxmmnte gaHHYO KHOMKY, YToObl 4O6GaBUTL HOBOE YCTPOMCTBO K

CYLLECTBYIOLLIEN CETU BPYUHY!HO.

YT100bLI 06ABUTL HOBOE YCTPOMUCTBO:

Ecnun 6ecnpoBogHoii agantep nogaepxusaet Hactponky 3awmwérHoro Wi-Fi (WPS), Bbl MoxeTe
yCTaHOBWUTb  OecrnpoBOogHOE  MogkntodeHne  mexay  06ecnpoBogHbIM -+ aganTepoM U
MapLUpYyTU3aTOpOM HaxaTmeMm kHomku - Push Button Configuration (PBC) unu npu nomowum
PIN-kopa.

& lMpumeyaHue:

UTtobbl co3gatb ycnewHoe nogkntoveHne ¢ nomowpto WPS, BaM Takke npuaeTcsl Mpon3BecTu
COOTBETCTBYIOLLME HACTPOMKN HOBOro ycTponcTtea ana WPS.

I. C nomouwibro kHonkn WPS

VMcnonb3ynte aTOT METO[, ECNUN KINMEHTCKOE YCTPOMUCTBO nMeeT kKHonky WPS.
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War 1: HaxmuTe kHonky WPS/RESET Ha 3agHen naHenu mapLupytusartopa, He yaepxuBasi eé

Bonee 1 cekyHAbl, Kak MOKa3aHO Ha PUCYHKeE.

==

pvvooll..

CocTtoaHne WPS no ymon4aHuio MOXHO OCTaBUTb BknioveHO 1 3aTeM HaxaTb KHOMKY

Ho6aButb yctponctBo (Puc. 4-2), 3atrem BbiOpaTb HaxaTb KHOMKY HOBOro
ycTpoMCcTBa B TeYeHMe 2 MUHYT, HaxmuTe [oaKmouuTb (CM. HWXKecneayoLmn

PUCYHOK).

 BeeawTe PIN-KO4 HOBOTO YCTPORCTBA.
PIM:

(%) HaxaTk KHOMKY HOBOTO YCTROMCTEA B TEYEHME 2 MHUHYT.

Quubka nogknyeHuA!

[ Hasan 1 NOAKNKYNTE

Puc. 4-3 [lo6aBneHne HOBOro ycTpomcTea
LWar 2: HaxmuTe kHonky WPS KNMEHTCKOro YCTPOMCTBA M yaepXuBanTe ee.

LWar 3: CeetoamogHbii nHamkatop WPS Oygoetr muraTb B TeYeHWe OBYX MWHYT, B 3TO BPeEMS

npoucxoauT npouecc Hactponku WPS.

War 4: Korga ceetoamogHbin uHaukatop WPS 3aroputcs, knueHTckoe ycTpoucTBo Oyoer

YCMELUHO NOAKIMIOYEHO K MapLUpyTU3aTopy.
War 5: [danbHenwune ykasaHus BaM NOOCKAXET KIIMEHTCKOE YCTPOMCTBO NIMGO OOKYMEHTaUMs K
Hemy.
Il. BBepgute PIN-kop Ha mapupyTusatope
OT10T cnocob ucnonb3yeTcsi, eCnNn KNMeHTCKoe ycTponcteo nogaepxusaet PIN-kog WPS.

LWar 1: Ykasae B none CoctosaHne WPS no ymonuyaHuio 3HayeHne BknroyeHo, HaXXMUTE KHOMKY

[o6aButb ycTtponcTtBo (Puc. 4-4), nocne 4ero NosiBUTCS CrieaytoLLee OKHO.
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® BeegnTe PIN-KO4 HOBOrO YCTPOWCTBA.
PIN:

(0 HamaTs KHOMKY HOBOTO YCTPOINCTBA B TEYEHME 2 MUHYT.

Owwubka nogrnYeHnn!

( Hazag Il MOAKMHYHTE

Puc. 4-4 [lo6aBneHmne HOBOro yCTponCTBa

War 2: Beegute PIN-KO4 C KMMEHTCKOro yCTPOMCTBA B Mofie, MOKa3aHHOM Ha PUCYHKe BbiLUE.

HaxxmuTe kHonky [106aBUTb.

War 3: lNpu ycnewHoOM nNOAKMHOYEHUM KIMEHTCKOrO YCTPOWCTBA K MapLUpyTM3aTopy AOSMKHO
nosiBMTLCA coobuieHne «MopknovyeHMe NPOLLO YCMELHOY.

lll. Beegute PIN-kog mapwpyTmMsaTopa Ha KIIMEHTCKOM YCTPOMCTBE

OT1oT cnoco® wmcnonb3yeTcsd, ecnuM  KNMeHTCKoe  ycTpouncTBo  3anpawwmsaeT  PIN-kof

MapLupyTm3aTopa.

War 1: Ha «knueHtckom yctponctBe BBeauTe PIN-koa, ykasaHHeln B okHe WPS

mapLupyTumsaTopa.

LWar 2: CeetoamoaHbii nHavkatop WPS 6ynetr muraTb B TedeHWe ABYX MWHYT, B 3TO Bpems

npoucxoauT npouecc HacTponikn WPS.

LWar 3: Korgpa ceetogmogHbii uHankatop WPS 3aroputcsi, KIIMEHTCKOE YCTPOWCTBO Oyaet

yCNeLIHO NOAKIOYEHO K MapLLpyTMU3aTopy.

LWar 4: [danbHenwmne ykazaHUs BaM MOLCKAKET KIIMEHTCKOE YCTPOMCTBO NMOO AOKYMEHTaums K

Hemy.

& [lMpumeyaHue:

1. CsetoamogHbli nHamnkatop WPS OydeT ropetb 3eMneHbiM LBETOM B TEYEHWME MSATU MUHYT,

€CIN YCTPONCTBO ObINO YCMNELHO NOAKMHYEHO K CETU.

2.  WPS He HacTpaumBaeTcs, ecrnv 6ecnpoBOHOM PEXUM MapLLPYTM3aTopa OTKITHYEH.
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45 Cetb

Cets
-WAHN

- Knonwwpoeanne MAC-anpeca
- LAN

-1PTV

Puc. 4-5 MeHto CeTb

MeHto CeTb copepxuT veTbipe nogmeHto (cm. Puc. 4-5); WAN, KnoHupoeaHme MAC-agpeca,
LAN 1 IPTV. BiGepunTe Hy>KHOE MEHIO 41151 HACTPOMKN COOTBETCTBYHOLLIEN (OYHKLIMN.

4.5.1 WAN
BuibpaB CeTb > WAN, Bbl MoXeTe HacTpouTb napameTtpbl WAN.

1. Ecnu  noctaBwmk  WHTepHeT-ycnyr  obecneuynBaetr  DHCP-cepBuc,  Bblbepute
OnHamuyecknn IP-agpec, 1 mMapLupyTU3aTop aBToMaTuyecku nonyy4ut IP-napameTtpbl OT
BaLlero nocraBLuka MIHTepHeT-ycnyr. [JomkHO NosiBUTLCA crnegytowee okHo (Puc. 4-6):

Tun noakniodesnn WAN: |,.EI,HHaMML|ec:KHH IP-agpec Vl [ OnpenenuTs ]
IP-agpec: 0.0.00
Macka nogcerw; 0000
OCHOBHOW WITHS: 0.0.00
Pazmep MTU (B GanTax): 1500 (no ymonyaduie: 1500, He MaMeHATE Ge3 HeoGXoOMMOCTI.)

[] Wcnone3aoeats cnegyowwe agpeca DNS-cepeepos

MpegnoynTaemesid DN S-cepeep: I:I
AnNbTepHaTHEHLIA DN S-cepaep: I:I (Mo ewlbopy)

WmA yana: TL-WR842MD

[] Monyunte IP-agpec ¢ nomowsk Unicast DHCP (Kak npaenno, 310 He TpedyeTcA.)

[ CoxpaHnTL ]

Puc. 4-6 WAN - uHamun4deckun IP-agpec

B aToM okHe nokasaHo, kak napameTtpbl WAN, Bkntoyas IP-agpec, Macky noacet, OCHOBHOM

w3 n TaKk ganee, guHaMmmyecknm HasHa4akdTCA NOCTaBLLUMKOM I/IHTepHeT-ycnyr. YToObI
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0OHOBUTL napameTpbl OT NOCTaBLUMKa l/IHTepHeT-ycnyr, HeobXoauMO HaaTb KHOMKY

OOGHOBUTL. YTOOLI COPOCUTL 3HAYEHMS], BOCMONb3YNTECH KHOMKON OcBOGOAUTD.

Pasamep MTU - OG6GblyHO 3HaveHne MTU (MakcumanbHOro pasmepa nakeTta) Ang
fonbwuHcTBa ceten Ethernet coctaBnsier 1500 Gawmt. PekomeHOoyem He W3MEHATb 3TO

3Ha4yeHune, eCrin TOJ1IbKO 3TOro He Tpe6yeT Ball NOCTaBLUUK I/IHTepHeT-ycnyr.

Ecnu Baw nocTtaBwuk WHTepHeT-ycnyr npepocTtaBun Bam oouH unu aBa IP-agpeca
DNS-cepBepoB, Bam criegyeT BbiOpatb WMcnonb3oBaTb cnepyrowuve agpeca
DNS-cepBepoB u Beectu Npeanountaemein DNS-cepsep n AnstepHatuBHbin DNS-cepsep
B cooTBeTcTBylOWMe nond. B npotmBHOoM crniyqyae DNS-cepBepa OyayT npuCBOEHBI

noctasLumkom U HTEePHET-yCcnyr AquHaMn4eCcKu.

& MpumevaHue:

Ecnu nocne ykasaHus agpecoe DNS-cepBepoB, Npyv NonbITke 3aiT Ha caiT y Bac BO3HMKIA
oLlmnbKa, 3To 0O3HaYaeT, YTo, ckopee Bcero, aapeca Balwmx DNS-cepBepoB ykasaHbl HEBEPHO.
CBspKMTECH C BalUMM NOCTaBLUMKOM VIHTepHEeT-ycnyr Ans nonyyYyeHus npaBunbHbIX aapecoB

DNS-cepBepos.
Wmsa yana - [laHHasa onuus no3BonseT Ha3HauuTb UMs y3na MapLupyTusatopa.

Monyuntb IP-agpec ¢ nomowbi Unicast DHCP - DHCP-cepBepa HeKOTOpbIX
MOCTaBLUMKOB VIHTEPHET-yCNyr He MOAAEPXKMBAKOT MPUITOXKEHUS  LLUMPOKOBELLATENbHOM
nepegayn. Ecnu y Bac He nony4aetcsa nonyy4utb IP-agpec oObl4HbIM 0Opa3oM, Bbl MOXETE

Bbl6paTb 3Ty onuuko (,D,aHHaﬂ onuuna ncnonb3yeTcd pep,Ko).

Haxmnte KHOMKY COXpaHVITb Ona coxpaHeHuna HaCTpoek.

2.

Ecnn Baw noctaBwuk WMHTEPHET-yCNyr MCNonb3yeT CTaTUYeCcKUin uUnv (PUKCUPOBAaHHLIN
IP-agpec, macky nogcetu, W3 n onpedenéHHole napameTtpbl DNS, 10 Bam crneayet
BblOpaTb BapuaHT Ctatuuyeckun IP-agpec. Npn 3TOM OTKPOETCS OKHO, Kak MokasaHO Ha
Puc. 4-7.
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Tun nogrnioyeHna WAN: Cratuueckuin IP-agpec ¥
IP-appec: 0.0.0.0
Macka nogcerd: 0000
OCHOBHOWN WMH3: 0000
Pazmep MTU (B GarTax): 1500 (o yMonuaHun: 1500, He MAMeHATE Ge3 HeoBxoOUMOCTK.)
Mpennoyntaembii DNS-cepeep: 0.0.0.0
ANbTepHaTMBEHLIA DN S-cepaep: 0000 (HeoGA3aTENEHAA HACTPORKE)
[ CoxpaHiThb |

Puc. 4-7 WAN - Ctatnueckui IP-agpec

IP-apgpec - Ykaxute IP-agpec, nonyyeHHbIn OT noctaslumka VIHTepHeT-ycnyr, B 4eCATUYHOM

d)opmaTe C pasgenunteribHbIMU TO4YKaMu.

Macka noacetu - Ykaxute 3HayYeHVME Macku MOACETW, MOMyYeHHoe OT MNOCTaBLUMKa
WHTepHeT-ycnyr B OecsaTU4HOM chopmaTe C pasgenuTenbHbiMu Todkamu. OBbIYHO 3TO
255.255.255.0.

OcHoBHoOM W03 - YkaxnTe IP-agpec wnto3a, nony4yeHHbI oT nocTaBLmka MIHTepHeT-ycnyr

B 0EeCATUYHOM cbopmaTe C pasgenuntenbHbIMX TOYKaMN.

Paamep MTU - OGbI4HO 3Ha4YeHe MTU (MakcMmanbHbIn pa3Mmep nakeTa) Ans 6onbLnHCTBa
ceten Ethernet coctaBnsier 1500 Gant. He pekomeHOyeTCA U3MEHATb 3TO 3HAYEHUe, ecru

TOIbKO 3TOro He TpebyeT NocTaBLLUMK NHTePHET-YCNyr.

Mpepnountaembin/AnsTtepHatuBHbin DNS-cepBep - Ykaxute ogvH unum gBa agpeca
DNS-cepBepoB, nonydeHHble OT nocTaBwiuka VIHTepHeT-ycnyr B AecaTu4HOM dhopmare C

pasgennTtenbHbIMN TOYKaMW.

HaxmunTe kHonky CoXpaHuUTb A1 COXPaHEHUS] HACTPOEK.

3.

Ecnn Baw noctaBwmk VIHTepHeT-yCrnyr ncnonb3yeT nogkniodeHne yepes npotokon PPPOE,
TO Bam cnegyet Bbibpatb BapuaHT: PPPoOE/PPPoE Poccus. 3peck Tpebyetca ykasaTb
cneaytowme napameTpsl (Puc. 4-8):
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Tun nogrnto4eHnA VWAN: PPPoE/PPPOE Poccua v

Mogkniouenne PPPOEIPPPOE Poccua:

HuA nons3oBarens: 123456789

NMapone: LITITTIITYY
MogTeepaUTL Naponk: ssesennee
BTopu4HOE NOOKMHYEHNne: O OmkmtoveHo (8 OuHamnyeckwit IP-agpec (O CTarnyeckwil IP-agpec  (AnA Dual Access/PPPoE PocouA)
IP-agpec: 0.0.00
Macka nogcermn: 0.0.00
Pexm nogrmodeHnn VWAN: ) NogknounTs no TpeGoBaHNn

MaKCManeHoE BpEMA NPOCToR MUHYTEI (0 03H3U3ET, UTO NoAKNKUEHNE BYOET AKTHBHEIM NOCTOAHHO.)
(® MoAKNOYUTE ABTOMATHYECKK
O MogkniyuTe No PACIMCAHNIO
Meprod BpeMeHN: : (HY:MM} no : (HY: MR}
O ToaKNKYMTE EPYUHYID
Mepnog BpeMEHN. C : (YY:MM) no : (HY:MM)
) MogknKunTE BRYYHYIO

IMakcumaneHoe BpemMA NpoCcToA: MUHYTE (0 03H3Y3ET, uTo NOAKNIKUYEHWE GYOET AKTMEHEIM NOCTOAHHD. )

[ COXpaHNTL | [ OononuutensHo

Puc. 4-8 WAN - PPPoE/PPPoE Poccusi

Uma I10]1b3OBaTeJ1ﬂ/napOJ1b - YKaxuTe uUMsi nonb3oBaTtens u naporib, noflydYeHHble OT

nocTaBLmka NHTepHeT-ycnyr. Tu Nonsi YyBCTBUTENbHbI K PETUCTPY.

MopTBepanuTb nNaponb - Beeoute naponb, NpedocTaBreHHbIA BalMM  MNOCTaBLUWMKOM

NHTepHeT-ycnyr eLle pas, 4Tobbl yb6eanTbes, YTO BBEAEHHbIV Naporib NpaBUIbHBIN.

Btopu4yHoe nogknroyveHue - [laHHas onuus AOCTynHa TOnbKo Ans nogknoyeHna PPPOE.
Ecnu Bbl nonyy4nnu oT nocTtaBluKa VIHTEpHET-yCnyr AONONHUTENbHbLIA TUM MOAKITHOYEHUS,
Takon kak QuHammdecknin/Ctatnyeckmii IP, ons paboTbl ¢ nokanbHOM CETb, TO HE0BXoaANMO

BblOpaTh none AnHamudecknin/Ctatndeckunii IP, 4ToObl akTUBMPOBATL 3TO NOAKIIOYEHME.

o OTtknouutb - [0 ymMOMYaHWKO BTOPUYHOE MOAK/OYEHWE OTKMYEHO, TaK 4To
Mcnonb3yeTcs ToNbKo nogkntoyeHne PPPoE.

e [NuHamunuyeckmn IP-agpec - UYto0Obl wucnonb3oBatb AuHammdeckun |IP-agpec,
NOMYyYEeHHbIA OT MOCTaBlUMKa VIHTEpHET-ycnyr, B Ka4yecTBe BTOPWUYHOIO MOAOKITHOYEHMS
Ans paboTbl C NTOKANbHOWM CETbO, BbIbEpUTE COOTBETCTBYHOLLYIO PagNOKHONKY.

e Cratnyeckum IP-agpec - YUToObl ucnonb3oBaTh cTaTnyecknii IP-agpec, NonyyYeHHbINn oT
noctaBwuka VHTepHeT-ycnyr, B Ka4ecTBe BTOPUYHOrO MOAKMYeHUs ans paboTbl C
rloKanbHoW CeThbto, BbiIGEpUTE COOTBETCTBYHOLLYIO PaaMOKHOMKY.

MopknounTb No TpedboBaHuUIo - [1py BbIOOpPE 3TOrO pexrMma NogktveHne npekpawaeTca

aBTOMATUYECKN Yepe3 ornpedenieHHblii nepuog HeakTMBHOCTM (MakcumanbHoe Bpemst
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\7

NpPOCTOA) 1 BOCCTaHaBNMBaeTCs nocre obpaiueHus K NHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4yTObObl CoeauHeHNe BbINO aKTUBHbLIM NMOCTOSIHHO, B nore MakcumanbHoe Bpemsi NPoCTost
yKaxute 3HadeHue “0°, nubo YyKaXute KOMMYECTBO MMHYT, MO WCTEYEHUM KOTOPbIX

noakmnyeHune k cet VIHTEpHET npekpalyaeTcs.

MogkniounTb aBTOMaTUYecku - Mpun cboe NoaxnoYeHNs NPOUCXOAUT ero aBToMaTnYecKoe

BOCCTaHOBJ1EHUE.

Moaknuntb no pacnucaHuno - MoakntoyeHne yCTaHaBnnMBaeTCA TOJIbKO B 3afaHHbIN

nepvog (aaTta Havana u KoHua nepuoga ykasbiBaetcs B popmate HY4:MM)

MpumeyaHue:

MogkniovyeHne no pacnucaHuo 6OyaeT paboTaTb TONMbKO MOCre TOro, Kak B OKHE
CucteMHble MHCTPYMeHTbl — HacTpolika BpemeHu 6yeT BbICTaBNEHO CUCTEMHOE BPEMS.

MopgknounTb BPYYHYH - [ns MNOOKNIOYEHUS/OTKIOYEHUS BOCMOMb3YWTECH KHOMKOW
MNoaknuntb/OTKNIOYNTL. B 3TOM pexunme nogaepxuBaetcs yHkuma MakcumanbHoe
BpeMs NpPoOCToA Kak M ana pexuma lMoaknyuntb no Tpeb6oBaHuio. [logknioveHne K
MHTepHET MOXET OblTb MpPeKpalleHO Nocre OnpedeneHHoro nepuoga HeakTUBHOCTU, MpuU
3TOM, €ecnM Bbl CHoBa oOpatuTecb K WHTepHeT-pecypcy, nogkniodeHne He Oyner

aBTOMaTn4eCkn BOCCTAaHOBIIEHO.

HaxmuTe kHomky MoaknouuTb AN HEMEeANeHHOro noakntdeHus. Haxmute OTKNOYUTL Ans

HemMeaneHHOro OTKI4YeHn4.

MpeaynpexpeHue: MHoraa noaknioyYeHNe He MOXET OblTb MpeKpalleHo, AaXe ecnv B nore

MakcumanbHoe BpeMA npocTosa YyKa3aHO onpegeneHHoe 3HadYeHue, T.K. HeKOoTopble

npunoxexus B QOHOBOM pexrmMe obpaluarotca k IHTepHeT-pecypcam.
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Ecnu Bbl XOTUTE BHECTM W3MEHEHUSI B [OOMOSNHUTENbHbIE HaCTpOVIKM, Ha>XMUTE KHOMKY

JdononHuTtenbHo. [NoaBUTCSA OKHO, Kak nokasaHo Ha Puc. 4-9:

Pazumep MTU (e GaiiTax): 1480 (no ymonuannio: 1480, He n3meHATs Ge3 HeoGxogumacTi.)

WuR cepeuca:

MMA KOHUEHTPATOpa A0CTYNa:

[] Wcnone3oeats IP-agpec, NpeqocTagneH eI NOCTABIWMKOM HHTepHEeT-yaryr
IP-aapec, NpefocTaBNeHHbI NOCTABIMKOM HHTEpHeT-yCnyr:

HHTepBarn OHNaiH-oTCIIeXMBAHNA: 0 cekyHael (0 - 120 cekyHp, no ymonuanmio: 0; 0 03HauaeT, uTe OTCNeXMWEaHWE He NPOMCKOONT. )

[ Wenonbaoeats cnegyiowne agpeca DNS-cepeepoe
MpeanoynTaembi DNS-cepeep:

AnbTepHaTBHbIA DNS-cepeep: (HeoBA3aTENBHAA HACTPORKA)

[ CoxpaHuTL ] Hasan ]

Puc. 4-9 [JononHutenbHble HacTponkn PPPoE

> Pasmep MTU - 3HaueHune no ymonyanuio 1480 6anT, 4TO OObIYHO ABNAETCS ONTUMAasbHbIM.
He pekomeHnpgyetcsi nusmeHaTe Pasmep MTU, ecnu TonbKo 3TO He sABnsieTca TpeboBaHneM

nocTaBLUuKa VIHTepHET-yCNyr.

> WmsaA cepBucal/koHueHTpaTopa goctyna - Mims cepBuca 1 KOHLEHTpaTopa gocTyna. [JaHHoe
3HadeHne crnegyeT ykasbiBaTb TOMbKO B TOM Criyyae, ecim 370 HeobxoaMmo Ballemy
NnocTaBLUMKY VIHTEpHET-yCcnyr. B 60NbLUMHCTBE CriydaeB MOXHO OCTaBUTb 3TU NOMNs NyCTbIMMU,

4YTO He NomeLlaeT pabore.

> IP-agpec, npegocTaBneHHbIA MNOCTaBWMKOM WHTepHeT-ycnyr - Ecnu nocTtaBLiuk
WHTepHeT-ycnyr He nepegaetr aBTomatumyecku |P-agpec maplipytmMsatopy npu Bxoge B
cuctemy, Boibepute auyenky Ucnonb3oBatb IP-agpec, npeaoctaBneHHbIM NOCTaBLWMKOM
UHTepHeT-ycnyr n ykaxute |P-agpec, nonyveHHbIn OT MocCTaBliMKa WHTepHeT-ycnyr,

MCNOoJb3yA TOYKN B Ka4eCTBe 3HaKa pas3aesieHus.

> WHTepBan oHnamH-oTcnexuvBaHus - 3HadyeHue no ymonyaHuio 0. Takke MOXHO ykasaTb
3HadveHune ot 0 go 120. MaplpyTnsaTop OyaeT BECTU NOUCK KOHLEHTpaTopa 4Onycka Yyepes

3agaHHbIi MHTepBan. MNpu 3HavyeHun 0 nonck BecTuch He Byaer.

> [lNpepnountaembin/AnstepHatuBHbIN  DNS-cepBep - Ecnn  Baw  nocTaBLUuK
NHTepHeT-ycnyr He Ha3Ha4vaeT mapLupytusatopy DNS-agpeca aBTomatmyeckn npu BXO4E B
cucTeMy, MocTaBbTe ranodky B qyerike MWenonb3oBaTb cnepyrowme agpeca
DNS-cepBepoB ” yKaxuTe MOMy4YeHHbIW OT nocTaBwuka WHTepHeT-ycnyr IP-agpec B
necsaTudHom popmate ¢ pasgenuTenbHbiMy Todkamin B none MNpeanountaembii DNS-cepsep.

Ecnun nmeetca agpec AnstepHatuHoro DNS-cepBepa, ero Takke cnegyer ykasatb.

Haxmute KHOMKY COXpaHVITI: Ona coxpaHeHuna HaCTpoek.
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4. Ecnu noctaBwmk NHTepHeT-ycnyr ucnonb3yet kabenb BigPond (vnu curHan Heart Beat),
Bbibepute Kabenb BigPond. 3gecb HeobxoamMmMo ykasaTtb criegytoLime napameTpsbl (cMm. Puc.
4-10):

Tun nogknoyeHa WAN: Kabens BigPond v
WmA nonb3oBarens: username
Mapone: [TIITITIT]
Cepeep ayTeHTHh UKL sm-sernver

[omeH ayTeHTHdMKaLMI:
Pazmep MTU (B GaiTax): 1500 (no ymonyanww 1500, He M3amMeHATE Ge3 HeoBxogUMoCTK.)

Pesum NogrnH4eHA: O MogkniounTe No TpeGoBaHnin
MaKcMansHoe BpEMA NPOCTOR: MIAHYT (0 03HAYaET, YTO NoAKMYeHne GYAeT aKTMEHKIM NOCTOAHHO.)
(&) MogKNioYNTE AETOMATHYECKK
(O TMopKMiounTs BPYUHYIO

MakcumaneHoe BpeMA NPoCToA: MUHYT (0 03HAYaET, YTo NOJKNKYeHne GYOeT aKTWEHLIM NOCTOAHHO.)

MogknounTe OtknoyeHo!

[ CoxpaHuTb |

Puc. 4-10 WAN - Kabenb BigPond

> Uma I10]1b3OBaTeJ1ﬂ/napOJ1b - Ykaxute mMmsa nonb3oBatens u naponb, nony4YeHHble OT

nocTtasLUmka HTepHET-yCcnyr. 3T Nons YyBCTBUTENbHbI K PErUCTPY.
» CepBep ayTeHTUdUKaLmm - YkaxunTe IP-agpec nnm nms yana cepeepa ayteHTudmkauum.

> JloMeH ayTeHTUUKaLUM - YKaxuTe ums cepepa ¢ cyddPUKCOM JOMEHA C YY4ETOM BaLLEro

MECTOHaXOXAEHWSI.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - qld.bigpond.net.au
»> Pasmep MTU - O6blyHO 3Ha4veHne MTU (MakcMmarnbHbI pasMmep naketa nepefaBaeMbliX
OaHHbIX) ana 6onbwuHcTBa ceten Ethernet coctaensetr 1500 Gant. He pekomeHayetcs

M3MEHATb ero, ecrnin ToJ1IbKO 3TOro He TpGGyGT NoCcTaBLUK l/IHTepHeT-ycnyr.

> MoaknounTb No TpeboBaHuIo - [Mpu BLIGOPE 3TOMO pexmma NoAKMHYEHNE NpekpallaeTcs
aBTOMATUYECKN Yepe3 oOonpedenieHHblii nepuog HeakTMBHOCTM (MakcumanbHoe Bpemst
npocTosi) U BOCCTaHaBNMBaeTcs nocne obpalleHns k MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,

4yTOObl CoeauHeHMe BbINO akTUBHbLIM NOCTOSIHHO, B norie MakcumanbHoe BpemMsA npocTos
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yKaxuTe 3HaveHue “0°, nubo yKaXuTe KOMUYECTBO MWHYT, MO WCTEYEHUN KOTOPbIX

NOAKITIYEHUE K CETU MHTepHeT npeKkpawaeTcA.

> MopknunTb aBTOMaTUYECKM - ABTOMATM4Yeckoe MNOOKIHYEHME TMOCMe OTKMAYEHNS

mapLupyTm3aTopa.

»> [MoAKNUYMTL BPYYHYH - [1ns HEMELNEHHOro MOAKMIOYEHMA/OTKITIOYEHUSA BOCMONb3YNTECH
kHonkoi Moaknountb/OTKNOUMTE. B 3TOM  pexume noggepxmBaeTca  PyHKUUA
MakcumanbHoe BpeMsA MNpoOCTOA Kak M B pexume [Mogknountb no TpeboBaHMIO.
MoakntoyeHne Kk WIHTEpPHET MOXET OblTb MNpPeKpaleHOo Mnocrne OnpeaeneHHoro nepuoaa

HeaKTMBHOCTU, HO He OyaeT Bo30OHOBMNEHO CHOBa Mpu obpalleHnn kK MIHTepHeT-pecypcy.

Haxmute KHOMKY MopaknunTb Ons HEMEOSIEHHOro noaknoveHus. Haxmute OTKNIOYNTD

ana HemegneHHoro OTKt4YeHU4.

MpepynpexaeHue: ViHoraa nogknoveHne K VIHTEpHET He MOXET ObITb NPEKpaLLEeHo, Aaxe ecrnv
B none MakcMmanbHOe Bpemsi MpPOCTOS YKa3aHO KOHKPETHOE 3HayeHue, T.K. HeKoTopble

NPUINOXEHMUS MOCTOSAHHO obpaluatTcs K IHTEPHET B (DOHOBOM pEXUME.

HaxmunTe kHonky CoxXpaHuUTb 411 COXPaHEHUS] HACTPOEK.

5. Ecnn noctaBwuk WHTepHeT-ycnyr wucnonb3dyeT Tun nogknoyeHus L2TP, Beibepute

L2TP/L2TP Poccus. 3gecb HeobxoamMmMo ykasaTth criegytowme napameTpsl (Puc. 4-11):

Tun nogrnoyeHna VWAN: L2TP/L2TP Poccua -
WmA none3osarens:
MNaponk:
MoareepanTs Naponk:

(&) OuHamnuecknil IP-agpec (O CTatnueckwi IP-agpec
IP-agpec/ma cepeepa:
IP-agpec: 0.0.0.0
Macka nogcerm: 0.0.0.0
OCHOBHOI WH3: 0000

DNS: 0.0.0.0,0000

IP-agpec WHTepHeT: 0.0.0.0
HurepHer DN S: 0.0.0.0,0000

Pazmep MTU (e SanTax): 1460 (no ymonuanuie: 1460, He M3MeHATE Ge3 HeoBxogUMocTi.)

MakchmansHoe BpeMA NpOCTOR: 15 MHYTEI (0 03H3YaeT, yTo NOOKNIYeHne GYOET AKTMEHLIM NOCTOAHHO.)

PeXun NOgKNHYeHUA: O MogkmounTe no TpefoBaHM
& MogKNKYMTE BETOMATHYECKK

) MogkKniYMTE BpY4HYK

COXpaHuTb

Puc. 4-11 WAN - L2TP/L2TP Poccus
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> Umna I10]1b3OBaTeJ1ﬂ/napOJ1b/nO,qTBepAVITb naponb - YKaxute ums nonb3oBatens u

naporsib, NoJjly4eHHble OT NoCTaBLLUUKa I/IHTepHeT-ycnyr. OTn nons YYBCTBUTEJIbHbI K PETrNCTPY.

> OuHamuueckun IP-agpec/Ctatnyeckunn IP-agpec - Bbibepute Ctatuuveckun IP-agpec,
ecnu Bbl Nonyyunu 3HadeHune IP-agpeca, macku nogcetu, wio3a u agpec DNS-cepsepa ot
nocraeLumka VIHTepHeT-ycnyr. B npoTMBHOM cnydae Bbibepute fiuHamu4veckun IP-agpec.

> IP-apgpec/msa cepBepa - Ykaxute IP-agpec unu gomeHHoe nms cepeepa, nonyyYyeHHoe oT
noctaBLwuka IHTEpHET-yCnyr.

> IP-apgpec - YkaxuTte |IP-agpec, nonydeHHbI OT noctasLumka NHTepHeT-ycnyr. (MpumeHsaeTcs
TONbKO ecnu BolopaH Ctatnyeckui IP).

»> Macka nopcetu - YKaxuTe 3HauyeHWe MackuM MoaceTu, MONydeHHoe OT MocTaBLvka
WHTepHeT-ycnyr. (MpumMeHseTcst TONbKo, ecnu BbibpaH ctaTtudeckun IP-agpec).

> OCHOBHOW W3 - VYKaXUTe 3HAYeHWe LWn3a, MofyyeHHoe OT MOoCTaBLUMKa
WHTepHeT-ycnyr. (MpumMeHsaeTcst TONbKo, ecnu BbibpaH ctaTtudeckun IP-agpec).

> DNS - Beegute paaHHble DNS-cepBepa, nonydeHHble OT nocTaBlUmMka VIHTepHeT-ycnyr.
(MpumeHsieTca TonbKo, ecnu BblbpaH ctaTnyeckui IP-agpec).

> [MoaKnuYMTb NO TpeboBaHMIO - B HAcTporikax MapLUpyTM3aTopa MOXHO ykasaTb, YTOObl OH
npekpawian coeavHeHwe C  VIHTepHeT 4epe3 oOnpedeneHHbli  Nepuog  BpPEMEHM
(MakcumanbHoe Bpemsi npocTtosfl). Ecnn Takoe coeguHeHve ObINO MpekpalleHo u3-3a
npocTosi, pyHKLMSA MogKknouYnTL NO TPe6oBaHUI0 B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
ero, Kak TONMbkO Bbl obpaTtuTech K MHTepHeT-pecypcy. Ecnu Bbl XOTUTe akTUMBMpPOBATb
dyHkumio MoaknYMTL NO TPeBGOBaHUIO, HAXXMUTE COOTBETCTBYIOLLYHO pagvoKHONKY. Ecnn
Bbl XOTUTE, YTOObI NogknoyeHne K NHTepHeT GbiNo akTUBHBIM MOCTOSHHO, Bbibepute O B
none MakcumanbHoe BpeMsi MPOCTOA. Takke MOXHO ykasaTb Nepuvog BpEMEHM B MUHYTaX,

nocne KoToporo nogknw4yeHune 6yﬂ,eT npeKpaLleHo.

> MMopknounMTb aBTOMaTM4YeckM - ABTOMATMYECKOE MOAKMHOYEHVME MOCMEe OTKIYEHNS
mMapwpyTmdatopa. YToObl NOAKMIOYMTL 3Ty (OYHKUMIO HaXXMUTE COOTBETCTBYHOLLYIO

PaanNOKHOIKY.

»> [lNopknwunTb BpPY4HYH - B HacTpolkax MapLipyTusatopa MOXHO BblbpaTb
MOAKITOYEHNE/OTKIIOYEHNE BPYYHYHD. [locne wncTevyeHusi ykasaHHOro nepuoga MpocTos
(MakcumanbHoOe BpeMs NPOCTOSA), MapLIpyTU3aTop NpekpaTuT coeamHeHne ¢ NHTepHeT, u
Korga Bbl CHOBa obpatutech k MIHTEpHET-pecypcy, coeguHeHne He OyaeT aBTOMaTU4ecKu
BOCCTaHOBMeHO. YToObl akTMBMpoBaTb 3Ty (YHKUMIO, HaXMUTE COOTBETCTBYHOLLYHO
paanokHOmNKy. Ecnv Bbl XO0TUTE, YTOOLI NOAKITHYEHUE BbINO aKTUBHO NOCTOSIHHO, YKaxuTe 0 B
none MakcumanbHoe BpeMs NPOCTOA. Takke MOXHO yKasaTb Nepuon BPEMEHN B MUHYTaX,
B TEYEHME KOTOPOro Bbl XOTUTE MMETb aKTMBHOE NMogkrtoveHne kK IHTepHET 4o Tex nop, noka

He ByaeT caenaH 3anpoc Ha HOBOE MoAKMoYeHMe.

MpeaynpexpeHue: VHorga noaknioveHne He MoXeT ObiTb NpekpalleHo, Aaxe ecnv B rone
MakcumanbHoe BpeMsi MNpPOCTOS YyKasaHo onpefderieHHoe 3HadyeHue, T.K. HeKoTopble

NpUnoXeHus B (OOHOBOM pexnMe obpallatoTes K MIHTepHeT-pecypcam.
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Haxmute KHOMKY COXpaHVITb Ona coxpaHeHuna HaCTpoek.

6.

Ecnu noctaBmk NHTepHeT-yenyr npegoctaensetr PPTP-nogknodeHmne, BbibepuTe 3HaveHne

PPTP/PPTP Poccus. 3aeck HeobxoamMMo ykasatb cneaytolime napametpbl (Puc. 4-12):

Tun nogenoyeHnA VWAN:

WuA nons3osarens:
Mapone:

MoATEepanTL Naponk:

PFTP/PPTP Poccua v

Ormovenol
(& Ounamuuecknil IP-agpec () CTatuyeckuid IP-agpec
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka nogceT: 0.0.0.0
OCHOBHOWM WIH3: 0.0.0.0
DNS: 0.0.0.0,0000
IP-agpec HHTepHeT: 0.0.0.0
WHTrepHet DN S: 0.0.0.0,0000
Pazmep MTU (B DanTax): 1420 (no ymonuanui: 1420, He naMeHATE Gea HeoGxoguMocTh.)
MaKcHMansHOe BPeMA NPOCTOR: 15 MWHYTEI (0 03HAYAET, YTO NOGKNKYEHWE GYOET AKTMEHEIM NOCTOAHHO.)

Pesum NogrrHYeHns: O MogkniounTe No TpeGoBaHun
(*) MogknioynTE AETOMATHYECKK

) MogKMioYNTE BRYUHYIO

[ CoxpaHnTs |

Puc. 4-12 WAN - PPTP/PPTP Poccus

Uma nonb3oBatensi/Maponb/MogTBepanTb Naponb - YKaxuTe UM Nonb3oBaTtenst 1

naporib, nony4yeHHblIe oT nocTaBLUMKa I/IHTepHeT-ycnyr. Otn nons ABNAOTCA

YyBCTBUTEITbHBbIMU K PETNCTPY.

OvHamnuecknn IP-apgpec/Ctatnyeckum IP-appec - Boibepute cooteTcTBytowmn IP-agpec,
Ha3Ha4YeHHbIM BawuMMm nocTasBlMKoM WHTepHeT-ycnyr u BeeauTte IP-agpec nnu goMeHHoe

nM4, npenocrtaBrieHHOro NnoCcTaBLLMKOM I/IHTepHeT-ycnyr.

Mpu BbIGOpPE cTaTudeckoro IP-agpeca M AOMEHHOrO MMEHMW, Takke HeOoOXOAMMO ykasaTb
DNS,

CoxpaHuThb.

HasHayeHHbI nocTawmkom WHTepHeT ycnyr. [locne 3TOro HaXmuTe KHOMKY

IP-agpec/Mmna cepBepa - Ykaxute IP-agpec unu gomeHHoe nms cepeepa, NonyyYyeHHoe oT

nocTaBLwuka NHTepHeT-ycnyr.
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> IP-apgpec - YkaxuTte |IP-agpec, nonydeHHbIn oT noctasLumka NHTepHeT-ycnyr. (MpumeHseTca

TOnbKO ecnu BolbpaH CtaTtunyeckun IP).

> Macka noaceTtn - YKaxute 3HaydeHWe Macku noAaceTw, nonydeHHoe OT MnocCTaBLinKa

UHTepHeT-ycnyr. (MpumeHsaeTcs, Tonbko ecnu BeibpaH "Ctatudeckun IP-agpec")

> OCHOBHOM WNO3 - YKaXWTe 3HayYeHue LWno3a, nonydyeHHoe OT MnocCTaBLlnKa

UHTepHeT-ycnyr. (MpumeHsaeTcs, Tonbko ecnu BbibpaH "Ctatudeckun IP-agpec")

> DNS - Beegute paaHHble DNS-cepBepa, nonydeHHble OT nocTaBlUmMKa VIHTepHeT-ycnyr.

(MpumeHsieTcs, TonbKo ecnu BblbpaH "CtaTuvecknn IP-agpec”)

YToO0hI npon3secTtun HemearneHHoe noaxntoyYeHne/oTknoYeHne HaXMute KHOMKY

MoaknioyeHne/OTKNIOYEHMeE.

> [NMoaKnuYMTb NO TpeboBaHuMIO - B HAacTporikax MapLupyTM3aTopa MOXHO ykasaTb, YTOObl OH
npekpawian coeguvHeHne ¢ WHTepHeT 4Yepe3 OnpedeneHHbIn  Nepuoa  BpeMeHwu
(MakcMmanbHoe Bpemsi npocTofl). Ecnn Takoe coeguHeHue ObiNo MpekpalleHo u3-3a
npoctos, PyHKuMs MoAKNIYNTL NO TPeOOBaHMIO B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
ero, Kak TonbKo Bbl obpatutecb K WHTepHeT-pecypcy. Ecnn Bbl XOTUTE aKTMBUPOBATb
dyHkumto MogknoUnTb NO TPeGoBaHUIO, HAXXMUTE COOTBETCTBYIOLLIYIO paguoKHOMKY. Ecriun
Bbl XOTUTE, YTODObI noaknoveHne Kk VIHTepHeT ObiNo akTMBHLIM MOCTOSIHHO, Bblbepute 0 B
none MakcumanbHoOe BpeMs NPOCToA. TakKe MOXHO yKasaTb NepUoL BPEMEHN B MUHYTaX,

rnocre KOToporo noAkmnoveHne 6yaeT npekpaLLeHo.

> MopknunTb aBTOMaTU4YeCKM - ABTOMAtMyeckoe MNOAKMIYEHME TMOCMe OTKMAYEHNs
MapLipyTtmusartopa. Ytobbl NOAKNYNTb Ty (byHKLI.I/IlO, HaXMuUte COOTBETCTBYIOLLYIO

PaanNOKHOIKY.

> MMogknwuuTe BpyuYHylo - B HacTpoiikax MaplupyTusatopa MOXHO BblOpaTtb
NnoaKnioyYeHNe/oTKMoYeHe Bpy4YHyto. [locne McTedeHus ykasaHHOro nepuoaa MnpocTos
(MakcumanbHoe BpeMsl NPOCTOos1), MapLUpyTU3aTop NPeKpaTuT coeamHeHne ¢ IHTepHeT, u,
Korga Bbl CHOBa obpaTtutech Kk VHTepHeT-pecypcy, coeauHeHve He OyaeT aBTOMaTUYecKu
BOCCTaHOBMNEHO. YToGbl akTMBMpoBaTb 3Ty OYHKUMIO, HaXMUTE COOTBETCTBYHOLLYIO
paavokHonky. Ecnn Bbl xoTuTe, YTOGLI NOAKMHOYEHME BbINO aKTUBHO NOCTOSIHHO, YKaxuTe 0 B
none MakcumanbHoe BpeMsl NPocTos. Takke MOXHO yKasaTb Nepuos BpeMEHU B MUHYTaX,
B TEYEHME KOTOPOro Bbl XOTUTE UMETb aKTUBHOE NoAKMoYeHNe kK IHTEpHET Ao Tex nop, noka

He ByaeT caenaH 3anpoc Ha HOBOE MOAKMoYEHMeE.

MNpepynpexaeHue: VHoraa nogknioveHve He MOXET ObiTb MpekpalleHo, Aae ecnv B nore
MakcumanbHoe BpeMsi MNPOCTOSA YKasaHO oOrnpefdereHHoe 3HayeHue, T.K. HeKoTopble

npunoxexust B QOHOBOM pexnmMe obpaluarotcs k MIHTepHeT-pecypcam.

HaxmuTe kHonky CoxXpaHuUTb A1 COXPaHEHUS] HACTPOEK.
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& TlMpumevaHme:

Ecnn Bbl He 3HaeTe, kakom TWUM NOAKMNIOYEHUS BblOpaTb, HaXmMTe KHOMKY OnpegenuTtb U
MapLUpyTU3aTop aBTOMaTtU4eCKN Ha4YHET MOMCK CEPBEPOB N MPOTOKOMOB BaLLEro NOAKIYEHNs K
cetn UNHTepHeT. MNMpn obHapyxeHnn akTnBHoro MIHTepHeT-cepBuca mMapLupyTmMsaTop coodwmuT ob
3TOM. [laHHbI OTYET JaeTcsi TONbKO ANs crnpaBku. YTobbl yoeanTbes B TOM, YTO 3TO UMEHHO TOT
TUN COEOMHEHWs, KOTOPbIA HYXeH, TpebyeTca obpaTuTbCs K MNOCTaBLUMKY WHTEpHEeT-ycnyr.

MapLupmisaTop MOXET BbIABUTbL CreayroLwine TuMnbl NOAKMIOYEHUIN K CETH MHTepHeTZ

e PPPOE/PPPOoE Poccusa - [Ana nogknioveHun 4depes npotokon PPPoE (tpebyetcs

YKa3aTb UMA NoJib3oBaTenAa n naponb).

o OvHamnyecknmn IP-a.qpec - MopgknioveHus, ncnonb3dywuine AMHamMmmn4eckoe Ha3Ha4eHne

IP-agpecos.

e Cratnyeckun IP-appec - [MogkmnodeHus, UCNONb3yKLIME Ha3HaAYeHMEe CTaTU4eCKMX

IP-agpecos.

MapLpyTnsatop He MOXeT OBHapyXnTb Takne nogkntdeHms kak PPTP/L2TP/BigPond. Ecrnin
nocTaBLWMK NHTepHeT-yCcnyr UCNonb3yeT OAMH M3 TakMX MPOTOKOMOB, Bbl AOMKHbLI NPOU3BECTU
NoAdKMOYeHNEe BPYUHYIHO.

4.5.2 KnoHuposaHue MAC-agpeca

BuibpaB CeTb > KnoHupoBaHue MAC-agpeca, Bbl MoxeTe HacTpouTb MAC-agpec WAN-ceTu
(Pwuc. 4-13):

MAC-agpec B cetn VWAN: D&8-50-4C-10-FF-41 [ BoccraHoeuTe 3aBoackoi MAC-agpec

MAC-agpec Ballero KOMNbHTEpa: [ Knonupoeate MAC-agpec ]

[ CoXpaHHTh |

Puc. 4-13 KnoHnnpoeanne MAC-agpeca

HekoTopble noctaBlwmkn NHTepHeT-ycnyr TpedytoT pernctpaumm MAC-agpeca agantepa. 3aech

penko TpebyeTcs BHOCUTb Kakue-nmbo N3aMeHeHUs.

> MAC-agpec B cetn WAN - B 3Ttom none otobpaxaetcs Tekywmnn MAC-agpec WAN-nopTa.
Ecnu Baw noctaBwmk NHTepHeT-ycnyr TpedyeT, 4Tobbl Bbl 3apernctpmuposany MAC-agpec,
ykaxute  npaBunbHeln  MAC-agpec B a3tom none. ®dopmatr  MAC-agpeca

XX-XX-XX-XX-XX-XX (roe X wectHagLaTepuyHoe Yncno).

> MAC-agpec Bawero komnbloTepa - B aTom none otobpaxaetca MAC-agpec komnbloTepa,
ynpasnsiowero mapLupytmsatopom. Ecnu MAC-agpec Ballero agantepa 3aperectpupoBaH,

-36-



TL-WR842N MHOFO(*)yHKLWIOHaﬂbeIVI 6ecnpOBop,H017| MapLwpyTtusatop cepuu

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

Haxmute kHornky KnoHupoBatb MAC-aapec, n oH nosisutca B none MAC-agpec B cetu
WAN.

Haxas kHonky BoccTtaHoBuTL 3aBoackon MAC-agpec, Bbl BEpHETECH K UICXOLHOMY 3HAYEHUIO

MAC-agpeca WAN-nopTa.

HaxmunTe kHonky CoOXpaHUTb AN COXpaHEHMs1 HACTPOEK.

& lMpumeyaHue:

®yHkuna KnoHupoBatb MAC-appec MOXeT ObiTb WCMOMb30BaHa TOMBKO KOMMbHOTEPOM

JNIoKanbHOW CeTHU.

4.5.3 LAN
BuibpaB CeTb > LAN, Bbl MoxeTe HacTpouTb |P-napameTpbl nokanbHOW CeTU, Kak MnokasaHo
HUXe.

MAC-agpec: D8-5D-4C-10-FF-40
IP-anpec: 192 168.0.1
Macka nonceT: 2ER 25 2550
| COXpaHUTH |
Puc. 4-14 LAN

> MAC-agpec - ®usnvyeckmin agpec LAN-noptoB nokanbHOW ceTu. [aHHoe 3HadeHue He

MOXET ObITb M3MEHEHO.

> IP-apgpec - Ykaxute |IP-agpec mapLipyTtusaTopa, UCnonb3ysa AeCATUYHbIN bopmaT C

pasgenutensHbIMU TodKaMuy (3HadeHne no ymondanumio: 192.168.0.1).

> Macka noacetm - [laHHoe 3HauyeHue onpegenser 3HadeHne cetn. OBbIMHO 3TO
255.255.255.0.

» IGMP Proxy - IGMP (npotokon ynpaeneHus rpynnamv WHTepHeta). Ecnn Bbl xotute

npocmarpusaTh TeneesngeHne yepes IGMP, BknounTe 3Ty onumio.

& lMpumeyaHue:

1. Ecnu Bbl nameHunu IP-agpec nokanbHOW ceTu, Bbl AOMMKHbI YKa3blBaTb 3TO 3HAYeHWe npu

BXOZ€ B MapLLpyT13aTop.

2. Ecnu HoBbIN IP-agpec nokanbHOM CeTu He COOTBETCTBYET Macke noacetu, nyn IP-agpecos
DHCP-cepBepa Takke M3MeHUTCH, a pyHKUMN BupTyanbHein cepep n y3en DMZ He OyayT
pabotatb OO Tex MOp, MoOKa B WX HACTPOWKM He OyayT BHeCeHbl COOTBETCTBYHLLME

M3MEHEHUA.
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4.6 BecnpoBOAHOWU peXUM

BecnpoBoaHOR pEXAM
- HacTpoikn DecNpOBOOHOTO PEXKMME
- Jawwura GecnpoBOOHOIO PeXHMMa

- uneTpaunA MAC-agpecoe

- DononHATEMbHLIE HACTPORKK

- CratncTvEa DecnpoBoOqHOro pexuMma

Puc. 4-15 becnpoBoaHOM pexum

B meHio BecnpoBogHon pexum cogepxaTtca naTb nogmeHw (cMm. Puc. 4-15); Hactpomnku
6ecnpoBoagHoro pexuma, 3awurta 6ecnpoBogHoro pexuma, Punsrpauma MAC-agpecos,
JononHutenbHble HacTponkn n CtaTuctmka 6ecnpoBogHOro pexuma. Boibepute ogHo u3

HUX ANA HAaCTPOWMKM COOTBETCTBYIOLLEN hyHKLUNN.

4.6.1 HacTtpowuku 6ecnpoBogHOro pexmma

BuibpaB BecnpoBogHoM pexum > HacTpokn 6ecnpoBOgHOIoO peXxmuma, Bbl MOXETE
NPOn3BECTN HAaCTPOWKy 6a30BbIX NapameTpoB GeCnpoBOAHON CETU.

Hactpo#kn 6ecnpoBoAHOro pexmuMma

WMA ceTh: TP-LINK_4FA3 (Tawwe HasklgaeTcA S5I0)
PeruoH: Poccua M
Mpeaynpexaexne: Y@eanTecs, 4To CTPaHa BeIGPaHa NPABMMEHO B Uenax coBniaeHna 3aK0H0AaTENEHEX OMpaHNUEHN.
HEI'IDEBMJ'IbHaF! HaCTDOl:lKa MO¥eT CTaTk I'IDMHMHOﬁ BO3HWKHOEBEHWA NOMEeX.
Pexum: 11bg cMelwanHeIi v
LlMpKHa KaHana: 20MIy v
Kanan: 2 v
« BrniounTe OeClpoBOAHOE BELUaHKWE
«| BHMHOUWTE WKMpoKoBEWaHne SSID
Brniounts WDS
COXpaH1Th

Puc. 4-16 HacTtponkn 6ecnpoBogHou ceTu

> Wma 6ecnpoBogHon cetu (SSID) - YkaxuTte 3HayeHne anvHon 0o 32 cumsonos. Bcem
6ecnpoBOAHbLIM YCTPONCTBAM CETU AOMMKEH ObITb NMPUCBOEH OOWH U TOT Xe naeHTudukaTop
SSID. 3HayeHune SSID no ymonyaHuio: TP-LINK_XXXX. [JaHHOe 3Ha4yeHue YyBCTBUTEMbHO

K peructpy. Hanpumep, TEST u test asnstotca PASHbIMW 3HadeHmamu.

> PernoH - Bbibepnte cooTBETCTBYIOLLEE 3HAYEHME M3 BbiNagatollero cnucka. B gaHHom

none ykasblBaeTCs PErvoH, rae yHKuMs GecrnpoBOAHONM nepedayn AaHHbIX MOXET ObiTb
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ncnonb3oBaHa. Mcnonb3oBaHne gaHHON beHKLI,VIVI B pernoHax, He yKa3aHHbIX B CNUCKe,
MOXeT ObITb He3akoHHbIM. Ecnn Bawwen CTpaHbl U1 permoHa HeT B CMNUcke, O6paTI/ITer 3a

NOMOLLIbKO B MECTHOE NpaBuUTeribCTBEHHOE areHTCTBO.

Mocne TOro, kak pervoH Obin BbiOpaH, HaxmuTe kHoMKy CoxpaHUTb. B nosiBuBLUEMCS

NMHPOPMALMOHHOM OKHE HaxkmuTe kHorky OK.

Coobie HHe c Be 6-CTpaHHLbl

'E Beifupas He BaWY CTPaHY BBl MIKETE BBISESTE MOMEXM HE ARy X
L] YCTRORCTE 8% M HAPY WMTE MPUMEHAEMEIS SSKOHOLATENEHEIS HOPMEL

Puc. 4-17 NHdhopMaLMOHHOE OKHO

& lMpumeyvaHue:

M3-3a TpeboBaHMI MeCTHOro 3akoHogaTtenbcTBa Yy Bepcum gns CeepHon AMepuku

OTCYTCTBYET Onums Bbibopa pernoHa.
Pexxum - BbibepuTte COOTBETCTBYHOLLMNIN PEXUM.

11bg cmewaHHbI - Bbibepute, ecnn ucnonb3yete 6GECNPOBOAHLIE  KIMEHTHI,

nogaepxueatowme ctaHgaptel 802.11b and 802.11g.

11bgn cmewaHHbIM - Bbibepute, ecnn wucnonb3yete O6eCnpoOBOOHLIE  KITMEHTHI,

nogaepxusatowme ctangaptel 802.11b, 11g, n 11n.

BbibepuTe HyxXHbIA  pexum  OecnpoBOAHOM nepedadn  AaHHbIX.  HacTtosTenbHo
pekomeHgyeTcsa Bblbpath pexum 802.11bgn cmewaHHbId, 4TOObl BCe OGecnpoBogHble
ctaHumm ctaHgaptos  802.11b, 802.11g u 802.11n cmornM nogkn4vaTbCsa K

MapLupyTU3aTopy.

WupuHa kaHana - BeibepuTe WMpUHY KaHana 13 Bbinagarowero cnucka. o ymonyaHuio
ycTaHoBneHo ABTO. B 3TOM crniyyae perynupoBka LUMPWMHBI KaHamna ans KMeHToB

npon3BoanTCcA aBTOMaTn4eCKNn.

KaHan - B gaHHomM none BbiCTaBnsieTca paboyasi yacToTa, KOTOpyl Bbl cobupaetech
ncrnonb3oBaTtb. becnpoBogHon kaHan crnegyet MEHATb TOMbKO B TOM Crydae, ecnv Bbl
HabntogaeTe Npobnemsbl, CBA3aHHbIE C PaANOYACTOTHLIMU MOMEXaMW, BbI3BaHHbLIMW APYron
TOYKOM OOCTYNa, pacrnosfioKEeHHOW psaoM C Bawmm obopygoBaHuem. Ecnu Bbl BbibepeTe
aBTOMATUYECKNA PEXUM, TO TOYKa AOCTyNa CaMOCTOATENbHO B aBTOMAaTUYECKOM peXunme

BbloepeT Hanbonee NoaxoasaLLWiA KaHan.

& lMpumeyvaHue:

Ecnu B none Pexum BbibpaHo 11bg cmelwaHHbii, none LWupuHa kaHana ctaHeT ceporo
uBeTa, U B HEM nosiBMTCA 3HaveHne 20 Mru, koTopoe Henb3si OyaeT U3MEHUTD.
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BknwouuTtb 6ecnpoBogHoe BeluaHue - BecnpoBoHOe BelllaHNe MOXHO OTKIIOUYUTb UMK
BKITIOYUTb, NPeaocTaBnsas 6ecnpoBoAHbIM CTaHLMAM OOCTYN K YCTPOWCTBY. Ecnu Bkniountb
GecnpoBoaHOe BelllaHne, To Apyrine 6ecrnpoBoaHble YCTPOWCTBA CMOIYT MOAKMOYaTHCA K

MapLIpyTU3aTopy, ECIM OTKMIOYUTL - AOCTYN ByaeT HEBO3MOXEH.

Bknountb wupokoBelwaHue SSID - Ecnu Bbl OTMETUTE ranoyvkon syenky Bknountb
wupokoBewiaHme SSID, To 6GecnpoBogHoOW MaplwpyTtm3aTop OydeT OTKpbITO B
LLIMPOKOMONOCHOM pexumMme nepepasaTb cBoé nms (SSID).

Bknouutb WDS - OTtmetbre o10 none, 4Ytobbl Bkmounte WDS. C nomolbio AaHHOM
(PYHKUMM  MapLlpyTU3aTop MOXeT OO0beauMHUTb MOCTOM OBe W Oonee 6GecnpoBoAHble
nokanbHble ceTu.

& lMpumeyaHue:

Ecnu BblbpaHa aTa onuusi, noxanyiicta, NnpoBepsTe, YTOObI creayowme napameTpbl Obinm
yKasaHbl NpaBUIIbHO.

Brmoyute WDS

SSID (K KOTOPOA Bbl XOTHTE NOOAKNKYHTECA):

MAC-agpec (K KOTOPOMY Bbl XOTHTE NOAKMHMYUTECA): Mpumep:00-1D-0F-11-22-33
Pexam WDS: ABTO hd
THN KNHYa: Het v
Huoekc WEP:

THn ayTeEHTHMEALMI;

NMaponk:

[ CoxXpaH1Thb |

Pwuc. 4-18

SSID (k koTopoW Bkl XxoTUTE NoaknunTbes) - ima SSID Toukn goctyna, K KOTOpow Ball
MapwpyTtu3atop OyaeT noaknwyeH B pexume  knueHta. Bbl Takke  MoxeTe
BOCMonb3oBaTbCs OyHKUMEN noucka ans Bbibopa mmeHn SSID, kK KOTOPOMY Bbl XOTUTE

npucoeanHnTbCA.

MAC-agpec (kK KOTOpOW Bbl XOTUTE nogknuntbesa) - MAC-agpec Toykm goctyna, K
KOTOpOW Ball MapLipyTtudaTop OyaeT MoAKMNoveH B pexumMme KnveHTa. Bbl Takke moxeTe
BOcnonb3oBaTbcs yHKUMen noucka ana Bblidopa MAC-agpeca, K KOTOPOMY Bbl XOTUTE

npuncoeanHnTbCA.

Mouck - Haxxmute gaHHyo KHOMKY Ansg noucka Todek AocTyna, KOTopble B JaHHOM panoHe

paboTaloT Ha TeKyLLen YacToTe.

Pexum WDS - B 3TOoM none MOXHO BbiOpaTb pasnunyHble pexxumbl WDS. amMeHnTe pexum

WDS, ecnu Bbl 3aMeTUTE HapyLLEHNA B COEQUHEHUN C KOPHEBOW TOYKOW goctyna. Ecnu Bbl

-40 -



TL-WR842N MHOFO(*)YHKLWIOHaﬂbeIVI 6ecnpOBop,H017| MapLwpyTtusatop cepuu

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

\7

BblOepute onuuio ABTO, TO MapLUpyTM3aTOp aBTOMATUYECKM OMpeaenMT onTMManbHbIN
pexum WDS.

Tun knwova - D,aHHy}O onuuo cnefgyet HacTpamBaTb B COOTBETCTBUM C MNMapamMeTpamMiu
6e3onacHocTn Touku AocTtyna. HacTtositenbHo pekoMmeHayeTCcAa BbICTaBUTb TUMN 3allUThbI,

COOTBGTCTByPOUJ,I/IVI TNy 3allunTbl Bawuen Touku aoctyna.

Uupekc WEP - [JaHHasa onuus Mcnonb3yeTcd TOMbKO B TOM Criyyae, eCnun B kKadecTBe Tuna
kntoya BblOpaHo wudpoaHne WEP (ASCIl) wnn WEP (HEX). [HaHHbin napameTp

yKasblBaeT Ha nHaekc knoyva WEP.

Tun ayTteHTUdMKaLmm - [laHHas onums UCMONb3yeTcs B TOM CrlyYae, eCnn B kKa4eCcTBe TUNa
kntoya BblOpaHo wudpoBaHne WEP (ASCIl) wnun WEP (HEX). [HaHHbin napameTp

yKasblBaeT Ha Tun ayTeHTudmnkaumm KopHeBon TOYKM gocTyna.

Maponb - Ecnn Touyka OoCTyna Ballero maplupytusartopa Ans NOAKMYeHus Tpebyer

naposnb, BaM HeoGXxoanmMo BBECTU Naporib B JaHHOM Mnorne.
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4.6.2 3awwmTta 6ecnpoBOOHOrO pexmnma

Buibpas BecnpoBoagHoW pexum > 3awmTta 6eCnpoBOAHOrO peXuma, Bbl MOXETE HACTPOUTb

napameTpbl 6e3onacHOCTK Baller 6ecnpoBogHON CETU.

Y Maplipytusatopa uMMmeeTcs NATb pexumMoB obecnedveHus 6GesonacHocTu 6ecnpoBoaHOro
pexuma - WEP, WPA, WPA2, WPA-PSK, WPA2-PSK.

() OTKNHYUTE 2ALWMTY

® WPA/WPAZ - Personal (pekomeHOyeTcs)

Bepcua: ABTOMATHYECKH v
W poBaHme: AES M
Maponk PSK: 69129902
(Bel MOETe BEECTWM CUMBONEI B Kogupoeke ASCH unu B WecTHaOUaTEPUUHOM
hopmate; onAa dopmara ASCI gnuHa Knoua gon#Ha Oeite 0T 8 oo 63, a anA
WeCTHaAUaTepUyHoro opmara ot 8 ao 64.)
Mepron OGHOBNEHWA rPYNNOBOrD KMHYa: 0 CekryHasl

(DCTaBETE 3HAYEHWE NO YMONYAHWK, ECMIW BBl HE YBEPEHEI, KAKOE YNCNO YKa3aTh,
MWHUManNeHoE 3HadeHwe 30, 0 - o0HOBNEHWE OTKNKYEHD)

) WPA/WPAZ2 - Enterprise

Bepcua: ABTOMAaTHYEBCKM hd
llind poBaHue: ABTOMaTHYECKH hd
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa 1812 (1-65535, 0 03HAYAET, YTO NOPT NP0 YMONYAHKMK: 1812)

Mapons Radius-cepeepa:

Meprog oGHOBNEHWA MPYNNOBOTO KNKYa; 0 CekyHOwl
O WEP
Tun: ABTomaTnYeckn hd
@opmar kno4a WEP: ecTHaguaTERPUYHEIR A
Knroy eeidpan K;IE;::EF Tun knoya
Koy 1: OTrnioueHo ¥
Krkoy 2: OTknroueHo %
Koy 3: OTknioueHo ¥
Knroy 4: OTEnHoYeHD v
[ COXpaHUTb |

Puc. 4-19 3awuTa 6ecnpoBogHOro pexnma

» OTknouuTb 3awuTty - Ecnv Bbl HE XOTUTE UCNONb30BaTb 3alMTy GECcnpoBOAHON CeTH,
Ha)XMUTE COOTBETCTBYIOLLYIO PagNOKHOMKY. HactosTenbHO pekomeHayeTcs BblOpaTb OOUH
N3 UMELLMXCA pexnmoB obecneveHms 6€30nacHOCTML.

> WPA/WPA2 - Personal (pekomeHpyetcsl) - 310 Tun ayteHTudpmkauun WPA/MWPA2 Ha

OCHOBE COBMECTHO MCNONb3yeMoro naposns.
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e Bepcua - Bbl moxeTe BblbpaTb Bepcuio anroputma wudgposaHus WPA-PSK u3
BblNagatoLlero cnucka. 3HayeHve no ymornyaHuio ABTOMaTM4YecKku. OTO O3Ha4aeT, uTo
aBTOMaTU4eCcKn BblbnpaeTcst oanH 13 criegyrowmnx pexxumos WPA-PSK (o6wmn knod WPA)
unn WPA2-PSK (o6wmn kniod WPA2) B 3aBMCMMOCTM OT BO3MOXHOCTEM W 3anpoca

GecnpoBoAHOM CTaHLMN.

e WLindbpoBaHne - Tllpu BLIGope WPA-PSK wunu WPA2-PSK B kayectBe Tuna
ayTeHTUdUKaLUn MOXHO yYKkasaTb O4HO U3 crieaylolmx 3HavyeHnn - ABTtomatmndeckn, TKIP

unu AES B kayecTBe anropMtmMa LWMGPOBaHNSI.

& MNpumevaHue:

Mpu BbIGOpe nons WPA/WPA2 - Personal (pekomeHAyeTcs) 1 anropntma LWgpOBaHUS

TKIP nosiBuTCA BblAENeHHas KpacHbIM LIBETOM HaAMMUChb, Kak nokasaHo Ha Puc. 4-20.

WPA/WPA2 - Personal (pekoMeHOyeTcs)

Bepcws: ABTOMATUYECKMN v
ncppoBaHme: AES v
Maponk PSK: 69129902

(Bl MOETe BBECTH CUMBONLI B KOOWPOBKe ASCI unu B WeCTHAOUATEPUYHOM
tpopmare; gnA gopmara ASCl QnuHa KNioya gomyHa GwTe oT 8 0o 63, a gna
WeCTHaAUAaTEpMYHOTD fopmMaTa oT 8 oo 64.)

MNepwog 0OHOBNEHWA MPYNNOBOTO KITHOYa: 0 CekyHOk

(OcTaBeTe 3HAYEHWE N0 YMONYAHWK, ECIN Bbl HE YEEPEHEI, KAKOE YACNO yKa3aTh,
MUHWMANEHOE 3Ha4YeHne 30, 0 - 00HOBNEHNE OTKNIDYEHO)

Puc. 4-20 WPA/WPA2 - Personal
e Maponb PSK - 3gecb MOXHO ykasaTb naporb AnvHom ot 8 4o 63 CMMBOMOB B KOOMPOBKE

ASCII nnn ot 8 go 64 wecTHaguaTepPUYHbLIX CUMBOJIOB.

¢ Mepnoa o6HOBNEHUA rPYNMNOBOro Knto4a - 3againTte B CeKyHaax nHTepsan o6HOBMNEHMS
rpynnel Kntoden. 3HavyeHne gomkHo paBHATbes 0 unu 30 nmbo Bbiwe. Beegute 0 ans

OTKINtOYEHNST OOHOBMEHUS.
WPA/WPA2 - Enterprise - Tun ayteHTucmkauumn Ha ocHoBe cepBepa Radius.

e Bepcua - 3pecb 43 BbiNagawolwero cnmcka MOXHO BbibpaTb Bepcuio anroputma
wugpposaHns WPA. 3HadyeHrMe no ymonyaHuio ABTOMATMUYECKU. JTO O3Ha4yaeT, 4To
aBToMaTuyeckn Oyaet BuibpaH pexum WPA (Wi-Fi Protected Access) nnn WPA2 (WPA

BEpCUK 2) B 3aBNUCUMOCTM OT BO3MOXXHOCTEN 6eCnpoBOAHOM CTaHLMK UK 3anpoca.

¢ LlindppoBanue - 3gecb MOXHO BbibpaTh 3Ha4eHns ABTomaTtuyecku, TKIP unu AES.
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& lMpumeyaHune:

Ecnn Bbl Haxmere pagunokHonky WPA/WPA2 - Enterprise n 3atem Bblbepute
wncppoBaHue TKIP, Bbl yBuauTe BblAENEHHYIO KpAaCHbIM LBETOM HAANUCh, Kak NoKasaHo Ha
Puc. 4-21.

WPAMPAZ - Enterprise
Bepcun: ABTOMATHYECKN A
LindypoBaHme: ABTOMATHYECKN hd
IP-appec Radius-cepeepa:
Mopr Radius-cepeepa 1812 (1-65535, 0 03HAYAET, YTO NOPT NP0 YMONYaHUK: 1812)
Napone Radius-cepeepa:

MNepwon 0DHOBMNEHNA rPYNMNOBOTO KIHYa: 0 CekyHORI

Puc. 4-21 WPA/WPAZ2 - Enterprise
¢ IP-appec Radius-cepBepa - Beegute IP-agpec Radius-cepsepa.
¢ MopT Radius-cepBepa - Beegute nopT, koTopbi 6yaeT ucnonb3osaH Radius-cepsepom.
¢ Maponb Radius-cepBepa - Beeaute naponb ans Radius-cepsepa.

o lepuoag o6HOBNEHMA rpynnoBOro Krnto4va - 3aganTte B cekyHaax MHTepBan obHOBNEHMs
rpynnel kntoyven. 3HavyeHne aormkHo paBHAaTbcs 0 unu 30 nmubo Boeiwe. Beeaute 0 ang

OTKITHOYEHNS OOHOBMEHMS.

WEP - Ha ocHoee craHgapta |IEEE 802.11. lNpu BbibOpe AaHHOrO nonsi MosiBUTCS
BblOereHHas KpacHbIM LBETOM HaANUCh, Kak nokasaHo Ha Puc. 4-22.

Tum: ABTOMATUYECKK hd
Dopuar knya WEP: lecTHAALATEPHYHEIL A
Knto4 Beidpad Koy WEP Tun knwo4a
(Maponk)
Koy 1: OTknoueHo %
Knroy 2: OTknroueHD v
Koy 3: OTtrnoyeHo %
Koy 4: OTkMoyeHo
He pekoMeHOyeTcA NCNoNk3oBaTe WWHpoBaHne WEP, ecnu yeTpoRcTeo padoTaeT B pexime 802,110, nockoneky TKIP
HE NogOep#MEAETCA NpM padoTe B pexme 802.11n.
Puc. 4-22 WEP

e Tun - Bbl MmoxeTe BbiGpatb Tvn WEP-3alwmThl U3 Bbinagalowero cnucka. 3HavyeHue no
yMOfyaHuio ABTOMAaTM4YecKU. ABTOMaTU4Yeckn BblIOMpaeTcs oAWH W3  BapuaHTOB
ayTeHTMduKaumm: O6wmn knwod unn  OTKpbITas cuctemMa B 3aBUCUMMOCTM  OT

BO3MOXHOCTEN 1 3anpoca 6ecnpoBO4HON CTaHLMMW.

e ®dopmar «knwya WEP - Bbl Mmoxere Bbibpate kogupoBky ASCI  wnn
LWecTtHaguaTtepnyHbin dopmatr. Popmatr ASCIl nogxoguTt nog nobyo komMOuHaLMo

CMMBOIOB KraBuaTypbl B paMKax 3adaHHoW OnvHbl. LlecTHaguaTtepuuHbid copmat
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noaxoaut ansa nobon komMOuMHauum wecTtHaguatepuyHbix cumsonos (0-9, a-f, A-F) B

pamMKax 3a4aHHOM ANVHBI.

o Kntou WEP - Bribepute oaumH 13 YeTbipex kntoven u ykaxnte WEP-knod. YbeauTecs B

TOM, YTO JaHHble 3HaYeHUss oANHAaKOBbI AN Bcex 6ecnpoBoAHbIX CTAHLMUIM CETU.

e Tun knwoya - 3gecb MOXHO ykasaTb anuHy WEP-knioya (64-, 128- unm 152-6uTHbIN).
3HayeHne "OTkntoyeHoO" o3Ha4vaer, YTO 3anmcb ¢ WEP-knioyom  aBnsetcs
HeOencTBUTENbHON.
64-6MTHbIN - Bbl MoxeTe BBecTU 10 WecTHagLaTepryHbIX CMMBOIOB (Ntobast KomMbunHaLms

0-9, a-f, A-F, HyneBow ko4 Hegonyctum) unu 5 cumeonos B koamposke ASCII.

128-6UTHbIN - Bbl MOXeTe BBECTU 26 LLeCTHaaLaTePUYHbIX CUMBOJSIOB (ftobas
kombuHaumsa 0-9, a-f, A-F, HyneBon knoy HegonycTum) unu 13 cMMBOMOB B KOANPOBKE
ASCII.

152-6UTHbIN - Bbl MOXeTe BBECTM 32 LIEeCTHaALATEPUYHbIX cuMBONa (Mnobas koMOMHauus
0-9, a-f, A-F, HyneBoW knio4 HegonycTum) unu 16 cumeonos B koanposke ASCII.

& MNpumevaHue:

Ecnun Bbl He yCTaHOBMIM KItod, TO (pyHKUMSA ©ecnpoBOOHOM 3almTbl Oy4eT OTKoYeHa,
Aaxe ecnu Bbl Bblbpanu B kadecte Tuna ayteHTudpmkaumm OBLLMIA KNHoY.

He 336yﬂ,bTe HaXaTb KHOMKY COXpaHI/ITb Ona coxXpaHeHnA BallMX HaCTpoOeK Ha AaHHOWN CTpaHuue.

4.6.3 dPunbrpauusa MAC-agpecoB

BuibpaB BecnpoBogHou pexum > dunbrpauna MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBAaTb
GecnpoBogHoN JOCTYN, HacTpous hyHKumo hunsTpaumm no MAC-agpecam (Puc. 4-23).

@uneTpaurs MAC-agpecos: BknoveHo

MpaBuna huneTpaumn
C- 3aNpeTHTE OOCTYN CTAHUMAM, YKA3aHHEIM BO BKNIOYEHHELIX NPABWNAY W3 CNWCKa.

G:' Fa3pelwnTe OOCTYN CTAHUMAM, YKA3AHHEIM BO BKNIDYEHHLIX NPABMNAX N3 CNIWCKA.

ID MAC-agpec CocToRHMe Onucaxne HameHHTL
1  00-0A-EB-B0-00-0B BrnwueHo Onucanmne A N3MeHHTE YaanuTe
[ [oGasuts. .. ] [ Brnwoyutes BCe ] [ OTkntounTE BCE ] [ Yaanute Bce

Puc. 4-23 dunstpauma MAC-agpecos
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YToObl akTMBMpOBaTL PYHKLMIO, HEOOX0AMMO BbiOpaTh BKknounTb. 10 ymonyaHuio, ycTaHOBEHO
3HavyeHne OTKNIo4YeHo.

> MAC-agpec - MAC-agpec 6ecnpoBOAHONM CTaHLUM, KOTOpasi XO4ET NOMy4mTb 4OCTY.
> CocTosiHue - CocTosiHMe gaHHoW 3anuncu, nmbo BkntoyeHo, nnoo OTKNoYeHo.
> OnucaHwue - [NpocToe onncaHne gaHHOM 6eCcnpPoBO4HON CTaHLMM.

YUTtobbl 00aBUTL HOBYHO 3anncCb, HAXXMUTE KHOMKY [lo6aBuTb... OTkpoeTcst okHO lo6aBUTL Unm

M3MeHUTb 3anuckb cunsTpauun MAC-agpecoB (cM. Puc. 4-24):

MAC-agpec:
Onncanwne:

CocToRHme: BrnwueHo W

( CoxpaHnTs | | Hasan |

Puc. 4-24 [1o6aBuTb Ui n3aMeHuTb 3anuck punstpaumm MAC-agpecoB

Y106l [O06aBUTL MU U3MEHUTb 3anucb dunbTpaumm no MAC-agpecam, cnepyuTte

npeAactaBlieHHbIM HUXe UHCTPYKUUAM:

1. Beegute cooteetcTBytowmn MAC-agpec B none MAC-agpec. ®opmat MAC-agpeca
cnegyloLwmn: XX-XX-XX-XX-XX-XX (roe X npegcraenseT cobon noboe
wecTHaguatepuyHoe yucno). Hanpumep, 00-0A-EB-B0-00-0B.

2. Bsegute npoctoe onucaHue 6GecnpoBogHoW cTaHumMuM B none Onwucanme. Hanpumep,

BecnpoBogHasa ctaHuus A.

3. B none CocTtosiHue 13 BbiNnagawowWero crnucka BbibepuTe 3HadveHue BknroveHo wnu

OTKnoO4YeHo.
4. HaxmuTe kHonky CoXpaHUTb A1 COXpPaHEHUS AaHHON 3anuciu.
[Ona nameHeHns unu yaaneHna CyLlecTBYOLWEN 3anucu:

1. Bbibepute 3anucb 1 Haxxmute KHonky MameHuTb. YTobbl yoanuTb 3anmMcb, BOCNONb3yNTECH

KHOMKon Yaanutb.
2. BHecute Heobxoanmblie N3MEHeHus.

3. Haxmute kHonky CoxpaHUTb Lsi COXPaHEHUs1 HAaCTPOEK.
Haxas kHonky BkntounTb Bce, Bbl caenaeTe Bce 3anncu akTMBHbIMM.
Haxas kHonky OTKNO4YUTb BCe, Bbl CAeNaeTe BCe 3anncu HEaKTUBHBbIMMN.

Haxas KHOMKY Ypanutb Bce, Bbl yaanute Bce 3anuncu.
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Haxas kHonky Cneaytowas, Bbl nepengete B crieQytoLlee OkHO.

Haxas KHOIMKY I'Ipe.qbl.qyu.l,aﬂ, Bbl BEpHETEeCh B rnpeadblayliee OKHO.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLUpyTM3aTopy TOMbKO Anst GecnpoBOAHOM

ctaHumn A ¢ MAC-agpecom 00-OA-EB-B0-00-0B n 6ecnpoeogHon ctaHumn B ¢ MAC-agpecom

00-0A-EB-00-07-5F wn 3anpetuTb OOCTYNn K MapLlpyTM3aTopy BCEM Mpo4YMM OecnpoBOAHbLIM

cTaHumam. [Ins atoro B okHe ®PunbTpauma MAC-agpecoB HeobxoaMMo caenartb crneaytLlee:

1. HaxaTtb kHonKky BKnounTb, YTOObLI aKTUBMPOBATL (DYHKLNIO.

2. Bblbepute none “PaspewmnTb OOCTYN CTaHUUSM, YKa3aHHbIM BO BKIHOYEHHbIX MpaBunax m3

cnucka” gnga Mpasun dounbTpauyun.

3. Ypanute nnu oTKIuUTE BCE 3annCK (€CNM TaKoBblE UMEIOTCS).

4. HaxmuTe kHonky [lo6aBUTb...

1)
2)
3)
4)
5)

B none MAC-agpec Beeante MAC-agpec 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.
B none OnucaHune ykaxuTe 6ecnpoBoHyto ctaHumio A/B.

B none CocTtosiHue 13 BbinagatoLLero cnvcka BolbepuTe 3HadeHe BkntoyeHo.
Haxmunte CoxpaHuUTb.

Haxmute Hasag.

MpaBuna unbTpaumMmn AOMKHbI BbIrMAAeTh CrieayoLwmm obpasoMm:

Mpaswuna cpuneTpauum
{:' JANPETUTE QOCTYN CTAHUMAM, YE33aHHEBIM BO BEMKOYEHHEIX MPABMNAX W3 CNWMCKAE.

{E} Fa3peWnTe QOCTYN CTAHUWAM, YKA3aHHEIM BO BKMIDYEHHELX NPABMNAX M3 CNWMCKA.

ID MAC-agpec CocToRAHnE OnucaHue HameHnTE

1 00-DA-EB-B0-00-0B BEMHYEHD OnwucaHue A HaMeHHTE YOanuTs
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4.6.4 [ononHuUTenbHble HACTPOMUKN

BuibpaB BecnpoBogHOM pexum > [onornHUTeNbHble HAaCTPOWMKU, Bbl MOXETE HACTPOUTb

pacLUMpeHHbIe HAaCTPOVkn 6GecnpoBOAHOM CETMH.

MowHOCTE Nepegar™vka: Bricokan hd
WHTepBan manka: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor dyparMeHTa LA (2B6-2346)
Hurepean DTIM: 1 (1-255)

AkTnenpoeate WM
AKTMBWpOBaTe Short Gl (KOPOTKWA 3aWWTHEIR MHTEREAN)

[] AkTMEMpOEaTE AP lsolation (M30NALMA TOUKM QOCTYNE)

| COXpaHWUTE

Puc. 4-25 [JononHuTenbHbIE HACTPOKKK

> MowHocTb nepepatumka - 34ecb Bbl MOXeTe YCTAHOBWTb MOLLHOCTb MepefaroLlero
curHana wmaplupytmsaTtopa. Mcxoga u3 Bawmx notpebHocTen, Bbl MoXeTe BblbpaTb
Boicokuir, CpegHuit n  Huskmii  ypoBeHb MOLIHOCTU nepedavn. PekomeHnayeTcs

“cnonb3oBaTb BbICOKUIA YPOBEHbB; OH YCTAHOBIEH MO YMOSYaHMUIO.

> WHtepBan maska - CurHanbHbIMM NakeTamMn HasbIBATCA NakeTbl, KOTOpble
MapLUpyTM3aTop HanpaBnaeT pAns  CUMHXpoHM3auum 6GecnpoBogHon cetu. WHTepBan
CUTHanNbHOrO MakeTa OnpeaensieT BPEMEHHOW MHTepBarn OTMNPaBKM CUrHambHbLIX MaKETOB.
Bbl MmOXeTe BbiCTaBUTb 3Ha4YeHns B nHtepsarne 40-1000 munucekyHa. Mo ymonyaHuio ctont
100.

> Mopor RTS - 3gecb Bbl MOXeTE yCcTaHOBUTbL nopor RTS (3anpoc rotoBHoCTH). Ecnn nakeT
fonble pasvepa, ycTaHoBNeHHoro noporom RTS, To mapwpyTtusaTtop 6ygeTt HanpaBnATb
6nokn RTS Ha onpeaenéHHyo NPMHUMAIOLLYIO CTaHLMIO U COrnacoBbIBaTb OTNPaBKy Or1okoB

AaHHbIX. 10 yMOnYaHuio yCTaHOBIEHO 3HaveHne 2346.

» Nopor cdparmeHTaumm - [laHHaa BennynHa npeacraBnaeT cobor MakcMmMmarnbHbIn pasmep,
nocrne KOTOpoOro nakeTbl OyayT moasepratbCcs parMeHTaumu. YCTaHOBMEHUE CMLLKOM
HW3KOro nopora pparMeHTaLmMm MOXeT NPUBECTU K CHUXKEHUIO NMPOM3BOAMTENBHOCTM CETU
n3-3a K3bbITOMHOrO KOMMYecTBa nNakeToB. B kayecTBe pekOMeHOOBaHHOW BEMUYMHLI

npegnaraetca 2346; faHHaA BenMyMHa yCTaHOBEHa NO YMOYaHMIO.

> WutepBan DTIM - [JaHHas BenuuMHa onpegenseT uMHTepBan otnpaBku CoobuieHnsa o

HoctaBke Tpadwmka (DTIM). Tlone DTIM gaBnsietca nonem obpaTHOro oOTCYyeTa,
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NMHbOPMMPYHOLLIM KNNEHTOB cnegyoLwero OKHa ans NpOCNyLWMBaHNS
LUMPOKOBeLLATENbHbIX MM MHOrOaapecHbIX coobLeHnn. Korga mapLipytusaTop coxpaHseT
B Oydep LUMpOKOBELLATENbHbIE MM MHOroagpecHble COOBLLEHNST NS aCCOLMMPOBAHHbBIX
KNUeHToB, OH oTnpasnseT crieaytowee DTIM co 3HayeHnem nHtepsana DTIM. Bbl moxeTe
BbICTaBUTb 3HayeHwe B auanasoHe mexay 1-255 uHTepBanamu curHanbHoro naketa. o
YMOSYaHUIO YCTAHOBMNEHO 3HadeHne 1, 4TO o03HadvaeT, 4Tto WHTepBan DTIM paBseH

I/IHTepBany OTNpaBKN CUTHaNbHOro nakeTa.

> AxktmBmpoBatb WMM - OyHkuma WMM obGecneymBaeT nNepBOOYEPEOHYHO OTMNpPaBKy

COOOLLIEHNI C BbICOKMM NPUOPUTETOM. HacTtoarenbHo pekoMeHayeTCA BKIMKOYUTb OaHHYO

PYHKUMIO.

> AxktuBupoBatb Short Gl - [laHHasa dyHKUMUS Takke peKoOMeHA0BaHa, NMOCKOMbKY MO3BOMSET
YBENMWYNTbL MPOMYCKHYKD CMOCOOHOCTb 33 CYET CHWXKEHWUs OSIMTENBbHOCTU  MOJSOChI

pacunbTPOBKMN.

» AxtuBuposatb AP Isolation - [laHHaa dyHKkUMS no3BonsdeT usonnposatb 6ecnpoBoaHbIe
CTaHuMM ceTu fApyr oT gpyra. B atom cnyyae 6GecnposogHble YycTpowcTBa OyoyT
B3aMMOAEeNCTBOBaTb C MapLUpyTU3aTOPOM M HE CMOTYT B3anMoOencTBOBaTh ApYr C APYroM.
UTob6bl akTUBMPOBaTb (OYHKLMIO M3OMAUUM TOYKM O0CTyna, OTMETbTe COOTBETCTBYHOLLYIO

AYenky. o ymonyaHuio JaHHasa (PyHKUNS OTKIIOYeHa.

& lMpumevaHue:

Ecnn napameTpbl HacTpoek Ha AaHHOW CTpaHuUe BaM He 3HaKOMbl, HACTOSTESbHO
pPEKOMEHOYETCHA OCTaBUTb 3HAYEHWS!, YCTAHOBIIEHHbIE MO YMOMYaHWUI0, NOCKONbKY HEBEPHas
yCTaHOBKa NapaMeTpoB MOXET MPUBECTMU K CHIDKEHWIO NPOU3BOANTENBLHOCTN GECNPOBOAHOW

ceTn.

4.6.5 Crtatnctuka 6ecnpoBOOHOro pexuma

Boibpas BecnpoBogHon pexum > CTtaTUCTMKa O6ecnpoBOAHOro pexuma, Bbl MOXeTe
npocmoTpetre  MHGopmaumio no  MAC-agpecy, TeKylwemy COCTOAHMIO, MOMyYEHHbIM W

OTnpasBJieHHbIM NMakeTam Ond KaXKgon NogKItovYeHHON 6€CI'IpOBOD,HOI7I CTaHuunn.

YHCNO NOAKNKYEHHEIX B HACTORAWEE BPeMA GeCNPOBOAHLIX CTAHLMA: 1 | ObHosuts |
] MAC-agpec Tekyuwee coctoanne  [aketoe npuHATo  [lakeToe oTnpaeneHo  HacTpoutk
1 90-FG-52-E5-90-69 STA-ASS0C 7149 5924 | 3anpeTutb
MpeabiayLas Cregytouas

Puc. 4-26 Ctatuctmka 6ecnpoBogHOro pexuma
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> MAC-agpec - MAC-agpec noaknto4eHHon 6ecrnpoBOgHON CTaHLMMN.

> Tekyuee cocTosiHue - Paboyee COCTOsiHME MOAKMIOYEHHOW GECNPOBOAHON CTaHLUMK, OOWNH
n3 sapunaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKNIOY€EHO.

> [MakeToB NpuHATO - KonnyecTtBo nakeToB, MOMYYEHHbLIX MOAKMIOYEHHOW 6GecnpoBoAHOM

CTaHUMeN.

> [MakeTtoB oTnpaBJyieHO - KonnyectBo nakeTos, oTnpaBJieHHbIX NOAKNKOYEHHOM

©ecnpoBofHON CTaHUMEN.

> HaCTpOﬁTb - [laHHaa kHonka ncnonb3yeTcd Ana BHeCeHnd 3HaA4YEHU B CMINCOK (DVIJ'IpraLI,I/IVI

MAC-agpecos.

o 3anpetutb - Ecnn dyHkuma dunstpauun MAC-agpecoB BkOYeHa, AOCTyN ans
GecnpoBOfHON CTaHUMK OyaeT 3anpeLuéH.

o Paspewutsb - Ecnu pyHkuma dunetpaumm MAC-agpecoB BKoYeHa, 4OCTYN AN
BGecnpoBoaHOW CTaHUMK ByaeT paspeLuéH.

Bbl He MOXeTe BHOCWUTb M3MEHEHMS B AaHHble, npencrtaBrieHHble B JaHHOM OKHe. YToObI

06HOBUTbL MHOPMALIMIO B OKHE, HAXXMUTE KHOMKY OBGHOBUTDL.

Ecnu konmnyectBo noaknio4YeHHbIX 6ecnpoBOAHbLIX CTaHUWMA B CNKUCKe BbLIXOAWT 3a npenenbi
O[HOW CTpaHuLbl, HAXXMUTE KHOMKy Crepytowas, 4ToObl MepenT Ha CreayoLLyo CTpaHuLy, 1

HaxxmuTe kHonky Mpeablaywasn, YToObl NepenTy Ha NpeablayLLyo CTPaHuLy.

& TlMpumevaHme:
OTa cTpaHuLa oGHOBNAETCA aBTOMATUYECKM Kaxable 5 CeKyHA.

4.7 TocTeBas ceTb

- HacTpoikn GecnpoBOOHOTD PEXKUMA

- COBMECTHLIA OoCTyn

Puc. 4-27 MeHto rocteBon cetun

MeHto [ocTeBas ceTb coaepxuT ABa pasgena (cm. Puc. 4-27): HacTtpomku 6ecnpoBOgHOro
pexuma 1 CoBMecTHbIM poctyn. Bouibepute oamH w3 pas3genoB  Ans  HACTPOMKM

COOTBETCTBYHOLLMX (PYHKLMIA.

4.7.1 HacTtpouku 6ecnpoBogHOro pexmma

B meHto Ha cTpaHuue MNocTteBas ceTb > HacTporku 6ecnpoBOAHOro pexxnuma MoXHO HaCcTpOUTb

napameTpbl 6ECNPOBOAHOIO pexumMa rocteBomn cetu (cm. Puc. 4-28).
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BKNHOYNTL KOHTPONL NPONYCKHOA CNOCOGHOCTH FOCTEBOM CETH

Pi FOCTEBLIM NOE: [OCTYN K MOE NOKankHOH CeTH (L]

pony ™ it cemi: O
Hcxogawan nonoca nponyckaHuA AnA rocTeBoi cemi: 256 Kautic (QuanasoH:1~100000)
Bxogswan nonoca NponycKaHiA AsIs rOCTEBOM CETH: 1024 Kouric (AnanazoH:1~100000)

BecnpoBoaHoil pexxum
locTeBan cets: (]
Wumn cemn: TP-LINK_GUEST_10FF40 (TatKe HaablieaeTcA S3I10)
3aura GeCNPOBOAHOND PEXKIME: WPAMWPAZ2-Personal v
Bepcua: WPA2-PSK
WndposaHme: AES
Mapone PSK: 69129902

(Bbl MOXeTe BEECTH CUMBONGI B KoOupoeke ASCII wnwn 8 wecTHaguarepuuxom Gopmarte, anAa popmara ASCIH gnuda knoua
Aom¥Ha ObiTe 0T 8 A0 63, 3 ANA WecTHaguaTepuyHoro gopmara oT 8 go 64.)

Mepwog, 0DHOBMEHWA PYNNOBOTO KIKYa: 0 CekyHbl (OCT3BLTE 3HAYEHUE MO YMONYAHWIO, BCMIW Bbl HE YBEPEHbI, K3KOE YMCINO YK33aTh; MMHUMANLHOE
30, 0-ofj [

Bpems focryna: Mo pacnucanmia ¥ | OTKMIOUEHD.
® Kaxpewigede (O BeibpaTe feHs
NaH. BrT. Ccp. Y. naAr. Cy6. Bockp.
BCE [IHW - 24 yaca

CoXpaHuTb

Puc. 4-28 HacTpoiku 6ecnpoBoaHOro pexmnma rocteBon cetu

» PaspewuTb rocteBbiM Nonb3oBaTensiM AOCTYN K MOeW JokanbHou cetu - Ecnn ata

(byHKLJ,VIFI BKIMlOMEHa, nonb3oBaTesin CMOryT NoAKN4YaTbCA K y3am NIOKanbHOM CEeTH.

»  BKIHOYNTb KOHTPONb NMPOMNYCKHOW CNOCOOHOCTU rocTeBOM ceTu - Ecnu aTta pyHkuus
BKIlOYeHa, OyayT NPUMEHSITLCS MpaBuria KOHTPOIS NPOMNYCKHOM CNOCOBHOCTH ANs rocTeBom
ceTu.

> Wcxopswas nonoca nponyckaHus ans rocrteBon cetn - CKOpoCTb NCXoasLero Tpaduka
yepes nopT WAN ans rocteBomn ceTu.

> Bxopswas nonoca nponyckaHusa ans rocteBon cetn - CKOpoCTb BXOAsLLEro Tpaduka
yepes nopt WAN ans rocteBoun ceTu.

» TlocTteBas ceTb - BKNOUNTb UK OTKIHOUYNTE OYHKLMIO TOCTEBON CETMU.

» WmaA cetn - BeeanuTte 3HadeHne annHom o 32 cumBonoB. Takoe e ums (SSID) oomkHo ObiTb
Ha3Ha4yeHo BceM 6ecnpoBoAHbIM YCTPONCTBaM BalliEli FOCTEBOWN CETMU.

» 3awuTta 6ecnpoBOAHOro pexmuma - 34ecb MOXHO HAaCTPOUTbL 3aLLUTY FOCTEBOWN CETU.
> Bpewms pocTtyna - B TedeHune aToro nepuoga 6ecnpoBogHbIe CTaHLMKM CMOTYT YCTaHOBUTb

coeanHeHne ¢ TOYKON gocTyna.

& lMpumevaHue:

[dnanas3oH nNponycKHOM CNOCOOHOCTN ANsi FOCTEBON CETU PACCHUTLIBAETCA C YYETOM HAacTpPoOeK Ha
cTpaHuue KoHTponb nponyckHom cnocobHocTy > MapamMeTpbl KOHTPONA.
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4.7.2 CoBMeCTHbIN JOCTYnN

B meHio Ha cTpaHuue lNocTeBasi ceTb > COBMECTHbIM AOCTYN MOXHO HACTPOUTbL COBMECTHbIN
OOCTYN K YCTPONCTBY XpaHEHUst faHHbIX B rOCTEBON ceTu (cM. Puc. 4-29). MNpu gobasneHmun nanku
C COBMECTHbIM OCTYMNOM Bbl CMOXETE YBUAETb €€ UMs, 06bEM NamMaTn, NyTb K HeR. [Nanky MOXHO

yOoanuTb, HaxkaB KHOMKY YAanuThb.

Mpumeyanne: TMposepbTe, YTodkl B cTpoke CocToAHMe Ha cTpannue Hactpoikn USB Geino ykazano 3anyueHo. Binroyure saupury
COBMECTHOTO JOCTYNA K YCTPOICTEY XPaHEHWA AaHHbIX C NOMOWLH) Napons.

YuyéTHble 3anuck nonb3oearenei M3meHnTb

HuA nons3oBatenn Mapons MNpaea goctyna:

guest guest TONBKO YTeHKe

CocToRHue: OcTtaHoEneHo

Huga Paznen Nanka HameHnTE

Manku He HAcTpoeHk!. MogkniounTe BHEWHWA USB-HAKoNWTENb K MApLWPYTU3aTopy W NPOBEPLTE, ONPEENE&H MW OH MApLWPYTU3aTopom.

Puc. 4-29 CoBmeCTHbIN JOCTYN B rOCTEBOMN CETU
> Wma nonb3oBaTens - Mima nonb3osatend: guest 4nsi roCTEBOW CETU, OHO HE U3MEHSETCA.

» Maponb - Maponb ana goctyna K rocteBon cetu. M3aMeHUTb naponb MOXHO HaXKaB KHOMKY
N3meHuTb. BBEOUTE HOBLIN Naporb U NOATBEPAMUTE €ErO.

» MNopTBepaunTb Naponb - BBeante naponb B JaHHOM Mone A ero NoATBEPKAEHUS.

» [MpaBa gocTtyna - Y nonb3oBartenst MoryT 6biTb Npaea gocTtyna: Tonbko YTeHne unu YteHve

N 3anuck.
> Wma - Otobpaxaemoe umst nanku.
> Paspen - Tom, B KOTOPOM pacnonoXeHa narka.
» Nanka - MNMonHbI NyTb K yKa3aHHOW narke.

Peﬂ,aKTVIpOBaTb nanky ¢ COBMeCTHbIM AOCTYNOM MOXHO, Ha)XaB KHOMKY N3meHUTD.

Yoanutb nanky ¢ COBMeCTHbIM OCTYNOM MOXXHO HaXaB, KHOMMKY Ypanutb.

ons HaCTpOﬁKM COBMeCTHOro gocrtyna B rocteBOM CeTu BbINOJIHUTE YKa3aHHble HUXe

MHCTPYKLUK:
1. Nopgkniounte BHewHUA USB-xéctkuin anck unm USB ¢nall-amck K mapLupyTusaTopy.

2. [poBepbTte, 4TOOLI B cTpoke "CocTosiHne" Ha cTpaHuue Hactponkn USB > CoBMeCTHbIN

AocTyn 6bINo ykasaHo 3anyLleHo.
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Y6egutech, 4To BKnoveHo 1cnonb3oBaHme naponsa anda coBMecTHOro Aoctyna K yCTpOVICTBy

XpaHeHns AaHHbIX Ha cTpaHuue HacTtporiku USB > CoBMeCTHbIV A0CTYn.

Haxmute KHOMKY 3aI1yCTVITb ana BKIKO4YeHUA (byHKLI,I/IVI COBMECTHOIo goctyna K yCTpOIZCTBy

XpaHeHUA OaHHbIX B roCTEBOW CETMU.

HaxmuTe kHonky [lo6aBUTbL HOBYIO ManKy AMA COBMECTHOro goctyna, 4Ytobbl BbiOpaTh

nanky aona co3gaHnAa cCOBMeCTHOro rocteBoro Aocrtyna.

Mo YMOJ1HaHUIO MMeeTCA oaHa y‘-IéTHaH 3anncb nonb3oBaTtena C NnpaBoOM COBMECTHOro Aoctyna K

YCTPOWCTBY XpaHEHMS OAaHHbLIX B rOCTEBOW ceTW. Mpun Haxkatum kHonkn U3meHnTb (cm. Puc. 4-29)

oTKpoeTcs cTpaHuua (cMm. Puc. 4-30), rae MOXHO U3MeHUTL Naporb U NpaBa A4oCcTyna Ans JaHHON

Y4ETHOM 3anucu.

N3meHNTb YYETHYH 3annCh NONb30BATENA FOCTEBON CETH

Hma noneaoBarena:

|
Maponk: | [TTIT] |
|

MogreepoyTs Naponk: senee |

Mpaea goctyna: |TDJ'II:|KD UTEHWE V|

( COXpaHHTE | | Hasan

Puc. 4-30 i3MeHNTb YY4ETHYIO 3anncb NOMb3oBaTeNs rocTeEBON CeTn

& [lMpumeyaHue:

1.

Ecnu Bbl x0TnTE, 4TOBBLI rOCTEBbLIE NOMBL30BATENU MMENU AOCTYM K narnkam C COBMECTHbIM
OOCTYNOM Ha YCTPOWCTBE XpPaHEHWs1 AaHHbIX B FOCTEBOW CETM Yepe3 roCcTeBON aKkKkayHT, Bam
noTpebyeTcsa BKMOYNUTb MCNOMb30BaHWE Napons Ansi COBMECTHOro OOCTyna K YCTPOWCTBY
XpaHeHnsa AaHHbIX Ha cTpaHuue Hactporkn USB > CoBMeCTHbIN OOCTYN, UHaYe roCTEBbIM

nonb3oBaTenam 6yp,eT OTKa3aHO B AOCTyne.

2. MakcumarbHOe KONM4YeCcTBO NarnoK C COBMECTHbIM JOCTynoM: 6. Ecrnv Bbl XOTUTe HacTpouTb
COBMECTHBbIV JOCTYM K HOBOW Narke, Korga nx KOrmyecTBO yxKe 6, TO MOXHO yAanuTb O4HY U3
nanok 1 3atem [o0aBUTb HOBYIO.

DHCP

- HacTpoikn DHCP

- Cnucok knnedtoe DHCP

- PezepBHpOBaHMe aqpecos

Puc. 4-31 Mexio DHCP
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B meHto DHCP cogepxatca Tpu nogmeHto (cm. Puc. 4-31) Hactponkn DHCP, Cnucok knueHToB
DHCP v Pe3sepBupoBaHue agpecoB. Bbibepnte 04HO M3 HUX AN HACTPOMKM COOTBETCTBYHOLLEN
DYHKLMN.

4.8.1 Hactpouku DHCP

Bbi6pas DHCP > Hactpounku DHCP, Bbl MoXeTe HacTpouTb napametpbl pabotel DHCP-cepBepa
(cm. Puc. 4-32). Mo ymonuaHuio mapwpytusatop geunctyet kak DHCP-cepeep (DHCP - ato
NPOTOKON AMHaMNYECKOM KOHUIypauum ceTeBoro yana) n obecneunsaet koHdurypaumo TCP/IP

OnAa BCeX NOAKIMYEHHbIX K HEMY KOMMNbOTEPOB nokanbHOWM ceTu.

DHCP-cepeep: O OTkniounTe (3 Brnouuts
HavaneHeif IP-agpec: 192.168.0.100
KoxeyHwn IP-agpec: 192.168.0.199
Cpok 0edCcTEWA agpeca: 120 MWHYTEI (1-2880 MWHYT, N0 yMonyaHui: 120)
OCHOBHOW WITH3: 192.168.0.1 (HeoBAzaTensHaA HACTpoRKa)
OoMeH No YMOoNYaHWk: (HeoGA3aTenkHaA HacTpoika)
MpeanounTaembiin DNS-cepeep: 0.000 (HeoGA3aTenkHaA HacTpoRka)
AnbTepHatmeHb DNS-cepeep: 0.000 (HeoGA3aTenkHaA HacTpoRka)
| CoxpaHnTE |

Puc. 4-32 Hactponkun DHCP

\7

DHCP-cepBep - Bknrouuntb nnu OTknounTb cepsep. Ecnu Bbl XoTUTE OTKMIOYMTL €ro, B
BaLlen cetn gormkeH 6biTb Apyron DHCP-cepsep, B NpOTMBHOM criyyae Bbl OMKHbI Byaete

ykasatb |P-agpec komnbloTepa Bpy4Hyto.

\7

HauvanbHbi IP-agpec - Ykaxute |IP-agpec, ¢ kotoporo DHCP-cepsep 6yaet npucsauatb
IP-agpeca. Mo ymonuanuio ato 192.168.0.100

»> KoHeuHbin IP-appec - YkaxuTe KOHeyHbln |IP-agpec amanasoHa, WCMNonb3yemoro
DHCP-cepBepoM npu npuceoeHun IP-agpecoB. Mo yMOnM4aHuio UCNomb3yeTcs 3Ha4YeHue
192.168.0.199

» Cpok genctBuAa agpeca - IOTO NPOMEXYTOK BPEMEHU, B TEYEHWE KOTOPOro CETEBON
nonb3oBaTeNlb  MOXET MOAKMYaTbCA K MapLupyTU3aTopy, WCMNOMb3ys  TEKYLLMN
anHamnyecknii IP-agpec. Cpok OecTBUS agpeca ykasbiBaeTcs B MUHyTax. 1o ucteveHum
OaHHOro nepuofa nonb30oBaTento aBTomMaTuyecku ByaeT MPUCBOEH HOBLIA AMHAMUYECKUA
IP-agpec. 3HavyeHue nexut B npegenax ot 1~2880 MuHyT. 3HavyeHue no ymonyaHuo 120

MUHYT.
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> OcHoBHoM wWn3 - (Heo6azaTtenoHoe none) MNpegnaraetcs ykasaTb |IP-agpec LAN-nopTa

MapLipyTtudaTtopa. 3HadeHne no ymondaHumo 192.168.0.1.

> JloMeH no ymon4yaHuio - (HeobasatenbHoe none) 34ecb MOXHO yKasaTb AOMEHHOE MMS

OnNs Ballen ceTu.

»> [lMpepnountaembin DNS-cepBep - (HeobGsaAsatenbHoe none) 34eck MOXHO yKasaTb
IP-apgpec DNS-cepBepa, nony4eHHbIn oT noctaswmka VIHTepHeT-ycnyr. nn obpatuTech K

CBOEMY NMOCTaBLUMKY IHTEPHET-YCIYr Y YTOUHWUTE 3TU AaHHbIE.

»> AnbtepHaTMBHbIn DNS-cepBep - (HeobsasatenbHoe none) 34ecb MOXHO YyKasaTb
IP-appec gpyroro DNS-cepBepa, ecnu Bbl nony4MnuM OT nocTaBwmka WHTepHeT-ycnyr

afpeca [AByX CepBepoB.

& MNpumevaHue:

Ona ncnonb3oBanusa dyHkummn DHCP-cepBepa Heobxoammo Anisi BCeEX KOMMbIOTEPOB NOKanbHOM
ceTn BbiGpaTb pexum "lMonyunthb IP-agpec aBTomaTtuyeckn".

4.8.2 Cnucok knueHtoB DHCP
Bbibpas DHCP > Cnucok knueHtoB DHCP, Bbl MOXeTe npocMaTtpmBaTbh MHpOPMaLUIO MO BCEM

KnueHTam MapLupytusartopa (Puc. 4-33).

ID  WuA knuexTa MAC-agpec HasHayeHHbli IP-agpec Cpok geicTenA agpeca

1 tplink168461 50-E5-49-C8-E2-7A 192.168.0.100 01:01:12

OBDHOBWTB

Puc. 4-33 Cnuncok knneHtos DHCP
> Wwmsa knueHTa - Mima DHCP-knneHTa.
> MAC-agpec - MAC-agpec DHCP-knueHTa.
» HasHauveHHbIN IP-agpec - [prcBOEHHbIN MapLipyTm3aTopoM IP-agpec DHCP-knneHTa.

> Cpok pencrtBusa agpeca - Cpok genctsua agpeca DHCP-knueHTta. [Nocne ncrteveHus
Cpoka AelcTBUS MoNb3oBaTeNd aBTOMATUYECKU MpUCBaMBaeTCs HOBLbIN AMHAMUYECKUN

IP-agpec.

YKa3saHHble BbllLE 3HAYEHNS HE MOryT ObITb N3MEHEHbI B 3TOM OKHe. YTobbl OOHOBUTL CTpaHuuy
n nonyynTb VIH(bOpMaLI,VII'O No MNOAKIYEHHBIM Ha OaHHbIA MOMEHT yCTpOVICTBaM KIMWKHUTE Nno

kHornke OOHOBUTL.

4.8.3 Pe3epBupoBaHue agpecoB

Boibpas DHCP > PesepBupoBaHue aapecoB, Bbl MOXeTe MpocMaTtpueatb M A0baBnaTb

3apes3epBMpPOBaHHbIE afpeca KIMEHTOB 4epes3 cregywouwiee okHo (cm. Puc. 4-34). Korga Bbl
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yKasblBaeTe 3ape3epBuUpoBaHHbIN IP-agpec ons KomnbloTepa NokanbHOW CETU, 3TOT KOMMbIOTEP

Oynet Bcerga nonyyaTb oauH U TOT Xe IP-agpec kaxabii pas npu obpawenun kK DHCP-cepaepy.

3apesepBupoBaHHbIi IP-agpec Hy)XHO HasHayaTb cepBepam, TPebyLLIMM NOCTOSAHHBLIX HACTPOEK

IP-napameTpos.

\7

\7

1D MAC-agpec JapezepenpoeaHHuii IP-agpec CocToAHHe HameHuTE

Puc. 4-34 PesepBupoBaHue agpecos

MAC-agpec - MAC-agpec koMnbioTepa, Ansi KOTOPOro Bbl XOTUTE 3ape3epBupoBaTb

IP-agpec.
3ape3sepBupoBaHHbIn IP-agpec - IP-agpec, 3ape3epBrpoBaHHbLIN MapLIpyTU3aTOPOM.

CocTosiHue - CocTosiHme 3anucu - BknroyeHo unm OTKNYeHo.

Y1o6bI 3ape3epBupoBath IP-agpeca, Heo6xogumo caenaTb cnegyiolee:

HaxxmuTe kHonky 1o6aBUTb..., JOMKHO NOABUTLCS OKHO, Kak nokasaHo Ha Puc. 4-35.

Beegnte MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) u IP-agpec (B AeCATUYHOM
dopmate C pasgenuTenbHbiMKM - TOYKaMM) KOMMblOTEpa, AN KOTOPOro Bbl  XOTUTE

3apesepsupoBath IP-agpec.

HaxmuTe kHomnky CoxXpaHUTb.

MAC-agpec:
3apezepBUpOBaHHLIA IP-anpec:

CocToRHME: BrnwueHo A

( CoXpaHuTh | | Hasag ]

Puc. 4-35 [Jo6aBuTb UM N3MEHUTb 3an1cb Pe3epBUPOBaHUSA agpeca

Y100bI NI3MEHUTb UNun yAannTb nMerLyrocs 3anuchb:

1.

Bbl6epVITe 3anncb N HaXXMUTE KHOMKY MU3ameHutb. Ecnn BbI XoTUTE yoanuntb 3anucb,

BOCMOSb3yNTECh KHOMKOW YAANuUTb.
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2. BHecute HeobxoagmMmble N3MEHEHU.
3. Haxmute kHonky CoxpaHUTb.

YT100BbI aKTUBMPOBAaTb/AeaKTUBMPOBATb BCe 3anucum, BOCMNOSIb3YNTECH KHOMKOMN
Bknountb/OTKNIOYNTL BCe.

YtoObl yganuTb BCe 3anncu, BOCMNONb3yMTECh KHOMKOM YAanuTb BCe.

HaxaB «kHomky Criegyrowas, Bbl Mepeigete B creaylollee OKHO, a BblbpaB KHOMKY
Mpeablaywasn, BepHeTeCh B NpeablayLee OKHO.

49 VPN

VPN
- IKE

-IPsec

- CIMCOK YCTAHOBMEHHLIX COSMUHEHNA

Puc. 4-36 MeHnio VPN

MeHto VPN cogepxuT Tpu pasgena (cm.Puc. 4-36): IKE, IPsec 1 CnMCOK yCTaHOBMEHHbIX

coeanHeHnn. Boibepute pasagen Ans HAaCTPOMKM COOTBETCTBYHOLLNX OYHKLIMA.

VPN (BupTyanbHasi YacTHas CeTb) - 3TO YacTHas CeTb, NOCTPOEHHasA NoBepx Ny6rnMyHoOm ceTn, Kak
npaeuno noeepx VIHTepHeT. YacTHas ceTb SBNSAETCS NOrM4eckon cetblo 6e3 randecknx NIMHUN
KOMMYHVKaLUWA, OTCloda HasBaHWe - BUPTyarnbHas CeTb, YTO NOAYEPKMBAET HAAEXHYIO 3aluTy

nepeaayn AaHHbIX.

49.1 IKE

®dyHkuua IKE Proposal (MpoTtokon IKE - npoTokon obmMeHa knoyamu) ucrornb3yeTtcs Ans obMeHa
Knoyamun nepeq cosgaHmem VPN-TyHHenen B cooTBeTcTBUM C nNpoTokonamu IPsec. Ha gaHHon
CTpaHuLE Bbl CMOXETE HAacTPOUTb 3aLUULLEHHOE COeanHeEHME ¢ ncnonb3oBaHnem npotokona IKE.
Y6eautecnb, 4To HacTporkn IKE aBnaTca ognHaKOBbIMUM HA FTIOKanbHbIX Y yOanEéHHbIX y3nax.

Ha ctpannue VPN > IKE moxHO BuaeTb HacTporiku nonutmku IKE B Tabnuue, nokasaHHowm Ha Puc.
4-37, N UBMEHATb NX C NOMOLLbIO COOTBETCTBYHOLLIMX KHOMOK.

MHaexkc NonuTika GesonackocT Pexim obMeHa AyTeHTrdMKaunA LWndposakne Mpynna DH OBwmMit Knioy HacTpoika

1 IKE_1 ATPECCHEHBIN PEXMM ABTO AETO DHA1 123456 MaMEHUTE YOanuTe

( JoBasnTs Il YAANHTb Bee |

Puc. 4-37 Cnucok nonutuk IKE
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[ns nobaeneHnst HoBon nonutnkn IKE Haxxmute kHOMky [lo6aBuTb, NOSIBUTCA CTpaHuUa Kak Ha

Puc. 4-38. Ha aTtown cTpaHuue MOXHO HacTpouTb napameTpsbl nonutnku IKE.

HMA nonUTHEN:

Pexkum oGmena: ) OCHOBHOM pesum ArPECCHBHBIT PEXIM

Tun MOeHTHKUKETOPa NOKansLHOro yana: ®@IP COVMa
NoKanbHbIA NOEHTHRWKATOR:
Twun noeHTwdMKaTopa yaan&HHoro yana: &P OKMA

YnanéHHeln naeHTnduKaTop:

Anroputi ayTeHTMMKaLmm; ABTo hd
Anroprt wnd) poOEaAHNA: ABTD hd
pynna DH: DH2 A4
OBWMA KnHY:
Nepwon AeRcTEXA: 28800 cekyHa (60-604800)
DPD: O pkmiounTe (&) 0TEMKYUTE
[ COoXpaHuTL | | Hazag

Puc. 4-38 Hactponku nonutukn IKE

> WUma nonutukn - YKaxute yHukanoHoe uma nonutukn IKE gns wvaeHtudukaumm um

ynpaeneHusi.

> Pexum obmeHa - Buibepute "Pexum obmeHa IKE" Ha ctagum 1 mn yGegutecb, 4TO
yoanéHHbii VPN-y3en ncnonb3yeT Takon Xe pexuMm.
e OcHoBHOM pexum - ObecnednBaeT 3aliMTy uAaeHTUdukatopa U OOMeH

pononHutensHon wuHdopmaumen. [MpumeHumo B crniyyadx, korgda Heobxoguma
pononHuTensHasa 3awuta naeHTndukaropa.

e ArpeccuBHbIA pexum - YcTaHaBnvBaeT Oonee 6bICTpoe, HO MeHee 6e3onacHoe
coeavHeHne. [lpumeHumMo B Tex cnydvasx, Korga [OnonHWTenbHasd  3awmra
noeHTudukaropa He Tpebyetcs.

» Twun wupeHTUdMKaTOpa nokanbHoro/yganéHHoro ysna - Buibepute TUN JlokanbHoro
noeHTudunkatopa/YoanéHHoro wuaeHtudmkatopa pansi corracoaHuss B ArpecCUBHOM

pexume.

> JlokanbHbIW/YaanéHHbin ugeHtudpukarop - Ecnm BoibpaH "IP-agpec”, Beegute IP-agpec
Lwnto3a ansa cornacosaHus; Ecnn BeibpaHo "Uva", BBeante nma ans cornacoBaHus.

> AnroputMm ayTteHTudmkauumm - Bbibepute anroputm ayteHTudmkauum gna  IKE

cornacoBsaHuA.
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» Anroputm wudpoBaHus - Beibepute anroputm wudposaHus ans IKE cornacosaHus.
» [pynna DH - Beibepute napameTtp anroputma Oudcn-Xennmana ans IKE cornacoBaHums.

> 06wmn kntou - BpyyHyto BBegnte O0wmin kntod B oopmate cumsonoB ASCII. O6Lwmi knwo4

OOIMKEH OblTb OANHAKOBLIM A5 NIOKaNbHbIX U yﬂaﬂéHHbIX Y310B.

> MNepnon pencteBua - Beeaute 3HayveHne nepuoga penicteus IKE B cekyHgax (Mepuopn
BPEMEHM, KOTOPbIA [OIDKEH MNPOWTU Mepen YCTaHOBNEHMEM HOBOro ©e3onacHoro

coeauHenunst IKE (SA) ¢ yoanéHHbIM KOHEYHbIM y3roM). 3HadeHune no ymonyanumio - 28000.

» DPD - lNpwu BkntoveHun gaHHon pyHkummn VPN koHueHTpaTop oTnpasnset DPD-nakeT (Dead
Peer Detection - obHapyxeHue wmépTBoro yamna) Ha IP-agpec VPN-knueHTa, 4TOOBI

y6eanTbCs, YTO y3en 40 CUX Mop aKTUBEH.

» WutepBan DPD - Beegute 3HadyeHue nHtepsana DPD B cekyHaax. 3HayeHne no ymornyaHuio
-10.

Onsa nameHeHUsa unu yaaneHus nmerowlencs B Tabnuue sanucu:

1. Bbibepute HyxHyO BaM 3anuch.

2. Haxmute UsmeHuTb 1nm Yaanutb B ctonbue U3mMeHUTD.

HaxmuTte Yoanutb Bce 4N yaaneHus Bcex 3anucen.

4.9.2 IPsec

IPsec (IP Security - 3awwuta [Mpotokona WHTepHeTa) - 310 Habop cnyx® M MNpPOTOKOMOB,
paspaboTtaHHbix IETF (MHxeHepHbI coBeT UHTepHeTa) ana obecneyeHns HagE€xHOW 3alumThbl

IP-nakeToB 1 NpegoTBpaLleHns aTak.

3alumiéHHoe coeavHeHne obecnevvBaeTcs TeM, YTo ABa yana IPsec mncnomnb3ytoT NpOTOKON
IPsec, 4ToGbl cornacoBaTh anropuTM WMGPOBaHMS AAHHbIX U MPOTOKOMbI 3aLWMUTbI A NPOBEPKM
LIeNIOCTHOCTU NepedaBaeMblX OaHHbIX W 3alWUWEHHOro oOMeHa knoYamu Ans AelumdpoBKu

NaHHbIX.

Ha ctpaHuue VPN > IPsec MOXHO NOCMOTpeTb MHhopMaumio o nonutukax IPsec B Tabnuue (cm.
Puc. 4-39), ¢ NOMOLUBIO KHOMOK 3TW HACTPOMKM MOXHO M3MeHsITb. Bbibepute BknroumTtb un

HaXXmMuTe KHorKy CoxpaHuUTb 4ns BKoYeHus dyHKuum IPsec.
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IPsec: (&) Bkniounte () OTKINIDUNTE [ CoxpaHuTe
WHoekc HmA NokansHaA nogceTs  YoanédHan nogcets  Pexvm cormacoBaHuA  Bknwyume  Hamennms
1 IPsec_1 192.1658.0.0/24 192.168.1.0/24 Pexm IKE MameHnte  ¥oanuts
( [ | vaanuts Bce |

Puc. 4-39 Cnucok nonutuk IPsec

[na nobaeneHnsa HOBOW NONUTUKK IPsec HaxkmuTe KHoMnKy [lo6aBUTb, NOSBMTCA OKHO Kak Ha Puc.

4-40. Ha aTou cTpaHuLie MOXHO HacCTpOUTbL NapaMeTpbl NonuTuk IPsec.

Hactpoikn nonutuk IPsec

|
L]

¥YOaneéHHan nogceTk: | | ) | |

WmA nonuTukm:

NokaneHan noaceTs:

|[IF'-a,|:|,peu: WUNW QOMEHHDE

Y OaneHHbIA WnH3:

PaKHM COTNacoBaHNA: (%) Pexnm cormacoBanna IKE (O PyuHoil pesam
MNpoTtokon Ge30nacHoCTH: | ESP V|
AnNropurm ayTeHTHRMKaLI: | ABTo Vl
ANropuTy W poBaHmsA: | ABTo V|

MonutHka Ge3zonacHocTH IKE: L::EE;;“"D p—— II-‘(E| SRR EENECEE G
pynna PFS: |HET V|
Nepuoa AeicTENs: cekyHn (50-604800)

BrMH4HTE: |El|<nmu9Ha Vl

[ COoXpaHnTE ] | Hasag

Puc. 4-40 Hactpownkn nonutuk IPsec
> Wma nonntukm - Beegnte nma nonntukm IPsec.

» JlokanbHasa noaceTb - BeeanTe 3HaveHne nokaneHom nogcetn (LAN) n macky (Hanpumep,
192.168.0.0/24).

» YpanéHHasa nopaceTtb - BBeauTe 3HayeHve yaanéHHOM CeTU U Macky.

» YpanéHHbIn Wwnto3 - Beeante 3HayeHne ygan€HHOro Wwno3a UM JOMEHHOe UMS.
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>

Pexxum cornacoBaHus - B pgaHHOM pexumMe BO3MOXHbI [Ba 3HaveHus: Pexum
cornacoBaHua |IKE un PyyHoW pexunm. PekomeHayeTcs BblibpaTb YCTaHOBMNEHHbIA MO
yMonuyaHuio pexum cornacosaHuns IKE, B cCOOTBETCTBUM C KOTOPbIM BCE HacCTpowku 6yayT
aBTOMaTtMyecku cornacoBaHbl ¢ nonutukon IKE. Ecnm BbiOpaH py4yHOM pexum, Bam
noTpebyeTcs CaMOCTOATENbHO YCTaHOBUTL NapameTpsbl LndpoBaHusa n SPI B cooTBeTCTBUM

C UHCTPYKUMAMN.

MpoTokon 6e3onacHocTyu - Buibepute npotokon 6e30nacHOCTU U3 BbiNagatoLero cnmcka.
Bbl moxeTe BbibpaTb npotokonsl AH (Authentication Header - AyteHTudmkauuoHHbIN

3aronosok) u ESP (Encapsulation Security Payload - LLndgpoBaHne faHHbIX).

Anroputm  ayteHTMdumkaumm - Bblbepute  anroputm  ayTeHTMdUKaumM - Ans

IPsec-coeanHeHus. Bbl Takke MOXeTe OCTaBUTb 3HaYeHue No ymon4daHuto "ABTo".

Anroputm wundpoBaHua - BeibepuTte anropntm wndpoaHus ans IPsec-coegmHeHus. Bbl

Takke MOXeTe OCTaBUTb 3HAYEeHUe No ymonyaHuio "ABTo".

Bxopawmn SPl - 3HadeHve wcnonb3dyeTca Aans Hactpovikm SPlI gns  Bxogdawero
HanpaBneHMst B pPYYHOM pexume, W [aHHOe 3Ha4yeHwe [OSHKHO COOTBETCTBOBATb

Ucxopawemy SPI ynanénHoro y3na.

Bxogawmmn kny ayTeHTUUKaAUUKM - 3HaYyeHMe UCMOoNb3yeTcs AN HACTPOWKM Krioua
ayTeHTUdMKauMM ONs BXOASALLEro HanpaBfeHusi B pyYHOM pPeXUMe, U OaHHOe 3Ha4YeHue

OOJIKHO COOTBETCTBOBATb Mcxo.qﬂmemy Knw4vy aYTeHTI/I(*)VIKaLWIVI yﬂaﬂéHHOFO y3na.

Ucxopgawmm SPl - 3HauyeHme wucnonb3yeTca ana Hactpowknm SPl gns ucxogswero
HanpasfeHusl, U AaHHOE 3HaYeHue OOMKHO cooTBeTcTBOBaTh Bxogsawemy SPI yoanéHHoro

yana.

Ucxopawmm knroy ayTeHTVICbVIKaLIVIVI - 3HaueHune ncnonb3yeTcd Aand HaCTpOIZKVI KIno4va
ayTeHTVIC*)I/IKaLI,I/IVI ana nexogdulero HanpasiieHUA B py4YHOM peXxume, U JaHHOe 3HayeHue

[OIMKHO cOOTBETCTBOBaTL BXxoasiwemMy kniovy ayTeHTU(MKaLMKN yaanéHHoro yana.

Fpynna PFS - Bbibepute 3HavyeHne PFS 13 BbinagatoLLero cnmcka, KOTopoe AOMMKHO ObiTb
OQMHAaKOBbLIM ANs NokanbHbIX U yaanéHHbIX y3nos. Ecnu Bbl BhibepeTe "HeT" B kayecTBe

nokanbHoro yana, Ans yaanéHHoro yana 6yaeTt npuHMmaTtbest Nto6oe 3HavyeHune.

Mepuop aencreusa - Beegure 3HadeHne nepuoga gencteus IPsec B cekyHaax. 3HavyeHue no

ymonyanuio - 28000.

BknrounTb - Bknounts unu OTKAOUYNTE 4ENCTBYIOLLYHO NOSTUTUKY.

[ns uameHeHUs UNU yaaneHusa umeroLencs B Tabnuue sanucm:

1.

BbibepuTe Hy>XHYIO Bam 3anuch.
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2. Haxmute U3meHnTb nnm Yganutb B ctonbue U3meHUTb.
HaxmuTte Ypanutb Bce 4ns yaaneHus Bcex 3anucen.

4.9.3 CnnCcoOK yCTaHOBNEHHbIX COeANHEHNI

B meHto Ha cTpaHuue VPN > Cnucok coeguHeHUM HaxogouTcs Tabnmua ¢ nHdopmaumnen ob

YCTaHOBIEHHbIX coeanHeHusx IPsec (cm. Puc. 4-41).

Wuoekc HmA SPI HHHUKATOP TYHHENA Mony4arene TYHHeNA MpoTokon Ge30NacHOCTH AH Ayt ESP Ayt ESP Wudpp
1 IPsec_1 97983752  10.0.0.10 10.0.0.1 ESP - MD5 3DES
2 IPsec_1 804811372 10.0.01 10.0.010 ESP - MD5 3DES

OOHOBHUTE

Puc. 4-41 Cnncok yCTaHOBIEHHbIX COeAMHEHWNN
» Wmsa - 3geck oTobpaxkaeTcs UMsi UK onucaHme nonuTtukn IPsec.

» SPI - B atom none otobpaxaetca SPI (Security Parameter Index - VilHgekc napameTpoB
©e30nacHOCTM) ONst KaXKAOW KOHKPETHOM nonuTukn IPsec.

»  WHunumatop TyHHens - LLNio3 nHmumaTopa TyHHens.
» MonyyaTtenb TyHHens - LLUno3 peunnmueHTa TyHHenNs.

» [potokon 6e3onacHocTu - B 3TOM none otobpaxaeTca NpoTokorn 6€30nacHOCTN NONUTUKK
IPsec.

> AH Ayt - B atom none otobpaxaeTcsa anroputm ayteHTudunkauum AH nonutuku IPsec.
» ESP Ayt - B 3TOM none otobpaxaeTca anroputm ayteHTudmkaummn ESP nonuTukm IPsec.

» ESP Wudp - B atom none otobpaxaeTca anroputm wndgposaHus ESP nonutukn IPsec

Puc. 4-41 otobGpaxaeT coctosHue coeauHeHus 3anmcu Ne 1 B cnmncke nonutuk IPsec. Kak
nokasaHo Ha pucyHke, WAN IP-agpec u IP-agpec ocHoBHoro wnto3a yaanéxHoro y3na 10.0.0.10
n 10.0.0.1 coorBetcTBeHHO. [poTokon ©e3onacHOCTM M MNpovvMe napameTpbl IPsec-TyHHens

yOoanéHHoro MapLupyTu3aTopa OOMKHbI OblTb HACTPOEHbI TOYHO TaKxKe.

Mockonbky cornacoBaHne 6e30NacHOCTU SBMSIETCS OOHOHaMNpPaBIieHHbIM, TO COrfacoBaHue
©Ge3onacHOCTU ANt BXOASLLEro HanpaeneHus U cornacoBaHMe 6e30rmacHOCTU AN MCXoAOsLero
HanpaBneHWs1 NPOUCXOOMUT ANA 3alMThl NOTOKOB AAHHbIX ONA KaXOoro TYHHenNs, nocrne Toro Kak
IPsec-TyHHenb 6bin ycnelwHo ycTaHoeneH. [MapameTtp Bxogswero SPl gomkeH coBnagatb C

napamMmeTpom mcxoasiwero SPI1 Ha Apyrom KoHLEe TYHHeNst 1 Hao0opoT.
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4.10 Hactpowukn USB

Hacrpoikn USB

- 3GMG

- COBMEeCTHLIA QocTyn
- FTP-cepeep

- Megwna-cepeep

- MpWHT-CepBep

- YYETHLIE ZANKWCH NONLI0BaTENSA

Puc. 4-42 MeHto HacTpoek USB

MeHto HacTpoek USB conepxuT wecTtb pasgenos (cMm. Puc. 4-42): 3G/4G, CoBMeCTHbIN JOCTYN,
FTP-cepBep, Meauna-cepBep, lNpuHT-cepBep, YUYéTHble 3anucu nonb3oBaTtenen. Boibepute

pasfen Ans HacTPOMKN COOTBETCTBYHOLLUMX PYHKLUA.

4.10.1 CoBMeCTHbIM fOCTYN

Ha ctpaHuue Hactporku USB > CoBMeCTHbIA AOCTYN Bbl MOXETE MPOU3BECTU HACTPONKM
USB-HakonuTensi, NOOKMO4aeMoro K MapLupyTvu3atopy, MNOCMOTPETb CBOWCTBA TOMOB C
COBMECTHbIM J0CTYNoM, 06bEM, MMS Narnku ¢ COBMECTHbIM JOCTYNOM, CBO6OAHOE NPOCTPAHCTBO,

3aHATOE NMPOCTPAaHCTBO.

CoBMeCcTHbIA AOCTYN K YCTPORCTBY XpaHEeHHUA QaHHbIX

CoCTORAHME: JanyweHo OCTAHOBUTE

] COBMBCTHRIN AOCTYN K YETRONCTEY XPaHEHMA AaHHLIX 3AWNIWEH Napanen

Tom QO0BEM JaHATo CeodonHo JaHATo % COBMECTHLIA OOCTYN
volume 7.2GB oMB 7.2GB 0% [ OTKNKYUTE
[ Menewsamck |  [CkanuposaTs noBTopHO|

Puc. 4-43 CoBMeCTHbIV 4OCTYnN

> CocTtosiHMe - YkasbiBaeT TeKyulee CcoCTosaHue d)yHKLI,VIM COBMECTHOIo paoctyna K
yCTpOI;ICTBy XpaHeHna AaHHbIX. Haxmute KHOMKY 3al1y0TVITb Ona  BKo4YeHua
COBMECTHOro goctyna K yCTpOVICTBy XpaHeHnA OaHHbIX, HaXMUTEe OTKNUYNTL YTOOLI

OTKINIOYMTb €ro.
> Tom - Umsa USB-ycTporctBa, AOCTYN K KOTOPOMY OTKPLIT ANg nonb3osaTtenen.

> O6BLEM - O6BLEM namsaTn USB-ycTponcTaa.
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>  3aHATo - 3aHAToe npocTpaHcTBO Ha USB-ycTpoincTee.
» CBoboaHo - [locTynHoe npocTpaHcTBO Ha USB-ycTporicTse.
» 3aHATO % - CKONbKO NPOLEHTOB NPOCTPaAHCTBA MCNOMb30BaHO.

> CoBMeCTHbIN AocTyn - YKkasblBaer, ncnonb3yeTcad COBMECTHbI OOCTyn U HeT. Korga
COBMECTHBbIN OOCTyn WUCNoJib3yeTCcd, Bbl MOXeTe HaXaTb OTKnNouYNTL Ons  ero
oTkntoueHns. Koraa coBMeCTHbIN OOCTyn K TOMY He UCMOJIb3yeTCA, Bbl MOXETE HaXXaTb

KHOMKY BKnounMTb 45151 €ro BKIOYEHUS.

Haxmute kHOMKy 3anycTuTb Ans BKIOYEHWS COBMECTHOrO AOCTyMa K YCTPOWCTBY XpPaHEHUs

NaHHbIX.

Haxmnte KHOMKY OcTaHOBUTb A1 OTKMOMEHUS COBMECTHOIO Aoctyna K yCTpOVICTBy XpaHeHusA

OaHHbIX.

Haxmnte kHOnKy UsBneub AUCK ans GesonacHoro otkntoveHus USB-ycTporicTBa xpaHeHus
OaHHbIX, NoAKM4YEHHOro K nopty USB. USB-ycTponcTBo nepeknovaeTca B pexum odnanH. Baw
BeO-Opay3ep nokakeT COOTBETCTBylOLlee cooblieHne (cm. Puc. 4-44), korga MoxHO Oyaet

npoussecTn 6e3onacHoe oTknoyveHne USB-auncka.

Microsoft Internet Explorer @

L] "_-. The disk can be physically unplugged from the Router now.
L

Pwuc. 4-44 CoobweHune o 6e3onacHoOM N3BneYeHnn YCTPOUCTB U ANCKOB

Haxmute KHOMKY CKaHMpOBaTb NMNOBTOPHO AJ14 Ha4dal1a Noncka 3aHOBO.

Cnepnyinte HUXenpuBegEHHbIM MHCTPYKLMAM AN HACTPOWMKU BalLero MapLipyTM3aTopa B Ka4ecTBe
dannosoro cepeepa:
1. MogknounTe K MapLipyTnsaTopy BHeLUHUM xecTkuni auck USB nnu USB cnaw-HakonuTtens.

2. Haxmute kHonky CKaHMpoBaTb NOBTOPHO 151 NOMCKa NOAKMIOYEHHOIO K MapLUpyTu3aTopy
USB-ycTponctea.

3.  HaxmuTte kHonKy 3anycTuTb Ansi BKITIIOYEHUSI COBMECTHOIO AOCTYNa K YCTPOWCTBY XpaHEHUS
[aHHbIX.

4, Haxmnte kHonky Bkniountb B cTtonbue CoBMeCTHbIM A[OCTyn, 4TOObl BKYUTL
COBMECTHbIN JOCTYM K OUCKY.
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& lMpumeyaHue:

1.  Ecnu mapupytmMsaTop He MOXET aBTOMaTU4eckn 0bHapyxuTb HoBoe USB-ycTponcTeo, Bam
cneayeTt HaxaTtb Ha kHorky CkaHMpoBaTb MOBTOPHO A5 OTOBpaXkeHus crimcka TOMOB U
WHopMaLUn O HUX.

HoBble HacTpoVikn BCTYNAT B CUIY TOMbKO NOCre nepesanycka AaHHOro cepauca.

Onsa oTknoyeHna USB-yctporictBa cnepBa Heobxooumo HaxaTb KHOMKy U3Bneyub AuUCK.
lMpocToe oTkntoveHne yctporictea ot USB-nopta MoxXeT NoBpeauTb ero n ctaTb NPUHNHON
noTepu OaHHbIX.

4. Bcero MOXHO NoAKMuNTbL He Bornee 8 TOMOB, MO3TOMY, Bbl HE CMOXETEe MOMy4uTb AOCTYN

bonee 4yem Ha 8 TomoB USB-ycTponCTBa XpaHEHUs AaHHbIX.

4.10.2 FTP-cepBep

B meHio Ha cTpaHuue Hactponku USB > FTP-cepBep MoxHO co3patb FTP-cepBep, goctyn K

KOTOpOMY GyaeT BO3MOXeH yaanéHHo Yyepes VIHTepHEeT Unu riokansHo Yepes NokarnbHyo CeTb.

COCTOAHWE Cepeepa: JanyweH [ OCTAHOBUTE
OocTtyn K MHTepHeT: () BKNIQUKTE (&) OTENIKUHTE
MopT cepenca: 21 (Pazmep no ymonyanni: 21, He namMedATs Ge3 HeabxogumaocTi)
WHTEpHET-aapec: 0.0.0.0

[o0aB1TE HOBYH Nanky AnA COBMECTHOro AoCTyna

WA Paanen NManka HameHntb
folder1 valume valumeiiLearning KlamMeHWTE ¥Oanute
[ COXpaHNTS

Puc. 4-45 FTP-cepsep
> CocTtosiHue cepBepa - 34ecb ykasaHo Tekyllee coctosHne FTP-cepsepa.

> [DocTtyn Kk UHTepHeT - BbibepuTte Bknrountb, 4Tobbl paspewntb goctyn k FTP-cepsepy
yYepes MHTepHeT. Ecnu Bbl XO0TUTE paspeLlunTb JOCTYN TOMbKO Yepes MnokKarnbHY CeTb,

BblOepnTe OTKNHOUYUTD.

» [lopt cepBuca - Beegute HOMep nopTa, KOTOpbIi OydeT Mcnonb3oBaTbCs

FTP-cepBepom. 3HadeHne no ymonyanuio: 21.
> Wwmsa - Otobpaxaemoe nvs AaHHOWN Nanku.
> Paspen - 3gecb oTobpaxeHo nva pasgena.

> Tanka - [NonHbIR NyTb K YykasaHHOW narke.
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CneaynTe HMXenpuBeAEHHbIM MHCTPYKUUAM Aana HacTponku FTP-cepBepa:

MoaknounTe K MapLipyTU3aTopy BHELLUHWI xEcTknA auck USB nnm USB dnaw-HakonuTens.

2. OtmeTbTe none Bknountb/OTKNOYMTBL, UYTOObI  BKMOYUTBH/OTKMAOYUTL  AOCTYN K
FTP-cepBepy yepes NIHTepHeT.

3. YkaxuTe nopT, KOTOpbI ByaeT ncnonesosatbca FTP-cepsepom (no ymonyaHuio: 21).
UnTepHeT-appec - 3aeck otobpaxaetcs IP-agpec gaHHoro mapuipytusaTtopa B cetn WAN,
4yTOOLI Apyrne mornu 3axoguTb Ha FTP-cepBep no aTomy agpecy.

5. Ecnm tun noakntoveHns WAN: PPPOE/PPTP/L2TP, To MOXHO BOCMNOSb30BaTbCA ABYMS
BapuaHTamn nogknoyeHns k FTP-cepsepy. Nonb3oBaTenn moryT 3antm Ha FTP-cepsep
AByMs cnocobamu: U3 4aCcTHOW nokanbHow ceTu Yepes MybnuyHbin agpec 1 n3 NHTepHeT -
Yyepes UHTepHeT-appec.

6. Haxmute kHonKky 3anycTuTtb Ans 3anycka FTP-cepsepa.

Ona po6aBneHNA HOBOM NankKu BbIMONHUTE YKa3aHHble HNXe nencrTBums:

1. Haxmute [lo6aBUTL HOBYIO Nanky Arns COBMeCTHOro goctyna (cm. Puc. 4-46).

Orodpakaenos HHA: folderl
Pazpen: [] OpraHuzoBaTe COEMECTHRIA SOCTYN KO BCEMY PaZaemny
MyTb K nanke: i

Bridpatb MNanka
] Learning
(&) Movies
] Fhotos
8] Erintinig

[ COoXpaHITL | Hazag | Tewyumibe|1 v | crp.

Puc. 4-46 Cosgatb HoByto nanky ans FTP-cepsepa
2. Bblbepute OpraHMsoBaTb COBMECTHbIN [OCTYN KO BCeMy pasgeny WM KOHKPETHYHO
nanky.
3. Bsegute otobpaxaemoe ums nanku B nonie OTobpaxaemoe nms.

Haxmute KHOMKY COXpaHMTb Ona CoOXpaHeHuna HacCTpOeK.

MOXXHO HaxkaTb KHOMKY Bblwe, 4ToObI NEpeiTn B Nanky, pacnosioXeHHYH Bbille.
[nsa Bo3BpaTa Ha cTpaHuuy HacTpoek napameTtpos FTP-cepsepa Haxmnte Hasag,.

-66 -



MHorodyHKLMOHaNbHbIN 6ecnpoBOAHON MapLUPYyTU3aToOp cepuun

TL-WR842N

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

& lMpumeyaHue:

1. MakcumarnbHOe KOMMYEeCTBO Marnok C COBMECTHbIM goctynom: 10. Ecnv Bam Heobxogmmo
OpraHn3oBaTb COBMECTHbIN AOCTYN K eLlé of4HOM nanke npu yxe mmetowwmxca 10, To Bam
noTpebyeTcsa yoanuTb OOHY U3 Nanok, a 3ateM 400aBUTb HOBYH.

2. Ecnn Bbl XOTUTE M3MEHUTb HacTporikm FTP, To Bam noTpebyeTca nepesanyctutb

FTP-cepBep, 4TOObI NpogenaHHblie U3MEHEHUSA BCTYNUIN B CUY.
3. MakcmmanbHoe konudectso FTP-knneHToB: 2.

4.10.3 Mepguna-cepBep

B meHio Ha ctpaHuue Hactpomku USB > Meaua-cepBep MOXHO co3gaTb Meaua-cepBep,
KOTOPbI/ MNO3BOIUT MMETb COBMECTHbIN JOCTYN K AAaHHBIM C OPYTMX KOMMBLIOTEPOB N YCTPOWCTB MO
nokanbHom ceTn unn vyepes MHTepHeT.

WmA cepeepa: TP-LINK_130919

COCTORHME Cepeepa: 3anywen [ OCTaHOBUTE ]

[[] AETOCKaHMPOBAHWE KaOble [ QOGHOBUTE ]

[ CD:},EI,EIHI.-IB HOBOI Nanku AnA Mejna-Cepeepa

Mma @annoBan cUCTeMa MNManka ¥Ooanute
foldert MNTFS ILearning ¥oanute
folder2 NTFS IPhotos Yoanute

Puc. 4-47 Meguwa-cepBep

> Wma cepBepa - Ima meana-cepeepa.

> CocTtosiHue cepBepa - 3aecb YKa3aHO TeKyLllee COCToAHne Mmeana-cepsepa. Ons 3anycka
mMeana-cepBepa HaXMnTe KHOMKY 3aI1yCTVITb, AN OCTaHOBKM HaXXmMute OCTaHOBUTD.

> Wwmsa - Otobpaxaemoe nms nanku.

> ®annoBas cuctema - Tun dannoson cuctembl pasgena (FAT32 unu NTFES).
> Tanka - [NonHbIn NyCcTb K nanke.

> Yganutb - MOXHO yganuTb nanky, Haxas YoanuTtb.

[ns HacTpoWku Bawero Megua-cepeepa criegymTe HUXKeykasaHHbIM UHCTPYKLUAM:

1. TNopknioumTe Kk MapLupyTusatopy BHelHun USB xéctkui guck nnn USB dnaww-HakonuTens,
OTKpOETCH cTpaHuua Kak Ha Puc. 4-48.
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HmA cepeepa: TP-LINK_130919

CocTosHne cepsepa:  OcTaHoBneH | 3anycTHTe ]

ABTOCKaHWPOBAHWE KaxOble

[R[AE] Dainosan cMcTema Manka Yoanuts

Puc. 4-48 Meguwa-cepBep

2. HaxmuTte kHOMKy 3anycTuTb, YTOObI 3anycTUTb Meana-cepBep, OTKPOETCst CTPaHuLa Kak Ha
Puc. 4-49.

Wma cepeepa: TP-LINK_130919

COCTOSIHWE CepBepa: 3anyweH [ OCTaHOBHTE ]

[0 ABTOCKaHMPOBAHWE Ka¥Okle [ OGHOBHTE ]

[ CoafaHne HOBOH Nanku ANA Medla-Cepeepa

[R[AE] Dainosan cMcTeMa Manka Yoanuts

Puc. 4-49 Meguna-cepBep

3. Haxmwute kHonky Co3gaHMe HOBOW nankuv Ans mepgua-cepBepa, YToObl ykasaTb nanky B
KayecTBe NyTu novcka meguna-cepsepa. OTKpoeTcsa cTpaHuua Kak Ha Puc. 4-50.

CospaHne HOBOHM nanku ons MeOoWna-cepeepa
OTodpamasmos MMA; |fo|der2 |
Pasznen: [[] Oprannaceate COBMECTHBIN OOCTYN KO BCEMY pa3deny
MyTb K Nnanke: f

BuiGpats Manka
& Leamning
© Maovies
& Photos
e Printing

( CoxXpaHiTL ] | Hazaa | Tekyumii ne cTp.

Puc. 4-50 CosgaHune HOBOW nanku ans megua-cepeepa
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> OTtobpaxaemoe nmsa - Beegnte 3gecb Mmsa Nanky ¢ COBMECTHBIM AOCTYMNOM, KOTOpoe
OyneTt otobpaxaTbCs.

» OpraHu3oBaTb COBMECTHbIN AOCTYN KO BCeMy pasaeny - HaxmuTe aTy KHOMKY Ans

HaCTPOWKN COBMECTHOMO A0CTyNa KO BCEM Marnkam AaHHOro pasgena.

MyTb K nanke - 34ecb ykasaH NyTb K Nnarke.

Bbi6paTb - MOXHO BbIOpaTh 3Ty OMNUMIO A5 COBMECTHOIO AOCTYMNa K yKa3aHHOM narike.

Manka - HassaHWe nanok no TekyLliemy nyTu.

vV V YV V

Bbiwe - Bbl MOXeTe HaxaTb KHOMKY Bbiwe, 4ToObl NepenT B Nanky, pacrnonoXeHHYo

BbiLLE MO nepapxuun.

» CoxpaHuTtb - Bbl MOXeTe HaxaTb KHONKY COXpaHUTb, YTOObI COXpPaHWUTb BHECEHHbIE
N3MEHeHus, nocne 4ero Bbl OydeTe nepeHanpaBneHbl Ha CTPaHULY HacCTpoek
Meana-cepsepa.

> Hasapg - Bbl moxeTe HaxaTb kHOMKy Hasag, 4tobbl OTKasaTbCA OT BHECEHHbIX

N3MEHEHMI N NPOCTO NEPENTN Ha CTPaHULYY HAacTPOeK Meava-cepsepa.

[nA co3pgaHua nanku ¢ o6Wwum focTynom AnA Meaua-cepeepa BbINOMHUTE YKa3aHHble
HUXe AencTBuUNA:

a) Bbibepnte OpraHnsoBaTb COBMECTHbIM AOCTYN KO BCeMy pasgerny Ui KOHKPETHYHO
narky.

b) BeeanTe umsa Nanku ¢ COBMECTHbIM 4OCTYMNOM B none OTob6paxkaemoe Mms.

c) Haxmute kHonky CoxpaHUTb [Nsi COXpPaHEHMs1 HAcCTPOeK, Mocre 4ero Bbl OypeTe
nepeHanpaerieHbl Ha CTPaHULYY HacTponkn Mmegua-cepeepa (cMm. Puc. 4-51).

s cepeepa: TP-LINK_130919

CocToAHWE cepeepa: JanyweHn [ OCTAHOBUTE ]

[] ABTOCKAHWPOEEHWE Ka#able [ OOHOBUTE ]

[ CDB,‘J,EIHI-IE HOBOI Nanku AnA Mejna-cepeepa

M @aiinogan cucTena Manka Yoanuts
Phatos NTFS IPhatos VAMTE
[ COXpaHHTL ] | Hazaa Tekywmit 2| 1 % [ crp.

Puc. 4-51 Meguna-cepBep

4. Haxmmute OOHOBUTb AN HEMEeOJIEHHOro CKaHMPOBAaHWUA BCEX Manok C COBMECTHbIM
gocTtynom. MoxHo oTMeTUTb none ABTOCKaHUpOBaHUe KaxAable, 13 BbiNadaloLwero cnucka

Bbl6epI/ITe MHTEepBar, 4epes3 KOTOprl7I 6y,qu npoBOANTbLCA aBTOMaTU4eCkmne CKaHnpoBaHue. B
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3TOM Crny4ae wmeauna-cepBep 6y,u,eT aBTOMaATU4YECKN CKaHMpoBaATb Nankn C COBMECTHbIM

LLOCTYMOM.

& lMpumeyaHue:

MakcrumanbHOe 4YMCro namnok C COBMECTHbIM OocTynom - 6. Ecnu Bbl xoTute npenocTaBuUTb
COBMECTHbIN OO0CTyn K HOBOW narnke, Korga ux Ynucrno yXe OOCTUrmno 6, Bbl MOXETE yoanuntb OOHy
nanky n 3aTem co3gatb HOBYIO.

4.10.4 MNpuHT-CepBep

B meHto Ha cTtpaHuue Hactpomnkn USB > MpuHT-cepBep MOXXHO HAaCTPOUTb NPUHT-CEPBEP.

CocToAHWE cepeepa: OHnanH OCTEHOBUTE

Puc. 4-52 lNpuHT-cepBep
Y npuHT-cepBepa ecTb [Ba COCTOSAHUS:

» OnhnavH - O3HayaeT, YTO Ha [OaHHblA MOMEHT BKMOYEHa BO3MOXHOCTb Medatn yepes
NPUHT-cepBep. [1ns ocTaHOBKW NPUHT-CEPBEPA MOXHO HaxaTb KHOMKY OCTaHOBUTD.
» OdnanH - O3HavaeT, YTo Ha AaHHbIA MOMEHT BO3MOXHOCTb NevaTu 4yepes NpuHT-cepBep

BblKoYeHa. [1ns 3anycka npuHT-cepBepa MOXHO HaXXaTb KHOMKY 3aI1yCTVITb.

4.10.5 Y4yéTHble 3anucu nonb3oBaTenen

Ha aton cTpaHuue MOXHO ykasaTb MMS nonb3oBaTens U naporb A nonb3oBaTenein, Kotopble
3ax0OAaT K YCTPOWCTBaAM XpaHEeHWs AaHHbIX C COBMECTHbIM JdocTyrnom u Ha FTP-cepsep.
Monb3oBaTtenu, KoTopble 3ax04SaT Ha YCTPOMCTBA XpaHEHUS AaHHbIX C COBMECTHbIM AOCTYNOM,
MoryT ucnonb3oBatb Internet Explorer ona goctyna k cannam Ha USB-aucke, a Ha FTP-cepsep

MOXHO 3anTn Yepesd FTP-knueHT.

[na coBmecTHOro AocTyna K YCTPOMCTBY XpaHeHus AaHHbix u Kk FTP-cepBepy umeetca ase
YYETHbIX 3anncu: agMMHUCTpPaTop U roctb (cMm. Puc. 4-53). AoMuHucTpatop obnagaet npaBamu
YTEHUS/M3MEHEHMS OaHHbIX Ha YCTPOWCTBE XpaHEHWs AaHHbIX, a Takke obnagaet npaBamu
poctyna Ha FTP-cepeep, B To Bpemsa Kak [0oCTb obnagaeT TOMbKO MNpaBamMu YTEHUS Ha

YCTPOWCTBE XpaHEHUs1 AaHHbIX, 1 He obnagaeT goctynom Kk FTP-cepsepy.
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[ NofGasuTe HOBOTO NONL30BATENA

HmA nons3oBarens NMapons lNpaea goctyna Hoctyn Kk FTP-cepeepy HameHnTs

admin admin UYTeHHe W 3anuck UTeHne 1 3anuck ameHnTE

Puc. 4-53 Y4yéTHble 3anncu nonb3oBaTenen

Tonbko AQMUHUCTPATOP MOXET Mcronb3oBaTb BeO-Opaysep ana nepeHoca davnos ¢ K Ha

pasgen ¢ obwum goctynom USB-ycTpocTBa XpaHEHMS OaHHbIX.

[ns HoBOW y4ETHOM 3anncu Nofb30BaTeNA BbIMOSIHUTE YKa3aHHble HUXKe AeNCTBUS:

1.

o > 0N

HaxmuTe kHonky [lo6aBUTL HOBOFO NOSIb30BaTeNA, MOCe Yero OTKPOETCHA CTpaHuLa Kak
Ha Puc. 4-54.

Mpuaoymarite Umsa nonb3oBaTtens.

B none Maponb BBEQMTE Naporsib.

Beegute naponb ewé pas B none NMoarBepanTb Naponb.

Bbibepute npaBa goctyna v3 Bbinagawowero cnuicka: YteHue u 3anucb unu Tonbko
yTeHue.

M3 BeinapatoLero cnucka floctyn k FTP BbiGepuTe: YTeHne n 3anucb, TONbKO YTeHUe v

Her.

Hma nons3osarens: guest
Mapone: [(TTIT11]
MNoareepanTs Naponk: [TTTT)
MNpaea goctyna: Tonkko uteHne %
Hoctyn K FTP-cepeepy: Het hd

[ COXpaHWTE | [ Hasag

Puc. 4-54 [1o6aB1Tb UMM U3MEHNTL YYETHYIO 3anMCb NOMbL3oOBaTENSA

Mma nonb3oBaTens - Beegnte umsa nonb3oBaTens, KOTOPOMY Bbl XOTUTE NPegoCTaBUTb
npaso poctyna k USB-ycTpoWcTBY XxpaHeHus pAaHHbIX. VIMa nonb3oBaTens AOOMKHO

COCTOSATb U3 angaBnTHO-LNAPOBLIX CUMBOSIOB 1 HE LOSMKHO NpeBbiwaTb 15 cMMBOOB.
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> I'Iaponb - B paHHOM none HeoGxoAMMO BBECTU naporsb. I'Iaponb OOJMKEeH COCTOoATb U3

aﬂd)aBVITHO-LI,I/Id)pOBbIX CMMBOJIOB M HE [OOJDKeH TMpeBbillaTb 15 cumBonos. B wuensx

©e3onacHOCTM Naporb ANs KaKOoW YYETHON 3anncu He oTobpakaeTcs.
> lNopgrBepauTb naponb - B gaHHOM none Heob6xoaMMo eLLé pa3 BBECTU Naporib.

> [lpaBa pocTtyna - Bbibepute YTteHue u 3anucb nnn TONMbKO YT€HWEe M3 BbiNagaoLllero
crnucka, 9TKM npasBa OyayT npegocTaBneHbl NOMb3oBaTeENto Anis AOCTyna K YCTPOMWCTBY

XpaHeHUA OaHHbIX.

> [Doctyn k FTP-cepBepy - Buibepute YteHue u 3anucb, Tonbko YyteHne unu Het, 4tobsl

nonb3oBaTesb Mor 3axoauTb Ha FTP-cepeep unu HeT.
» CoxpaHuTb - HaxxmunTe 3Ty KHOMKY A58 COXpaHEHMS HAaCTPOEK.

> Ha3sap - Haxxmnte 3Ty KHOMKY, €CNu Bbl XOTUTE OTMEHUTL BalLM HACTPOMKN M NEepenTn Ha

npeabiayLyto CTpaHuuy.

& lMpumevaHue:
[1Be y4€THbIe 3anncKu Nonb30BaTeNsi NO YMOSHaHUIO HEMNb3sA yaanuThb.
Mepesarpyaute cnyx0bl, YTOObI HOBbIE HACTPONKM BCTYNUIN B CUTTY.
Ecnu He nonyyaeTtcs mcnonb3oBaTb HOBOE MMS NOMb30BaTens UNM napornbs Ang gocTyna K
COBMECTHbIM AaHHbIM, HaxxmuTe Windows + R Ha knaBuaTtype, 4Tobbl OTKpPbITh AManorosoe
OkHO BbinonHutb, BBegute net use \\192.168.0.1 /delete /yes un Haxmute Enter.
(192.168.0.1 - IP-agpec Bawero mapwpytusatopa B cetu LAN, ecnn LAN IP-agpec mogema,
NOAKMYEHHOrO K MapupyTtusatopy: 192.168.0.x, LAN IP-agpec maplupyTtusatopa no
yMOn4aHunio aBToMaTtuyeckn MeHsietcs ¢ 192.168.0.1 Ha 192.168.1.1 BO wu3bexaHue

KoHdnmkTa IP-agpecos, B aTom cnydae Beeaute: net use \\192.168.1.1 /delete / yes.).

4.11 lMNepeappecauus

lNepeappecauwn

- BUpTyansHLie cepeepl

- Port Triggering

- DMZ
- UPnP

Puc. 4-55 MeHto lNMepeagpecauus

B meHio [Mepeagpecaunsa cogepxkartcs 4veTblipe nogmeHw (cm. Puc. 4-55) - BupTyanbHble
cepBepbl, Port Triggering, DMZ n UPnP. [1ns HacTponkn Hy>XHOW (byHKUUKN BbIOEPUTE OQHO 13
HUX.
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4.11.1 BuptyanbHble cepBepbl

Boibpae [lMepeagpecauma > BupTyanbHble cepBepbl, Bbl MOXeTe MpocMmatpmBatb WU
no06aBnATb BUPTyanbHble CEPBEPDI, kak noka3aHo Ha Puc. 4-56. BupTyanbHblie cepBepbl MOTyT
OblTb MCNONb30BaHbl AJI1 HACTPOMKM CEPBUCOB 0OLLEero nonb3oBaHus B Bawen cetu LAN.
BupTyanbHbI cepBep onpefensieTcs Kak nopT cepsuca, 1 Bce 3anpockl U3 cetu VIHTepHeT Ha
AaHHbIA NopT ByayT nepeHanpaBnAaTbCA Ha KOMMbOTEp, ucxoasa u3 IP-agpeca cepsepa. Jlioboin
KOMMNbIOTEP, UCMOMb3YyEMbIA B KAa4eCTBE BUPTyarbHOrO cepBepa, OOMKEH MMETb CTaTU4eCKUin
unn 3apesepBupoBaHHLIN IP-agpec, nockonbky ero IP-agpec MOXeT ObiTb M3MEHEH npu

ncnonb3oBaHuun pyHkumn DHCP.

ID Mopt ceperca BHYTpEHHWA NOpT IP-agpec Mpotokon  CoctoAdne  MameHWTs
1 11130 11120 192.168.0.198 BCE BrnwyeHo MameHWUTs ¥OanuTs
[ JobaButs. .. ] [ Brnounte Boe ] [ OTKNOYNTE BCE ] [ YpanuTs BCe

Puc. 4-56 BupTtyanbHble cepBepbl

> [lopT cepBuca - Homepa BHelwHMX nopToB. Bbl MOXeTe BBECTU MNOPT cepBuca unm
ananas3oH noptoB cepsuca (B popmate XXX - YYY, rge XXX HayanbHbin nopt, a YYY

KOHEYHbIV MopT).

> BHyTpeHHUI nopT - Homep BHYTPEHHEro CEPBUCHOIO NopTa KOMMbloTepa, UCMOMb3YHLLENO
CepBMCHOE NpunoxeHue. Bbl MoXeTe 0CTaBUTb 3TO Mnore nycTbiM, ecnii BHYTpeHHU nopTt

coBnagaet c NopTom cepBuca, unu ykasaTb HoMep nopTta, ecnu [opT cepBmca OanH.
> IP-agpec - IP-agpec koMmnbloTepa, Ha KOTOPOM 3anyLLEeHO NPUNoXeHne cepsuca.

> [potokon - [poTokon, ucnonb3yemsin Ansg gaHHoro npunoxeHus; nuoo TCP, UDP unu
Bce (Bce npoTokonbl, nogaepxusaemble MapLupyTru3aTtopom).

> CocTosiHue - CocTtosHue gaHHom 3anvcu, BknovyeHo vnn OTKNo4YeHo.

> CrtaHpapTHbIM nopT cepBuca - HekoTopble oOLMe cepBUCHI Yxe NpeacTaBreHbl B
BblNagatoLem Crmcke.

>  WN3meHuTb - [INa nameHeHnsa nnun yganeHus TekyLemn 3anucu.
[na HacTponkn 3anucu BUpPTyarnibHOro cepBepa:

1.  Haxmute kHomky [lo06aBUTb... [IoMKHO OTKPLITLCA OKHO, Kak npeacTaBneHo Ha Puc. 4-57.

2. B cnucke CtaHpapTHbIM NOPT cepBuca BbibepuTe CEPBUCHLIA NOPT, KOTOPbLIA Bbl XOTUTE
ncronb3oBaTtb. Ecrnn B 3TOM chvcke OTCYTCTBYET HEOOXOAMMOE HaMMEHOBaHMWe, YKaXute

HOMeEp CepBMCHOIo nopTa Unn anana3oH NnopToB B Mnose I'IopT cepBuca.
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3. Bseaute IP-agpec komnbloTepa, Ha KOTOPOM 3anyLueHa cnyxba, B none IP-agpec.
4. BbibepuTe MpoTokon, ncnons3yemsin Ansg gaHHoro cepeuca: TCP, UDP, unu BCE.
5. B cTtpoke CocTosiHue BLiGepuTe BknroveHo.
6. Haxmute kHonky CoxpaHUTb.
MNopT cepeuca: (OG-0 M 20K
BHYTPEHHKA NOpT: (WK, YKAMMTE KOHKPETHRIA HOMED NOPTa WNW OCTABLTE 3TO NONE HE3ANONHEHHLIM)
IP-agpec:
MpoTokon: BCE v
COCTORHKE: Brnwoueno hd
CTaHnapTHLIA NOPT cepenca: -Bribepute— v
[ CoxXpaHuTs ] | Hasap, |

Puc. 4-57 o6aBuTb N1 U3MeHUTb 3anucb BUPTYanbHOrO cepeepa

& [lMpumeyaHue:

Bo3moxHa cuTyaums, Korga Ha BalleM KOMMboTePe Unn cepBepe npegnaraeTcs 6onee ogHoro
cepBuca. B takom cnyvae BbibepuTte Opyron cepBuc n BeBeauTe TOT Xe |IP-agpec ona gaHHoro
KOMMNbOTEPA MK cepBepa.

Ons n3aMmeHeHUs NN yaaneHus CyLecTBYIOLWEN 3anucu cnegyer:

1. Hangute HyXHyt0 Bam 3anucb B Tabnuue.

2.  HaxmwuTte kHonky UsmeHuTb nnv Yaanutb B cTonbue U3MeHUTb.

YTo6b! BKIHOYNTL/OTKIIHOYNTL BCE 3annCK, BOCMONb3yNTECH KHOMKOW Bknountb Bce/OTKNOYNTL
BCe.

Haxmute KHOMKY Ypanutb Bce ans vyoaneHnda Bcex 3anucen.

Haxmute KHOMKY Cne.qy}ou.l,a;l aona nepexoga Ha cneaywllyro CTpaHuudy; HaXXMUTe KHOMKY

Mpeablaywan ans Bo3BpalleHns Ha NpeablayLLyo CTpaHuLy.

& [lMpumeyaHue:

Ecnu B kadecTBe CepBMCHOroO rnopTa BMPTyarnbHOro cepBepa ykaszaHo 3HadyeHune 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrieHue JOSMKHO ObiTb ykaszaHo nioboe 3HaveHue kpome 80,
Hanpumep 8080. B npoTmBHOM criydyae npu BKIMIOYEHUW BUPTyanbHOrO cepBepa MOXeT
BO3HUKHYTb KOHCOIUKT.

4.11.2 Port Triggering

Boi6pas MNepeagpecauus > Port Triggering, Bol MOXeTe npocMaTpmBaTbh U BHOCUTb N3MEHEHUS
B okHe Port Triggering (Puc. 4-58). Pagy npunoxeHwWn, Takmx Kak OHMaWH-Urpbl,

BVI,EI,eOKOHd)epeHLI,VII/I, MHTepHeT-TeJ’Ie(bOHI/IFI n T.40., TpeGyeTCFI Hannymne MHOXeCTBEHHbIX
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nogknioveHnn. ®yHkuma Port Triggering ncnonbsyeTca ANd HEKOTOPbIX U3 3TUX MPUNOXKEHUNR,

KoTopble He MoryT paboTtatbe ¢ NAT-MapLupyTu3aTopom.

ID Tpurrep nopt Tpurrep npoTokon BxopAuwmMe noptel Bxonawmii npotokon CocToRAHUe WameHuTe

LNoGaeunThb... BKnoMuUTEL BCe OTKNKYUTL BCE Yaanutb Bce

Mpegbigywias | | Cneaywowan

Pwuc. 4-58 Port Triggering

Y100bI CO3AaTL HOBOE NpaBuUIlo, HE0O6Xo0AMMO.
1.  HaxmuTe kHonky [l06aBUTb.... [IOMKHO OTKPbITLCA OKHO, Kak NpeacTaBneHo Ha Puc. 4-59.

2. W3 Bbinagatowero cnucka O6wwue npunoxeHnsa Bbibepute obluee npunoxeHwe, nocne
yero nonga Tpurrep nopT 1 Bxoasawmn nopt GyayT 3anonHeHbl aBToMatudeckn. Ecnn B
none OOWMe NPUNOXKEHNA OTCYTCTBYET HYXXHOE HaUMEHOBAHWE, CneayeT BPYYHYHO
3anonHuTb nonsa Tpurrep nopT 1 Bxoaswue nopThbl.

3. W3 Bbinagatowero cnucka Tpurrep NpoTokon BblbepuTe MPOTOKOS, UCMONb3yeMbl A5si
Tpurrep nopta: TCP, UDP, nnun Bce.

4. W3 BbinagatoLlero cnvcka Bxoaawmm nportokon BbibepuTe NPOTOKOM, UCMONb3yeMbl AN
AnanasoHa Bxogswmx noptos: TCP, UDP, nnn Bcee.

5. B none CoctosiHue B BbinagatoLwem Crmcke Bbl6€pI/ITe 3HadeHve Bknro4yeHo.

6. YT06bI COXPaHUTb HOBOE NPaBMUIO, HAXXMUTE KHOMNKY COXpPaHUTb.

Tpurrep nopr.
TpWrrep NpoToKom: BCE
BxogAwwe noprs:
Bxogawuwia npoToKom: BCE
CocToAHne: BrnioueHo (v
OGuMe NPUNOXEeHNA: -Brifepute-—- v
( COXpaHuTh ] | Hazag |

Puc. 4-59 [lo6aBnTb UNn M3MeHUTb 3anuckb Ha cTpaHuue Port Triggering

\7

Tpurrep nopt - 3TO NOPT ANdA UcxogsLiero Tpadguka. MicxoasiLee NoaknoyeHne Yepes aToT
NOpT aKTMBMPYET AaHHOE NPaBuso.

Tpurrep npotokon - [poTokon, ucnone3yemsli Tpurrep noptamu. 3HaveHusa: TCP, UDP

\7

nnu Bce (Bce NpoTOKOSbI, NOAAEPKMBAEMbIE MAPLLPYTU3aTOPOM).
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> Bxogsiwme noptbl - [1opT nnun agnanasoH NOPTOB, UCNOMNb3YEMbIX yAaneHHON CUCTEMON NMpu
OTBETE HA WUCXOAAWMK 3anpoc. 3anpoc 4epe3 OOWH W3 [aHHbIX nopTtoB Oyaer

nepeHanpaBneH Ha KOMMbIOTEP, aKTUBMPOBABLUNIA AaHHOE NpaBuo. Bbl MoXeTe ykasaTb He

Gonee 5 rpynn noptoB (MNn cekumid nopToB). [pynnbl NOPTOB pa3densioTcs 3Hakom ",
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

> BxoasAwwmmn npotokon - NpoTokon, ncnonb3yemMbiin Ansa Bxogsilero noprta. BapmanTel: TCP,

UDP unun BCE (Bce NpoTOKOMbI, NOAAEPKMBAEMbIE MAPLLPYTU3ATOPOM).
> CocTtosiHue - CoctosHue 3anucu. "BknioyeHo" o3HavaeT, YTo 3anncb akTUBHA.
> W3MeHUTb - I3aMeHUTb Unun yaanuTb CyLLECTBYHOLLYIO 3amMuChb.
> O6wme npunoxeHMa - Yacto wucnonb3yemble MNPUNOXKEHUS, codepXawmecs B

BblNagatoLwem cnmcke B pasgene "Bxogdawmn npotokon".

Y106bl NK3MEHUTb NN YAANUTb CYLLECTBYIOLLYIO 3aNUCh:
1. B ctonbue N3meHnTb BbibepuTe 3anmcb U KIMKHUTE NO KHorke U3MeHUTb Ans nameHeHns

3anucu. Ecnu Bbl XoTuTe yaoannTb 3anunchb, BOCI'IOﬂb3yI7ITer KHoOMkon YaanuTb.

2. Haxmute U3ameHuTb nnn Yaanutb B ctonodue NU3meHnTb.

HaxxaB kHoMKy BKnounTb BCe, Bbl aKTUBMPYETE BCE 3anncu.

HaxxaB kHonky OTKNO4YUTb BCe, Bbl COENaeTe BCe 3arnvMcy HEaKTUBHbLIMMU,
HaxaB kHONKy YaanuTb Bce, Bbl yaanuTe Bce 3anucu.

lMocne HacTPOMKK BCe MPOUCXOAUT crieaylolWmnm obpasom:
1. ¥Y3en nokarnbHoOW ceTu co3gaeT ucxoasiiee NOAKoYEHNE K BHELLHEMY Y3y, UCNONb3ys B

KayecTBe nopTa Ha3HadeHusi MopT, HOMEP KOTOPOro ykasaH B none Tpurrep nopr.

2. MapwpyTtmsatop genaet 3anmcb 06 3TOM NOAKNIOYEHNM, OTKPbIBAET BXOAALLMA NOPT Unn
nopTbl, NPUKPENSEHHbIE K 3ToW 3anucu B Tabnuue Port Triggering, n cBA3bIBaeT NX C y3nom

nokarnbHOW ceTu.

3. B cnyyae Heob6xoanMOCTM BHELLHMIA Y3€ MOXET NOAKNIYaThCs K Y3y floKanbHOW CeTn

4yepe3 OAMH N3 NOPTOB, YKa3aHHbIX B none Bxopgswume nopTbl.

& lMpumeyaHue:

Mpu nogknoYeHNn 3anycka COOTBETCTBYHOLLME OTKPbIThIE NOPTbI OyAyT 3aKPbITHI.

2. Kaxpgoe npaBuiio MOXET UCMOMb30BaTbCA TONMbKO OAHMM Y3rOM JIOKanbHOW CeTu 3a pas.
MoakntoyeHre 3anycka Apyrx y3rnoB fokarnbHoW ceTy ByaeTt 3anpeLyeHo.

3. 3HaueHus, YKa3aHHble B Mnose Bxopsawue nopTbl, HE OOJTXHbI HAaKnaablBaTbCA.

4.11.3DMZ

Buibpas lNMepeagpecaumnsa > DMZ, Bbl MOXeTe NpocMaTpuBaTb M HacTpamBaTb NapaMeTpbl y3na

DMZ (cm. Puc. 4-60). dyHkuns DMZ nossonsieT co3gasatb 0cobbIi CETEBOW CEerMeHT Ans yana
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nokarnbHOW ceTn, obpaulatowerocs K Takum WHTepHeT-pecypcaM Kak OHMaWH-urpbl Unm
BUOeokoHdepeHumun. MNpn aTom MapLipyTnsatop nepeagpecyeT nNakeTbl BCEX CEPBMCOB Ha y3er
DMZ. Y komnbtoTepa, HasHa4yeHHoro B kadectBe yana DMZ, dyHkums knmeHt DHCP gomkHa
ObITb OTKIMIOYEHA, a Takke eMy OO0MmKeH ObiTb NPUCBOEH HOBLIN cTatudeckuin IP-agpec, Tak kak

ero IP-agpec MOXeT MEHATLCS NpU UCnonb3oBaHnn yHkumMmM DHCP.

Tekywee cocToRHWe DMZ: () BrniouuTe (&) OTKNIOUMTE
IP-agpec yana DMZ: |U.U.U.U |
( COXpaHUTE |
Puc. 4-60 DMZ

Y106bI Ha3Ha4YNTbL KOMMNLIOTEP UINK CepBep B KauecTBe cepBepa DMZ:
1. HaxmuTe kHornky BknounTb.

2. Bseaute IP-agpec komnbloTepa NoKanbHOW CETU, KOTOPbIN ByaeT AencTBOBaTb B KavyecTBe

y3na DMZ, B none IP-agpec yana DMZ.

3. Haxmute kHonky CoxpaHuUTb.

4.11.4 UPnP

Bbibpas Mepeagpecauusa > UPnP, Bbl cMOXeTe npocmartpuBaTb MHpOpMaLMIO MO NPOTOKOMY
UPnP (Universal Plug and Play), kak nokasaHo Ha Puc. 4-61. ®yHKUMS MO3BOMSAET TaKMM
yCTPOWCTBaM, Kak KOMMboTepbl C NoAKMNYeHneM K IHTepHeT, npy HeobxoanmmocTu obpallatbes K
pecypcamM JoKasibHbIX Y3MoB. YCTpPOWCTBa C nopaepxkon npoTtokona UPNP moryt 6biTb

aBTOMaTU4eCKHn O6Hapy)|(eHbI NPpUNoXeHnem UPnP-cemeca nokanesHOM ceTwn.

Tekywee coctoAHne UPNP: Benw4eHo [ OTKNHUKNTE

CnUCcoK Tekywnx HacTpoek UPnP

1D Onucanne npunoxeHns BuewHwi nopt  MpoTokon BuyTpeduwid nopt  IP-agpec CoOCTOAHWE

OBHOBMTb |

Pwuc. 4-61 UPnP
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> Tekywee coctosiHue UPnP - BknioyeHne/OTknoveHne yHKUMM NPpU MOMOLLWM KHOMOK

Bknountb 1 OTKNOUYNTL. [JaHHasa OyHKUUS BKIOYEHA MO YMOMYaHMIO.
> Tekywui cnucok HacTpoek UPnP - OTa Tabnuua cogepXnTt cneaytoLLyo MHopMaLumio:

o OnucaHwue npunoxeHunsa - OnvcaHne NpUNoXeHns, koTopoe 3anyckaeT 3anpoc UPnP.

o  BHewHun nopT - BHELWHWI NOPT, OTKPbIBAEMbIN MapLUPYTU3aTOPOM AN MPUINOXKEHNUS.

« [MpoTtokon - Tun NpoTokona, KOTOPbIA MapLLPYTU3aTOP OTKPbIBAET A5 NPUSIOXKEHUS.

o« BHyTpeHHMM nopT - BHYTpEeHHUN MNOpT, KOTOPbLIA MapLUPYTU3aTOp OTKpbIBaeT ANis
NIoKanbHOro yana.

« IP-appec - IP-agpec nokanbHOro yana, kotopbl 3anyckaet UPnP-3anpoc.

« CocTtosiHme - B astom none oTobpaxaeTca WHGoOpMaLMs MO COCTOAHMIO MopTa.
3HayeHne “BknoveHO” 03HavaeT, YTo NOpT BCE €lle akTMBeH. B mpoTuBHOM criyyae

NOpPT HEAKTUBEH.

Ons skntoveHns dyHkuun UPNP HaxkmuTe KHOMKy BKAOYNTD.
Onsa BbiknoyeHns yHkUMM UPNP HaxxmuTe KHOMKY OTKAOYUTL.

KnukHuTe no kHornke OB6HOBUTL, 4YTOOLI O6HOBUTE TekyLLMiA cnMcok HacTpoek UPnP.

4.12 Be3onacHocCcTb

bBesonacHoOCTL

- HacTpoikK 632080l 3ANWTLI

- PAcwMpeHHbIe HACTPOMKK 3aINThLI

- [NoKanbHoe ynpagnedne

-¥YOanesHoe ynpaeneumne

Puc. 4-62 MeHto BesonacHocTb

MeHtio BesonacHOCTb COAEPXMT YeTbipe noameHw (cm. Puc. 4-62) - Hactpowkm 6asoBon
3awmTbl, PaclmpeHHble HacTpouku 3awuTbl, JlokanbHoe ynpaBneHue u YaaneHHoe
ynpasneHue. [1ns HaCTPOMKU HY>XHOW (OYHKLIMM BbIGEpUTE COOTBETCTBYIOLLMIA pasaern.

4.12.1 HacTtpounku 6a3oBom 3awunTbl

Boibpas BesonacHocTb > HacTpoiku 6a3oBon 3awuThbl, Bbl MOXETe BbINONHUTL 6a3oBble

HacTpouku 6eszonacHocTn (Puc. 4-63).
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MexceTeBOW 3KkpaH
MexceTeBoM aKpan SPI: s Brnwouits BrlkniounT:
VPN
Mponyck Tpaduka PPTP: s BHMHOUMTE BRIKMHAUNTL
Mponyck Tpadrmka L2TP: s BrniounTte BEIKNKUNTE
NMponyck Tpadiuea IPSec: s BrmounTte BhIKNKAMMTE
ALG
FTP ALG: s BrniounTs BRIKMHAUNTL
TFTP ALG: s BHNIOUMTE BEIKNHYNTE
H323 ALG: s BrmounTte BrelkniounTs
RTSP ALG: s BrniounTs BRIKMHAUNTL
SIP ALG: s BHNHOUMTE BEIKNKUNTE
COoXpaH1Tb

Puc. 4-63 Hactponkn 6a3oBoi 3aUmThl

»> MexceTeBon 3KpaH - MexceTeBo akpaH obecrneymBaeT 3awmTy ceTu. 34ecb Bbl MOXeTe

BKJTIOUMTL/BbIKIIOUMUTE MEXCETEBOWN 3KPaH MapLupyTusaTopa.

MexceteBown akpaH SPI - ®yHkuma dunbTpaumm ¢ yyetom koHTeHTa (Stateful Packet
Inspection) nomoraetT npegoTBpaTUTb KkmbepaTaku, Tak Kak B TeyeHue ceccun
oTcnexuBaeTcs 6onbllee KONMYECTBO NapameTpoB. Bo Bpemsi ceccum npom3BoauvTCS
npoesepka Tpadmka Ha coOTBETCTBUME npoTokony. [lpn 3aBoAckuX HacTpomrkax
MEXCEeTeBOM 3KpaH BKMoYeH. Ecnn Bbl XOoTUTe, YTOObI BCE KOMMBIOTEPHI FOKarbHON
CceTn pacnonaranm BO3MOXHOCTb0 0BbMeHuBaTbCA MHOPMAaLMen C BHELUHUM MUPOM,

Bbl MOXETe OTKIMIO4YNTb ero.

» VPN - O®yHkuma [Mponyck Tpaduka VPN pomkHa ObiTb BKMOYEHA, €Cnu Bbl XOTUTE

paspewunTtb co3gaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP ana

NMPOXOXAEHMS MEXCETEBOIo 3KpaHa MapLupyTusaTopa.

Mponyck Tpacdhmka PPTP - TexHonorus [ponyck Tpadwmka PPTP (TyHHenbHbIN
NPOTOKON TWMa TOYKa-TOYKa) NO3BOMSET co3faBaTb cneumanbHble TyHHenu B IP-ceTtu.

YTtoObl pas3pewnTb co3gaHne Takmx TyHHeJ'IeVI, Bbl6epVITe BknounTb.

Mponyck Tpadumka L2TP - NMpoTtokon L2TP - 3To MeToa co34aHns ceccuin Todka-Touka
yepe3 /HTepHeT Ha ypoBHe BTOporo crnosi. YTobbl paspewnTb NPOXoXAeHUe

L2TP-TyHHEenen yepes mapLipyTnsaTtop, Bblibepte BKnounTthb.
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¢ [ponyck Tpaduka IPSec - [MpoTokon IPSec - aTo Habop npoTokonos Ans obecneyeHus
3alWmMTbl OaHHbIX, NepedaBaeMbiXx MO ceTsaM Ha 6ase npoTokona IP, mocpencTBom
NpMMEHeHUss  anroputMoB  LKncpoBaHus.  YToObl  paspewmnTb  NpOXoXOeHue

IPSec-TyHHenen Yepes mapLupyTm3aTtop, Bbibepute BknouunTb.

\7

ALG - PekomeHayeTCsi BKMOUUTb LWIMAO3 YpoBHA npunoxeHusa (ALG), T.k. ata dyHKuUus
paspellaeT YyCTaHOBKY HacTpauBaeMbliX 006xoaHbix NAT-unbTpoB B LWMO3e C LEenbio
noaaepXku npeobpasoBaHUA agpecoB M MOPTOB AN HEKOTOPbIX MPOTOKONIOB YPOBHSA

NPUNOXeHUs Tna "KoHTponb/aaHHbIe", kak Hanpumep FTP, TFTP, H323 n 1.4.
e FTP ALG - YTt006bl pa3pewmntb FTP-knveHTam n cepBepam nepenaBaTb AaHHble Yepes
NAT, Bbibepnte BKRNOUNTD.

e TFTP ALG - Yt00bl paspewnts TFTP-knueHTam M cepBepamMm nepepaBaTb AaHHble
yepes NAT, BbiGepuTe BknrounTs.

e H323 ALG - 4Yt06blI paspewntb knueHTam Microsoft NetMeeting obmeHuBaTtbes
AaHHbiMn vyepe3 NAT, BbiGepuTe BKnounTb.

e RTSP ALG - YT06bl NO3BONUTL KNMEHTAM Meana-nneepa cBA3bIBaTbCA C HEKOTOPLIMU
cepBepamMn NOTOKOBbIX Meguna-aaHHblx Yepe3 NAT, HaxmuTe BKNOYNTD.

e SIP ALG - Yt0o6bl no3sonutb SIP-knMeHTam n cepBepamM nepegasaTtb AaHHble vepes3
NAT HaxmuTe BKNoUnTb.

HaxmuTte kHonky CoxpaHuTb, YTOObI COXPaHWUTL HACTPOWKMN.

4.12.2 PacwupeHHble HAaCTPOMKM 3alUUTbI

BuibpaB Be3onacHocTb > PacliupeHHble HACTPOMKM 3aluTbl, Bbl CMOXETe 3alUMTUTb
MapLupyTuaatop oT Takux atak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak nokasaHo Ha
Puc. 4-64.

WHTepean nakeToe cTatucTHeM (5 - 60): 10 | CekyHabl
Jawwra ot DoS-arak: (@ OTknouMTE () BENIOYKTE
Brnwounte guneTpaum ot atak ICMP-FLOOD
NMopor naketoe ICMP-FLOOD (5 - 3600): MakeTos/cek.
Brntounte dnetpaumo UDP-FLOOD
Mopor naketog UDP-FLOOD (5 - 3600): MakeTor/cek.
Brnwynte uneTpaumo ot atak TCP-SYN-FLOOD
Mopor naketoe TCP-SYN-FLOOD (5 - 3600): MakeToB/CEK.
IrHopwpoeaTe Fing-naketel ot nopta WAN
3anpetute Ping-nakeTel oT nopta LAN
CoxXpaHnTe ] [ Cnucok 3abnoKMPOBaHHLIY Y3N0B-MCTOYHWKOB DoS-aTak ]

Puc. 4-64 PaclumpeHHble HaCTPOMKM 3alLUmThI
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UHTtepBan naketoB ctatucTukm (5~60) - 3HadyeHne no ymonyaHuio 10. U3 Beinagatowero
cnncka Heobxoaumo BbIbpaTh 3HadveHne oT 5 0o 60 cekyHa. [aHHOe 3HayveHue onpeaenseT
WHTEpBan Mexay nakeramu CtaTUCTUKU. [aHHble CTaTUCTUMKN MCMOMNb3YTCA ANS aHann3a
dyHkumamm SYN Flood, UDP Flood n ICMP-Flood.

3awwmTa ot DoS-aTak - BkntoueHne/BiiknioveHne yHKumMm 3awmtel oT DoS-atak. OyHKuus

Flood dunetp 6yaet paboTaTts, TONbKO €Crv AaHHas yHKLMSA BKIHOYEHa.

& MpumeyaHue:

®yHkuma 3awmThl oT DoS-atak GygeT paboTaTb TONbKO B TOM crydae, koraa (yHKUUA

CtaTtuctuka BknoveHa (CucTeMHble MHCTPYMEHTbI - CTaTUCTMKA).

Bknrountb domnbrpaumio ot atak ICMP-FLOOD - BknioueHune/BbikntodeHne punstpaumm
ICMP-FLOOD artak.

Mopor naketoB ICMP-FLOOD (5~3600) - 3Ha4yeHne no ymonyanuio 50. YkaxuTe 3Ha4deHne
B npegenax 5 ~ 3600. Ecnu Tekyllee 3HayeHne HWMXe YCTaHOBIEHHOro, MapLupyTM3aTop

HeMeaneHHO aKTUBMPYET PYHKLNIO BNOKMPOBKU.

Bknounts ¢unbtpaumio UDP-FLOOD - BkniouveHue/BbiknioveHne  cunsTpauum
UDP-FLOOD.

Mopor naketoB UDP-FLOOD (5~3600) - 3HayeHne no ymonyaHuo 500. Ykaxute 3Ha4yeHune
B npegenax 5 ~ 3600. Ecnu Tekyllee 3Ha4YeHWE HWXe YCTaHOBIIEHHOrO, MapLUpyTusaTop

HeMeasIeHHO akTMBMPYET DYHKLMIO BIIOKMPOBKM.

Bknounte dunbtpaumio ot atak TCP-SYN-FLOOD - Bknio4eHue/BbiknioveHne
dunbTpauun TCP-SYN-FLOOD arak.

Mopor naketoB TCP-SYN-FLOOD (5~3600) - 3HauyeHue no ymonyanuto 50. Ykaxute
3HayeHne B npepenax 5 - 3600. Ecnm Tekywee 3HavyeHME HWMXKE YCTaHOBIEHHOrO,

MapLLpyTMU3aTop HEMEOSIEHHO aKTUBMPYET (PYHKLMIO GIIOKMPOBKM.

UrHopupoBatb Ping-naketbl ot nopta WAN - BkniouyeHue/BoikniodeHne yHKUun
urHopupoBaHusa Ping-naketoB oT nopta WAN. lNo ymonyaHuio dyHKUmMA oTkrodeHa. [pu
BKMoYeHHoN dyHKuum Ping-naketam w13 VIHTepHeT oOTKasbiBaeTca B [OCTyne K

mMapLupyTu3aTopy.

3anpetntb Ping-nakeTbl ot nopta LAN - Paspewnte/3anpetuts Ping-naketbl OT nopTta
LAN. lo ymonuaHuio @yHKUMA oTkmnodeHa. [Npu BknNodYeHHoM yHKkuMM Ping-naketam
OoTKasblBaeTca B AOCTyne K MapupytusaTtopy. PyHKUMS mucnonb3yeTca Ans 3awmtbl OT

HEKOTOpPbIX TUNOB BUPYCOB.

Haxmnte KHOMKY COXpaHVITb, YTOObI COXpaHUTb caenaHHble USAMEHEHUA.

Haxas KHOMKY Cnucok 336110KI/IpOBaHHI:IX y3n10B-UCTOYHUKOB DoS-aTak, Bbl nepeﬁ,u,eTe B

Tabnuuy y3noB-mctodHMkoB DoS-aTak Ans npoBeaeHnst onepaumin 6110KMpoBaHms.

-81 -



TL-WR842N MHOFO(*)yHKLWIOHaﬂbeIVI 6ecnpOBop,H017| MapLwpyTtusatop cepuu

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

4.12.3 JlokanbHoOe ynpaBreHue

Bbibpae Be3onacHocTb > JlokanbHoe ynpaBneHue, Bbl MOXETe HacTpouTb npaBuna
yrnpaBneHMss B OKHe, MpeacTtaBneHHoM Ha Pwuc. 4-65. ®PyHkumMa ynpaBneHus no3sonset

GnokupoBaTb AOCTYN KOMMbIOTEPOB JIOKArbHOW CETU K MapLIpyTU3aTopy.

Mpaeuna ynpaeneHus
(% BCeM KOMNbKTEPaM NOKANLHOA CETH pa3pel&H QocTyn K BeG-yTURWTE HACTPOIKN YCTPOACTEA
() TONBKD YKAZAHHBIM KOMNBIOTEPAM pa3peWeH LOCTYN K BeG-yTUNMTE HACTPOAKN C NpaeamMy agMUHUCTpaTopa
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-anpec Ballero KOMNLOTepa:

[ CoxpaHmTh |

Puc. 4-65 JlokanbHoe ynpaBneHue

Mo ymonyaHuto BbIOpaHo Bcem KomnbrTepam noKanbHOM ceTU paspewweH [ocTyn K
BeO-yTUNIMTEe HaCTPOMKM MaplipyTtusatopa. Ecnu Bbl XOTUTe paspewmnTb JOCTyn K
BEO-yTUNUTE TONBbKO A5 KOMMNboTEPOB C onpedeneHHbiMn MAC-agpecamu, Boibepmute Tonbko
yKa3aHHbIM KOMMNbIOTepaM pas3pelléH [OoCTyn K BeO-yTunute HacTpPOMKM C npaBamMu
agMUHUCTpPaTopa M B OTAenNbHbIX nonsx ykaxute MAC-agpeca. MAC-agpec AomkeH ObiTb B
dopmaTe XX-XX-XX-XX-XX-XX (rae X - aTo WwecTHaguarepmyHoe 4y1cno). B aTom cnyyae Tonbko
3TV KOMNbKOTEPBLI OYAYT MMETb JOCTYN K BED-yTUNUTE, @ OCTanbHbIM KOMMNbLIOTEPAM AOCTYN K HEN

OyneT 3abnokmpoBaH.
Haxas kHonky [lo6aBuTb, Bbl fo6aBnTe MAC-agpec B yKa3aHHbIA CMMCOK.

UToObl COXpaHUTb caenaHHble UBMEHEHMS, BOCNOSb3YNTECH KHOMKON COXpPaHUTD.

& MNpumevaHue:

Ecnu Baww komnbioTep 3abrnoknpoBaH, a Bbl XOTUTE CHOBA MOMNy4MTb AOCTYN K MapLupyTM3aTopy,
TO HaxXmuTe U yaepxuBanTe B TedyeHne 8 cekyHa kHorky WPS/RESET, pacnonoxeHHylo Ha
3aHen naHenu yctponcrea. B aToM cnyvae mapLupytusaTop BEPHETCA K MCXOAHbIM 3aBOACKUM

HacTpoKKam.

4.12.4 YpaneHHoe ynpaBneHue

Bbibpae BesonacHocTb > YpaneHHoe YynpaBrieHUe, Bbl MOXETE HACTPOUTb (OYHKLMIO
yOaneHHoro yrnpasfeHus, Kak npeacTtaBrneHo Ha Pwuc. 4-66. [JaHHaa yHKuMs nossonser

ynpaensTb MapLIpyTU3aTopom Yepes VIHTepHeT.
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Mopt ynpaenedns sed-nHTepdencom: 80

IP-anpec yOanéHHoro ynpaeneHns: 0.0.0.0 (YeaxuTe 255.255.255.255 ONA BCex)

[ COXpaHTb ]

Puc. 4-66 YnaneHHoe ynpaBneHue

> MMopt ynpaBneHna BebO-uHTepcpenmcom - O6blMHO BebG-Opaysepom ana goctyna
ucrnonb3dyeTcsa CTaHgapTHbld nopT cepBuca HTTP. [Ona yaaneHHoro ynpasneHus
MapLupyTm3aTop ucnonb3yet nopt Homep 80. [Ona Gonblen ©6e30MacHOCTM Bbl MOXETE
3aMeHUTb 3TOT HOMEp Ha Apyrov, ykasaB ero B COOTBeTCTByloWeM none. Homep nopTta
OorKeH ObITb B npegenax ot 1 oo 65534, HO He cneayeT ykasbiBaTb HOMepa CTaHO4APTHBLIX
NnopToB cepBuca.

> IP-appec ynaneHHoro ynpasneHus - Tekylunin agpec, KoTopblin 6yaeT MCnonb3oBaThCs
Ona goctyna K mMapupyTtusaTtopy depes WMHTepHeT. OyHKUMSA oTknodeHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. YTtobbl BKkNounTh ee, 3ameHuTe 3HadeHne 0.0.0.0 Ha gencTBUTENbHBIN
IP-agpec. Ecnn BbIOpaHO 3HaveHue 255.255.255.255, 10 BCce y3nbl ByayT umeTb 4OCTyn K
MapLupyTm3aTtopy yepes VIHTepHerT.

& [lMpumeyaHue:

1. [Ona pocTtyna Kk mappyTtusatopy Heobxooumo ykasatb WAN IP-agpec mapwpyTtmsaTopa B
agpecHon ctpoke Internet Explorer unu Navigator, ncnonb3ysa Ans pasgeneHus 3Hak
aBoeTtoums, a 3atem Homep nopta. Hanpumep, ecnn WAN-agpec mapLipytusaTopa
202.96.12.8, a Homep nopta 8080, HeobxoamMmo BBeCTU B Bpaysepe hitp://202.96.12.8:8080.

[Nocne BBOOUTCA MMS nonb3oBaTend wu naporsnb, 4yTOObI nony4ynTb O0CTyn BGG-yTVIJ'IVITe

HaCTPOWKN MapLUpyTu3aTopa.

2. [pwn 3ameHe napons cnegyeT Ucnonb3oBaTh HAAEXHbLIN NapOSb.

4.13 PoautenbCKUN KOHTPOJSb

BbibpaB MeHI0 PoguTenbCKUM KOHTPOSb, Bbl MOXETE HACTPOUTb (YHKLUUIO POAUTENLCKOrO
KOHTPONs, Kak npeacTtaeneHo Ha Puc. 4-67. [daHHaa dyHKUMS MOXET ObITb MCMNofb3oBaHa Anis
KOHTpons goctyna pebeHka k MIHTepHeT-pecypcam unu ans orpaHMyeHns gocTyna nepcoHana K

onpefeneHHbIM caTaMm, a Takke onpeaenvTb BpeMsi paboTbl B CETU VIHTEpHET.
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KomMnbKTERL], HE ABMAKWWECA KOHTPOMWPYIOWWMMMW M HE YKa3aHHLIE B CNWCKE, He GyayT MMETh QocTyn K VIHTepHET.
PoOWTENBCKWA KOHTPONK: (=) OTEMKYMTE () BRNIOUMTE
MAC -agpec KOHTPONMPYHIWErD KOMNBHTEPA;

MAC-agpec Bawero KoMneHTEpPa:

CoxpaHuTb

ID MAC-agpec Onucaxwe canta PacnucaHme BKNHO4HTL H3MEHHTL

Tekywmil Ne| 1 % | cTp.

Puc. 4-67 PoguTenbCkuin KOHTPOIb

> Poautenbckum KoHTponb - YUTOOblI akTMBUpoBaTb (OYHKLMIO, BOCMNONb3YWTECH KHOMKOW

BknrounTb. YTOObI OTKNIOUMTL YHKLMIO, BOCTNONBb3YNTECH KHOMKON OTKMIOYUTD.

» MAC-agpec KoOHTponupyowero KomnbroTepa - B gaHHOM none Bbl MOXeTe BBeECTU
MAC-agpec KOHTpONMpYHoLLLEro KOMMbIOTEPa UNK NCMonb3oBaTk KHOMNKY KonupoBaTh Bbille,

KOTOpasi pacrnosioXXeHa HuXe.

> MAC-agpec Bawero komnbrTepa - B pgaHHom none otobpaxaeTtca MAC-agpec
KOMMNbloTepa, C KOTOPOro Ha AaHHbLIN MOMEHT MPOU3BOAUTCS HACTpoiika MapLlpyTusaTopa.
Ecnn MAC-agpec Ballero ceTeBoro agantepa yxXe 3apernctpupoBaH B CUCTEME, TO MOXeTe
HaxkaTb KHOMKy KonuvpoBaTb Bbille B none anst konvpoBaHus MAC-agpeca aToro ceteBoro

apantepa B none MAC-agpeca PoantenbCckoro KoMmnbtoTepa, KOTOpoe pPacrnofioXXeHo Bbille.

> OnucaHue cauta - OnucaHue camToB, paspeLUEHHbIX AMs NOCELLEHUS KOHTPONMPYEMbIM

KOMMNbOTEPOM.

> PacnucaHue - BpeMeHHON OTPe3oK, B TEYEHNE KOTOPOro KOHTPONMMPYEMOMY KOMMbIOTEPY
paspewéH poctyn B ceTb WHTepHeT. Ons Gonee peTanbHOM WHOpMauuu, 3anguTe

KoHTponb poctyna - Pacnucanue.

> W3meHnTb - 3a0ech Bbl MOXeTe penakTnpoBaTb UK yaanAaTb CywecTBytoLlne 3anncu.

Ona no6aBrneHua HOBOW 3anMcu Heo6xoaAUMO:

1. HaxmuTe kHonky l06aBUTb..., MOCME YEro NosiBUTCA OKHO kak Ha Puc. 4-68.
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BpemA B PAcnncaHii YKa3aHo B COOTBETCTENN C BIGPaHHEIM Ha YCTPOACTES YACOEBIM NOACOM. BpEMA MOMHO YCTAHOEMTE Ha CTPaHWLE
CWCTEMHBIE MHCTPYMEHTHI -=> HACTpOiika BpEMEHN
MAC-agpec KOHTPONMPYeMOro KOMNbHTepa:
Bce MAC-agpeca B Tekywei cerm LAN: —-BeibepuTe-—- hd
OnucaHne caira:

WA pazpelweHHoro cainTa:

Paboyee Bpens: Bcerga hd
PacnncaHne MoxeT ObiTk YCTAHOBNEHO HA CTPaHMUe "KOHTDONE A0CTYNa -> PaclucaHue

CocToAHKe: BrntoueHo e

[ CoxpaHnTh | | Hasan |

Puc. 4-68 [1o6aBuTb MM N3MeHUTL 3anncb PoaUTENIbLCKOro KOHTPOIS

2. B none MAC-agpec koHTponupyemoro komnbtoTepa ykaxute MAC-agpec KOHTponmpyemoro
koMmnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke K3 BbinagatoLllero Crmcka MOXHO
BblOpaTh 3Ha4yeHne Bce agpeca B Tekylien cetu LAN.

3. Ykaxute onucaHve (Hanpumep, paspewntb TP-LINK) paspelweHHoro canta B none
OnucaHune canTa.

4. Ykaxute NONHOE JOMEHHOE UMS calTa Unu KrnoyeBble CroBa AOMEHHOro MMeHu (Hanpumep,
TP-LINK) B none WUmsa paspewéHHoro caunTta. Jlilobble OOMEHHble MMeHa C 3TUMU
KntoyeBbiMM crioBamu (www.tp-link.com, www.tp-link.com.cn) 6yayT paspeLueHsi.

5. Bblbepute 13 Bbinagatowero cnucka Pabouyee Bpemsi HyxHoe pacnucaHue (Hanpumep,
Pacnucanne _1). Ecnu nogxogdawmx pacnucaHuin He oOOHapyXeHO, HaXMUTe KHOMKY
PacnucaHme gns toro, 4ToGbl NEepenTn B OKHO [JONONHUTENbHbIE HACTPOWMKM pacnucaHms m
co3gaTb Heobxoaumoe pacnmcaHue.

6. B none CoctosHue MOXHO Bblbpatb BknwoueHo v OTKNKOYEHO  AnS
BKJTHOUYEHUSA/BBIKIIOYEHUS 3anucu.

7. Haxmute kHonky CoxpaHuTb.

HaxmuTe kHonky BKknounTb Bce And BKIOYEHUS BCEX NPaBWIl B CMUCKE.
HaxmuTe kHonky OTKNOYUTb BCe ANdA OTKMOYEHUS BCEX NPaBWi B CMNCKE.
HaxmnTte KHONKy YAaanuTb Bce Ans yaareHus Bcex 3anucen B Tabnuue.

HaxmunTe kHoMky Cneayrowas ans nepexofa Ha crneytoLlyto CTPaHUUy M HaXXMUTE KHOMKY
Mpeablaywan ans Bo3BpalleHns Ha NpeablayLLyo CTpaHuLy.

Hanpuwmep: Ecnn Bbl xoTuTe, 4TOOLI KOMNbloTEpP pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
nmen goctyn Kk www.tp-link.com no BockpeceHbsiM, a komnbtoTep poautenen ¢ MAC-agpecom
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00-11-22-33-44-BB He wuMen HMKaKMX OrpaHMYeHMn [ocTyna BoobOuwle, TO Bam cnegyet

Nnpon3BecTu HaCTDOVIKM B COOTBETCTBUM C npencTtaByiEHHbIMU HUXE NHCTPYKUNAMUA!

1.

N

w

Haxmnte nyHKT MeH0 PoauTenbCKM KOHTPOJb, PACMONOXEHHbIA cnesa, Ans nepexoa
Ha cTpaHuly HacTpoek Poputensckoro KoHTpons. Haxmute Bkniounuts 1 BBeaute
MAC-agpec 00-11-22-33-44-BB B none ans MAC-agpeca KOHTpONMpYyoLLero KomnbloTepa.

HaxmuTte KoHTponb goctyna - PacnucaHue cnesa ansa nepexoga Ha CTpaHuLy HacTPOWMKK
Pacnucanna. Haxmute kHonky [o6aBuTb... Onsi CO34aHMsi HOBOrO pacnucaHusi C
onucaHnem pacnucaHma Pacnuncanue 1, n Bbibepute B kadecTBe OHA BockpeceHbe U
BpemeHu: Becb AeHb - 24 yaca.

Haxxmute nyHKT MeHlo PoanTenbCKUi KOHTPOSb CrieBa Aflsi BO3BPALLEHMS Ha CTpaHuuy
HaCTpoWkn PoanTenbCcKoro KOHTPOns:

e HaxmuTte kHonky [lo6aBUTS....

e Baeaute 00-11-22-33-44-AA B none MAC-agpec KOHTPONMPYEMOro KOMNbOTEpa.
e Begute Paspewmnts TP-LINK B none OnucaHue canTa.

e Baeante www.tp-link.com B none Ama paspelwéHHoro canTa.

e Bbibepute cospgaHHoe Bamu pacnvcaHve PacnucaHve 1 13 BbiNadatollero cnucka

Bpewmsa pencreus.

B none CocTtosiHue BbibepnTe BKNounTh.

B

Haxmute COXpaHMTb Ona 3aBeplieHund HaCTpOVIKI/I.

3aTem nocne BO3BpaLLEHMS HA CTpaHMLUy HacTpoek PoauTenbcKoro KOHTpOns Bbl yBUAUTE
cnenyowmin cnmcok (Puc. 4-69).

ID MAC-agpec OnucaHue canTa PacnucaHue Bknwo4nte MNameHNTE

1 00-11-22-33-44-AA allow tp-link MocToAHHD L4 M3mennTs Yoanuts

| BoGaBuTb... || BknounTb Bee || OTKMIOYMTL BCe | YhamWTb BCe |

Puc. 4-69 PoouTtenbCkuini KOHTPOIb

4.14 KoHTponb gocTtyna

- Npaenno

-¥3en

- Pacnucanne

Puc. 4-70 MeHio KoHTponbe goctyna
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B meHio KoHTponb goctyna cogepxartca deTbipe nogmeHio (cm. Puc. 4-70) - MpaBuno, Y3en,
Uenb n Pacnucanue. [1ns HacTPOMKN HYXXHOM hYHKLMN BbIGEPUTE COOTBETCTBYIOLLIEE MEHIO.
4.14.1 NMpasuno

Bbl6paB KOHTpOﬂb pocTtyna > I'IpaBMno, Bbl MOXeTe MnpocMmaTpmBaTtb U CcO3daBaTb Mnpasuna

KOHTpONS A0CTYyna, Kak nokasaHo Ha Puc. 4-71.

[] BEMH4WTE YNPaENEeHE KOHTPOMEM BOCTYNA K MHTEpHET

Mpasuno GUNLTPaLKMK NO YMON4YaHUH
() Pa3peliTe NAKeTaM, YK33aHHEIM B NONWTHKE KOHTRONA A0CTYNA, NPOX0OMTe YEpEd MaplLpyTH3aaTop

(3) 3anpeTnTh NaKeTaM, YKa3aHHLIM B NONUTUKE KOHTPONA QOCTYNA, NPOXOQUTE YEPEes MapLpyTUIaTop

( CoxpaHnTh
ID  MmMA npaeuna ¥aen Lens PacnucaHmne BEMHYHTE M3MEHTE
[ MacTep HacTpaliki ]
[ Nepemectuts D Ha D

Tekywmi Ne| 1« |cTp.

Puc. 4-71 YnpaBsneHue npasunamu KOHTpons JocTtyna

> BknwouuTb ynpaBneHue KoHTporieM goctyna kK UHTepHeT - [locTaBbTe ranouky, npu

3TOM HaYHET AENCTBOBATL ﬂpanmo (bI/IJ'IpraLJ,VII/I, ncnosibdyemoe no ymorsr4yaHuio.

> WNmsa npasuna - [aHHoe none COOEPXNT UMA nMNpaBuia, KOToOpoe [AOOJNKHO ObITb

YHUKanNbHbIMWA.

> VY3en - 3gecb oToGpaxaeTca y3en CeTu, B OTHOLUEHUM KOTOPOro [AeNCTBYeT ykasaHHoe

npaBwuo.
> Uenb - Llenb, 3agaHHas cOOTBETCTBYHOLLUM NPaBUIIOM.
> PacnucaHue - Pacnncanue, 3agaHHOe COOTBETCTBYIOLLMM NPaBUiioMm.
> Bknrountb - OTa onums npegHasHadeHa ans BKAYEHUSA/OTKOYEHUS KOHKPETHOW 3anmcu.

> WN3MeHUTb - 3aecb MOXHO M3MEHUTb UNWN YAANUTL 3amnnchb.

> MacTep HacTpomnku - HaxxmnTte 3Ty KHOMKY AN co34aHMst HOBOWM 3anucu npaeuna.
> [NobaButb... - HaxmuTe kHonky [lo6aBUTb... ANs Ao0aBneHns HOBOro nNpasuna.

> BKnuYnTb BCe - HaxxmuTe 3Ty KHOMNKY AN BKIFOYEHUA BCEX 3anncer B Tabnumue.

> OTKNO4YUTb BCe - Haxxmute aTy KHOMKY Ans BbIKIHOYEHUS BCEX 3anuncen B Tabnuue.
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>

>

Ypanutb Bce - Haxmurte 3TY KHOMKY O114 yaaneHuna Bcex 3anucen 13 Tabnmubl.

MepemecTnTb - Bbl MOXETE U3MEHUTb NOPAOOK 3anncen Ha CBOE ycMoTpeHue. B nepsom
none eeegute ID Ton 3anucu, KOTOPYHO Bbl XOTUTE NEPEMECTUTL, @ BO BTOPOM MONe BBEAUTE
ToT ID, KyOa Bbl XOTUTE MEPEMECTUTbL HYXHYIO BaM 3anucb. Haxmute MNepemectntb Ans

N3MeHeHVs NopsaKa 3anvcen.
Cnepyowas - [1ns nepexona Ha crieaytoLyto CTpaHuLy HaXMUTE 3Ty KHOMKY.

Mpeablaywas - [Ins nepexona Ha npeapblayLLyo CTpaHuLy HaXKMUTE 3Ty KHOMKY.

CyuwiecTByeT gBa cnocoba no6aBUTbL HOBOE NPaBUIIO:

MepBbI cnocob:

1.

HaxmunTte kHonky MacTtep HacTponku. [NosBUTCA crieqylollee OKHO, Kak MokasaHo Ha Puc.
4-72.

Pemun: IP-appec v
HuA yana:

LAN IP-agpec: -

[ Hasan | | DNanee |

Puc. 4-72 BeicTpas HacTpovika - Co3gaTh 3anuch ansd yana

Mmsa yana - 3geck ykasbiBaeTca MMSA y3na, KOTOpoe AOMKHO ObiTb YHUKamNbHbLIM (Hanpuvep,
Y3en_1).

Pexxum - 3gecb ecTb ABa BapuaHTa Bblibopa, IP-agpec nnun MAC-agpec, Bbl MOXeTe

BblOpaTh No00o BapnaHT 13 BbiNagatoLLero cnmcka.

Mpu BoIBOpPE 3Ha4eHus IP-agpec nosBUTCA crneaytollee none:

LAN IP-agpec - Ykaxute IP-agpec unu guanasoH agpecos yana. Hanpumep, 192.168.0.23.
Mpu BbIOOPE 3Ha4YeHUa MAC-agpec noaBuTCA creaytoLlee none:

MAC-agpec - Ykaxute MAC-agpec y3na B dopmaTte XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

Mocne 3aBeplUeHMsI CO3OaHUs 3anucu yana, HaXmuTe Ha kHonky [anee, oToGpasuTtcs

cnegytouiee OkHO, Kak nokasaHo Ha Puc. 4-73.
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Pexim: IP-agpec v
W uenw:
IP-agpec: -
MopT Ha3HAYEHKMA: -

MpoTokon: BCE »

CTaHOapTHbIA NOPT CepBrca: --BulbepnTe-- hd

( Hasan ] [ Janee |

Puc. 4-73 BbicTpas HacTpoitka - Co3aaThb 3anunch Lienn KOHTpons AocTyna

Uma uenn - B aTOM none ykasbiBaeTcsa ums uenu. [JaHHOe 3HadeHue AOMKHO ObiTb

yHUKanbHbIM (K npumepy, Lens_1).

Pexum - 3gecb M3 BbINadaloWEro CNMcKa HYXXHO BblOpaTb OQHO M3 OBYX 3HAYEHWA -

"IP-agpec" unu "[JomeHHoe nms".

Mpu BbIOOPE 3Ha4eHus IP-agpec nNosBUTCA criegytollee none:

IP-agpec - Ykaxute IP-agpec (Mnn gmanasoH agpecoB) uenu (uenen) B Buae YeTbipex

OECATUYHBIX YnNCer, pasaeneHHbIX Toukamu, Hanpuvep 217.8.23.14.

MopT Ha3HaueHus - YKaxnte NopT Nnv guanasoH nopTtoB. [ns nopToB oOWMX CEPBUCOB

MOX€eTe BOCNonb3oBaTbcs nonem "CTaHgapTHbIN NOPT cepBuca”, pacnonoXeHHbIM HUXKE.

MpoTtokon - 3gecb 4eTbipe BapuaHTa Bblibopa BCE, TCP, UDP unu ICMP. Beibepute

HYXHO€ 3Ha4eHune U3 Bbinagarwiero Crncka.

CtaHgapTHbIA NOPT cepBUca - 30eCb ykasaH CMUCOK HEeKOTOPbIX CTaHAApTHbLIX NMOPTOB
cepsuca. Bbibepute oguH u3 BbiMagaloLero Crnucka, U COOTBETCTBYHOLIMIA HOMep nopTa
nosisutca B none opT Ha3HayeHus. Hanpumep, ecnu Bbl BhibupaeTte "FTP", Homep "21"

NnoABUTCA B none I'IopT Ha3Ha4YeHuA.

Mpwu BbIGOPE 3HaYeHMs loMeHHOe UMsI MOSIBUTCS creaytoLlee none:

[JomeHHoe nMsA - 3aeck Bbl MOXETe yKasaTb YeTblpe AOMEHHbIX UMEHW, MONIHOE UMS UMK
KntoyeBble crioBa UMeHu (Hanpumep, tp-link). JTloboe [OMEHHOE MMS C KIMYEBBLIMKU CrOBaMM

B HeM (www.tp-link.com, www.tp-link.cn) 6yaeT paspeLueHo unu 3abnokMpoBaHo.

lMocne Toro, Kak Bbl 3aKOHYMTE CO34aHWE 3anucu Lenu OocTtyna, HaxXMute Danee, 1 Ha

3KpaHe 0ToOpa3nTbLCA cneayoLLlee OkHO, Kak nokasaHo Ha Puc. 4-74.
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BbicTpas HacTpolika - Co3aaTh 3aNUCh paclMpeHHbIX HACTPOEK pacnucaHus

MpumeyaHue: Pacnucanne ,D,EHCTE':\"ET CYJYeTOoM EPEMEHHN, YCTAHOENEHHOID HA MapWpyTH3aTope.

WmA pacnucaHuA;

eHk: (%) Kawoeid geHe () BriGpaTe AeHb

MaH. Br. Cp. Yr. Mar. Cy0. Bockp.

BpemA: BCE OHW - 24 yaca:

Hasano: | | uuum
Kowew | | uumm

Hasan | | Oanee |

Puc. 4-74 BbicTpas HacTpoiika - Co3aaTh 3anncb paclUMpeHHbIX HACTPOEeK pacrnucaHms

Mma pacnucaHusa - B aToM none ykasbiBaeTcs UMSI pacrnvcaHusi, KOTopoe AOMKHO ObiTb

yHUKanbHbIM (K npumepy, Pacnvcanue_1).

HdeHb - Haxwmnte BblOpaTbh AeHb M BblIOepuTe COOTBETCTBYIOLLMI AEHb (OHM), MOXHO

ykasatb Kaxabin AeHb.
Bpewms - Boibepute Bece gHu - 24 yaca nnn ykaxute Havyano/KoHen camu.

Hauano - Beegute gaty Hadana nepuoga B oopmare Y4MM (4 umndppsbl). Hanpumep, 0800

o3Ha4aert 8:00.

KoHew - YkaxuTe Bpemsi oOkOH4YaHusa nepuoga B cdopmate Y4MM (4 uudpsl). Hanpumep,
2000 6yget o3HavaTtb 20:00.

lMocne TOro, Kak Bbl 3aKOHYUTE CO3daHME 3anucu pacwmnpeHHoro pacrnucaHua, HaxXmuTe

Hanee, 1 Ha akpaHe 0ToOpa3nTbea criegyrowee okHo (Puc. 4-75).

BEbicTpan HacTpolika - Cozaate 3anuck KoHTpons goctyna K MHTepHeT

HmA npaewna: | Mpaeuno_1 |

PacnuncaHwe: | Pacnucadwe_1 V|

CocroRHue: Brnrouen ¥

[ Hazan ] [ 3aBEPWNTE ]

Puc. 4-75 Beictpas HacTpolika - Co3aaTb 3anmcb KOHTporsa goctyna k MIHTepHeT
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5.

Uma npasuna - B aTtom none cosgante nvs npasuiia, KOTopoe AO0JMKHO ObITb YHUKalbHbIM

(Hanpumep, MNpasuno_1).

Y3en - B 3Tom none 13 BbinagaroLero cnucka Bolbepmte Heobxoammoe 3HadeHne. 3HavyeHne

Nno yMOJ4YaHUIo TO Xe, YTO Bbl YXXe yKa3alrin B none Uma y3na.

LUenb - B atom none u3 Bbinagawllero crnvucka Bblibepute Heobxoaumoe 3HaudeHwue.

3HaueHue no YMOJTHaHUIO TO Ke, YTO Bbl YK€ yKa3alu B none Umsa uenn.

PacnucaHue - B 3TOM none u3 BbinagaroLwero crnmcka Bbl6epVITe Heobxoanmoe 3Ha4YeHue.

3HaueHue no YMOI4YaHUIO TO Xe, YTO Bbl YXXE yKa3alin B none Umna pacnuncaHus.

B none CocrtosiHne BbiGepuTe 3HayeHua Bknro4veHo unv OTKMKOYEHO, YTOObl BKMAOUUTD

NN OTKNKOYNTb 3annchb.

Haxmute 3aBepwmnTb, 4T06bI 4O0BaBUTL NPaBuno.

BTopow cnoco6:

1.

HaxmuTe kHonky [lo6aBuUTb.... Bbl nepengete B cnegyowmi akpaH, kak NpeacTaBneHo Ha
Puc. 4-71.

B none Umsa npaBuna ykaxuTe nma (Hanpumep, MNpasuno_1).

M3 BbinagatoLwlero cnucka Ysen Boblibepute Heobxoaumoe 3HadeHne nnun Bbibepute YToObI
[06aBUTb HOBbLIN CNUCOK Y3NOB, HAXXMUTE 30€eChb.

M3 Bbinagatowero cnucka Llenb BbiOepute Heobxooumoe HavMeHoBaHME MK BblibepuTe
YT00bI O00ABUTL HOBbIN CMNUCOK Lienen, HaxmMmuTe 3aechb.

M3 Bbinagawowero cnucka PacnucaHue BbibepuTe HeobXxooumoe HauMeHOBaHWe WIu
BblOepuTe YTOObI 4O6aBUTL HOBOE pacnucaHne, HaXXMuTe 340echb.

B none CocTtosiHne BbibepnTe 3HaveHust BknroyeHo unv OTKNKOYEHO, YTOObl BKHOUNTL
WUNW OTKINIOYUTL 3anunch.

HaxmuTe kHonky CoxXpaHUTb.

HmA npaeuna: Mpaeuno_1
Yaen: Yaen_1 % | Yrofkl 00F3BMTE HOBEIA COMCOK Y3NOE, HAMMWTE 30ECkE.
Llens: Lens_1 % | Yrofel 0oG3ENTE HOBEIA CIMCOK LENER, HAMMWTE 30ECE.
Pacnucanue: Pacnucanwe_1 % | M10G0k 00G3EMTE HOBOE DACNMCAHWE, HAMIMNTE 30ECE.
CocToAHue: Brntouen: v
[ COXpaHUTh | [ Ha3an |

Puc. 4-76 [Jo6aBuTb 3anncb KOHTPONs AocTyna K IHTepHeT
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Hanpuwmep: Ecnn Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.tp-link.com Tonbko ¢ 18:00 go 20:00 no cy660Tam u BOCKpeceHbAM 1 3anpeTuUTb
OoCTasnbHbIM Yy3Mam IOKanbHOM ceTn JocTyn B VIHTepHeT, Heobxoammo BbiOpaTb crnegytowme

HaCTPOWKM:

1. KnukHyTb no nogmeHio MpaBuno meHio KoHTponb goctyna cnesa, YToObl BEPHYTHCA B
okHO Cnimcok npaBun. BbibepuTe BknoouuTb ynpaBneHMe KOHTposyieM poctyna K
MHTepHeT 1 BbiOepuTe "Paspeluntb NnakeTam, ykasaHHbIM B MONUTUKE KOHTPOMsS OOCTyna,
NPOXOANTb Yepes MapLupyTm3aTop".

2.  Mbl pekoMmeHayeM, YTOObI Bbl LLENKHYNM NO KHOMNke MacTep HacCTPOMKM, YTOObLI 3aBEPLUNTL
BCe nocreayroLmne HacTPOnKu.

3. KnukHyTb no nogmeHio Y3en meHio KoHTponb poctyna creBa, 4TOObl BOWTM B OKHO
Hactponkn ysna. CosganTe HOBYK 3anucb C¢ umeHem y3na Ysen_1 n MAC-agpecom
00-11-22-33-44-AA.

4. KnukHyTb no nogmeHio Lenb meHio KoHTponb goctyna crneBa, 4tobbl BOWTM B OKHO
Hactponkn uenu. Cosgaiite HOBYH 3anmcb ¢ MMeHeM uenu Llynb_1 1 JOMEHHBIM MMEHEM
www.tp-link.com.

5. KnukHyTb no noameHo PacnucaHme meHio KoHTponb goctyna cneea, Ytobbl BONTU B OKHO
HacTtponkn pacnucaHus. Cosgarite HOBYHO 3anmcb C MMeHEM pacnucaHus Pacnvcanue 1,
HeHb Cy6. n Bockp., HadanebHoe Bpems 1800 n koHe4wHoe Bpemsi 2000.

6. KnukHytb No nogmexto MpaBuno meHio KoHTponb Aoctyna cnesa, LLlenkHnte no kHonke
Ho6aBuThb..., 4ToObI CO3AaThL crieaytoLlee HOBOE NPaBuUIo:

e B none "imsa npaBuna" ykaxnte ero umsi. NMoMHMTE, YTO OHO AOSMKHO ObITh YHUKATbHbLIM.
Hanpwuwmep: MNpasuno_1.

e B none "Y3en" Bbibepute Ysen 1.

e B none "Lenb" BbiGepute Llenb_1.

e B none "PacnucaHne" Boibepute PacnvcaHue_1.

e B none "CoctosiHue" Bbibepute "BkntoyeHo".

e YT06bI COXPaHUTL COeNaHHbIE UBMEHEHMS, KITMKHUTE Mo KHonke "CoxpaHntb"

Mocne aToro Bbl BepHETECb B OKHO "YMpaBneHue npaBuiiamy KOHTpons goctyna" n ysmgute
cneayroLwmm Crnmncok:

ID HMA npaeuna Yaen Llens PacnucaHne BHMHYUTE H3MEHWTE
1 Rule1 ¥3en_ 2 ens_1 Pacnucadue 1 il MaMeHWUTE ¥aanuTe
4.14.2Y3en

BbibpaB meHio KOHTponb goctyna > Y3en, Bbl MOXETE NpocMaTpmMBaTh M yCTaHaBNMBATb CMINCOK
Yy3M0B, KaK nokasaHo Ha Puc. 4-77. Cnncok y3noB SABMSIETCA BaKHbIM A51a [1paBuna KOHTpons

JocTyna.

-92 -


http://www.tp-link.com/

TL-WR842N

MHorodyHKLMOHaNbHbIN 6ecnpoBOAHON MapLUPYyTU3aToOp cepuun

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

ID UmA yana WHhopmauma HameHnTb

1 Yaen_2 MAC-agpec: 00-11-22-33-44-A4 MameHnTE ¥oanute
2 Yaen_1 IP-agpec: 192.168.0.2 - 192.168.0.10 MameHuTe ¥ganute
[ NoBaBNTE Il YAANNTL BCe

Tekywni NE CTp.

Puc. 4-77 Hactpoiku y3na
> Wwmsa y3na - 3gecbk He06XxoaMMO yKkasaTb MMS y3na, KOTOPOe AOMKHO ObITb YHUKAIbHBLIM.

> WHdopmauusa - B aTom none otobpaxaetrca nHdopmauusa no ysny. ATo MoxXeT bbiTb IP-

unn MAC-agpec.

> W3meHUTb - VI3MeHUTb unu yaanuTb CyLLeCTBYOLLYIO 3anuch.

Y100bI 4O6ABUTHL HOBYIO 3anNUcb, HeO6XOANUMO caenaTb criegyroLiee:
1. HaxmuTe kHonky [lo6aBUTb....
2. B none Pexwum Bbibepute IP- unn MAC-agpec.
e [pu BbIBOpe IP-agpeca nosiBUTCH OKHO, Kak nokasaHo Ha Puc. 4-78.
1) B none Ums y3na ykaxuTe ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none LAN IP-agpec Beegute IP-agpec.
e [lpu Bbibope MAC-agpeca nossBUTCA OKHO, Kak noka3zaHo Ha Puc. 4-79.
1) B none Umsa y3na ykaxuTe ero yHukanbHoe ums (Hanpumep, Y3sen_1).
2) B none MAC-agpec ykaxute MAC-agpec.
3. Haxwmwute kHonky CoxpaHUTb, YTOObI COXPaHUTb COEMNaHHbIE N3MEHEHUS.
YTtobbl yaanutb BCe 3anncu n3 Tabnuupbl, BOCNONb3yNTeCh KHOMKOW YaanuTb Bce.

Ytobbl NnepenTn B criegytoLLiee 0KHO, BOCMONb3ynTech kHonkon Cnegyrowan. Ytobbl BEpHYyTLCA B
npegblayliee okHoO, BOCMNOMb3ynTech kHomnkon Mpeabiaywias.

Pexan: | IP-agpec V|
WmnA yana: |Yaen_1 |
LANIP-agpec: | 192.168.0.2 ' -|192.168.0.10
( COXpaHWTb | | Hasap

Puc. 4-78 [1o6aBUTb UM U3MEHUTb 3anuchb yana
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Pexmm: | MALC-agpec b |
WmA yana: | Yaen_2 |
MAC-agpec: | 00-11-22-33-44-AA |
( COXpaHHTb ] Hasaa

Puc. 4-79 [lo6aBuTb UM U3MEHUTb 3anuchb y3na

Hanpumep, Bbl XOTUTE OrpaHnyYnTbL OOCTYN K MIHTepHeT-pecypcam gnsa y3na ¢ MAC-agpecom
00-11-22-33-44-AA. [Ins 3TOro Heo6xoaMMo NpeanpuHATL cnegyowme AeNCTBUS:

1. Haxmute kHonKky [lo6aBuUTb... (CM. Puc. 4-77), 4tobbl nepenTn Ha cTpaHuly [JobaBuTs nnm
N3MEHUTb 3annchb y3na.

2. B none Pexum BbibepuTe 13 BbiNagatoLlero MeHto 3HadeHne MAC-agpeca.
3. B none Ums y3na ykaxuTe ero yHukanbHoe nms (Hanpumep, Yaen_1).

4. B none MAC-agpec Beeaute 00-11-22-33-44-AA.

5. Haxmute kHonky CoxpaHuTb, YTOOblI COXpaHUTb CAeNaHHbIe U3MEHEHMS.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOVIKI/I y3na, Bbl yBUanUTE CJ'Ie,EI,y}OUJ,I/IVI CMNUCOK.

ID UmA yana WHdpopMauna H3MEHUTL

1 Yaen_2 MAC-agpec: 00-11-22-33-44-A4 KMameHnTe ¥oanure

2 Yaen_1 IP-agpec: 192.168.0.2 - 192 168.0.10 MameHnTs ¥oanuTe
4.14.3 Uenb

Bbibpas KoHTponb goctyna > Llenb, Bbl MOXeTe NpocMaTpmBaTh M HacTpamBaTb CMIUCOK Lienen,

Kak nokasaHo Ha Puc. 4-80. Cnucok uenen Heobxoanm ans MNpasuna KOHTpons goctyna.

ID HMmA uenn WHopmauma HameHuTb
1 Uene_1 www tp-link.com HM3MEHNTE ¥OanuTe
[ [0GaBNTE. . ][ VaanuTs Bce

Tekyumi NE cTp.

Puc. 4-80 Hactponkn uenn

> Wma uenu - B aToM nomne oTobpakaeTca onucaHue Lenu, KOTopoe [AOMKHO ObiTb
YHUKanNbHbIM.

» WHdopmauums - Llenbio moxeT 6biTb IP-agpec, nopT nnm JOMeHHOe UMS.
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> WN3MeHUTb - VI3MeHWTb 1nun yaanuTb CyLLECTBYHOLLYIO 3amnuChb.

Y100bI 4OO6ABUTHL HOBYIO 3anNUcb, HeO6XO0AUMO caenaTb criegyroulee:
1.  Haxmute kHonky lo6aBUTL ...
2. B none Pexum Boibepute IP-agpec nnn goMeHHoe nMs.

3. Tpwu BbIbOpe IP-apgpeca nosiBUTCSA OKHO, Kak npeacTaBneHo Ha Puc. 4-81.

Pemum: IP-appec hd
Hma wenu:
IP-agpec: -

MopT HazHaYeHUA: -

MpoToKon: BCE
CTaHaapTHLII NOPT CEPBUCE: —-BhifiepuTe—- w
[ CoxpaHmuTs | | Hasan |

Puc. 4-81 [lo6aBUTb UM M3MEHUTb 3anNUCb LIENM KOHTPOMst 4oCcTyna

1) B none Uma uenu HeoOGXxoAMMO ykasaTb YHMKanbHoe WUMSA Uenu (Hanpumep,
Uenb_1).

2) B none IP-agpec ykaxute IP-agpec uenu.

3) Bbibepute 0OWMI CepBUC M3 BbiNagarLlero cnucka B none CrtaHAapTHbIA NOPT
cepBUca, C TeM, YTOObI aBTOMaTMUYeCKM 3anonHuTb none MopT HasHa4veHus. Ecnu
B cnvcke CTaHAapTHbIA NOPT cepBMCA HE COOEPXKUTCS HY)XXHOrO BaM CepBuca,
ykaxute 3HauyeHne MopTa Ha3HaYeHUs BPYyYHYHO.

4) B none MpoTtokon Bbibepute 3HaveHne TCP, UDP, ICMP nnu Bce.

4. T[pwn Bbibope onumm [loMeHHOe UMSA Bbl OKaXXETEChb B CNeAylLEM OKHE, Kak NnokasaHo Ha
Puc. 4-82.
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Pexin: LdomMeHHOE uMA +
OnucaHwe wenu:

[oMeHHOE MMA:

| Coxpawnte | | Hasan |

Puc. 4-82 [lo6aBuTb UM U3MEHUTb 3anucb JOCTYyNa Lenu

1) B none Uma uenu HeoGXxoAMMO ykasaTb YHMKanbHoe WUMSA Uenu (Hanpumep,
Lens_1).

2) B none [domeHHOe uMS Bbl MOXeTe BBECTM JOMEHHOE WUMS, MOSIHOE WUMS Unu
kntoyesble crioBa umeHun (Hanpumep, TP-LINK). Jlioboe pomeHHoe wumsa ¢

KnoYeBbIMM cnoBamu B HeM (www.tp-link.com, www.tp-link.cn) ©ygeT paspelueHo

nnm 3abrnokMpoBaHo.

5. HaxmuTte kHornky CoxpaHUTb.

Haxas KHOMKY Ypanutb Bce, Bbl O4YNCTUTE coaepxmnmoe Tabnuupl.

Yto0bbl NnepenTn B criegytoLiee 0kKHO, BOCMONb3ynTech kHonkon Cnegyrowan. Ytobbl BEpHYyTLCA B
npegblayLiee okHO, BOCMNOMb3ynTeCh kHomkou MNMpeabiaywias.

Hanpumep: Bbl XoTuTe oOrpaHnuMTb OOCTYN Ans y3na nokanbHon cetm ¢ MAC-agpecom
00-11-22-33-44-AA Tonbko K canty www.tp-link.com, [ns 3Toro HeobxoAMMO BbIMOSHUTL
cnegywowime oencTBus:

1. YT106bl gobGaBMTbL UMM M3MEHWUTb 3anMUCb LMW KOHTPOMsS AO0CTyna, HaXMUTE KHOMKY
Job6aBuTb..., Kak nokasaHo Ha Puc. 4-80.

2. B none Pexwum 13 Bbinagatowero cnmcka sblibepnte 4OMEHHOE Ums.

3. B none Uma uenu Heobxoanmo co3gaTth YHUKaNbLHOE ums uenn (Hanpumep, Llens_1).

4. B none flomeHHoe uma BBegute www.tp-link.com.

5

YToObl COXpaHMUTb HAaCTPOWKKM, BOCMONb3yNTECH KHOMKOM COXPaHUTD.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOPIKM uenu, Bbl yBugunTe Cﬂeﬂ,yIOUJ,VIIZ CIMUCOK.

ID Hma uenw WHhopmauwna HameHnTh

1 Uene_1 www tp-link.com FlameHWTE ¥O0anuTe
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4.14.4 PacnucaHue

Bbibpae KoHTponb aoctyna > PacnucaHue, Bbl MOXETE NPOCMaTpMBaTh 1 ONpeaensTb CrnCcoK
pacnucaHuii, kak npegctaeBneHo Ha Puc. 4-83. Cnucok pacnucaHui Heobxogum  ans

(bYHKLMOHMPOBaHWS NpaBuia KOHTPOIs AocTyna.

ID HMmA pacnucaHuA HeHb Bpewmsa HameHnTs
1 Pacnucanue_1 Cy0. Bockp. 08:00-21:00 HM3MEHNUTE ¥OaNWTE
[ OofaBnTs... [ vaanuts Bee

Tekywuii M2 | 1 | cTp.

Puc. 4-83 HacTtpowkn pacnucaHums
> Wma pacnucanusa - CoaepxuT NMs pacnmcaHus, KoTopoe A0JMKHO OblTb YHUKANbHbIM.
> JeHb - [leHb (aHn) Hegenw.
> Bpewms - [Neprog BpeMeHn B TEHEHNE OHS.
> W3meHuTb - MIameHeHue unm yaaneHune CyLecTBYIOLLEro pacnmcaHus.
Y106bLI AO06ABUTL HOBOE pacnMcaHue, HeobxoauMo caenaTb crnegymoulee:

1. HaxmuTe kHonky [lo6aBuUTb.... (cM. Puc. 4-83). [O/mKHO NosiBUTLCS crneaytoLiee OKHO (CM.
Puc. 4-84).

2. Wwmsa pacnucaHus - B aTOM none ykaxuTe yHUKanbHoe umsi pacnucanus. Mimente B Buay, 4to

3TO MMS JOIMKHO ObITh YHUKanbHbIM. Hanpumep, PacnucaHve_1.

3. B none [eHb BbiOepute COOTBETCTBYHOLMIA AeHb (OHW), TaKkke MOXHO YykasaTb Kaxpbin

OeHb.

4. B none Bpemsa MoxHO BblOpaTb Bce gHM - 24 yaca vnn 3agaTb BPEMEHHOW nepuog npu

nomowm nonen Hayano/KoHewu.

5. YT06bI COXpaHUTb CAEMNaHHbIE HAaCTPOWKKN, BOCMONb3YNTECH KHOMKON COXPaHUTD.
HaxxaB kHOMKy YaanuTb Bce, Bbl O4MCTUTE Tabnuuy OT 3anucen.

HaxkaB kHonky Crnepytowas, Bbl NepeiigeTe B CreayroLLee OKHO, a HaxaBs kHonky Mpeabiaylias,

OKaXuTecb B NpeablayLem.
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MpreyaHne: Pacnncadne QefcTBYET © YUETOM BPEMEHN, YCTAHOENEHHOIO HA MAPWPYTUIATORE.

HmA pacnucaHuA; | |

OeHk: (® Kawgefi geHe (0 BolGpaTb AeHb
MoH. BT. Cp. YT AT, Cy0. Bockp.

Bpemn: BCE OHW - 24 yaca:

Hasano: I:I [H4nmy
Kowew | | (udw)

[ COXpaHUTL | | Hazan

Puc. 4-84 [1o6aBnTb NN N3MEHUTbL 3anuUcb pacnucaHms

Hanpumep: Bbl xoTnte orpanmnuntb goctyn yana ¢ MAC-agpecom 00-11-22-33-44-AA Kk canTy
www.tp-link.com ¢ 18:00 go 20:00 no cy66oTam u BOCKpeceHbAM. [lns1 3TOoro HeobxoaMmMo

BbIMONHUTb Ccrieaytowmne OeNcTBuUS:

1.  KnukHute no kHonke [o6aBuThb ..., YUTOObI NEPenTN Ha cTpaHuuy "[0o6aBnTb UNN U3MEHUTb

3anuce pacnucanus" (Puc. 4-83).

2. B none Uma pacnucaHma HeobxoaumMo BBECTU YHMKANbHOE UMS pacnucaHus. Hanpumep,

PacnucaHve_1.
3. B none AeHb BbibepuTe "BbibpaTh AeHb" 1 BbibepuTe Cy660Ty 1 BockpeceHbe.
4. B none Bpemsa gnsa sHaveHus "Hauano" n "KoHel" ykaxunte cootBeTcTBeHHO 1800 1 2100.

5. Haxmute kHonky CoxpaHuTb, YTOObI COXPaHUTbL HACTPOMKN.

Mocne aToro, BepHyBLUMCb B OKHO HacTporiku pacnucaHus, Bbl yBUANTE CrEeayoLLMA CIINCOK.

ID MmA pacnucaHnA OeHb BpemA HameHnTh

1 PacnucaHue_1 Cyad. Bockp. 03:00-21:00 FlameHWTE ¥OanuTe

4.15 HacTtpoukun mapwpyTtusaumm

HacTpo#kn MapupyTH3aLmn

- CNWCOK CTaTH4ECKNX MapupyTos

- TabnMua mapupyTHzanmm

Puc. 4-85 HacTtpoikn mapLipyTtmsaumnm
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B meHo Hactporkn mapuwpytusauumn (Puc. 4-85) ectb ABa noameHo - CNMCOK cTaTU4ecKnx
MapwpyTtoB 1 Tabnuua maplipyTM3auuu, rge Bbl CMOXETe HacTpOUTb COOTBETCTBYOLLME

DYHKLMN.

4.15.1 Cnucok ctaTUyeCcKMX MapLipyToB

BbiGpae MeHio HacTpoiku maplupyTtnsaumm > CNMCcoK CTaTU4eCKMX MapLUPYTOB, Bbl MOXETE
HacTpauBaTb NapameTpbl CTaTUYECKON MapLUPYTM3aLmMn B OKHe, NPeacTaBneHHom Ha Puc. 4-86.
CTaTnyeckuin MapLUpyT - 3TO 3apaHee onpeferneHHbln NyTb, N0 KOTOPOMY CETEBble AaHHble

nepemMeLlarTCA K KOHKPEeTHOMY Yy3ny unn ceTu.

1D IP-agpec HazHa4YeHWA Macka nogceTtH OCHOBHOW W3 CocTtoAHue HameHnTb

Puc. 4-86 Cnuncok crtatMyecknx MapLupyToB
Y100bI CO3AaTb 3aNUCb CTaTUYECKON MapLUPYTU3aLUN:

1.  Haxmute kHonky [lo6aBuUTb... cM. Puc. 4-85, oTkpoeTcs OkHO, kak Ha Puc. 4-87.

IP-anpec HasHAYeHHA:
Macka nogcenw:
OCHOBHOW W3

CocToAHue: BrnwoueHo W

[ COXpaHUTE | Hasag |

Puc. 4-87 [ o6aBuTb MM U3MEHUTb 3anNUCb CTaTUYECKUX MapLUPyTOB
2. Bsegute criegytolime gaHHbIE.

» IP-apgpec Ha3HauyeHus - JT10 IP-agpec y3na unu ceTtu, KOTOPLIA Bbl XOTUTE Ha3Ha4UTb

ANS MapLupyTa cTaTU4YecKon MapLupyTu3aumm.

> Macka nogcetn - Macka nogcetu onpenendeT, Kakad 4acTb IP-ap,peca OTHOCUTCA K

ajpecy ceTun, a Kakad - K agpecy camoro ysna ceTun.
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» OcHoBHOM wnw3 - 310 [P-agpec wWnO30BOro YCTPOWCTBA, WMCNOMb3yeMOro mno
YMON4YaHuio, KoTopoe obecneynmBaeT B3aMMOAEWCTBME MEXOAY MapLUpyTU3aTopoM U

ceTblo/y3nom.
3. W3 Bbinagatoluero crnvcka B none CocrtosiHne BbibepuTe BknroveHo.
4. HaxmuTe kHonky CoXpaHUTb, YTOObl COXPaHUTbL BHECEHHbIE U3MEHEHUS.
HaxaB kHoMKy YaanuTb, Bbl yaanuTe 3anuch.
HaxxaB kHoNKy BKknounTb Bce, Bbl akTUBMPYETE BCE 3arnuncu.
HaxaB kHonky OTKNO4YNTb BCe, Bbl CAENAETE BCE 3ANNCU HEAKTUBHBIMMN.
Haxae kHonky YaanuTb Bce, Bbl yaanuTe Bce 3arnucu.
YTtobbl NepeinTn B creaytollee OKHO, BOCMONb3yhTeCh kHomnkor Cneaytowas. Utobbl BepHYTLCSA
B Npeapblayliiee OKHO, BOCnonb3ynTech kHomnkon MpeabiayLwas.
4.15.2 Tabnuua mapLupyTrusaumm

BbiObpaB MeH PaclumpeHHble HacTpPOWMKM MapwpyTusaumu > Tabnuua mapLupyTusauum,
nocrie 4ero Bbl CMOXETe npocMaTpmBaTtb Tabnuvuy MapLipyTM3auun, Kak ykasaHO Ha PUCYHKe
Hwke. Tabnvua MapLpyTM3auuMn no3BONAET nNpocMaTpMBaTb BCE [AEWCTBYHOLME 3anucu
MapwpyTtusauun. na kaxgon sanucu otobpaxatroTcs |IP-agpec HasHaveHusi, Macka nogceTu,

LUM03 M uHTEPENC.

ID IP-agpec Ha3HAYEHWA Macka noaceri Winto3 WHTepdeic
1 182.168.1.0 255.255.255.0 0.0.0.0 LAN & WLAN
2 192.168.0.0 2552552540 00.00 LAN & WLAN

Puc. 4-88 Tabnuua maplipytusaumm
> IP-appec Ha3Ha4yeHuA - 370 |IP-agpec ceTn unu yana, HasHayeHHbI MapLUpyTYy.

> Macka noacetu - Macka noacetn onpegensier, kakada 4actb IP-agpeca yana cetu

OTHOCUTCA K afpecy CeTu, a Kakas - K agpecy camMoro yara B 3TOM CeTun.

> W3 - IP-agpec wno30BOro ycrtponcTea, obecneymBatolero B3auMOAENCTBUE MeEXOY

MapLUPyTU3aTOPOM U CETbIO/Y3IOM.

> WHTepdenc - B aTom none nokasbiBaeTcsa MectoHaxoxaeHue IP-agpeca HazHauveHus LAN u
WLAN nnn WAN.

- 100 -



MHorodyHKLMOHaNbHbIN 6ecnpoBOAHON MapLUPYyTU3aToOp cepuun

TL-WR842N

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

Haxmute O6HOBUTL A5st 0GHOBNEHNS oTobpaykaeMoin nHdopMaunn.

4.16 KoHTpornb nponyckHOM cnocobHOCTH

KoxTponk nponyCcKHOW CNOCODHOCTH

- MNapameTpbl KOHTPOMA

- CnWCoK npaeyn

Puc. 4-89 KoHTponb NponyckHOM CNOoCOBHOCTM
MeHto KoHTponb nponyckHom cnocobHOCT coaepxut ABa nogmeHio NMapameTpbl KOHTpoOnsA
Cnucok npaeun (cm. Puc. 4-89). [1na HacCTPOMKN HYXXHOW PYHKLMKN BbIGEPUTE COOTBETCTBYIOLLEE

MeHI. Hmxke npnBogunUTCA l'IO,D,pOGHOG onncaHme ona Kakaoro U3 3Tux nogmeHio.

4.16.1 lMapameTpbl KOHTPONA

Bbibpas KoHTponb nponyckHou crnocobHoctu > [lapameTpbl KOHTpOMsS, Bbl CMOXeTe B
crnegylollemM OKHe HacTpavMBaTb 3HAYeHUs MCXodswerd M BXOAALEN MOoNnochbl NPOMyCcKaHUS.
3apaBaeMble 3Ha4YeHUA He omkHbl npesbiwate 100000 Kout/c. [ns onTuManbHOro KOHTpOns,
BblGepuTe Tun nNuHUKM 1 cnpocuTe y nocTaBLlynka VMIHTepHeT-ycnyr obLiee 3HavyeHne BXOASALLEro 1
ucxogsiero Tpaduka.

MapaMmeTpbl KOHTpONA
BKNHYWTE KOHTPOMNL NOMNOCE! MNPOMYCKaHKA: F
THn NAHWH: & ADSL (O Opyran
Hcxogswan nonoca nponycKaHng: | 812 | Kauric
Brogmuwan nonoca NponycKaHns: |2[]48 | Kautic
I CoxpaHuTe ]

Puc. 4-90 MNapameTpbl KOHTPOnS

> BKNOUYUTb KOHTPOSb NOSOCHLI NponyckaHusa - Ecnn gaHHbIM napameTp akTMBUPOBaH, TO

npaBuna yHKLUM KOHTPONS MPONYCKHOW crocobHocTy ByayT paboTtaThb.

>  Twun nuHun - BoibepuTe NnpaBunbHbIM TUN Balero noaknodeHns. Ecnu Bl He 3HaeTe, Kakomn

BblOpaTh, o6paTUTECH K Ballemy NocTaBLUMKY IHTEpHET-yCnyr.
> WUcxopsAwasa nonoca nponyckaHusa - CkopocTb ncxogsuiero Yyepes nopt WAN Tpadmka.

> Bxopsawasa nonoca nponyckaHus - CkopocTtb Bxogsulero yepes noptT WAN Tpaduka.

4.16.2 Cnucok npasun

Boibpas KoHTponb nponyckHoW cnoco6Hoctu > ChnuMcCOK npaBusfl, Bbl CMOXeTe
npocMaTpuBaTb M HacTpauBaTb MpaBuria KOHTPOMsS MPOMYCKHOW CNOCOBHOCTU, Kak nokas3aHo Ha

PUCYHKE HIDKE.
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lcxogAwan nonoca nponyckadua (KouTic) BxogAwaA nonoca nponyckaHnA (KanT/c)
D OnucaHue Brniounte MameHuT
MuH. Makc. MuH. Makc.

B HacToAWEE BPEMA CIMCOK NYCT.

[ NoGasuTL

Tekyuyil M2 | 1 « | cTp.

Puc. 4-91 Cnuncok npasun

> OnwucaHue - VIHdopmaLms ¢ onMcaHnem BKMOYaeT AnanasoH aapecos, AnanasoH NopTos U

NPOTOKOJT nepenadn.

> MWUcxopsawaa nonoca nponyckaHusa - MakcumanbHas WM MUHMMarbHas CKOpPOCTb

nexogsawero Yepes nopt WAN Ttpadmka.

> Bxoasawas nonoca nponyckaHus - MakcumarnbHasi U MUHUMarnbHasi CKOPOCTb BXOASALLENO

yepes nopt WAN Tpaduka.
>  BknouuTb - Bbl MOXETE BKIHOYUTD MUK OTKITHOYUTL KOHKPETHOE NpaBuno.

» WN3meHuTb - BblbepuTe OaHHBIN NYHKT ONS U3MEHEHUS WNU yaaneHust CyLLeCTBYHOLLEN

3anucy.
Y1061 [06aBUTL WM  U3MEHWTb NpPaBUMIO YMpaBNeHWs MONIoOCOM MNpPONYCKaHUSA,
Heob6xoAuMO caenaTb crneaytoliee:

War 1: Haxmute kHonky [lo6aBuTb... (CM. Puc. 4-91). JOmKHO OTKPbITLCSA OKHO, Kak NMoKa3aHo
Ha Pwuc. 4-92.

War 2: Bseaute cnegyrowive gaHHbIE.
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-WR8 N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens
MapameTpbl KOHTpONA

BEIMHOYMTE!

[wnanasoH IP-agpecos: | | = |

[nanazoH noproe: | | - | |

MpoToKOM:

MWH. nonoca nponyckadwa Makc. nonoca

(KauTic) nponyckadna (Kaut/c)
McxonAman nonoca nponycKaHns: | ] | | 0 |
Bxoofuan nonoca NponyCcEaHmna: | 0 | | I |
[ CoXpaHHnTs ] [ Hazap ]

Puc. 4-92 Hactponku npasun ynpasneHus nonocon NponyckaHns

War 3: Haxmute kHonky CoxpaHuUTb.
4.17 Mpueaska IP- u MAC-agpecoB

lNpuerazka IP- n MAC-anpecos

- MNapaMeTpbl NPHBAZKH

- Tabmmua ARP

Puc. 4-93 Menio MNMpuesaska IP- u MAC-agpecos

Mehto MNpueaska IP- 1 MAC-agpecoB cogepxuT gsa nogmeHto (cm. Puc. 4-93) - MNMapameTtpbl
npumBaskn n Tabnuua ARP. YT1oGbl HAcTpouTb HyXXHYO YHKUMIO WM MOCMOTPETbL €e
napameTpbl, BblbepuTe COOTBETCTBYHOLMI 3NeMEHT. Huke npmBoantca nogpobHoe onncaHue no

KaXaomy nogmMeHto.

4.17.1 MapameTpbl NPUBA3KU

[aHHoe OkHO cogepXut Ta6m/|u,y MapameTpbl NpPUBA3KKU, B KOTOPYIKO Bbl MOXeETE€ BHOCUTb

Heobxoaumble n3aMeHeHus (cM. Puc. 4-94).
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N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

MapameTpkl NPUBA3KH

CenAzbiBaHne ARP: &) OTrmounTe ) BRMOYNTE
[ COXpaHMTh
1D MAC-agpec IP-agpec Cenazate HzmeHuts
Cnucok nyct

TekyWwmi M2 cTp.

Puc. 4-94 MNapameTpbl NPUBA3KN
» MAC-agpec - MAC-agpec KOHTPOMMPYEMOro KOMMboTEPA JTIOKanbHOM CETU.
» IP-appec - HasHaveHHbIN IP-agpec KOHTPONUMPYeEMOro KoMnboTepa foKarnbHON CETU.

> Cgasatb - BknouyeHve @yHkuuKn cBasbiBaHusa no npoTtokony ARP  ang koHkpeTHoro

YyCTPOWNCTBA.
> WN3meHuTb - MIameHeHne unu yaaneHue CyLecTBYOLEN 3anmcu.

Ecnn Bbl xoTute go6aBuTb N U3MEHUTbL 3anncb cesA3biBaHuA IP- n MAC-agpecoB, HaxXmuTe
KHoMKy [lo6aBuUTb... unn N3ameHuTb. lNepen Bammn OTKPOETCA OKHO, NpeAcTaBneHHoe Ha Puc.

4-95, B KOTOPOM Bbl MOXeTe [00aBUTb NN N3MEHUTb 3anuck cesA3biBaHuA IP- 1 MAC-agpecos.
MapameTpbl npueAsky IP- n MAC-agpecos

CeA3aTk:

MAC-agpec: | |

IP-agpec: | |

[ CoxpaHuTh | | Hazag,

Puc. 4-95 MNMapametpbl npusasku IP- u MAC-agpecos

Y106bI A06aBUTL 3anuck NnpuBaAsku IP- u MAC-agpeca, Heo6xoaMmMo caenarthb crieayloLlee:
1.  Haxmute kHonky lo6aBUTL... (CM. Puc. 4-94).

2. Ykaxute MAC- n IP-agpec.

3. Bblbepute aueiky CessaThb.

4. Y10ObI COXpPaHUTbL cOoenaHHbIE N3MEHEHUS, BOCMNOSNb3YNTECh KHOMKOM COXPaHUTD.

Y106bI M3MEHUTb UMW YAANUTb YXe CYLLecTBYHLLYI 3anucb, Heobxoaumo caenaTtb

crnepymowee:
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TL-WR842N N, ckopocTb o 300 M6uT/c PykoBoacTBO nonb3oBaTens

1. BblbGepuTe 3anuch B Tabnumue.

2. B konoHke U3ameHuTb BbiGEpUTE, COOTBETCTBEHHO, U3MEHUTb nnn Ypanutb.
Y106bI HANTU CYLLECTBYHOLLYIO 3aNnCh:

1.  HaxmuTe kHonky HanTwn, kak nokasaHo Ha Puc. 4-94.

2. Beegute MAC nnun IP-agpec.

3. HaxmuTte kHonky HanTu, kak nokasaHo Ha Puc. 4-96.

Ha¥ith 3annce npueasku IP- u MAC-agpecos

MAC-agpec: | |

IP-agpec: | |

D MAC-anpec: IP-anpec: CeRA3zaTe COoSOMHeHne

CnWuCOoK mycT.

[ HailTn | | Hasan J

Puc. 4-96 Hantu 3anuck npmesasku IP- n MAC-agpeca

YTo0bl akTMBMpPOBaTb BCE 3anNUCK, BOCMONb3YMTECh KHOMKON Bknountb Bee.

YUTtoObl yaanutb BCe 3anmncu, BOCNONb3yNTECH KHOMKON YAanuTb Bee.

4.17.2 Tabnuua ARP

[ns ynpaBneHms KOMMNbIOTEPOM Bbl MOXETE BECTWU HabnogeHne 3a KoMNboTepamMu NoKanbHOM
ceTu, nposepsasa npuessky MAC- n IP-agpecos B Tabnuue ARP. Takke Bbl MOXeTE NPoOM3BOANUTb
HacTpoviky anemeHToB Tabnuubl ARP. B gaHHoOM okHe oToOpaxaetca Tabnuua ARP. OHa

COAEPXMT MHGOPMALMIO NO MMetoLMMEs 3anucsam npmeaskn IP- u MAC-agpecos (cm. Puc. 4-97).

LEL TER

D MAC-agpec IP-agpec CoctoaHue  Hacrtpoiika
1 90-2B-34-65-39-3E 192.168.0.123 HE CBA3AHO Jarpyants Yoanuis
[ 3arpyants BCe ][DﬁHDHHTh

Puc. 4-97 Tabnnua ARP
1. MAC-agpec - MAC-agpec KOHTPONMPYeMoro KoMnbioTepa foKanbHOW CeTu.
2. IP-appec - HasHayeHHbIN IP-agpec KOHTPONMpYyeMOoro KoMnboTepa NoKanbHON CeTu.

3. CocTtosiHue - Hanun4dne unu otcytcteme cesasbiBaHma MAC- n IP-agpeca.
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4. HaCTpOVIKa - [JaHHble KHOMKK MCNOJNb3YKTCA ANlAd 3arpy3kun unn yganeHua arieMeHToB

Tabnuupl.

>  3arpy3utb - [lobaBneHune anemeHTa B Tabnuuy.

> YpanuTtb - YoaneHue anemeHTa U3 tadbnuubl.

CeasaTb Bce - CBsA3aTb BCe TEKyLUME INEMEHTbI, AaHHAs OMuUS AOCTYMHa, TONMbKO €Cru

dyHKUMS cBA3bIBaHMSA No npoTokony ARP BknoueHa.
3arpy3uTb Bce - 3arpy3antb BCe 3NIEMEHTbI B TabnuLy.
Y1066l 06HOBUTL MHGOPMaLMIO, BOCMONb3yHTECh KHOMKOM OBHOBUTL.

& MNpumevaHue:

OnemeHT He MOXeT ObITb 3arpykeH B Tabnuuy, ecnu ero IP-agpec 6bin 3arpyxeH paHee. B aTom
cnyyae cuctema BblgacTt coobuieHne o6 owwmnbke. AHanormyHo yHkums "3arpy3uTtb Bce"
3arpy3nT TOMbKO Te 3NeMeHTbl, NapameTpbl KOTOPbIX HE COBMAAalT C YKe UMEeKLWMMUCH B

Tabnuue.

4.18 OuHamuyeckmnnn DNS

Mpu BoIGOpe MeHo AuHamuyeckuit DNS BbI MOXeTe onpenensaTs napameTpbl paboTsl yHKLUNN.

MapLipyTtusaTop nogaepXuBaeT (PyHKLUUIO ANHAMUYECKOW CUCTeMbl AOMEHHbIX uMeH (DDNS),
KOoTOpas genaeTt BO3MOXHbIM XOCTUHI canTa, FTP- nnn noytoBoro cepsepa ¢ (OUKCUPOBaHHbLIM
OOMEHHbIM MMeHeM (KOTopoe Bbl YykasblBaeTe camMu) U OUMHAMUYEeCKMM agpecoM.  JTOo
no3BonseT BalluM Apy3bsM MNOAKMYATLCA K Ballemy cepBepy, yka3aB OOMEHHOe UMS BHe
3aBUCMMOCTU OT 3HayeHusa IP-agpeca. lNMeped TeM Kak ANPUCTYNUTb K UCMOSMb30BaHUIO OaHHOW
YyHKUMM  Heobxogumo 3aperncTpupoBatbCcs Yy npoBangepa cepBuca DDNS, Hanpumep

www.comexe.cn, Www.dyn.com nin Www.noig.com. OT nocTaBLMKa l/lHTepHeT-ycnyr Bbl

nony4ynTte naposib UIn KIou.

4.18.1 Comexe DDNS

Ecnu B kayecTBe noctaBwmka ycnyr DDNS 6bin BbiGpaH www.comexe.cn, 4OMMKHO MOSBUTLCS

OKHO, nokasaHHoe Ha Puc. 4-98.
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N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

MocTaBuwmg yormyr: Comexe ( www.comexe.cn ) | OepedTi K peructpauum...

OOMEHHOE MMA:
OOMEHHOE MMA:
OOMEHHOE HMA:
OOMEHHOE HMA:

OOMEHHOE HMA:

MMA nonb3oeaTena:

Maponk:
[ Brnouuts DDMNS
COCTORHME NOMKNHYEHHA; DDME He 3anyweHo!
[ Boiti ] [ Beliitn
[ COXpaHUTb ]

Puc. 4-98 Hactpoiiku Comexe.cn DDNS
IOna yctaHoBku napameTpoB DDNS Heo6xoaMmMo BbINOMHUTL crneaylolme JencTBus:

1. [loMeHHOe WMsI BBeOWTE COOTBETCTBYIOLLEE 3HAYEHWE, MONy4YeHHOE OT MNOCTaBLUMKA

WHTepHeT-ycnyr.
2. Yxaxute UMA nonb3oBaTens y4eTHOM 3anumcu.
3.  Ykaxwute Maponb y4eTHON 3anucu.
4. HaxmuTe kHonky BonTn onsa Bxoga B CUCTEMY.
CocTosiHue nogknioveHust - OtobpaxaeTca cocTosiHue noaknoveHus k cepemucy DDNS.
HaxmuTe kHonky BbINTK, 4TOOLI BBINTU U3 CUCTEMBI.
&= lMpumeyaHue:

Ecnu Bbl XOTUTe BOWTK NOA APYroi YY4ETHOW 3anncbio, HAXXMUTE KHOMKY BbIATK, 3aTem BBeauTe
napornb/uMs nonb3oBaTtens U HaxMuTe BonTy.

4.18.2 Dyndns DDNS

Ecnu B kayectBe noctaBlwuka ycnyr DDNS 6bin BbiOpaH www.dyn.com, NosiBUTCA OKHO Kak

nokasaHo Ha Puc. 4-99.
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MocTaBwmMy ycryr: Dyndns { dyn.com/dns ) w | MNepedTy K perncTpaumm. .

WA nons3oBarens:
Maponk:

OOMEHHOE MMSA:

[ Brnwwsts DDNE

COCTORHME NOOKNHYEHNA: DDMSE He aanyuweHo!

[ Boiitu ] [ Briiitn

[ CoXpaHuTb |

Pwuc. 4-99 Hactponku Dyn.com DDNS
IOna yctaHoBku napameTpoB DDNS Heo6xoaMmMo BbINOMHUTL crneaylolime JencTBus:

1. Ykaxnte AmA nonb3oBaTens y4eTHOW 3anumcu.
2.  Yxaxwute Maponb y4yeTHON 3anucu.
3.  YkaxuTe [loMmeHHOe ums, nonyyeHHoe oT npoBangepa cepsuca DDNS.

4. HaxmuTe kHonky BonTtn ans Bxoga B cuctemy.

CocTtosiHue nogknioveHus - OtobpaxaeTca cocTosiHue noakrnoveHus k cepeucy DDNS.
HaxmuTte KHONKy BbIATU, YTOOLI BLINTU U3 CUCTEMBI.

& lNMpumeyaHue:

Ecnv Bbl XOTWUTe BOWTW NoA APYrovi YY4ETHOW 3aMNUChlo, HAXMUTE KHOMKY BbIATK, 3aTem BBeauTe
naponb/uMs Nonb3oBaTens U HaxmuTe BonTu.

4.18.3 No-IP DDNS

Ecnu B kadecTBe noctaBwmka ycnyr DDNS 6bin BbiOpaH wWww.no-ip.com, NOsSIBUTCA OKHO, Kak

nokasaHo Ha Puc. 4-100.
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N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

MNMocTaBuMK yCnyr: | Mo-IP { www.noip.com } v| MNepelTH K perucTpaumu. .

HmA none3oearens: | |

NMaponk: | |

LOoMEHHOE HMA; |

[ Brnmoyute DDMNES

CoCTOAHKME MNOOENHYEHNA; DDMNE He aanyweHo!

[ Boiitn ] [ Briiiti

[ CoXpaHnTs ]

Puc. 4-100 Hactpownku Noip.com DDNS

IOna yctaHoBku napameTpoB DDNS Heo6xoaMmMo BbINOMHUTL crnieaylolime JencTBus:
1.  Ykaxnte AMA nonb3oBaTens y4eTHOW 3anumcu.

2. Ykaxute Maponb yyeTHON 3anucu.

3.  YkaxuTte [JoMeHHOe uMs, Nory4yeHHoe OT npoBarigepa cepsmca DDNS.

4. HaxmuTe KHonKy BonTH, 4TOOLI BONTU B CUCTEMY.

CocTtosiHue nogknioveHust - OtobpaxaeTca cocTosiHue noaknoveHus k cepemucy DDNS.

HaxmnTte KHONKy BbIATU, YTOOLI BLINTU U3 CUCTEMBI.
& [lMpumeyaHue:

Ecnn Bbl XOTWUTE BOWMTU NOA4 OPYron YY4ETHOM 3aNUCb, HAXXMUTE KHOMKY BbINTK, 3aTem BBEauTe
napornb/MMsi Nonb3oBaTens U HaxxMuTe BonTu.

4.19 IPv6

IPvE

- CocToRHke IPvE

- HacTpoika IPvE-anpeca

Puc. 4-101 MeHio IPv6

B meHio IPv6 copepxuntca asa pasgena (cm. Puc. 4-101): CoctosiHue IPv6 1 Hactpoika IPv6.
BblbepuTte HyXHbIN BaM pasgen Ang npocMoTpa WM HacTPOWKM COOTBETCTBYIOLLUMX (PYHKUUA.

Hanee no TEKCTY noeT ﬂOD,pOGHOG onncaHme HacTpoek No Kaxxaomy pasgery.
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TL-WR842N N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

4.19.1 CoctosiHue IPv6

WAN
TN NOQKMHYEHHA: DHCPvE
IPvG-aapec
IPvG-anpec 0CHOBHOMD WNH3E:
Mpeanoyntaemblid IPvE-agpec DN S-cepeepa:

AnbTepHatMBEHLIA IPvE-agpec DNS-cepeepa:

LAN
Twun HazHa4eHnnn IPvG-agpecos: RADVD
IPvG-agpec:
Linkdocal anpec: fe80::dabd:4cfffe10:f40/64

Puc. 4-102 CoctosaHue IPv6

Ha ctpaHuue CoctosiHue IPv6 oTobpaxaeTtcs Tekyllee COCTosHME 1 HacTponku IPv6 ons

mapLupyTm3aTopa. Bca uHdpopmaums 4oCTynHa TOMNbKO ANS YTEHWS.

> WAN

e Tun nogkntoyeHuns - Tun WAN [IPv6-coeguHeHuns.

¢ IPv6-agpec - WAN IPv6-agpec.

¢ |IPv6-agpec ocHOBHOro wnto3a - OCHOBHOM LUSO3 MapLupyTm3aropa.

¢ [lpeanountaembin IPv6-agpec DNS-cepBepa - [peanoumtaemoit IPv6-aagpec DNS-cepeepa.
e AnbTepHaTtuBHbIN IPv6-agpec DNS-cepBepa - AnbtepHaTuBHbIN IPvB-agpec DNS-cepeepa.
> LAN

¢ Tun Ha3Ha4veHus IPv6-agpecoB - ATO CNocob, C MOMOLLBIO KOTOPOro MapLUpyTM3aTop
HasHavaeT |IPv6-agpeca KomnbloTepy B NlokanbHoW ceTu: ¢ nomollbto SLAAC (aBToMatmnyeckon
HacTponkn agpecos 6e3 coxpaHeHusa coctosiHusA) 1 DHCPv6-cepepa (DHCPvV6 - npotokon
ANHaMM4YecKon HacTpownkm yana ang IPv6).

¢ IPv6-apgpec - 3oecb otobpaxéH IPv6-agpec B cetn LAN.

¢ Link-local agpec - Link-local agpec maplpytusatopa B cetu LAN.
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4.19.2 HacTtpowuka IPv6

BKNH41TE IPVE:
Tun nogrrodeHnsa WAN: | DHCPvE hd
IPvG-agpec:

NMpedwmkc IPvE-aopeca:

OCHOBHOM WH3:

OTtkntoyeHo!
® MonyyuTe IPvE-agpec DMNE-cepeepa aBToMaTHYECKN
MpegnoynTaemei IPvé-agpec DNS-cepeepa:
AnbTepHaTMBEHBI IPvE-anpec DN S-cepeepa:
& Menone3oeaTe cnegyiowme IPvG-agpeca DNS-cepeepoB
Tun aBTOHACTPOWMKK agpeca; (=) RADVD () DHCPvE-cepeep
HacTpoika Tna rnobansHoro npeduEca ceti (#) HaaHavaembin ) CTaTnyeckni
LAN IPvG-agpec: 164
( CoxpaHnTh |

Puc. 4-103 HacTtpolika IPv6

>  Bknouutb IPV6 - [Ina BknoveHnsa yHKUMM nogaepxku IPvé Heobxoammo noctaBuTb

rarioyky B 3TO CTPOKe. Mo yMOn4aHuio gaHHaA (byHKLl,VIFI BKITHOHEHA.

» Tun nogkntovyeHuss WAN - Boibepute npaBunbHbin T1n nogkntodeHms WAN ¢ yuétom

VIH(bOpMaLl,VII/I, ﬂOJ'Iy‘-IeHHOVI OT BaLlero nocrasLlinKa I/IHTepHeT-ycnyr.

¢ SLAAC - (SLAAC - aBTOMaTM4yeckasi HacTporika agpecoB 06e3 CoxpaHeHUsA COCTOSIHUSA)
coefiMHeHWs1, ucnonbayoLlme HasHadyeHue |IPv6-agpecos ¢ nomolbio RADVD.

¢ DHCPvV6 - CoepmHeHus, ncnonbayoLlime guHammuydeckuin IPve-agpec.

e Ctatnyeckum IPv6 - CoeguHeHus, ucnonbaytoLume crtatmdeckun IPv6-agpec.

¢ PPPOEV6 - CoeanHeHuns, ncnonbaytowmne PPPOEV6 ¢ BBOAOM MMeEHW Nonb3oBaTend 1 naponsi.
¢ TyHHenb 6to4 - CoegnHeHus, NCNonb3yLmne HasHaYeHe agpecoB C NOMOLLBH 6t04.

PasHble Tunbl nogkntodeHns WAN TpebytoT pa3Hbix HACTPOEK, Aanee ykasaHbl NogpobHble

HaCTpOIZKVI And Kaxaoro tina noakrni4vYeHua.
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1) SLAAC

BrN4UTE IPV6:
Tun nogenYeqmna WAN: | DHCPv6 v
IPvE-anpec:

NMpedukc IPvé-anpeca:

OCHOBHO WIH3:

OTknioyeHo!
® MonyynTe IPvE-agpec DMNS-cepeepa aBTOMaTHYECKN
MpegnoynTaemei IPvG-aopec DN S-cepeepa:
AnNbTepHaTMEHLIA IPvE-agpec DNS-cepeepa:
[ &) lcnoneaogate cnegykwme IPvE-agpeca DMNS-cepeepoB
THN aETOHACTPOAKN agpeca: (%) RADVD () DHCPvE-cepeep
HacTpoika TMna rnoGansHore npeduKkca ceTn (=) HazHavaemeld ) CTaTUYECKWA
LAHM IPv6-agpec: 154
[ CoxpaHnTb |

Puc. 4-104 SLAAC

¢ IPv6-appec - IPv6-agpec, oMHamuyecku npegocTaBneHHbIn BallM NOCTaBLUUKOM

NHTepHeT-ycnyr.
¢ Mpedumkc IPv6-agpeca - MNMpeduke IPv6-agpeca.

e OCHOBHOM W03 - Ap,pec OCHOBHOIO WJ1H03a B WeCTHaguaTtepn4yHom cbopmaTe C
pasgenuternbHbIMU OBOETOUMSAMU, NPeaoCTaBeHHbI BaM BallMM NOCTaBLLMKOM

NHTepHeT-ycnyr.
HaxmunTte kHonky MogknounTb Ans HeMeaneHHoro NoAKMYeHus.
Haxmunte kHonky OTKNOYUTL NS HEMELNEHHOTO OTKIMYEHUS.

Ecnn Baw noctaBwumk WHTepHeT-ycnyr npegocTtaBnseTr Bam oauH unu aea |IPv6-agpeca
DNS-cepsepoB, Bbibepute WUcnonb3oBatb cnepywouwme IPv6-agpeca DNS-cepBepoB 1
ykaxute [Mpegnouutaembin IPv6-agpec DNS-cepBepa u AnbtepHaTtuBHbI |IPv6-agpec
DNS-cepBepa B COOTBETCTBYHOLUMX MOnsx, nHade agpeca DNS-cepeepoB OyayT npuCBOEHBI

ONHaMun4eckun.
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» MNpepnouutaemsbin IPv6-agpec DNS-cepBepa - Ykaxute |IPv6-agpec DNS-cepBepa B
LecTHaaLaTepnyHoOM hopMate ¢ pasgenuTenbHbIMY BOETOUUSMU, NPEOOCTaBNEHHbI

BallnM NoCcTaBLLMKOM I/IHTepHeT-ycnyr.

» AnbrepHaTuBHbIN IPv6-apgpec DNS-cepBepa - Ykaxute gpyrov IPv6-agpec DNS-cepeepa
B LUeCTHaauaTepn4HoMm chopmaTte ¢ pasgenmTenbHbIMU ABOETOUUSAMN, NPeaoCTaBNEHHbIN

BaLlM NOCTaBLLMKOM VIHTepHeT-ycnyr.

& MpumeyaHue:

Ecnu npu nonbiTke OTKpbITb VIHTEpHET-CTpaHWLy Y Bac BO3HUKAET ownbka «agpec He HanugeH»,
TO, CKOpee BCero, Bbl HenpaBwibHO Yykasanu agpeca DNS-cepsepoB. CeskuTecb C BalvMm
nocraBLUMKOM VIHTepHET-ycnyr, 4ToObI nonyyunte agpeca DNS-cepBepoB.

» Twun aBTOHacTpouku agpeca - RADVD (Router Advertisement Daemon) n cepsep DHCPv6
(MpoTokon AUHaAMUYECKOM HAacTPOWKKM y3rna ans IPve).

» HacTtpouka Tuna rno6ansHoro npedukca cetu - Tun npedukca IPv6-agpeca.

e HasHavaeMmsbli - ABTOMaTMyecku nony4vatb npedumkc IPv6-agpeca oT nocrasLumka
WNHTEPHEeT-yCnyr, Nocne 4Yero yCTpoNCTBO Ha3HauUT ero Ans nokanbHON ceTu.

e Cratnyeckum - Hactpoutb FobansHbIN npecduke cetu 1 OnuHy rmobanbHOro
npecukca cetn BpyyHyto. CBSXKUTECH C BalLlUM NOCTaBLLUMKOM UHTEPHET-yCnyr Ans
nony4YyeHnsa AONONHUTENBHOW MHGYOPMaLMK nepen HaCTPOMKON.

» LAN IPv6-agpec - LAN IPv6-agpec yCTpoMCTBa B JIOKaNbHOM CeTW.

HaxmnTe CoxpaHUTb AN COXPaHEHUS BaLLMX HACTPOEK.

2) DHCPv6
Brn4mTh IPVE:
Tun nogenoeHitn WAN: Cramnueckuil IPvG-agpec v
IPv6-agpec:
OCHOBHOM WHS: (Mo eeiGopy)
Paamep MTU (B Sairax): 1500 (no ymonyaduk: 1500, He WaMeHATL Ge3 HeoGXoOUMOCT.)
Mpeanoyntaemsii DNS-cepeep: 2001:4860-4860-:3888 (Mo BwlGopy)
AnsrepHatmedsiin DNS-cepeep: 2001:4860:4860::8844 (Mo ewiGopy)
Tun ABTOHACTPOWKN aapeca: (® RADVD (O DHCPvG-cepeep
HacTtpoika Tuna rmoBansHoro npedukca cetn (%) HaaHavenHe ) CTaTnueckuil
LAN IPvG-agpec: 164
( COxXpaHnTb J

Puc. 4-105 DHCPv6
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> IPv6-agpec - IPv6-agpec, AnHaMmnyeckn npeJocTaBneHHbIN BalluM NOCTaBLLMKOM
WHTepHeT-ycnyr.

» OcHOBHOM W3 - AOpec OCHOBHOIO LUMO3a B LWECTHaguaTepuyHom copmare ¢
pasgenuTenbHbIMY ABOETOUNAMU, NPegoCTaBNeHHbIN BaM BalLMM NOCTaBLUMKOM
WHTepHeT-ycnyr.

Haxmute kHonky OOHOBUTL AOns o6HOBMeHWst napameTpoB IPv6 oT Balwlero nocraBLivka
WHTepHeT-ycnyr.

HaxmuTte kHonky OcBo6oauTb, 4Tobbl 0cBOGOAUTL MapameTpbl IPv6 OT Bawero nocraeLiuvka
UHTepHeT-ycnyr.

Ecnn Baw noctaBwWuKk WHTepHeT-ycnyr npepoctaBndeT BaMm oauH wunu aea |IPv6-agpeca

DNS-cepeepoB, Bbibepute Wcnonb3oBatb cneaytowmne IPv6-appeca DNS-cepBepoB 1

ykaxunte [Mpepnountaembin IPv6-appec DNS-cepBepa 1 AnbTtepHatuBHbIM |IPv6-agpec

DNS-cepBepa B COOTBETCTBYHOLMX Monsx, uHade agpeca DNS-cepsepoB GyayT npucCBOEHBbI

ONHaMUNYECKN.

» [Mpepnouutaemsbin IPv6-agpec DNS-cepBepa - Ykaxute |IPv6-agpec DNS-cepsepa B
LecTHagLuaTepnyHOM cbopmaTe C pasaenmTeNnibHbIMU BOETOUMAMM, NPEAOCTABMNEHHbIN
BaLUMM MNOCTaBLUMKOM VIHTEPHET-YCIyT.

» AnbTtepHaTuBHbIN IPv6-agpec DNS-cepBepa - Ykaxute gpyrov IPv6-agpec DNS-cepsepa
B LUECTHaALaTepUYHOM dhopmMaTe C pasgenuteribHbIMU ABOETOUNAMUN, NPEOOCTABIEHHbIN
BaLUUM MOCTaBLUMKOM VIHTEPHET-YCIyT.

& lMpumeyaHue:

Ecnu npu nonbiTke OTKpbITb VIHTEPHET-CTPaHMLY Y Bac BO3HMKaET OLINGKa «adpec He HanaeH»,
TO, CKOpee BCEero, Bbl HemnpaBWnbHO ykasanu agpeca DNS-cepeepoB. CBsXMTeCb C BalUM

NOCTaBLLMKOM VIHTepHeT-ycnyr, 4ToObl nony4nTb agpeca DNS-cepBepos.

» Twun aBTOHacTponku agpeca - RADVD (Router Advertisement Daemon) n cepsep DHCPv6
(MpoTokon AUHaAMUYECKOWM HAacTPOWKK y3na ans IPve6).

» HacTtponka Tuna rmo6anbHoro npedukca cetu - Tun npedukca IPv6-agpeca.

e HasHavaeMbIn - ABTOMaTMYeCKM nony4vatb npedmke IPv6-agpeca OT nocraBLUmKa
WMHTEpHeT-YCnyr, Nocne Yero yCTPOMCTBO Ha3HAUYUT ero A NokanbHOW ceTu.

e Cratuyeckum - Hactpouts Fo6anbHbIN npedukc cetu 1 OnuHy rmob6anbHOro
npedukca cetn Bpy4Hyto. CBSXKMTECH C BalLUM NOCTABLLUMKOM UHTEPHET-YCNyr Ans
nony4yeHns AononHUTENsHOM MHopMaLmm nepes HacTPONKON.

> LAN IPv6-agpec - LAN IPv6-agpec yctponcTBa B NokarnbHON ceTu.

HaxmnTe CoxpaHUTb 411 COXPaHEHUS BaLLMX HACTPOEK.
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3) Cratuyeckum IPv6

BEMHYHTE IPVE:
Tun nogenoyveHna VWAN: CTatiyeckuit IPvG-agpec | w
IPvé-agpec:
OCHOBHOM WH3:! (Mo eslGopy)

Pasmep MTU (e Gaitax): 1500 (no ymonyanuo: 1500, He nameHATE Dea HeobxogumocTi.)
MpegnoynTacmeii IPvE-agpec DM S-cepeep: 2001:4860:4860::8888
AnNBTepHATHEHLIA IPVvE-agpec DN S-cepeep: 2001:4860:4860::8544 (Mo exiGopy)

THN AETOHACTROWKK afpeca: @RADVD (C)DHCPvE-cepeep

HacTpodka THna rnoBansHoro npedukca ceTh (T)Ha3naueHHLI (@) CTaTHYECKNIA
IMobanbHLIA NpegHES CeTH:
InuHa rmofansHoro npediMKca CeTh: G4 (Mo ymonuaHu: 64, He MaMeHATE 023 HeoGxoOUMOCTI)

LAN IPvG-agpec:

CoxpaHute

Puc. 4-106 Ctatnyeckun IPv6

» IPv6-apgpec - Beegute IPv6-agpec B wectHaguaTepuyHom doopmaTte ¢ pasgenmtenbHbIMK

OBOETOHNAMMN, Hpeﬂ,OCTaBﬂeHHbIVI BamM BallMM NMOCTaBLLUKOM l/IHTepHeT-ycnyr.

» OcHoBHOM W3 - BBeanTe agpec 0CHOBHOrO LUMO3a B LLECTHaaUaTepmuyHom dopmarte ¢
pasgennTenbHbIMU OBOETOYMSIMU, NMPEeAOCTaBNEHHbI BaM BalLMM NOCTaBLUMKOM

UHTepHeT-ycnyr.

> Pa3mep MTU - Pasavep MTU (makcnmaneHbI pa3mep naketa) Ans 6onbLlmMHCTBa ceTen
Ethernet: 1500 6aiT, 3TOr0 3Ha4YeHUA 0OLIYHO JOCTATO4YHO. B cnydae ¢ HeKoTopbIMU
nocTasLLMKkaMu VIHTepHeT-ycnyr MoOXeT noTpeboBaTbCs U3MEHUTL AaHHOE 3HaYeHue.
M3meHeHne gaHHOro napaMeTpa OCyLLEeCTBMASETCS KpaHe peKko U TONMbKO B TOM Crny4ae,

ecnu atoro TpebyeT Bal nocTaBwuK VIHTEPHET-YCNYT.

> Mpepnountaembivi DNS-cepBep - Ykaxute IPv6-agpec DNS-cepsepa B
LecTHaauaTepnuyHoM popMaTe ¢ pasgenuTernbHbIMM OBOETOYUSIMU, NPEOOCTaBEHHbIV

BaLlMM NocTaBLLMKOM VIHTepHeT-ycnyr.

» AnbrepHatuBHbIn DNS-cepBep - Ykaxute gpyron IPv6-agpec DNS-cepeepa B
LUecTHaguaTepu4yHoM dpopmare ¢ pasgennTernbHbIMU BOETOUNSIMU, NPEAOCTABMNEHHbIN

BallnM NocrtaBLLUMKOM I/IHTepHeT-ycnyr.

» Twvn aBTOHacTponku agpeca - RADVD (Router Advertisement Daemon) n cepsep DHCPv6
(MpoTokon guHamMnyeckon HacTponkuM yana ans IPve).

» HacTtpouka Tuna rno6ansHoro npedukca cetu - Tun npedukca IPv6-agpeca.
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e HasHavaeMsbli - ABTOMaTnyecku nony4vatb npedukc IPv6-agpeca oT nocrasLumka
WHTEPHET-yCnyr, Nocrne 4Yero yCTPONCTBO HAa3HAYUT ero Ans NokanbHou ceTu.

e Cratnyeckum - Hactpoutb FnobanbHbIN npecduke cetn 1 OnuHy rmobansHOro
npecukca cetn BpyyHyto. CBSXKUTECH C BalLlUM NOCTaBLLUNKOM UHTEpPHET-yCnyr Ans
nonyyYeHnsa AoNONHUTENBHOM MHGbOPMaLMK nepen HaCTPOMKON.

» LAN IPv6-agpec - LAN |IPv6-agpec yCTpoOMCTBa B SIOKaNbHOM CETW.
Haxmnte CoxpaHuTb ANs COXpaHEHWUS BallMX HACTPOEK.

4) PPPoEv6

BrntounTs IPVE:
Tun nogknodernsa WAN: PPPoEvE v
PPPoE-ceccun: () OBbeguHuTE C IPv4 (%) Co30aTe HOBYH CECCHIO
Hma nonkzosarens:
Maponk:
MogTeepauTs Naponks:
IPvG-agpec:
NMpedmkc IPvG-agpeca:
OCHOBHOW WNH3:
MTU: 1492 BanT (No ymonyaHui: 1492, He MaMeHATE Ge3 HeoDXoQUMOCTH)
® Monyunte IPvG-agpec DNS-cepeepa aETOMATHMYECKN

Mpegno4uTaemsn IPvé-agpec DNS-cepeepa:

AneTepHaTMBHbIA IPvE-agpec DNS-cepeepa:

(]

Pexum NoaknoYeHis:

Tun agTOHACTDONKK afpeca:
HacTpoiika Tuna rnotansHoro npedukca ceTn

LAN IPv6-agpec:

llcnone3oeate cnegywwmne IPvG-agpeca DMNS-cepeepos
(®) Beerga nogkniovero () MogKNoYNTE BPYYHYIO

[MogknHYKTE

Orknwyeno!

& RADVD ) DHCPvE-ceprep
(3) Hasnauaemulit () CTaTHueckmit

164

( CoxpaHuThb |

Puc. 4-107 PPPoEvV6
» PPPoE-ceccus- Tun ceccun ansa nogkntovenus IPv6. CywecTtsytoT Asa Tvna:
e OO6BbepguHuTb C IPV4 - PPPOEV6 1 PPPoEV4 ncnonbaytot ogHy PPP-ceccuto.

e CospaTtb HOBYH ceccuto - PPPoOEV6 1 PPPoEv4 ncnonb3ytot pasnnyHble PPP-ceccum.
HaHHbI BapnaHT BbIOpaH Mo yMOMYaHUto.

> Wma nonb3oBatens/lMaponb - Beeaunte 3gecb ums
npefocTaBneHHble BallMM MOCTaBLUMKOM VIHTEpHeT-ycnyr. OTW Mnofsi YyBCTBUTENbHbI K

peecTpy.

nonb3oBaTtersida U naposib,
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> IPv6-appec - |IPv6-agpec, OMHaMmM4yeckn nNpegocTaBfeHHbIA BalMM  MOCTaBLUMKOM
UHTepHeT-ycnyr.

> Mpedwukc IPv6-agpeca - Npedukc IPv6-agpeca.

» OcHoBHOM wWnto3 - BBegnTe agpec OCHOBHOMO LWMKO3a B LWIecTHaauarepuyHom dopmare ¢
pasgenuTenbHbIMU - OBOETOMMSIMM,  NPedoCTaBMeHHbI  BaM  BalMM  MOCTaBLUMKOM
UHTepHeT-ycnyr.

» Pa3mep MTU - Pasavep MTU (makcumanbHbIi pa3mep naketa) Ans 6onbLnHCTBa CeTen
Ethernet: 1500 6aiT, aToro 3Ha4yeHns 0ObIYHO JOCTATOYHO. B cnyyae ¢ HeKoTopbIMU
nocraBLUMKamm VIHTEPHET-yCNnyr MOXeT NoTpeboBaTbCa N3MEHUTbL AaHHOE 3HAYEHNE.
M3ameHeHne gaHHOro napameTpa OCyLLECTBSETCS KpanHe pedko M TONbKO B TOM Chny4yae,

ecnu aToro TpebyeT Balll NOCTaBLIUK VMIHTEpHET-yCnyr.

» Mpeanountaembinn DNS-cepBep - Ykaxute IPv6-agpec DNS-cepsepa B
LUecTHagUuaTepu4HOM doopmate C pas3aenuTerbHbIMU BOETOUNSMU, NPEAOCTaBMNEHHbIN

BallnM NoctaBLLUMKOM l/IHTepHeT-ycnyr.

» AnbrepHaTuBHbIN DNS-cepBep - Ykaxute gpyron IPv6-agpec DNS-cepepa B
LecTHaguaTepnyHoM dhopmMaTe ¢ pasgenuTenbHbIMM OBOETOYUSIMU, NPeOOCTaBNEHHbI

BallnM NoctaBLLUNKOM l/IHTepHeT-ycnyr.

» Twun aBTOHacTponkm agpeca - RADVD (Router Advertisement Daemon) n cepsep DHCPv6
(MpoTokon AuHaMmnyeckom HacTpownkm yana ans IPve6).

» HacTtponka TMna rmo6anbHoro npedmkca cetu - Tun npedwmkca IPv6-agpeca.

e HasHavaembIn - ABTOMaTMYeCKM nonydatb npedmkc IPvB-agpeca OT nocTaBLLyMKa
WHTEpHEeT-yCnyr, Nocne Yyero yCTPOMCTBO Ha3Ha4uT ero Ans fiokanbHOW CeTu.

e Cratuyeckui - Hactpouts Fmo6anbHbIN npedukc cetu 1 OnuHy rmo6anbHOro
npedmkca cetn BpyuHy0. CBSXKMTECH C BaLLMM NOCTABLLMKOM MHTEPHET-YCrnyr Ans
noslydeHnsa JONONHNUTENBHOW MHAOPMaLMK Nepes HaCTPOMKOWN.

» LAN IPv6-agpec - LAN IPv6-agpec ycTponcTea B NnokarnbHON CeTU.

HaxmuTe CoxXpaHUTb AN COXPaHEHWUS BalLMX HACTPOEK.
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5) TyHHenb 6to4d

BrnounTs IPvE:
Tun nogknoyesnn VWARN: TyHHeNk Gtod ]

Agpec: 0.0.0.0

Macka nogcerw: 0.0.0.0
OCHOBHOM WNH3: 0.0.0.0
Afpec TyHHens: 148
Pasmep MTU (B Gaimax): 1480 (no ymonyarnuio: 1480, He naMeHATe Ge3 HeoGxogMMoCTI.)
F] Klenone3oeate cnegylwme IPvE-agpeca DNS-cepeepas

MpeonoyrTaemsid IPvG-anpec DN S-cepeepa:

AnkTepHaTMEHLI IPVE-agpec DN S-cepeepa: (Mo eedopy)
TN aBTOHACTPONKK agpeca: RADVD DHCPvE-cepeep
HacTpoika TMna rmobansbHOro NpeuKca CeTi HasHayaemblii CTaTHYECKMHA
LAN IPvG-agpec: 164
[ CoxpaHutb ]

Puc. 4-108 TyHHenb 6to4

» Appec/Macka nogcetn/OcHoBHOM W3 - IPv4-agpec/macka nogceTn/oCHOBHOW LUSIO3 B

[AECATUYHOM chopMaTe C pasaenuTenbHbIMU ToYKaMu.

» Appec TyHHens - Agpec TyHHens 6to4, co3gaHHbIN YCTPOMCTBOM, ANSA NOofy4YeHns 4ocTyna K

cetun IPv6.

» Pa3mep MTU - O6bi4HO 3HaveHne MTU (Maximum Transmission Unit - makcumanbHbIv
pasmep 6noka nepegaydn) onsa 6onbwmHcTBa ceten Ethernet coctasnsiet 1480 6anT.
PekomeHayeM He N3MEeHsITb 3TO 3HAaYeHUe, eCriv TOMNbKO 3TOr0 He TpebyeT Ball NOCTaBLUMK

UHTepHeT-ycnyr.

Ecnu Baw nocTtaBLmk UHTepHeT-ycnyr npeaocTaBnsaeT Bam oanH unu aea IPv6-agpeca
DNS-cepBepa, BbibepuTe Ucnonb3oBatb cnepyrouwme IPv6-agpeca DNS-cepBepoB 1 B
cooTBeTCcTBYlOWMX nonax seegute NMpeanoyntaemebin IPv6-agpec DNS-cepBepa 1
AnbrepHaTnBHbIN IPv6-apnpec DNS-cepBepa. B npotneHom cnyyae agpeca DNS-cepsepos

6y,ElyT npuceamBaTbCA BaM OT NOCTaBLLUMKA MHTEPHET-yCIyr AHaMn4eckun.

> [Mpeanouyutaembin IPv6-anpec DNS-cepBepa - Beegute IPv6-agpec DNS-cepBepa B
LUecTHagUaTepu4HoM dopmarte ¢ pasgennTernbHbIMU JBOETOUMSIMU, Kak BaM ero npenoctaBun

BaLU NOCTaBLUMK VIHTepHeT-ycnyr.
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» AnbrepHaTuBHbIN IPv6-agpec DNS-cepBepa - Beegute gpyron IPv6-agpec DNS-cepsepa

B WecTtHaauaTtepn4Hom cbopmaTe C pasgenuteribHbiIMMN ABOETOUYNAMN, KaK BaM ero npeaocraBurl

BaLl nocTaBLymK NHTEepHeT-ycnyr.

»  Twvn aBTOHaCTPOMKM appeca - RADVD (Router  Advertisement  Daemon) wu

cepeep DHCPv6 ([poTokon anHaMnyeckor HacTporkn yana ans IPv6).

» HacTtponka TMna rmo6anbHoro npedmkca cetu - Tun npedwukca IPv6-agpeca.

e HasHavaeMmblii - ABTOMaTMyecku nonydyaTb npedukc IPv6-agpeca oT nocTaBLiMKa

WHTEPHET-YCNyr, nocrie 4yero yCTpOVICTBO Ha3Ha4nT ero Ansl FIoKanbHON ceTu.

e Cratnuyeckuin - HacTtpouTtb MmobanbHbIN npecmkec cetn u nNuMHY rno6anbHOro
npecmkca ceTu Bpy4yHyto. CBsXKMTECH C BallMM MOCTaBLUMKOM MHTEPHET-yCnyr Ans

noslydeHnsa JOMNONHUTENBHOW MHAOPMaLMK nepen HaCTPOMKON.
> LAN IPv6-agpec - LAN IPv6-agpec ycTponcTBa B NNOKaNbHOM CETU.

HaxmnTe CoxpaHUTb AN COXPaHEHUS BaLLUX HACTPOEK.

4.20 CucTeMHble UHCTPYMEHTbI

CHCTEMHBIE HHCTPYMEHTLI

- HacTpoiika BpeMeHH

- OWarHocTHEa

- DGHoBNEHWe BCTpoeHHOro MO

- 3aBOACKWE HACTPORKK

- PezepBHanA KOMWA M BOCCTAHOBNEHHE
- MNepe3arpy3ka

- Naponk

- CHCTEMHLIA XypHan

- CTatucTika
Puc. 4-109 MeHto CnCTEMHbBIE MHCTPYMEHTDI

MeHio CuCTeMHble MHCTPYMEHTbI COOEpPXWUT cneayolime noameHio - Hactporka BpemeHu,
OunarHoctuka, O6HoBneHne BctpoeHHoro MO, 3aBoackue HacTpourku, PesepBHasa Konus u
BOccTaHoBneHue, [llepesarpy3ka, [Maponb, CucrtemHbin XypHan un Cratuctuka. [ns
HaCTPOWKU HYXXHOWN hyHKLIMN BbiGepuTe COOTBETCTBYIOLLEE MeHI0. Hke npmBoamTca nogpobHoe

onmncaHme nNo Kaxxgoro U3 3Thx NnogmMeHto.

4.20.1 HacTpouka BpemeHu

Bbl6paB MeHo CucTemHble UHCTPYMEHTbI > HaCTpOVIKa BpeMeHU, Bbl MOXeTe HaCTpanBaTb

napamMmeTpbl BpeMeHU B OKHE, npeacTtaB/ieHHOM Ha PUCYHKE HUXe.
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YacoBoi NoAC: (GMT+03:00) Barpaa, Kyseiir, Hailpobu, 3p-Puag, Mockea v
[Nara: 1 1 2014 (mecAW/OeHs/rog)
Bpens: 7 18 10 (YackMUHYTEI/CEKYHORI)
NTP-cepeep 1: 0.0.0.0 (He 0GA3aTenEHD)
NTP-cepeep 2: 0000 (He 0GA3aTeNkLHO)
[ MonyyuTe cpegHes Bpema no [pHHENYY ]
daylight saving time: ) OTkmounTe () BEMIDYTE Ha ONpefeneHHoe Bpema (5) BEMIOYWTE HA BECk 1o
Ha4ano: 2014
KoHelL 2014
COCTORHMWE NETHETD BPEMEHI
Mpumeyanue: HaxmuTe TlonyynTe cpegHee epemA No FpuHeEnYY, yToObl 00HOBWTE BpEMA C CepEepOE Yepe3 HTepHeT.

Puc. 4-110 HacTtponka BpemeHu
YacoBou nosic - BeiGepute Yacosoi nosc.
Hara - Ykaxute gaty B oopmate mecsu/aeHb/roq,.

Ykaxute Bpems B bopmare Yac/muHyTa/cekyHaa.

NTP-cepBep 1/NTP-cepBep 2 - Beeaute agpec nnu gomeHHoe umsi NTP-cepepa 1 unu
NTP-cepBepa 2, nocre 4ero MapLupyTtusatop nonyyut napameTtpbl BpemeHn ¢ NTP-cepsepa.
Kpome Toro, ang HekoTopbix BCTPOeHHbIX NTP-cepBepoB MapLUpyTM3aTop MOXET nosnyyatb

3Ha4YeHne BpeMeHn aBToMaTn4yeCcKkn npu noaKnovYeHnn K MHTepHeT.

INleTHee BpemMs - OTtmeTbTE COOTBETCTBYHOLLYIO ;Ne|7||<y, YTOObI BKNIOYUTL/OTKITHOUNTE NETHEE

Bpewmsi.

Hauano - BpeMﬂ, C KOTOpPOro Ha4nHaeTcA neTHee BpemMA. Bbl6epVITe MecAdL B nNepBoM Morsie,

Heaen BO BTOPOM Nnorne, n BpeMA B TPETbEM MNoJie.

KoHew - BpeMﬂ, Koraa 3akKaH4MmBaeTCA JNeTHee BpeM4. Bb|6ep|/|Te Mecdl B nepBOM Mnorie,

Heaento BO BTOPOM norne, n BpeMA B TPETbEM MNoJe.

CocTtosiHue neTHero BpeMeHU - OTo6pa>KaeT COCTOAHME, UCNoJb3yeTCcd Jn JieTHee BpeMs

Unn HeTt.

Y100bI HAaCTPOUTb BpeMA B PYyHHOM pexnme:

1.

2.
3.
4

Bbibepute yacoBol nosc.
YkaxuTe [aTy B hopmaTe Mmecsu/aeHb/rod.
YkaxuTte Bpems B hopmarte Yac/MuHyTa/cekyHaa.

HaxmuTe kHomnky CoxXpaHUTb.
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Y100bI HAaCTpPOUTb BpeMA aBTOMaTU4eCKU:

1.
2.
3.

Bbi6epuTe yacoBomn nosic.
Beegute agpec nnu gomeHHoe nvst NTP-cepsepa 1 unn NTP-cepBepa 2.
HaxmuTe kHonky MNMony4nTb cpegHee BpemMs no MpuHBMYY, 4TOOLI Nony4arb CUCTEMHOE

BpemMs Yyepesa VIHTepHEeT Npu Hanu4mMmn NoOAKIOYEHMS! K HEMY.

YT106bl YCTaHOBUTL JIeTHEe BpeMsi:

1.

2.
3.
4

MocTaBbTe ranoyky B A4enky BknounTb Ha onpegeneHHoe Bpems.
BbibepuTe 3HayeHne Havyana netHero nepuoaa BpeMeHu.
Bhi6epute 3HadeHne KoHua neTtHero nepnoga BpeEMeEHN.

[lna coxpaHeHus1 HacTPoeK, HAaXXMUTE KHOMKY CoXpaHUTb.

NeTtHee Bpens: KIMIOUMTE Ha onpefenerHoe Bpema () BKMIOUNTE Ha Beck rog
Hauano: 2014 |Mapt % || 3i + || Bock. % || 02 hd
Konewy; 2014 |Homb. » || 2i ~ || Bock. v (|03 -

CoCTOAHWE NeTHero BpeMeHi: neTHee BpEMA BENKYEHD.

Mpumeyanne: HaxuTe TIonyunTe cpedHee BpenA No FpuHBMYY’, uToBsl 0GHOBWTE BPEMA C CEPBEPOER Yepe3 IHTepHET

Puc. 4-111 HacTtponka BpeMeHH

MpumeyaHue:

HaHHasa HacTpovika Byger mcnonb3oBaTbCs ANA psaa PYHKUMIA C BPEMEHHBLIM KPUTEPUEM,
Hanp1MMep, A1 MEXCETEBOIo 3KkpaHa. Ecnn 3HavyeHne BpeMeHn He 3afaHo, 3T PyHKUUN He
Oynoyt pabotatb. Takum obpasom, ABMASETCA KpamHe BaXKHbIM yKa3aTb 3TW 3Ha4YeHus cpasy
nocrie BXxoga B CUCTEMY.

HacTtponkn BpemeHu ByayT yTepsiHbl NPW BbIKIOYEHUM MapLUpyTu3artopa.

[Mpn COOTBETCTBYIOLLEN HACTPOMKE MapLlpyTu3atop OyaeT nonyyatb cpegHee Bpemsi Mo
puHBMYY Yepes VIHTepHET B aBTOMATMYECKOM pEXUME.

(DyHKLI.I/IFl JIETHEro BpeMeHun BCTynaeT B CUIly OOHY MUHYTY NOCJ1€ €€ BKITIOYEeHUA.
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4.20.2 [OwuarHocTuKa

Bbibpas CucteMHble MHCTPYMEHTbI > [luarHOCTUKA, Bbl MOXETE Npu noMoLLm doyHkumin Ping n

TpaccupoBKa NpoBepsiTb paboTy ceTh (CM. PUCYHOK HIMKE).

I'IapaMEprl OWarHoCTHKH
MHCTPYMEHT OWarHoCTHKK: # Ping () TpaccupoBka

IP-agpec/loMeHHDE UMA:

CyémmK Ping: 4 (1-50)
Pa3amep Ping-nakera: 64 (4-1472 GanT)
BpemAa cxuaaHna Ping: a00 (100-2000 mck)
TpaccupoBka Max TTL: (1-20)

PesynbTaTbl AMarHOCTHKH

( HayaTb

Puc. 4-112 OnarHocTtuka

» WHcTpymeHT puarHoctukm - [na Bbibopa HEOOXOOUMOrO WMHCTPYMEHTa HaXmute
COOTBETCTBYHOLLYIO PaANOKHONKY.

e Ping - OTOT MHCTPYMEHT ycTpaHsieT nNpobnembl C NOAKIOYEHUEM, LOCTMXKUMOCTHIO U

paspewieHnem nmeHn ana KOHKpeTHOoro yana unm wrnroa3a.

o TpaccupOBKa - 1ot MHCTPYMEHT Npon3BoauT NpoBepKy pa6OTbI NOAKITHOYEHUA.

& MpumevaHue:

Bbl MOoXeTe npumeHaTb MHCTpPyMeHTbl Ping/TpaccupoBka gnsi npoeepkn IP-agpeca wnu
OOMeHHOro umeHun. Ecnn nposepka WHcTpyMeHTamu Ping/TpaccupoBka B OTHOLLEHWU
IP-agpeca npowna ycnewHo, HO C JOMEHHbIM MMEHEM BO3HUKIN MPOGnemMbl, 3TO MOXET
O3Ha4yaTb npobrnemy c paspelleHunem wumeH. B atom cnyyae cnegyer ybeautbes, 4TO
OOMEHHOEe MM4, KOTOPOe Bbl yKasblBaeTe, SBMSETCS paspelleHHbIM, UCMonb3ysd Ans 3Toro

DNS-3anpocbl (Domain Name System - Criyx6a AOMEHHbIX UMEH).

> IP-apgpec/lomeHHOe ums - YkaxuTe IP-agpec nnm gOMeHHOE NMS pecypca, NOAKIYEHNE K

KOTOPOMY Bbl XOTUTE NPOBEPUTL.

» Cuyetuuk Ping - Noka3sbiBaeT YMCIO OTMPABMNEHHbIX 3X0-3aMNpOCOoB.
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> Pa3mep Ping-naketa - YkasbiBaeT KonmyecTBo 6aniToB JaHHbIX K OTrpaBke.

> Bpemsa oxupaHua Ping - Bpemda oxumaaHus oTBeTa Ha axo-3anpoc. Ecnn B TeveHue

YKa3aHHOro BpemMeHun HeT OTBeTa, TO BpeMda OXnagaHna coeanHeHna npeBbIlLEeHO.

» TpaccupoBka Max TTL - YkaxuTe MakcMManbHOe KONMYECTBO OTCKOKOB (MakcumarbHOEe

3HadeHune TTL) Ha NyTN Noncka KOHEYHOW TOYKM.

HaxmuTe kHonky HauyaTb, 4ToObl HaYaTb npoueaypy AUarHOCTUKN.

B okHe Pe3ynbTaTbl AnarHocTuku 6yayT npeacrasneHbl pesynsraThl.

Ecnn pe3ynbrat aHarormdyeH peaynbrarty, npeacraBlieHHOMY Ha PUCYHKE HWXKe, C NogKro4YyeHnem

K MHTepHeT BCE B nopAanke.

PesynbTaTbl AMAarHOCTHKH

eply from 19:2.165.0.1: bytes=6d
eply from 1%2.165.0.1: bytes=6d
Feply from 192.1653.0.1: bytes=64

time=1
time=1
time=1
time=1

TTL=64
TTL=64d
TTL=64d
TTL=64

Ping statistics for 192.1658.0.1

Packets: 3Jent = 4, BEeceived = 4, Lost =

0 (0% lnss])

=

E Feply from 192.168.0.1: bytes=64d

Minimum = 1, Maximum = 1, Average

=1

pproximate round trip times in milliseconds:

Puc. 4-113 PesynbtaTbl ANarHOCTUKK

& TlMpumevaHme:

1. O,D,HOBpeMeHHO MHCTPYMEHTbl ANarHOCTUKMN MOTyT UCNOfib30BaTbCA He bonee 4emM oAHUM

nonb3oBaTeneM.

2. Onuumn “Cyétumk Ping”, “Pasmep Ping-naketa” n “Bpemsa oxupgaHus Ping” sBnswoTcs
napametpamun yHkumm Ping, a “TpaccupoBka Max TTL” aBnsgeTca napameTpoMm (OyHKLMK

TpaccupoBKu.

4.20.3 O6HoBneHue BcTpoeHHoro MO

BbibpaB CucteMHble MHCTPYMeHThLI > O6HoBReHne BecTpoeHHoro MO, Bbl MoxeTe 06HOBUTL

BCTpoeHHoe O mapLpytusaropa (CM. pUCYHOK HKE).

Dann:
BepcwA BocTpoeHHoro MO:

BepcwA obopyA0BAHNA:

[ OOHOBUTE

Puc. 4-114 O6HoBneHue BcTpoeHHoro MO
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> Bepcusa sctpoeHHoro MO - Tekywaa Bepcus BCTpoeHHoro M0O.

> Bepcua obopynoBaHusa - Tekyllasi Bepcus annapatHon 4vactu. Bepcus, ykasaHHas B

channe obHoBNEHUS, 1 TEKyLLAs BEPCUA AOMKHbI coBnaaaTb.
Y1o6bl npousBectM o6GHoBReHue BcTpoeHHoro [1O mapuwpyTusatopa, Heobxoaumo
cpenartb cneaytollee:
1. CkavanTe nocrneaHtow Bepcuto darina 0OHOBIEHMS C HALLEro canTa.

(http://www.tp-link.com).

2. BeegwuTte unu BbibepuTe NyTh K oanny B none dann.
3. Haxmute kHornky OGHOBUTD.

4. Korga npouecc 06HOBNEHUSA 3aBEPLUNTCS, MapLUPYTU3aToOp nepesarpy3nTcs.
& [NpumeyaHue:

Bepcusa BcTpoeHHoro O gormkHa coOTBETCTBOBaTb BepcuM annapatHou 4vacTtu. [lpouenypa
OOHOBMEHMSA 3aHMMaeT HEKOTOpOoe BpemMs U MNOCfe €e 3aBeplUeHus MapLupyTu3aTop
aBTOMaTMYeCKN nepesarpy3ntca. B npouecce OGHOBNEHUSA HeNb3si [OMNYCKaTb OTKIHOYEHUS

NMUTaHUA, Tak Kak 3TO MOXXET NPUBECTU K NMOJIOMKE MapLUpyTmn3aTopa.

4.20.4 3aBoackue HaCTPOMKMU

BbiOpaB CUCTEMHbIe MHCTPYMEHTHI > 3aBOACKUEe HAaCTPOMKUN, Bbl CMOXXETE BEPHYTH 3aBOACKMNE

HACTPOWKKN (CM. PUCYHOK HUXKE):

Haxmute 3Ty KHONKY ONA BOCCTAHOBNEHWA 33BO0CKHE HACTPOEK.

[ BoccraHoBuT

Puc. 4-115 3aBogckue HaCTPOMKM

Haxmute KHOMKY BoccTaHoBUTbL Ans C6p003 BCEX HaCTpoeK A0 M3Ha4dallbHO YCTaHOBJIEHHbIX

3aBOACKMX NapaMeTpoB.
¢ Wma nonb3oBaTtensa no ymonyaHuio: admin
e [Maponb no ymonyaHuo: admin
e IP-apgpec no ymonuaHuo: 192.168.0.1
e Macka nogceTu no ymonyaHuio: 255.255.255.0

& [lMpumeyaHue:

Mpn BOCCTaHOBINEHMM 3aBOACKMX HACTPOEK MO YMOMYaHU0 BCE BHECEHHbIe M3MeHeHus OyayT
noTepsiHbI.
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4.20.5 Pes3epBHas KOnusa n BOCCTaHOBIEHMe

BbibpaB CucTeMHble MHCTPYMEHTbl > Pe3epBHasAs KONMWA M BOCCTaHOBJIEHME, Bbl MOXETe
COXpaHUTb TEKYLLME HACTPOMKWN B BMAE (hanna 1 3arpy3ntb nx U3 ganna, kak nokasaHo Ha Puc.
4-116.

CoxpaHeHne HacTpoek: | PeaepsHas konus |

@aiin ¢ HACTPORKa M | |[ DEzop... l [ BOCCTAHOBHUTE

Puc. 4-116 Pe3epBHas konusa 1 BOCCTaHOBMNEHME

» YT0ObI COXpaHWUTL BCE TEKYLLME HACTPOMKN B dhaliyl Ha KOMMbIOTEPE NOKanbHOM CeTH,

HaXkmuTe KHornky Pe3epBHas Konusi.

»  YTtoObl BEPHYTLCS K NpedplayLmnM HacTporikaM MapLupyTmM3aTopa, Heobxoanmo caenarb
cnepymoulee.
e  Haxmute kHonky Bbibepute dann, 4Tobbl HATK dann ¢ HacTpPoOMKaMu.

e Haxmute «kHOMKy BoccTaHOBUTb, [Ana OOHOBMEHWss HacTpoek u3 danna ¢

HacTpolikamu, NyTb K KOTOPOMY Bbl YKa3anu paHee.

& TlMpumevaHme:

TeKkyllne HaCTPOMKM He COXPaHSKTCSA UM MEHATCA Ha Te, KOTopble YKasaHbl B (paivne c
HacTporkamun. HenpaBunbHbIi nNpoLecc OOHOBMEHUA HACTPOEK MOXET MPUBECTM K MOJNIOMKe
YCTPOMCTBA, NO3TOMY crneguTe, YTobbl MMTaHME MapLupyTM3aTopa He OTKM4Yanocb BO BpeMs
obHoBeHMa/BocCcTaHOBNEHUA HAcTpoek. [pouecc BoccTaHoBNEeHUsA 3aHumaeT 20 cekyHa, nocrne

4Yero MapLupyTn3aTop aBToOMaTU4ECKU nepesarpy3mnTca.

4.20.6 lepe3arpy3ka

BbibpaB CucTeMHble WHCTpyMeHTbl > [lepesarpy3ka, Bbl MOXeTe nepesarpy3vTb

MapLUpyTM3aTop Npu noMoLum kHonku MepesarpysnTb (CM. PUCYHOK HIKE).

HammnTe 3Ty KHOMKY ANA NEpe3arpyakn MaplpyTuaaTopa.

MNepeaarpyanTs

Puc. 4-117 MNepesarpyska

HeKOTopre HaCTpOﬁKM MapLlpyTmn3aTtopa BCTYyNAT B CUJTY TOJIbKO NocCrie nepe3arpy3kn CUCTeMbI,
a UMEHHO!
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e VameHeHue IP-agpeca cetn LAN (cucteMa nponsBedéET nepesarpy3ky aBTomaTuyeckm).
e  3meHeHune HacTpoek DHCP.

e  3meHeHune HacTpoek GecrnpoBogHON Nepenayvn AaHHbIX.

e  VIameHeHue nopTa BeG-ynpaBneHus.

e O6GHoBneHve BcTpoeHHoro 1O MapupyTu3aTopa (cuctema npov3BedET nepesarpysky

aBTOMaTUYECKN).

e COpoCc TeKylMX HAcTPOEK M BOCCTaHOBMNEHME 3aBOACKWX HACTPOeK MaplipyTu3aTopa

(cnctema nponsBedET Nepesarpysky aBTOMaTUYECKN).
e OO6GHOBNeHve napaMeTpoB HaCTpoOWku K3 dhanna (cuctema npousBedEeT nepesarpysky

aBTOMaTI/I‘-IGCKI/I).

4.20.7 Maponb

Bbl6paB CuctemMHble UHCTPYMEHTbl > I'Iaponb, Bbl MOXeETe 3aMeHUTb WncxogHoe WnMA

nonb3oBaTerns UM Naposnb MapLupyTMsaTopa, Kak nokasaHo Ha Puc. 4-118.

A noNeE30EATENA W NAP0ONE HE J0N#HEl OBITE ONWHHE: 15 CHMBONOE W HE OOM#HEl COOep*aTte npodent!
NMpeasiayues MMA NONL30BaTENA:

MpeabIayuwi Naponk:

HoBoe MMA NoNbL30BaTenNs:
HoBbIi naponk:

MogreepanTs HOBLIA NAPOnkb:

[ CoxpaHuTb | [ Oumctuts Bee

Puc. 4-118 Maponb

HactosaTenbHo pekoMeHOyeTcss CMeHUTb WUCXOOQHOe UWMsi  Monb3oBaTens W naponb
MapLupyTusaTtopa. lNonb3oBaTtento npu Havane paboTbl ¢ BeOG-yTMnMTON OyaeT npennoXeHo

BBECTU M4 NOJ1b30BaTENA 1N Naporsib.

& [lMpumeyaHue:

[lnvHa HOBOro MMeHW Nonb3oBaTENs U napona He AO0JKHa npesBbillaTb 14 cumBonos. B umenun
nonb3oBaTena 1M naposfie Helb3d UCNOoJib30BaTb ﬂp06€ﬂbl. Ons noareepXxaeHunAa napona ero

Heobxo4nMOo BBECTU OABaXKAbl.

HaxmunTe kHonky CoOXpaHUTb, YTOObI COXPaHUTb U3MEHEHUSI.
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YT0o0bl O4MCTUTL MOMSI, BOCNOMb3yNTECH KHOMKON OYNCTUTL BCe.

4.20.8 CucTeMHbIN XypHan

Bbibpae CUCTeMHble MHCTPYMEHTbl > CUCTeMHbIA XKypHan, Bbl MOXETe npocmaTpuBaTb

XypHarnbl MapLupyTM3aTopa.

DYHKLWA
ABTOOTNPABKH OTeknwyena HacTpolikn noutkl
NOYThI:

Tun #ypHana: | ALL b4 YpoBeHb ¥ypHana: | BCE hd

WHoekc Bpemna Tun YpoBEHb Cogep#¥umoe ¥ypHana

1 1stday 06:30:24 “+cogepsumoe+’ | MIHDO  User clear system loa.

Time = 2014-01-01 7:30:22 234245

H-Ver =" - -
L=192.168.0.1 : M= 255.255.255.0

W1 =PPPoE : W=0.0.0.0: M =0.0.0.0 : G=0.0.0.0

OBHoBUTE ] [ CoxpaHuTe #ypHan ] [ Beicnate Ha nouty ] [ OYNCTUTE XypHan

Tekywuid M| 1 »| cTp.

Puc. 4-119 CucteMHbIN XypHan

> qJYHKLWIﬂ aBTOMaTU4yeCcKom oTnpaBKKU MOYThbI - MokasbiBaeT, BKOYEHaA NK d)yHKLI,VIﬂ nnn

HerT.
» Tun xypHana - [pu Bbibope ByayT oTobpaxaTbCsa TOMbKO XypHarbl BbiIbpaHHOro Tvna

> YpoBeHb XypHana - [pu Bbibope OyayT oTobpaxkaTbCA TOSbKO >KypHasnbl BblIOpaHHOro

YPOBHS1.
> OOHOBUTL - OBHOBUTL OKHO AJ151 OTOBPaKEeHNA NOCNegHEro Cnucka XXypHaros.
> CoxpaHuTb XypHan - CoxpaHuTb BCe XXypHarbl B TEKCTOBLIN chann.

> BbicnaTtb Ha nouTy - OTI'IpaBVITb no SﬂeKTpOHHOVI no4yTe BCe TeKyLlline XypHarnbl. OTI'IpaBKa
npon3BoanTCA B py4HOM pexmme B COOTBETCTBUMN C NapamMeTpaMiu, 3afaHHbIMU B pa3aene

"MapameTpbl oTNpaBkn".

> OuncTUTb XKypHan - CTepeTb BCe XypHarnbl U3 MapLupyTusaTopa.

-127 -



TL-WR842N MHOFO(*)yHKLWIOHaﬂbeIVI 6ecnpOBop,H017| MapLwpyTtusatop cepuu

N, ckopocTb go 300 M6ut/c PykoBoacTBO nosib3oBaTens

> HacTpoiku noutbl - 30ecb ykasblBaeTCs MOYTOBbLIA SAWMK AN OTAPaBKM U MOMYyYeHus
coobLeHni, agpec cepsepa, MHGopMaumst No NOATBEPXKAEHNIO OOCTOBEPHOCTUN AAHHbIX, a

TaKkke pacnucaHue paboTbl yHKUMM aBTooTnpasku (Puc. 4-120).

o
Komy:

SMTP-cepeep:

[ AyTeHTWdMEALNA

[ BrnoudTE dyHKLWK aBETOCTNPABKW NOYTEI

OTNPaENATE CUCTEMHEIA ¥YPHAN EXE0HEEHD B : (MY

OTNPAENATE CHCTEMHEIN XKYPHAN KaxOkse yacoe

| COXpaHNTE | | Hasag

Puc. 4-120 HacTpoiku y4eTHOM 3anmcu noudTbl
e Ot - Baw nouToBbIN AWMK, OTKyAa MapLUpyTusaTop byaet oTnpaBnaTh XypHanbl.

Komy - [NouTtoBbIn ALWKMK, Kyaa ByayT NpUXOaUTb XKypHanbl.

e SMTP-cepBep - Baw SMTP-cepBep. CoOTBETCTBYET NOYTOBOMY SILLUKY, YKa3aHHOMY B

none OT. Ecnu Bbl He 3HaeTe agpec, 3ananTe Ha COOTBETCTBYHOLLMIA CaUT 3@ MOMOLLbIO.

AyTeHTUdUKauma - bonbwmHcTBo SMTP-cepBepoB TPeOYHOT NPONTH ayTeHTUMKaLMIO,

KOTOpasa noapalymeBaeT BBOA MMEHU NOJb30BaTeNA Ui napons.

& MpumevaHue:
Mpu BbIGOpE pexunma AyTeHTU(UKALUN HEOOXOOAMMO B COOTBETCTBYHOLLMX MOMSX yKa3aTb

M4 NoNib3oBaTenAa U Naporb.

° Mma nonb3oBaTens - [loytoBas ydyeTHasa 3anncb, yka3aHHaaA B norle OrT. YkasbiBaeTcsa

Ta YacTb, KOTopasi HaxoauTcs 3a 3HakoM @.

Maponsb - [Naponb Balen y4eTHON NOYTOBOW 3anmncu.

I'Io.qTBep.qMTe naponb - Ons noaTBepXneHuna ykaxxKnte naposib elwle paas.

Bknountb Ct)YHKU,VII'O dBTOOTNpPABKN NOYThHI - ABTOMaTu4eckas OTnpaBKa CUCTEMHbIX

XXypHanoB. Bbl MOXeTe oTNpaBnATb TEKYLUUE XypHaribl B ONpeaeneHHoe BPeMs Kaxabli
[eHb UINK Yepe3 onpeaeneHHbIn BpeMeHHON Nepuo, HO TONBbKO OAHO U3 MpaBuIl MOXeT
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OblTb AEVCTBYIOLIMM Ha AaHHbIA MOMEHT. B COOTBETCTBYIOLLMX MONSIX YKaXUTE BPEMS
WIN BPEMEHHOW Nepuop.

YUToObl COXpaHUTb HAaCTPOWKKM, BOCMOSb3yATECHL KHOMKOM COXpaHUTb.
HaxmuTe kHonky Hasapg, 4uTobbl BepHYTLCA B NpeablayLlee OKHO.

HaxaB kHomky Cneagyrowas, Bbl nepeigeTte Ha Creaylollylo CTpaHuly, a HaxaB KHOMKY
Mpeabiaoywas, BepHeTeCh Ha NPeabIayLLYH.

4.20.9 Cratucrtuka

BbibpaB CUCTeMHbI€ MHCTPYMEHTbI > CTaTUCTUKA, Bbl MOXETE MPOCMaTPUBaTb CTAaTUCTMKY MO
MapLUpyTM3aTopy, BKMYas OOWMI M TeKywuid Tpadpuk no nocreaHeMy MHTepBany naKkeToB

CTaTUCTUKN.

Tekyulee COCTORHME CTaTHCTIKM: OTknioyeHo ( BKNIOYMTE |

HHTepBan nakeToe cratHCTHEM (5-60): 10 | CeKyHOHBl

ApTo0GHOBNEHNE [ OBGHOBWTE |

Mpasuna copTMpoBKK: CopTupoBka no Tekyulemy konuyecTsy bait e [ CBpocuts BCE ] [ YaanuTb Bcé

Beero TekylWwee COCTOAHWE
WNameHnTs
IP-anpec MakeToB Bair MakeToB Baitt ICMP Tx UDP Tx SYN Tx
MAC-agpec
CnuMcoK NycT.

5 v | 3anucei Ha cTpaHWUe. Tekywwit Me |1 w |cTp.

Puc. 4-121 Ctatuctuka

»> TeKywee coCcTossHUe CTaTUCTUKU - BkntoveHo nnmn OTKNoYeHO. 3HayYeHe No YMOSYaHMo
"OTKMNoYeHO". YTOObI BKMOUNTE DYHKLMIO KITMKHUTE MO KHOonke BknrwounTtb. Ecniv doyHKUMA
OTKNIOYeHa, TO QyHKumMs 3awmTtbl oT DoS-atak B oOkHe "BesonacHoctb" Takke Oyger

OTKITHOYEeHa.

> WMHTepBan nakeToB CTaTUCTUKM - 3Ha4YeHne no ymonyanmio 10. N3 Bbinagarowero cnucka
MOXHO BblOpaTb 3HayeHne oT 5 go 60 cekyHa. [JaHHOe 3Ha4YeHUe onpeaensieT NPOMEXYTOK

BpeMeHn mexny OTI'IpaBKOI7I NakeToB CO CTAaTUCTUKOMN.

> [paBuna copTupoBKM - [1paBuna CoOpTUPOBKM OTOBPaKaeMon CTaTUCTUKN.
lMocTaBbTe ranoyky B nosie ABTOOOGHOBNEHUe 45151 aBTOMaTU4eCKoro obHOBIEHMS.
HaxmuTe kHonky O6GHOBUTb, YTOObI OOHOBWTL OKHO HEMELIEHHO.

Haxas kHonky C6pocuTb Bce, Bbl OOHYNMTE BCE 3anncu.

HaxkaB kHoMKy YaanuTb Bce, Bbl yaanuTe BCe 3anncu n3 Tabnuupl.
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Tabnuua cTaTUCTUKMU:

IP-appec/MAC-agpec OTtobpaxatotcs IP- 1 MAC-agpechkl C COOTBETCTBYHOLLIEN CTAaTUCTUKON.
MNakeToB KonnuyecTBo nakeToB, MOMyYEHHbIX N OTNPaBEHHbIX MAPLLPYTU3aTOPOM.
Bcero
Baut KonunuectBo 6aiT, NonyyYeHHbIX 1 OTNPaBeHHbIX MapLLPYTU3aTOPOM.
KonunyectBo mnakeToB, MOMyYEHHLIX W OTNPaBMEHHbIX 3a MNOCNEeAHWUNA
MakeToB
WHTepBan nakeToB CTaTUCTUKM.
KonnyectBo 6alt, nOMyyeHHbIX W OTMPaBMEHHbIX 3a MOCMeaHUI
Bawnt
WHTepBan nakeToB CTaTUCTUKM.
KonnyectBo ICMP-naketoB oTnpaBneHHblx k cetm  WAN  npu
yCTaHOBINEHHOM WHTEpBane nakeToB CTaTUCTUKW. [aHHOe 3HayeHue
ICMP Tx
NpeacTaBneHo  Kak  OTHOWeHue  "Tekyllas  CKopocTb  nepegaudw/
Tekywee MakcumanbHas ckopocTb nepegaymn”.
3HaYeHue Konuyectso ~ UDP-naketoB  oTnpaBneHHslx k  WAN-cet  npw
YyCTaHOBNEHHOM UWHTEpBane nakeToB CTaTUCTUKW. [laHHOe 3HayeHve
UDP Tx
NpeacTaBneHo  Kak  OTHOWeHuWe  "Tekywas  CKopocTb  nepegayun/
MakcumanbsHas ckopocTb nepegaymn”.
KonnyectBo TCP SYN -naketoB otnpaeneHHbix k WAN-ceTu npu
TCP SYN | yctaHOBNeHHOM uWHTepBane mnakeToB CTaTUCTMKW. [laHHOe 3HauveHue
Tx NpeacTaBneHo  Kak  OTHOWeHue  "Tekylias  CKopocTb  nepegauqw/
MakcmmanbHasi ckopocTb nepegaumn”.
Copocutb | OBHYNUTL 3Ha4YeHWe 3anucu.
N3mMeHUTBL
Ypanutb | YganuTb CyLeCTBYIOLLYIO 3anuck B Tabnuue.

Ha kaxgow cTpaHuue otobpaxaetcsa 5 3anmcen. Ytobbl BEpHYTLCA Ha NpeablayLlyto CTpaHuLy,
BOCMonb3ymtecb kHonkon [Mpeablgywiaa. YtoObl nepernTn Ha Creaylowyl  CTpaHuuy,
BOCMONb3ynTech KHonkov Cneaytowas.
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4.21Bbixoa U3 cucteMbl

CocroaHune
BEbicTpan HacTpolka
WPS

Cetb
BecnpoBogHOA peXxum
lNocTeBan ceTb
DHCP

VPN

Hacrpoitkn USB
MNepeanpecauuns
BesonacHocTb

PoguTtenecKkMid KOHTpONkL

KoHTponk goctyna

HacTpoikn mapw pyTruaaunm
KoHTpone nponyckHou cnocobHocTn
MNMpueraka IP- u MAC-agpecos
AuHamuyeckuia DNS

IPvE

CucremHble MHCTPYMEHTbI

Beixog

Haxxmnte Ha MYHKT Bbixoa U3 cucremsbl BHMN3Yy OCHOBHOIO MEHH0, nocne 4ero npom3017|,u,eT BbIXo
N3 CUCTEMDbI Ha BeG-CTpaHVILI,bI M BO3BpaT B OKHO BXOoA4a.
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MpunoxeHue A: Yacto 3apaBaemMblie BONPOCHI

1. Kak MHe HacTpouUTb MapLpyTU3aTop, YToObI Nonb3oBaTtenu ADSL mornu BbIXoauTb B

UHTepHeT?
1) TMpexae Bcero, HacTponTe ADSL-mMogemM Ha ncnonb3oBaHue B pexxume mocta RFC1483.

2) TMogkniounte kabenb Ethernet ADSL-mogema k nopty WAN maplpyTtmnsaTopa.

TenedoHHbIVM Kabenb NOAKIHOYAETCS K COOTBETCTBYOWEMY nopTy ADSL-mogema.

3) Bongute B MapLupyTM3aTOp, B MEHI0 B IeBOWN YacTu akpaHa 3angute B pasgen Cetb u
Bblbepute nogmeHio WAN. B okHe WAN B pasgene Tun nogkntoveHns WAN ykaxuTte
PPPoE. B nonsx Wmsa nonb3oBatens u [laponb ykaxute COOTBETCTBEHHO WMS

nonb3oBaTtend 1 Nnaporib. Mocne aToro HaxmuTe KHOMKY MopknounTb.

Tun nogkneHna VWAN: FPPPoE/PPPoE Poccna + [ OnpegenuTs

MogenoyeHne PPPoE/PPPOE PoccHA:

HmA nonb3oBaTens: 123456739
MNaponk: (TIITITIIT]
MoareepOnTe NapOkb: sEBBERBRE

Puc. A-1 Tun nogkntodeHns PPPoE

4) Ecnwn ycnyrn ADSL-nogknioyveHns NpefocTaBnsatoTCs B peXxXumMe NOBPEMEHHON onnarTsl,
Bbolbepute [logknioyeHve no TpebosaHwo wnu [logknioveHne BpyyHyto. B none
MakcumanbHOe BpeMsi NPOCTOSl YKaKUTE HYXHOe 3HauyeHue. Takke MOXHO BblibpaTb

pexunm MNogkntounTs aBTOMaTUYECKMN.

Pexum nogrnmodeHnA VWAN: MogknounTe No TpeGoBaHWD

MakcumaneHoe Bpema npocroA: | 19 MWHYTEI (0 03HAYaET, YTO NOOKNIYeHe GYOeT aKTUBHEIM NOCTORHHO.)
() TIomKNKYNTE ETOMATHYECKN
) TIoKNKYMTE MO PACTIMCAHWD

Mepuog BpeMeHn: C : (HY:MM) no : (HY:RM)
() TIoRKNKYNTE BRYYHYIO

MaKcHMansHOE BpEMA NPOCTORA: MUHYTEI (0 03HAYAET, 4T NOLKNKIYEHNE GYOET AKTMBHBIM NOCTORHHO.)

OTHAHYNTE MNogkniyenne...

Puc. A-2 Tun nogkntodenus PPPoE
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& lMpumevaHue:

1.

MHoraa nopgkniyeHne He MOXeT ObiTb NpekpalleHo, Aaxe ecnv Bbl ykasanwu
COOTBETCTBYHOLLEE 3Ha4yeHne B norne MakcumanbHoe BpeMs MpoCTosi, T.K. HEKOTOpbIe
npunoXxexus obpatatTcs K pecypcam NHTepHET B (POHOBOM pexume.

Ecnv Bbl wucnonb3yete kabenb, npou3BeaMTe HaCTPOWKY MaplupyTM3aTopa B

COOTBETCTBMU C NpuBEAEHHBbIMU BbilLEe MHCTPYKUNAMN.

Kak MHe HacTpouTb MapLUpyTU3aTop, YTOObI Nnonb3oBaTenu Ethernet mornu BoixoguTb

B UHTepHeT?

1)

Bongute B mMapLupyTM3aTop M HaxmuTe MeHio CeTb B NEBOW 4acTu MOHMTOpA, 3aTeM
Bblbepute nogmeHio WAN. B okHe WAN B none Tun nogkntoveHns WAN BbiGepute
3Ha4yeHne JuHamudeckmn IP-agpec. Haxmnte kHonky CoxpaHuTb.

Hekotopble nocTtaBwmkn WHTepHeT-ycnyr TpebytwoT permctpauun MAC-agpeca
agjanTepa, KoTopbi 6bin nogkntodeH kK DSL/kabenbHOMYy MoaeMy B NpOLIECCE YCTaHOBKM.
Ecnn nocraBwuk UHTepHet-ycnyr Tpebyer npoussectn permctpaunto MAC-agpeca,
BOMOMTE B MapLlpyTmM3aTtop 1 Bbibepute MeHio CeTb B NEBOM 4acTu 3KpaHa. 3atem
Bbloepute nogmeHio KnoHupoBaHue MAC-apgpeca. Ecnn MAC-agpec Bawiero
KOMMbloTepa sBMsieTcs TeM camMbiM agpecoM, Haxmute kHonky KnoHupoBatb
MAC-agpec, 1 atoT agpec noseutca B none MAC-agpec WAN. Takke MOXHO BBeCTU
AaHHoe  3HavyeHne B none  MAC-agpec WAN. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX. 3atem HaxmuTe kHOMKy CoxpaHuTb. CaenaHHble M3MEHEeHWs
BCTYNSAT B CUIY MNOCIE nepes3arpysku.

MAC-agpec B ceTi VWWAN: Da-504C-10-FF-41 [ BoccraHosute 3aBogckoi MAC-agpec

MAC-agpec BaWero KoMNbHTepa: [ Knonnpoeate MAC-agpec

[ COXpaHHTE ]

Puc. A-3 KnonunposaHmne MAC-agpeca

A xo4y ncnonb3soBaTb NetMeeting. YTo MHe HyXXHO AnsA 3Toro caenaTtb?

1)

2)

3)

Ecnu Bbl 3anyctute NetMeeting B kadecTBe y3na, Bam He noTpebyeTca npeanpuHMMaTh
Kakux-nnbo AencTeBuin.

Ecnu 6bl 3anycTuTe ero B pexume oTBeTa, BaM NoTpedyeTcsi HACTpOUTb BupTyanbHbIn
cepep vunu y3en DMZ, a Takke ybeantbca B ToM, 4To H323 ALG BkntoyeHa.

UTobbl HacTpouTb BupTyanbHbI cepBep: BOMAMTE B MapLUPYyTU3aTOP, HAXMUTE MEHHO
MNMepeappecauma B neBol 4actu Opay3epa u BbibepuTe noameHw BupTyanbHble
cepBepbl. B okHe BupTtyanbHble cepBepbl HaxMuTe KHOMNKY [o6aBuTb... 3atem B
okHe [106aBUTb MSIM U3MEHUTb 3anuCb BUPTYasibHOro cepBepa BBeauTe B Morne
MopTt cepBuca 3HayeHne 11130, a B none IP-agpec, Hanpumep, 192.168.0.198.
HaxmuTe kHonky BknroyeHo 1 3atem CoxpaHUTb.
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BupTyaneHble cepeephbl

ID' Mopt cepeuca BHyTpeHHWA nopT IP-anpec MpoTtokon CocToRHne HameHuTs
1 11130 11120 192.168.0.198 BCE Brnodera KMameHnuts ¥ganute
[ Jobasuts.... ] [ Brnwouute BCe ] [ OTknrouNTE Bee ] [ Ypanute Bce

Puc. A-4 BwupTyanbHble cepBepbl

Hdo6aBUTE MW H3MEHNTE 3aNUCh BUPTYanNnbHOro cepeepa
Mopt cepenca: 11130 (O30 Mnn 20X)

BHYTDEHHWA NOPT: 11120 (04, YKaWMTE KOHEDPETHRIA HOMED NOPTE UMK OCTABLTE 3T0 NOMNE HE3ANOMHEHHLIM)
IP-anpec: 192 166.0.198
MpoTokomn: | BCE v |
COCTORHWE: | BrnwueHo v |
CraHoapTHbIA NOPT CepBrCa: | -Bribepute-- v|
( CoXpaHuTh | Ha3ag |

Puc. A-5 OkHo [106aBUTb UNK 3MEHUTb 3anNnCb BUPTYanbHOrO cepeepa

& lMpumevaHue:

Mpn obGpalleHun K BalieMy KOMMNbIOTEPY U3 ceTn UHTepHeT, criegyeT obpaiwaTtbes K
WAN IP-agpecy Baluero komnbloTepa, KOTOpbI yka3aH B okHe “CocTosHume”.

4) Ytobbl akTMBMpPOBaTh hyHKUMIO y3en DMZ, BorauTe B MapLupyTusaTop, Bolbepute MeHIo
Mepeagpecauuns B neeon yactu bpaysepa u 3atem Bbibepute nogmeHto DMZ. B okHe
DMZ naxmuTe pagmokHonky BknrounTb 1 BBeante Baw IP-agpec B none IP-agpec yana
DMZ, Hanpumep, 192.168.0.168. Nocne 3T0ro HaxxmmMTe KHOMNKY COXpaHUTb.

Tekywee coctoAqre DMZ: () BrniounTe (&) OTKMKYKTE
IP-agpecyana DMZ: | 192 168.0 198 |
( COXpaHNTL |
Puc. A-6 DMZ

5) [Ons Toro, 4toObl BKNtounte H323 ALG: BOmauTe B MapLupyTM3aTop, BbloepuTe MEHH
BesonacHocTb, Haxodslleecsa B MEBOW YacTM OkHa Opaysepa, u Bblibepute NogMeHo
Hactpoiku 6asoBow 3awmtbl. B okHe Hactpomku 6asoBow 3awumtbl BbibepuTe

pagunokHonky BknrounTtb Bo3ne H323 ALG. Haxmute kHonky CoxpaHUTb.
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Mexcereson akpad SPL

MexceTeBOR 3KpaH

(%) BenwunTe () BHIKMKOYATE

VPN

Mponyck tpacduka PPTP;
NMponyck Tpadmka L2TP:
Mponyck Tpaduka IPSec:

(& Brniounte () BeIKMOUMTL
(& BrniounTe () BEIKMIOUMTE

(&) Breniounte () BEIKMKYMTE

ALG
FTP ALG:
TFTP ALG:
H323 ALG:
RTSP ALG:
SIP ALG:

(%) BenwunTe () BHIKMKOYATE
(& BrniounTe () BeIKMOUMTE
(&) BeniounTe () BEIKMKDYWTE
(%) BenwunTe () BHIKMKOYATE

(& BrniounTe () BeIKMOUMTE

[ COXpaHTh ]

Puc. A-7 HacTtpoliku 6a3oBon 3alnTbl

YTo A1 foMmKeH penatb, YTOObl YCTaHOBUTbL B JIOKanbHOM ceTu Beb-cepBep?

1) Tak kak mexgy noptom 80 BebG-cepBepa m noptom 80 BebG-ynpaBneHus Moryt
BO3HWKHYTb NEPEKPECTHbIE MOMEXWN, HEOBXOAUMO Ha3HaYNTbL APYron NopT ANns QYHKUMK

BeO-ynpaeneHus.

2) UYtobbl n3meHUTbL NopT Beb-ynpaBneHuns: BoMauTe B MapLupyTusaTop, Bolbepute MeHo
Be3onacHOCTb, pacrnonoxeHHOe B fneBon 4actu Opaysepa, U BblibepuTe NOAMEHIO
YpaneHHoe ynpaBneHue. B okHe YaaneHHoe ynpaBneHue B none [opT ynpaeneHus
Beb-MHTEepdencom ykaxuTe nobdon gpyron Homep kpome 80, Hanpumep 88. Haxmute

kHOMKy COXpaHUTb 1 Nepe3arpysute MapLupyT13aTop.

10000

Mopt ynpasneuns sef-uHTepdencon:

IP-agpec yoan&HHoro ynpasneHHa: | (YramuTe 255 255 255 255 OnA BCex)

( COXpaHHTb |

Puc. A-8 YaoaneHHoe ynpasneHue
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& [lMpumeyaHue:

Ecnu onucaHHble Bbille HacTpoWku BCTynawT B cuny, Beeaute 192.168.0.1:88 (LAN
IP-agpec maplpytmnsartopa:llopT ynpaeneHus Beb-uHTepdenicom) B agpeCcHOn CTpoke
6paysepa. Ecnn LAN IP-agpec mogema, nogkmoYeHHbIN K BalleMy MapLupyTusaTopy
192.168.0.x, LAN IP-agpec mapwpyTtnsatopa no yMOMYaHUIO aBTOMaTUYECKU
nomeHsietca ¢ 192.168.0.1 Ha 192.168.1.1 ana nsbexaHusa koHdnukta IP agpecos; B
Takom criyyae, nonpobyrite BBectn agpec http://192.168.1.1:88.

3) Bongute B MaplpyTtusatop, Bbibepute MeHw [lepeagpecauma B eBOM 4acTu

MapLupytmu3atopa U Bblbepute noameHio BupTyanbHble cepBepbl. B okHe
BupTtyanbHble cepBepbl HaxXmMuTe KHOMKy [lob6aBUTb..., a 3ateM B okHe [lobaBuTb
W1 N3MeHUTb BUPTYalibHbIN cepBep ykaxuTe B none MopTt cepBuca 3HaveHune 80. B
none IP-apgpec ykaxwute Baw |P-agpec, Hanpumep, 192.168.0.188. [Mocne aToro

HaXMUTE KHOMKY BknroyeHo, a 3atem COXpaHMTb.

BupTyanbHble cepBepbl

I Mopr cepenca Buytpenswa mopt  IP-agpec Mpotokon CoCToRHWE  HM3MEeHWTh
1 80 21 192.168.0.198 BCE BrnwyeHo  FaMeHWTE ¥Oanute
[ HNobasuts. . ] [ Brniouutk BCe ] [ OTKNOYNTE BCe ] [ Ypanuts Bce

Puc. A-9 BupTyansHble cepBepsbl

JoBaBUTb MK H3MEHHTL 3aNUCh BUPTYanbHOro cepeepa
Mopr cepanca: (KKK MMM XK)
BHYTpEHHWIA NOpT: (X, YKa¥MTE KOHKPETHBIA HOMER NOPTA UMW OCTABLTE 3T0 NOME HE3ANONHEHHBIM)

IP-anpec: 192 168.0.198
NpoToKon: | BCE v|

CoOCTORHKWE: | BrnrueHo b |

CTaHnapTHLIA NOPT CepErCa: | ~Bribepure—- A |
( COoXpaHuTE ] Hasag |

Puc. A-10 OkHo [Jo6aBuTbL Unmn N3MeHUTb 3anncb BUPTYarnbHOro cepeepa
5. BecnpoBogHble CTaHLMUM He MOTYT NOAKITHOYMTBLCA K MapLUpyTU3aTopy.

1) Ybeguntecb B TOM, 4YTO cAernaHa OTMeTKa B sdenike Bknountb 6GecnpoBogHoe

BellaHWe maplipyTusartopa.
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MpoeepbTe, coBnagaet N ums SSID 6ecnpoBogHbIX CTaHUMiA ¢ umeHem SSID

MapLupyTm3aTtopa.

Yb6egutecb B TOM, 4YTO GecnpoBOAHblE CTaHUMW WCMONb3YHT KOPPEKTHbIA KoY

LWNOPOBAHUS!, ECNN TAKOW PEXNM BKITHOYEH.

Ecnu 6ecr|p0|30,u,Hoe NnoaKn4eHne yCtaHoBIEHO, HO Bbl HE MOXETE NoNny4YnTb OOCTYN K

MapLupyTusartopy, nposepbTe |IP-agpeca Bawmx 6ecnpoBoOgHbIX CTaHLUNA.
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MpunoxeHue B: HacTponka KomnbroTepa

OTOT pasgen NoOMOXeT BaM NpaBUbHO NPOU3BECTU YCTAaHOBKY W HACTpoKiky npotokona TCP/IP B
OC Windows 7. lpexage Bcero, ybegutecb B ToM, uto agantep Ethernet pabGotaet, npwu

Heo6Xx0aMMOCTM NOSb3yNTeCh PyKOBOACTBOM K adanTepy.

HacTtpouka komnoHeHTa TCP/IP

1) B naHenu 3aga4y Windows Haxwuwute kHonky [lyck, a 3atem nepengute B lMaHenb

ynpaBneHus.

2) Haxmute no ukoHke CeTb 1 nogkniodeHne Kk VIHTepHeT, a 3aTem B NOSIBUBLLEMCSI OKHE
HaxmuTe LleHTp ynpaBneHuss cetaMM M oOWMM [ocTynom. 3aTeM HaxmuTe

N3mMeHUTbL HacTPOMKK ceTeBOro aganTepa.

3) Haxmute npaBon KHOMKOM MbILLM MO UKOHKE 1 B NOABMBLUEMCS MEHIO BbiDepuTe pasgen

CBowcTBa.

O AKNHIYEHHE N0 NOKaNEHOH

|_=5= OTENHHHTE

MoAkAHIYEHHA THNE MOCT

C0383Te ApAbIk

MeperMeHOEaTE

CBOHCTEA

Pwc. B-1

4) B npeacrtaBneHHOM Ha PUCYHKE HUKe OKHe ABaxabl KNMKHUTe no pasgeny MpoTtokon
MHutepHeTa Bepcuu 4 (TCP/IPv4).
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- [MoakAwue HHe Mo AoKaAbHOH CETH - CROMCTEA @g]

Oéwme MNpoEepka NOAAMHHOCTH | JononHuTENEHD

Mn O ENOYEHKME HEPES!

E@ Realtek PCle GBE Family Cortraller

K.oMNoHEHTE, HCNONEZYEMEBIE 3TN NOQEMOYEHMER!

.@, Cry#ta qocTyna K adnatd 1 pHHTERard ceTed kicr &
@ MAaHUpoEWME NakeToe OoS
g3 [porokon MerepHeTa [TCRAR]

£ *

[ HoTaHoOBMTE. . CEoMCTES

QnucaHue

Mporokan TCPYIP - cTaHoapTHEN NpoToKon riofansHs
CETEN, DAECMNEYMESDWME CEASE MEMY DASAHYHEINM
BSAMMOAEACTEYHILL MM CET AR,

(] Mpu NoAKACYEHUM BRIBECTH SHAYOK B OG13CTH YBEA0MIEHME

YE£A0MAATE NPM OFPSHMYEHHOR MM OTCUTCTEYRLL St
MOQK TOYEHMM

k. ] [ OTreHa

Pwuc. B-2

5) Ortkpoetcs okHo CBomctBa TCP/IP, B koTOpOM OygeT oTKpbiTa Bknagka IP-agpec no
YMOJSTHaHWIO.

EcTtb gBa cnocoba HacTtponkn npoTtokona TCP/IP:

> Hactpoutb IP-agpec aBTomaTtu4ecku

Bbibepute Monyuutb IP-agpec aBTtomaTtuyecku n Monyunts DNS-cepBep aBTOMaTUyecCKy,
Kak npedcTaBneHo Ha PUCYHKE HUXe:
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CroicTea: lNpoTokon Mure pueta (TCPIIP)

O6WMe | AnETEpHATHEHEA KOHSHIYPALMA

MaparaeTpel [P MoryT HAZHYATECA AETOMATHYECKM, BCAM CETh
NOMOEPKMESET STY BOZMOKHOCTE. B NpoTMEHOM Cnyyae napareTpel
IP rosHD O0AY4MTE Y CETEEOMD A0MWHMCTRETODA.

{(®) NonyauTe |P-a0pec aETOMATHYECKM

) MononbsosaTs cnegyowmil |P-agpec:

{(#) Nonyaure agpec OMS-cepeepa BTOMATHYECKM

() Mononesosate cnegyowme agpeca DNS-cepeepos:

JononHuTeneHD...

[ ok ][ OrteHa ]

Puc. B-3
YctaHoBuTb IP-agpec Bpy4HyrO

Haxmute pagnokHonky WMcnonb3oBatb cnepywowun IP-agpec. Otkpototcs

crnegyrowme nond.

Ecnn LAN IP-agpec maplupytmusaTopa ykasaHo 3HadeHune 192.168.0.1, B none IP-agpec
ykaxuTte 192.168.0.x (roe, X - 370 3HadeHue OT 2 0o 254), a B none Macka noaceTtu
255.255.255.0.

B none LUnto3 no ymonyaHuto Beeamte LAN IP-agpec mapwpyTtumsatopa (No ymonyaHuo
310 192.168.0.1).

BbibepuTe pagnokHonky Ucnonb3oBaTb cnepytowme agpeca DNS-cepBepoB. B none
Mpepnountaemein DNS-cepBep ykaxuTe TO Xe 3HadyeHue, Yyto M B none LInw3 no
ymMorMaHuio, unn  ykaxute IP-agpec DNS-cepBepa, npedoCTaBMEHHbI  BalnMm

NOCTaBLLUKOM VIHTEPHET-YCRYT.
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Internet Protocel Version 4 (TCP/IPv4) Properties @éj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings,

Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 . 0 241
Subnet mask: 255,255,255, 0
Default gateway: 192,188 . 0 . 1

Obtain DMS server address automatically
@ Use the following DNS server addresses:

Preferred DMS server: 202 . 9 , 134, 133

Alternate DMS server;

Validate settings upon exit Advanced. ..

[ QK ] | Cancel |

Puc. B-4
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MpunoxeHue C: Cneundcpukaumsn

O6uwme napameTpbl

IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE 802.11a, |IEEE

ST(;TZ‘”?:BaeMb'e 802.11e, IEEE 802.11i, IEEE 802.1X, IEEE 802.3X, IEEE 802.3,
Aap IEEE 802.3u, IEEE 802.3ab

MonnepivBaemble | +op) o pppoE. DHCP, ICMP, NAT, SNTP

MPOTOKOSbI
1 nopt WAN 10/100 M6uT/c ¢ aBTOCOrNacoBaHMEM C Pa3beMOM
RJ45, 4 nopta LAN 10/100 MGut/c ¢ aBTOCOrnmacoBaHWeEM C

Moptel pasbemom RJ45 ¢ nopaepxkoit AsTo- MDI/MDIX
1 NopTt USB ana xpaHeHus aaHHbIx/FTP-/Megma-/npuHT-cepBepa
10BASE-T: HeaKpaHupoBaHHas BuUTas napa kart. 3, 4, 5 (makc.
100 m)
EIA/TIA-568 100 Om STP (makc. 100 m)

Tun kabens 100BASE-TX: HeakpaHMpoBaHHast BUTasi napa kart. 5, 5e (Makc.
100 m)
OkpaHunpoBaHHasa BuTas napa EIA/TIA-568 100 Om STP (makc.
100 m)

CeeTtoamogHble

h = E]
NMHOWKaTOPbI o = @ T 2 © < A
CepTtudmkaums FCC, CE

MapameTpbl 6ecnpoBOgHON CBA3MN

JnanasoH 4yactoT

2,4~2,4835T1Ty,

CkopocTb nepepauu

Crangapt 11n: go 300 MouT/c (aBTOMaTMYECKOE NEPEKIIOYEHNE)

OaHHbIX no | Ctangapt 11g: 54/48/36/24/18/12/9/6 MowuTt/c (aBTOMaTu4eckoe
6ecnpoBogHOMY nepeknveHne)
COEAIMHEHNIO CraHpapt 11b:11/5,5/2/1 M6ut/c (ABTOMaTU4ECKOE NepeknioyeHmne)
Pacwwnperne DSSS (LUnpokononocHasa Moaynsiums ¢ NpsiMbiM pacluMpeHnem
4acToThbI cnekTpa)
Moaynsums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP, WPA/WPA2-Enterprise, WPA2 /WPA-Personal

270 M6wurt/c: -68 obm @10% PER;

130 M6wuT/c: -68 obm @10% PER;

108 M6wuTt/c: -68 obm @10% PER;
HyscTBUTENBEHOCTL 54 MéuT/c: -68 nbm @10% PER;
npueMHuka

11 MowuT/c: -85 npbm @8% PER;
6 Mowut/c: -88 opbm @10% PER,;
1 M6uT/c: -90 gbm @8% PER,;
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KoadhdpumumeHT
yCUINEeHus

5 [1b1 BHeLWHAS aHTeHHa

MapameTpbl OKpyXxatoLwen cpeabl

Pabo4yas Temnepartypa: 0°C~40°C

Temnepatypa
Temnepatypa xpaHeHusi: -40°C~70°C
OTHocuTENbHAA BRAXHOCTb BO3dyXxa NpW  3KChnyaTauuu:
10%~90%, 6e3 oOpasoBaHust KOHAEHcaTa

BnaxHocTtb

OTHOCUTEnNbHaa BNAXHOCTb Bo3dyxa npu xpaHeHun: 5%~90%,
0e3 obpas3oBaHMsa KOHOEeHcaTa

*B CLUA paspelseHo wuCnonb3oBatb TOMbKO 4YacTotbl 2,412[MTu~2,462 [Tu, noatomy

amMepuKaHCKMe nonb3oBaTeny Mory Belomnparb TonbKo kaHanbl 1~11.
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MpunoxeHue D: MNoccapun

»> 802.11n - Crangapt 802.11n nocTpoeH Ha npegpblaywmx craHgaptax 802.11 nytem
po6asneHusa texHonormm MIMO (MHorokaHanbHbIM BXOA4/BbIX04), B KOTOPOW UCMOSb3YHOTCS
HECKOSTbKO Mepearollumx U MpMHMMAaIOLLMX aHTEHH, YTO MO3BOMSET YBENMNYUTL NPOMYCKHYHO
CMocobHOCTb Yepe3 MPOCTPaHCTBEHHOE MYIMbTUMNEKCUPOBaHNE M OonblUy0 30HY OXBaTa
CeTM 3a CYeT MCMOomMb30BaHWS Pa3HOrO0 MPOCTPAHCTBEHHOIO pPacnofioKEHUss aHTEHH,
BO3MOXHO Yepes cxeMbl KOAMPOBKMU, Takmne kak koanpoka Alamouti. KoHcopumym EWC 6bin
co3faH anga yckopexusi passutus ctangapta IEEE 802.11n n npogsmxeHuns cneumdukaumm
TEXHONMOMMN B LENSAX YMydleHUs B3aMMOAEWCTBUS Mexady 0ecnpoBOAHbIMU CeTeBbIMU
NpoAyKTamMu creayoLwero nNokorneHus:.

> 802.11b - Ctangapt 802.11b onpegensieT napameTpbl pabdoTbl 6ecnpoBogHON ceTu npu
CKOPOCTW nepegadn gdaHHbix 11 M6wut/c, ucnonbsya texHonormio DSSS, n paboTaeT Ha
HenMuUeH3npoBaHHOM guanasoHe 2,4 [Ty ¢ ncnonb3oBaHmem anropmutma wmndposanna WEP.

K cetsaim ctangapTta 802.11b Takke oTHocaTcs cetn Wi-Fi.

> 802.11g - cneundmkauma ona cosgaHus 6ecnpoBOAHbLIX CETENM CO CKOPOCTbI nepenaudn
AaHHbIX o 54 M6wuTt/c, ucnonbaysa texHonorno DSSS, moagynauuio OFDM un paboTaeTt Ha
HenuuUeH3MpoBaHHOM avanasoHe 2,4 Ty, O6paTHO COBMECTMM C YCTPOWCTBaMM CTaHAapTa

IEEE 802.11b. UcnonbsyeTt anroputm wudpposanna WEP.

> DDNS (Dynamic Domain Name System - Cuctema AMHaMUYECKUX OOMEHHbIX UMEH) -
BO3MOXHOCTb HasHayeHus (PUKCUPOBAHHOINO Y3MOBOTO W OOMEHHOrO WMEHUM Ans

AnHammnyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol - lpoTokon HacTpoOMKn AMHaAMU4YeCcKoro y3na)
- lMpoTokon, KOTOpbLIN aBTOMaTMYEeCKM MPOM3BOAUT HacTporiky napameTtpoB TCP/IP Bcex

KOMMbOTEPOB, NoakntoveHHbix K DHCP-cepeepy.

» DMZ (Demilitarized Zone - emunutapu3oBaHHas 30Ha) - [laHHas yHKUMS no3BonseT
y3ny rnokanbHOM ceTn obpawaTtbca K MWHTepHeT ana paboTel CO  crneumanbHbIMK

NPUNOXEHUSIMN TAKUMMU, Kak VIHTEPHET-UIPbI U BUOEOKOH(EPEHLNN.

> DNS (Domain Name System - Cuctema AOMEHHbIX UMEH) - VIHTEpHET cepBuC, KOTOPbIN

nepeBoanT MMeHa canToB B IP-agpeca..
> JloMeHHOe uMsA - onucaTenbHOe NMA NS agpeca nu rpynnbl agpecoB B VIHTEPHET.

> DSL (Digital Subscriber Line - undpoBasi aboHeHTCKass NUHUA) - TexHoNnorus, Kotopas
no3BonsdeT OTNpaBnATb WUNW NONyYaTb AaHHble, UCMOMb3ys CyLlecTByloLMe TernedoHHble

JINHUNN.

> ISP (Internet Service Provider - lMocTtaBwuk WHTepHeT-ycnyr) - KomnaHusa, koTopas

obecneunBaeT focTyn B MIHTEpHeET.
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\7

\7

\7

\7

MTU (Maximum Transmission Unit - MakcumanbHbIi pa3mep Onoka nepepayu) -

MakcumanbHbIn pa3mMep nakeTa AaHHbIX, KOTOprI;I MOXeT ObITb nepenaH.

NAT (Network Address Translation - TexHonorus nepeBoga ceTeBblX agpecoB) -
TexHonorua NAT nepesoauT IP-agpec nokansHon cetn B IP-agpec cetn MHTepHeT.

PPPoE (Point to Point Protocol over Ethernet - lpoTokon nogkntoyeHusa yepes Ethernet
no npuHuMny Touka-To4ka) - PPPOE - 3T0 NpoTOKON ANst MOAKIMHOYEHUS YAANEHHbIX Y308
ceTn VIHTepHeT 4yepes3 MOCTOSIHHOE MOoAKMNoYEeHUe, NOCPEeACTBOM MMUTaLUM MOAKMYEHMUS

dial-up.

SSID - UpeHTndukatop SSID - aT0 KN4, BKAYawowmn B ceba go 32 (Makcnumym)
OYKBEHHbIX N LMPOBLIX CMMBOJIOB, KOTOPbIN MCMONb3YeTCs ANA MAEHTUMKaLMM NToKarnbHOM
ceTn. Ytobbl 6ecrnpoBOAHbIE YCTPONCTBA CETM MOINIM 0OMEHUBATLCA AAHHBLIMWU, OHW OOSHKHbI
ncnonb3oBaTtb oauH U TOT e SSID. Obbl4HO 3TO NapameTp HACTPOWKM Ans 6ecnpoBOAHOMN
kapTbl komnbtoTepa. CootBeTctByeT ESSID ana 6ecnpoBogHOM TOYKM AOCTyna U UMEHMU

©ecnpoBOaHON CETW.

WEP (Wired Equivalent Privacy - OKBMBaneHT NpoOBOAHOM 3awuTbl) - MexaHuam
WMGPOBaAHUSA HA OCHOBE 64-, 128- unn 152-GUTHOrO COBMECTHOrO KIHO4a, Kak ykasaHo B
crangapte IEEE 802.11.

Wi-Fi - Kommepueckoe HasBaHue ctaHgapta 802.11b ana kommyHukaumm B 6ecnpoBogHoOn
CEeTEeBOW 30He, MpUCBOeHHOe opraHusaumen Ethernet Compatibility Alliance (WECA, cwm.

http://www.wi-fi.net), rpynnoi no paspaboTke MPOMBIWMEHHbLIX CTaHAApToB, paboTatoLlen

Hag Npob6rieMon B3anMO3aMeHSEMOCTI YCTPOMCTB cTaHaapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb - rpynna
KOMMbIOTEPOB U CBSI3aHHbIX YCTPOWCTB, B3aMMOLEMWCTBYIOLWMX Apyr C APYroMm u4epes

GecnpoBoaHyto Nepeaadvy AaHHbIX B OrpaHUYeHHOM palioHe.
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