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What is EFF?
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“What Binge On does, it includes a
proprietary technology and what the
technology does is not only detect the
video stream but select the
appropriate bit rate to optimize to the
video, the mobile device. That's part A
of my answer. Part B of my answer is,
who the fuck are you, anyway, EFF?
Why are you stirring up so much
trouble, and who pays you?” - John

stream in any way, or just limit its Legere
bandwidth? #AskJohn
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Q: Who the Fuck are you, anyway, EFF?

We're the Electronic Frontier Foundation.
We defend your civil liberties in a digital
world.

¥ San Francisco, CA
& eff.org
[ Joined August 2006



ELECTRONIC FRONTIER FOUNDATION BlackHat USA 2016

Legal Work
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Padare! Dichte Drpniant
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Q: Why are you stirring up so much
trouble?
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Activism

JLLEGAL
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CFAA Is Broken — Don't Make It Worse
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International Work

MAY 28, 2015 | BY NATE CARDOZO AND EVA GALPERIN u ﬂ E % =

What Is the U.S. Doing About Wassenaar, and Why Do We Need
to Fight It?

On May 20, 2015, the U.5. Department of Commerce's Bureau of Industry and Secunty (BIS) published
its proposed implementation of the December 2013 changes to the Wassenaar Arrangement, What
follows is a long post, as we're quite troubled by the BIS proposal. In short, we're going to be submitting
formal comments in response, and you should too.

What is the Wassenaar Arrangement?
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Technology

@ O'?mertbot

"3, HTTPS Everywhere
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B « [
: WO pays YOU?  famese espnemans rar s
- ° @EFF. Hope that answers your question.
#WeAreEFF

RETWEETS ES
A ) icEsEOEnn

1:50 PM - 7 Jan 2016
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Targeted Attacks



ELECTRONIC FRONTIER FOUNDATION BlackHat USA 2016

VIETNAM
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Pawn Storm / FancyBear / APT238
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Nobody Cares About Kazakhstan

Operation Manul
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2 Voo | g 1

Kazakhstan is here! ||
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2015 SCORES
PRESS STATUS

Not Free

PRESS FREEDOM SCORE
(0= BEST, 100 = WORST)

85

LEGAL ENVIROMMENT
(0= BEST, 30 = WORST)

NOTA BENE H ET '

Pepakuna
"Pecny6nuku"

BHMMaHNI0 YHTaTeneR

14.06.2016

B COR3M C HENPEXDAILAIOWAMUCA
aTakaMM XKEPOS M BOIHMKLLMMA B COAIH
C OTHM TEXHASECHMA NpoBnesanmi
PEAAKUMA DELWNE NEHOCTAHOBKTE
paboTy NopTana ¥ yATH B OTNYCK...

p.

WHTEPBbLIO

Esrenus

POLITICAL ENVIRONMENT MAXWTOBA

{0 = BEST, 40 = WORST)

ECONOMIC ENVIRONMENT
{0 = BEST, 30 = WORST)

2

CHHEPOM KPOBaBOrD
BOCKPACEHLS

14.06.2016

HoTWPOBKM Ha HedTE 38 NATL
MECALEB NoaHANKCE Ha §0%,
a TeHre K A0NNSpY yxpenunca
BCEMD NMWs Ha 10%....

08.06.2016

MOMNUTHKA - MNocne #aHacseHCRMK
coBbTHA ¥ NoOEH 0cTanock oWy WEHWE
HECTDABEATHBOCTH. A 3T0 MMEHHO TC, ©
UMD HEMMHAIOTCH PERONIOLMK, CYMTaET
nonuTenor AUapei Fpoauns

KTo ewe paboTaeT Ha
Axopgy B BpuTaHuu

B MOWCKAX NCTWHBI

Hypaxmer
KEHXEEB

Flanurien

WHOPMaLMOHHO-aHaNUTUYECKUIA nopTan

MNonutuka - PuHaHck! - BusHec - O6wecTeo - Nota Bene - Onnai-kondepernunm - WikiLeaks - Barnag

NONUTUHHECKUM
PEMPECCUAM
B KABAXCTAHE

23 mionA 2016 roga
1:44 MCK

Ewe pa3 npo no66ucros
Haszapbaesa Bo ®paHunmn

HTo ok, NOBEWCTE HE2apHaeBCKoro PEKMME BO
DPEHUMM, W KIKME NPHYHHE! SACTADMIM WX NOMOTaTE
npecnegosats MyxTapa ABnasosa? OTeET 14a aTH
BOMDOCH! Mbl HALNK B NEPEMHCKE QUINOMATS HKaka
Fanyesa. M Ma Hee We YaHani, Kak MMenno Adopaa
obpafiaTelisacT MpaHLyscKyl0 Npecey W oOWecTso. .

OT WabnoHoB Hecet
TYXN0H peansHoCTLIO

Kak HaszapGaes 6paty
ropsl NOA3apKA

13.06.2016

TpareawA B AxTobe crana
BOO0PA3NEN0M, HO TOUHD HE
Brina cnyYaAHOCTLIO, CUMTAET
Aaun TorraHbzes...

Inasrbix naTkdyHaKCTOS
Ka3axcTaHa Ha3san B ceosM
vHTEpBL "Pecnybnuxke”
BukTop XpanyHoa...

HethTb 3anepKUTER Ha
AOCTHFHYTOM YpoBHE
)

KHP nyuwe ¢ «xapgaoM»,
4yeM ¢ «codToM»

HaiTh Ha caitte 9

154

Ewitter| facebook | You[fTH

LNOCMIOBHO

= Mpogasars GHNETH WHOCTPAHUAM Ha
EXPO-2017 GyayT pOCCHAHE...

= B PK Gonee 14 TeicAY BoINYCKHMKOB He
oponenu Ha EHT yposess 50 Gannoa..

* Mpa# nogact ek k CLUA Ma-3a oTeasa
BEpHYTEL 52 mnpa...

= NokasaHkulie aanace Hedma B PK
oueHueawnTcea B 30 mnp Gappenei...

= [leHs POCCHA NONADUT MHTENAM CBOBA
CTPEHb! TRH BBXDHB

= Kypackne Goemuku 0GbAaBunY Typumio
onacHol cTpaHoi ANA TYPHCTOB. ..

= Denerauwn CLUA He noenet Ha
IHOHOMHYECKUA thopym B MuTep...

KASPERSKY3
HAM MULLIYT

-
e

Oynat
MYCATAEB
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ELECTRONIC FRONTIER FOUNDATION
DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD =]

m ABOUT | OURWORK | DEEPLINKSBLOG | PRESSROOM | TAKEACTION m

DECEMBER 10, 2015 | BY BILL BUDINGTON AND EVA GALPERIN 7 :
-
Kazakhstan Considers a Plan to Snoop on all Internet Traffic
In an unusually direct attack on online privacy and free speech, the ruling regime of Stay in Touch
Kazakhstan appears to have mandated the country's telecommunications operators to intercept
citizens' Internet traffic using a government-issued certificate starting on January 1, 2016. The
press release announcing the new measure was published last week by Kazakhtelecom JSC, the
nation's largest telecommunications company, but appears to have been taken down days later
—the link above comes courtesy of the Internet Archive, which never fargets. It is unclear
whether the retracted press release indicates that Kazakhstan's ruling regime has abandoned
the plan in response to widespread criticism, or is simply planning to carry it out at some later
date, once attention has died down.

NSA Spying
The measure's apparent authority is the country's new communications law. EFF's analysis of

the law finds plenty of vague language that could be used to justify this kind of mass @’ eff.org/nsa-spying
surveillance, but nothing that explicitly requires government-issued certificates.

If the country's ruling regime were to successfully implement this plan, it would be able to EFF is leading the fight against the
snoop on, impersonate, and alter the online communications of anyone within their borders— NSA's lllegal mass surveillance

: : H L i . g . program. Learn more about what the
effectively performing a Man in the Middle attack on its entire population. Operating systems program fs, how it works, and what
and browsers maintain their own list of legitimate root certificates that come bundled with you can do.

their software. Because of this, it is difficult for ordinary attackers to pull off a Man in the
Middle attack successfully on encrypted Internet connections—they have to both be situated in
a privileged position within the network (between the user and the remote server), and in Follow EFF
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Suspected Government Users In 2015 Adam Sent, ene
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HACKING TEAM RCS

Suspected Government Users Worldwide

o Y

21 SUSPECTED GOVERNMENT USERS

AMERICAS EUROPE MIDDLE EAST AFRICA ASIA
Mexico Hungary Turkey Oman Egypt Nigeria Azerbaijan Thailand
Colombia [taly Saudi Arabia  Ethiopia Sudan
Panama Poland

Kazakhstan South Korea
UAE

Morocco Malaysia Uzbekistan

BlackHat USA 2016

Citizen Lab 2014

Bill Marczak, Claudio Guarnieri, Morgan Marquis-Boire & John

Scott-Railton

CAUSE FOR CONCERN

52%(in bold) fallin the bottom 3rd of a World
Bank ranking* of freedom of expression and accountability

‘ 29%are in the bottom 3rd for Rule of Law

*World Bank 2012 WC
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NO DOGS WERE HARMED IN THE MAKING OF THIS TALK.

WE LOVE DOGS.

PLEASE ENJOY THIS UNICORN PICTURE.
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‘ ESPANOL PORTUGUES FRANGAIS FYCCkMA 4l TURKCE
Committee to Protect Journalists EIREC

News & fi Data & Services & Aduosacy About Count_rles Q
Analysis Research Resources & Action CPJ & Regions

ALERTS | KAZAKHSTAN

Kazakh authorities seize embattled
weekly’s print run

AA Text Size %]!':l t

Share
New York, September 18, 2009—The Committee to Protect Journalists condemns

the seizure of the print run of one of the few remaining independent newspapers in
Kazakhstan, which is set to take control of a leading security and human rights
organization. The country will become chair of the Organization for Security and
Co-Operation in Europe in 2010.

On Friday, court officers in the financial capital Almaty confiscated the entire print
run of Almaty-based independent weekly Respublika-Delovoye Obozreniye, the
Associated Press reported. Authorities also froze the bank accounts of the weekly
and its publisher, news Web site Lenta reported. Court officials reportedly cited a
September g verdict from the Medeu District Court in Almaty that ordered the
weekly to pav 60 million Kazakh tenge (about US$400,000) to the state-owned
BTA Bank in damages. The paper plans to file an appeal next week.

RELATED STORIES
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| got a letter from the government the other day...
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Case 2:15-mc-00159-TLN-KIJN Document 33 Filed 03/03/16 Page 1 of 10

UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF CALIFORNIA

REPUBLIC OF KAZAKHSTAN, Mo, 2:15-me-0159-TLN-KIN
Plaintiff,
v. ORDER
DOES 1 TO 100, INCLUSIVE,

Defendants.

Plaintift The Republic of Kazakhstan (“Kazakhstan™), a sovereign nation, commenced this
miscellaneous civil action and filed a motion to compel compliance with a subpoena issued o
non-party Facebook, Inc. (“Facebook™). (ECF Nos. 1, 6.) Facebook and other non-parties,
Respublika and LLC Media-Consult, have opposed the motion, and Kazakhstan filed a reply
brief. (ECF Mos. 22, 24, 28.)°

After carefully considering the parties’ written briefing, the court’s record, and the

applicable law, the court DENIES the motion without prejudice.”

! Haced nn the narties” stinulation and for onnd canes choam the conrt anremed 5 enecial
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KAZAWORD

Kaz news

Home About

O Hac cHoOBa NULUYT...

RECENT POSTS
® May 6, 2016 O Hac cHOBA IIMIIVT...
Jlea ToBapuma
http://www.zaprava.ru/201605055852/glavnyie-novosti-dnya/ne-dopusimi- Hapamusaen Temn mybukanuii
ekstradicziyu-muxtara-ablyazova-iz-franczii-v-rossiyu g ;:S:;;;‘::? i
OrkpsiToe o6panmeHne pOCCHHCKAX TPABO3AIMTHUKOB K ITPE/ICTABATEIAM '
aHny3ckux ¥ Opuranckux Biaacreir, OOH, EC, OBCE, u ITACE, cocraBnensoe
bpamy P S : . RECENT COMMENTS
Ha OCHOBaHHH ONMyOJIMKOBaHHBIX B 3TOM Oitore okymenToB. O6paimeHue
noanucaHo Anexceesoi JI.M., Bopmesbsim B.B., l'annymkunoi C.A.,
Kosanessim C.A., Ilonomapessim JI.A., CBetoBoii 3.9. ARCHIVES
May 2016
8 Leave a comment April 2016
March 2016
April 2015
March 2015

February 2015
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Mukhtar Ablyazov
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JPER MI N MANUL

Unveiling Operation Manul
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JRat / Jacksbot
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JRat / Jacksbot

Java Based

Multi Platform

- Win, Mag, Linux, Solaris, *BSD
Plugin Architecture and API
Cheap!
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JRat / Jacksbot

|Clients|[®] | Statistics [l | Network Usage B | On Connect BY | Sockets & | Log B Plugins «
|Country ||ID ||Status .I_PfPort ||Fing |[User@Host |Operating System

[] E@ JE jRATS567 Ready 201.209.... 4l 480ms Sample\sample @ Windows 7

| BR JRAT970  Ready 96,196.1... 4l 243 ms Sample\Sample 8 Windows 8.1

[ em SK JRATTS Ready 114.12.1... afl 352 ms Sample\Sample B8 Windows 8

[ = NI jRAT817  Ready 216.50.2... 4l 34 ms  Sample\Sample 28 Windows Server 2012
[ ] EE MC JRAT31 Ready 60.167.5... all 74 ms Sample\Sample 58 Windows 10

[] = BwW jRAT282 Ready 9.199,18... 4l 43ms Sample@Sample @& Mac O3 X Cheetah 10.0
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| C\w/ JRAT385  Ready 158.232.... afl 223 ms Sample@Sample @ Mac OS XPanther 10.3
[ = BW jRAT862 Ready 224.211.... &l 44 ms  Sample@Sample @ Mac OS XTiger 10.4
[[] E= DK jRAT906  Ready 209.188.... il 408 Ms Sample@Sample @ Mac OSXLeopard10.5
[ B8 A iRAT9?5  Reardw
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JRat / Jacksbot

=] Remote Screen =i B
[ |!|' |E| Size: 100% |@ Quality: 5 [ | % |
N

® Safari File Edit View History Bookmarks Window Help

J [ RN | Bl i Q [search or enter website name

BEEE o @

» 77 Favorites

Apple iCloud
| n - v
£ >
| I Monitor: | B Default v || FP5:11 BlockSize: 0B Chunks: D

View Remote Screen
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ELECTRONIC FRONTIER FOUNDATION

JRat / Jacksbot

£ System Info | 423 Memary Usage | (= Drives | 5! Monitors | [£) VM Info ¢ Config | & Trace|

Key

| =k Remote address
5| Local address
(== Stub ID

(= FaM

E Available Cores
|| Install DateLast modified
a Username

gﬂ Computer Mame
EE Operating System
|(IEEH Country

||| 5tub Location

' Stub Version

| 2] Java version

Value

8,00 GB

wm
Windows 8.1
HEK

C:\Users\wm\AppDataiLocalTempiupdate 7568170

1.8.0_31-b13

Control Panel

BlackHat USA 2016
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JRat / Jacksbot - Other Features

* Process List

* Remote Shell

e Chat

 Edit Registry

* Manage Remote Filesystem
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JRat / Jacksbot - Plugins

« Turn on remote webcam

» Disable webcam indicator light
» Password Recovery

» Keylogger

* Reverse SOCKS Proxy

* Roll Your Own...
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JRat / Jacksbot - Anti Analysis

» Bytecode obfuscated with Zendix Klass
Master

» Encrypted config file

* Decryption key hidden in zip file metadata

» Detect Virtualization
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Bandook

Another off the shelf, commodity RAT

Continuously developed over a number of years
Only targets Windows
Modular:

- Start shell, record sound, record video,
keylogger, take screenshots, etc. etc.
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C&C Servers

Axroot.com, Adobeair.net, kaliex.net...

» Windows servers, running XAMPP

* Do not appear to be shared hosts
- Not many domains / shared document root

» But they are not sitting idle!
- Many open ports and many open directories
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C&C Servers

Axroot.com, Adobeair.net, kaliex.net...

» Windows servers, running XAMPP

* Do not appear to be shared hosts
- Not many domains / shared document root

» But they are not sitting idle!
- Many open ports and many open directories



[2 §) ELECTRONIC FRONTIER FOUNDATION BlackHat USA 2016

Other Targets

Index of /fram/users/pws - I
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Other Targets

Ramona PHP Rat - Iceweasel [-NcN~] Arcom Rat Web Panel - Iceweasel [-NcN-] IRIS Rat WebPanel by Princeali - Iceweasel LX-X]
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Attribution Is Hard
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Links to Kazakhstan

« Common thread between targets

- Legal disputes against KZ government
* Phishing at private email address

- Subpoenaed by Kazakhstan
» Arcanum Global Intelligence

- Cyber Intelligence Operations
- Hired by KZ to gather intel on Ablyazov family
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OPERATION HANGOVER

Unveiling an Indian Cyberattack Infrastructure

Snorre Fagerland, Morten Krakvik, and Jonathan Camp
MNorman Shark AS

Med Moran
Shodowserver Foundation

i
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BlackHat USA 2016
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Links Between Operation Manul
and Appin

» Overlapping domains with hangover,
including appinsecurity.com
 Alleged use of Hackback trojan / similar to

trojan used in Oslo
- Unable to verity this
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MANUL SERVERS

axroot.com

dropboxonline.com

adobeinstall.com

adobeair.net

mangoco.net

orange2015.net

kaliex.net

IPS

DOMAINS ASSOCIATED WITH HANGOVER

68.178.232.99

—

64.202.189.170

j—

208.73.210.29

—"

208.73.211.167

"

50.63.202.94

174.120.120.151

209.99.40.220

secure-s.com
cellgame.org
avatarfanclub.com

researchworkorg
devilreturnscom

piegauznet
systemupd.com

newamazingfacts.com
thedailynewsheadline.com

bikefanclub.info

devinmartin.net
foxypredators.com
net4speed.net

appinsecurity.com

nsl zonalship.org
shopingcenter.net
ns2.competitveedge org
accountsyou-tube.com.analogwiz.org
digitalapp.org

mailtechsolutions.org
openhostingtalk com

mobilessoft.net
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Other Considerations
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NOBODY/CARES
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__ABOUT KAZAKHSTAN
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It doesn’t need to be sophisticated to work.
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We could(n't) be heroes
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What do we do?

» QOutreach community relations/trust building

* Incident response malware analysis
/forensics/threat intel

» Education training/IT support/help desk

* Policy research legal/law enforcement

« Advocacy awareness/policy change

Follow up with other affected parties
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What |s to be done?
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What industry can do

» Anti-virus state sponsored warnings
» Better state-sponsored warnings
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What you can do
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Pick a cause you care about
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What Else Can You Do?

* If you have research related to the actors
behind Operation Manul publish it, or send
it to us!

* Donate to EFF!



ELECTRONIC FRONTIER FOUNDATION BlackHat USA 2016

Takeaways

* None of this research is “sexy”. The tools and
the actors aren't sophisticated.

» Attacks don't need to be sophisticated to
work.

« But it's not every day that malware research
can prevent people from getting kidnapped or
killed, and expose state crimes.
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Further Reading

Operation Hangover: http://enterprise-manage.norman.c.bitbit.net/resources/files/Unveiling_an_India...
Oslo Freedom Forum: https://www.f-secure.com/weblog/archives/00002554.html

Iran 2FA Spearphishing: https://citizenlab.org/2015/08/iran_two_factor_phishing/

Pawn Storm EFF Report: https://www.eff.org/deeplinks/2015/08/new-spear-phishing....

Wassenaar: https://www.eff.org/deeplinks/2015/05/we-must-figcht-proposed-us-wassenaar-impl....

Kidane V. Ethiopia: https://www.eff.org/cases/kidane-v-ethiopia

Ethiopia and FinFisher: https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global...

Human Rights Watch Report on Kazakhstan: https://www.hrw.org/world-report/2015/country-
chapters/kazakhstan
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