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Cyber Security Key Assumptions for 2016



Methods

Nation-State Actors  Motivation: theft of trade or craft 

secrets or support of military 

capabilities and nationalized 

industries 

 Methods: advanced operations to 

establish a foothold into infrastructure 

Organized Criminals  Motivation: make money

 Methods: spear-phishing and other 

techniques; mature underground 

economy supporting criminal activity

Cyber Terrorists  Motivation: instill fear to have targets 

comply with demands or ideology

 Methods: using Cyber to “enable” 

their programs (recruit, incite, train, 

plan and finance)

Hacktivists  Motivation: seek publicity for their 

geopolitical agenda 

 Methods: disruption (i.e., Distributed 

Denial of Service) and defacement

Insiders  Motivation: emotional or sometimes 

financial needs

 Methods: uses insider knowledge to 

steal data, conduct fraud, etc.

Social 

Engineering

A common tactic, at times even non-technical, that relies on 

human interaction to trick other people to break normal security 

procedures, allowing them to gain information that may be 

useful for exploit efforts.

Phishing and 

Spear-Phishing

Emails, online posts, or other electronic communications that 

masquerade as a trustworthy party in an attempt to trick the 

target into divulging information or download malware.

Destructive 

Malware

Malware is a category of malicious code that includes viruses, 

worms and Trojan horses. Destructive malware will utilize 

popular communication tools to spread, including worms sent 

through email and virus-infected files downloaded from 

peer-to-peer connections.

Exploit Kits Packs containing malicious programs that are mainly used to 

carry out automated ‘drive-by’ attacks in order to spread 

malware. These kits are sold on the black market, where prices 

ranging from several hundred to over a thousand dollars are 

paid. These kits will seek to exploit existing vulnerabilities on 

systems making their entry quiet and easy.

Drive by 

Downloads

A program that is automatically installed on a target’s computer 

by merely visiting a website. Victims do not have to explicitly 

click on a link within the page.

Distributed

Denial of Service

Through computer programs and/or an increased number of 

participants, hackers flood the attack target’s website with 

more traffic than the server can handle. As the site attempts to 

process the large number of malicious traffic, it denies access 

from legitimate users. The rush of traffic could also cause 

servers to crash.
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Cyber Security: Strategy Overview

Objective: Protect your firm through an Intelligence-led, Threat Focused Defense Network with strong levels of Prevention, 

Detection, Response and Recovery capabilities

Defense in Depth Execution

 ID & Access Management

 IS Risk Management

 Infrastructure Defense

 Security Incident Management

 Data Protection

 Privileged User Management Access

 Third Party IS Management

 Application Security Management

Potential Key Performance Metrics ???

Outcome 

Focused
Intelligence-led Methodology

STRATEGIC

 Government Outreach

 Peer and Industry Outreach

 Client Outreach

 Analytical Reports/Studies

TACTICAL 

 Forensic Analysis  

 Data Analysis is support of preemptive 

action

 Intelligence Collection  (Open Source, 

Vendor Supported)

Create a Learning Organization

Focus on creating learnings to support: 

A) executive decision making  B) operator / 

operations support

TEAMWORK APPROACH

 Security Operation Centers
* Tactical day-to-day management 

 Cyber Fusion Center  -- Team of Teams
* Situational Awareness, Analysis, 

Crisis Management

TALENT INVESTMENT

 Invest in professional Information 

Security Officers (ISO) and Analysts

 Professional Training Opportunities –

On-the-Job and formal education

 Develop a Network of peers and 

associates to benchmark





CONFIDENTIAL TRADE SECRETS AND FINANCIAL INFORMATION AND CONFIDENTIAL 

SUPERVISORY INFORMATION PURSUANT TO 5 U.S.C. Sec. 552(b)(4) AND (b)(8).

Citi is facing a must-win battle against 

sophisticated cyber adversaries. The 

mission of Citi Global Information 

Security is to prevent, detect, respond 

to, and recover from cyber attacks. Citi 

does this by implementing an 

intelligence-led strategy to protect the 

firm’s data, assets, people, and 

reputation. Success requires that we 

consistently execute four components 

of our strategy: talent, teamwork, 

tradecraft, and technology.

Citi’s Intelligence-Led Information Security Investment Pillars

Intelligence-led Information 

Security

A business model and managerial 

philosophy where analysis and 

intelligence are pivotal to an objective, 

decision-making framework that 

facilitates information protection 

through effective implementation of IS 

strategies that target prolific and 

serious threat actors and threat 

methods.

*Adapted from Dr. Jerry Ratcliffe, 

Author of “Intelligence-led Policing”

Developing 

information 

sharing 

platforms, 

intelligence 

products, and 

operational 

playbooks that 

inform 

executive action 

and decision-

making

Deploying 

innovative 

technologies that 

enhance the 

safety and 

security

Transform our 

workforce by 

investing in 

top-level cyber 

intelligence, IS 

talent, and 

leaders from the 

private and 

public sectors, 

and academia

Implementing 

leading 

management 

practices and 

initiatives to 

maximize 

collaboration, 

learning, and 

innovation 

across functional 

areas



CONFIDENTIAL TRADE SECRETS AND FINANCIAL INFORMATION AND CONFIDENTIAL 

SUPERVISORY INFORMATION PURSUANT TO 5 U.S.C. Sec. 552(b)(4) AND (b)(8).

 Citi has adopted the ‘Cyber Kill Chain’ as a foundational component of our Cyber Intelligence and Security Strategy

 Our goal is to take advantage of the fact the attacker must expose tools, techniques and processes (TTPs) as they 

move through each phase of the intrusion chain

The Cyber Kill Chain

1

2 6

Reconnaissance

Attacker research

Weaponization

Create malware

3 7

Delivery

Phish or similar attack

5

Command and Control

Attacker control of system

4

Exploitation

Malware exploits vulnerabilities

Installation

Operations of malware

Actions on Intent

Lateral movement and 

exfiltration of data

Cyber Red Zone

The Cyber Kill Chain is a Trademark of Lockheed Martin


