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Internet Week 2017 Copyright © 2017 Yoshiaki Kitaguchi, All rights reserved. 27



2B R AKE(C K DERAHEDRE il B

@ SLAACEDHCPv6DES%: (RFC 4861)
re——iate L L e

SLAAC 0 RDNSSAT> 3> TDNSH—/\ (Windows 10 Creators Update TxJ/its)
SLAAC+ X5 — L ADHCPv6 1 1 0 FEALEDOSTHIATIEE (Android(FIFEXTIL)

A7 — bTJJLDHCPv6 0 N/A 1 ZH7 RLREBZENM I DHRR

SLAAC+XF— ~TJJ)LDHCPV6 1 N/A 1 SLAACIC KB 77 RL A EDHCPYVGIC K BWRAD T RLZAHMT <

@ A (autonomous address-configuration) flag :
QTLIAVIRIBRATZI>DISYT
=1 TIL T v IORBHRZFIBUIESLAACICKD 7 RLUAREZRT
@ O (other configuration) flag :
@ 7 RL ALIMNDERTEZDHCPV6 TR DIcsbD T ST
@=1 TAFT— hL ADHCPVvOLIE%Z (£
@ M (managed address configuration) flag :
@ SLAACBIHNTD ) R RAKTEZDHCPV6 TR I DIcsbD IS
@=1 CTAF— ~J)LDHCPvOALIEZ{E T (O flagdBIFIHEHETND)
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Q@ i RKOSEICENRDEE (I-D ietf-v6ops-dhcpv6-slaac-problem)

@ Windows 7(XEERENE
@A=0, O=1, M=0 TRX7— L XADHCPvoOEIHE
QIRER{LTiEZY U—X
@ Windows 8.1, 10(3k5F(CDHCPveZFI B
@ A=0, 0=0, M=0 THEDHCPv6I =1 7> SHEME
@201 7FHEED)\—=3 > (CIZBUGH G DIPveA > U —IRIBE CIREME
@ Linux/macOS/iOSIFIRREZLICE5L )

@ M=1M5M=0(C/2D> CEDHCPV6DJ” L R Zf#EIR L7180
Q@A=1, M=0M5A=0, M=1(C18D> CESLAACDHDFZF &
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@ Android(CHIFTBDHCPVeIEEEDRIRE
QIPVOICHBITART—FIILT7 RLURAEEMNT—BIIC TSR0

@ GoogledD=
@ DHCPvo#I]

Fsk (RFC 7934)
([EA > TT—RICIDDIPVET RLAERET BT &(C

Q11> FTT—RICHEHDT RL AZFDIPVoDILREZET D
Q@1 DICTRBENAPTHIEHZETD
LA FDIERHNSAndroid CDHCPveZZEEE L7RL)

QB FLADA I W I~
Q@ TS A /AR RL AT L — X [Ol##
Q7T —23> 8BICT7 RLAZEWD TS Z &N alEE
QT T U IWRIEYS > (I UTIRIZ UTZ )7 R L Rz iR T EE

Q@ Um>K1

B0D/647F

1 (CRE9 Dz

Q@ Ik (C/64%EIDHTBFXL (1-D ietf-vbops-unique-ipv6-prefix-per-host)
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Q IPVAEEBIRDERA I Y T RwY MEREENTFIT
QIPV4 : TJSANR—KI7RL X, /24, DHCP
QIPV6 : AT— KL R or A5F—brJ)L, ZRLRAEIH or TL T4 v IXEIH
@7 177)LASF W or IPv6 only + NAT64/DNS64

@IPVv6CTO L —HEUFTr EEF
@ DHCPv6U—XTJ 71 )L

QIPv677 RL X &UDIDD#HE (DHCPVv4 EEIEDR)
Q@ UDID(E3#&%HD D OSICK D FEIRD

@ NDPEfEit+vw=>1
@IPv6 )7 RL AEMACY RL XD#H
Q@ J)L—ADNDPERF v > 1% FHAN (CYREE or NDPEZ=4 (MDPMon7q &)

Q@ LF1UT+ LNILEFRAEREROERENSBNE
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Q IPvoD I FR(FEIEFRAE & H(TefYE
Q IPVA L EIRRDAFENSFHELE UTcEDHZ L)
Q@ Z< DBMERFCHEZ UEAMEIEL D5 < IRDTLVE
Q10— MEEICKDRBUDIE
@ RFC 8200, RFC 8201(C% < DMERFCHANY—=
Q@ DA RZEEIRE U CWLIHW DR EE
Q@ CNHMESBMARERE - ENDZFwRICER
Q@ RL RV —FFTF v DIE#EAiERT
@ ASREEFIRNEBFEINBINEENNE
Q@ EEEBDEWNITER
@ 77 RL X B ENESEDENMHEDEZIRR
Q AAEHVIEH (CaF /e ERmN EE
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RFC 3627 Use of /127 Prefix Length Between Routers Considered Harmful

RFC 3879 Deprecating Site Local Addresses

RFC 4191 Default Router Preferences and More-Specific Routes

RFC 4193 Unique Local IPv6 Unicast Addresses

RFC 4861 Neighbor Discovery for IP version 6 (IPv6)

RFC 4941 Privacy Extensions for Stateless Address Autoconfiguration in IPv6

RFC 5095 Deprecation of Type O Routing Headers in IPv6

RFC 5722 Handling of Overlapping IPv6 Fragments

RFC 5952 A Recommendation for IPv6 Address Text Representation

RFC 6104 Rogue IPv6 Router Advertisement Problem Statement

RFC 6105 IPv6 Router Advertisement Guard

RFC 6146 Stateful NAT64: Network Address and Protocol Translation from IPv6 Clients to IPv4 Servers
RFC 6147 DNS64: DNS Extensions for Network Address Translation from IPv6 Clients to IPv4 Servers
RFC 6164 Using 127-Bit IPv6 Prefixes on Inter-Router Links

RFC 6296 IPv6-to-IPv6 Network Prefix Translation

RFC 6583 Operational Neighbor Discovery Problems

RFC 6724 Default Address Selection for Internet Protocol Version 6 (IPv6)

RFC 6946 Processing of IPv6 “Atomic” Fragments

RFC 6935 IPv6 and UDP Checksums for Tunneled Packets

RFC 6980 Security Implications of IPv6 Fragmentation with IPv6 Neighbor Discovery
RFC 7112 Implications of Oversized IPv6 Header Chains

RFC 7113 Implementation Advice for IPv6 Router Advertisement Guard (RA-Guard)
RFC 7123 Security Implications of IPv6 on IPv4 Networks

RFC 7217 A Method for Generating Semantically Opaque Interface Identifiers with IPv6 Stateless Address

Autoconfiguration (SLAAC)

RFC 7526 Deprecating the Anycast Prefix for 6to4 Relay Routers

RFC 7610 DHCPv6-Shield: Protecting against Rogue DHCPv6 Servers
RFC 7934 Host Address Availability Recommendations

RFC 8064 Recommendation on Stable IPv6 Interface Identifiers

RFC 8106 IPv6 Router Advertisement Options for DNS Configuration
RFC 8200 Internet Protocol, Version 6 (IPv6) Specification

RFC 8201 Path MTU Discovery for IP version 6

I-D ietf-vbops-dhcpv6-slaac-problem: DHCPv6/SLAAC Interaction Problems on Address and DNS Configuration (expired)

I-D ietf-v6ops-unique-ipv6-prefix-per-host: Unique IPv6 Prefix Per Host (ver. 13)
I-D ietf-opsec-v6: Operational Security Considerations for IPv6 Networks (ver. 12)
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Tokyo Institute of Technology

/127F)RICH T DMERE=R (> RFC 6164)

H+ hO—HJL7 RLURIEHEEA
RAICHIFTBIL—HELE
20—)0UL1=—20=20—HJ)LF7 RLX (ULA)
IEEERTO RTJL (NDP)

TSAI)AREET RL X

Type 0 JL—F« >~ \wAHDEELE (RFC 8200)
TSR bAYSOEERE EIHLSE (RFC 8200)
IPv6” R L A DA DEREL

ANIERAIC K BRIE

RA-Guard(Z K BAIERAPS1EH

NAT64

DNS64

/127RAOH TRy MNL—F T -—F v X ~OFEME
IPvery NOJ—20F7 RLZZH (NPTv6)
NDPDEER & XL

RETHLVFTEE T RLADERTZILTUX
BTSNy hoRIRE (RFC 8200)

UDP b RUS I TOF TV I LAESTEDRER (RFC 8200)
NDPICHBIFTB ITSITA> Ny higE
WERANW A F T —>D TSI A MR (RFC 8200)
RA-GuardZXE&E 9 JEDFER

IPvazw R DO—=2D(CBITBIPve=FIA UIREFE

Semantically Opaque |IDDEZE
6todF N IEHER (C

ARIEDHCPveH —) i ERMD 1= DDHCPV6-Shield
IHRADIPV6 77 R L X B H DR

A>T T —XRIDEKTFEDEED
RAICHIFTBRDNSSAT > 3> &Z7DWELL
IPveDEAR(LHE (Internet Standards)
IPv6ICH1F D/ CAMTUEREZR (Internet Standards)
SLAACEDHCPVGIC KD 77 RL X BEERTEDRERE
IHRIC/64T L T 1w ORBEHT DFEDZR
IPv6ry RDJ—D(CHITBDCF1VUT A IRDEESD
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