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Of Americans
believe their personal data is 

less secure now than it was five 

years ago.

“Data is indeed the new Oil.”
84%
Of consumers
say they want more control 

over how their data is being 

used

75%



Understanding
Data Types



The Current world of Advertising

PII 
Targeting Data

IDFA (mobile)
Cookies (web)
IP Address (Location)

Advertisers Publishers
Digital Ad
Connectors

Advertisers purchase PII (name, address, income, etc)
PII is used to target customers by matching to Digital Ad Connectors
Advertiser purchase targeted Ads from Publishers



The Future of Advertising

PII 
Targeting Data

IDFA (mobile)
Cookies (web)
IP Address (Location)

Advertisers
Digital Ad
Connectors

Google + Apple remove access for Advertisers. 
Only Publishers have access (1st Party Data).

Privacy laws stop or 
limit PII use by 
advertisers.



Publishers are 

losing revenue due 

to lack of higher 

CPM targeted ads

BIG CHANGES are coming to the 
world of Digital Advertising

Large publishers are 

investing in their own 

Ad Technology so they 

can use their owned 1st  

party data to sell high 

CPM targeted Ads

Facebook feels $10 Billion 
Sting from Apple’s Privacy 
Push ~ Wall Street Journal



To maintain revenue and 
growth Publishers must…

Make the 
customer PII they 
own compliant 
with privacy laws

Provide ability for 
advertisers to use 
Publishers PII + 
Connectors in a 
privacy compliant 
manner

Send ad requests to Ad 
Networks with 
enhanced audience 
information that is 
privacy compliant



Data Privacy and 
Compliance

By managing their 
own consent and 
audience 
management, ad tech 
publishers can ensure 
that they are in 
compliance with data 
privacy regulations 
such as GDPR and 
CCPA.

Why Publishers ought to consider Direct Data Management

Better Control over 
User Data

By managing their 
own consent, 
publishers have 
greater control over 
what data they collect 
and how it is used, 
helping to build trust 
with their users.

Increased Revenues

By being able to 
target advertisements 
to specific audiences, 
publishers can 
increase their 
revenue by delivering 
more relevant and 
effective ads.

Improved User 
Experience

By managing their 
own audience 
management, 
publishers can ensure 
that their users have 
a better and more 
personalized 
experience, reducing 
the risk of user churn.

Increased Data 
Accuracy

When publishers 
manage their own 
consent and audience 
management, they 
can ensure that the 
data they collect is 
accurate, leading to 
better-targeted ads 
and improved ad 
performance.

Competitive 
Advantage

By having control 
over their consent 
and audience 
management, 
publishers can 
differentiate 
themselves, making 
them a more 
attractive option for 
advertisers.



01. Utilizing First-Party Data

By leveraging first-party data, publishers can gain a deeper 

understanding of their users and their interests, which can be used to 

deliver more relevant and personalized advertisements, increasing 

the likelihood of conversion and, in turn, revenue.

02. Offering Opt-In Programs

Publishers can increase their revenue by offering opt-in programs to 

users, where they can share their data in exchange for a better and 

more personalized experience, as well as access to premium content 

and services.

03. Building Trust with Users

By being transparent about their data practices and giving users 

control over their data, publishers can build trust with their users, 

which can increase their willingness to engage with advertisements 

and increase revenue.

04. Investing in Privacy-Focused Ad Tech

Publishers can increase their revenue by investing in privacy-focused 

ad tech, such as privacy-compliant data management platforms and 

consent management solutions, which can help them to target their 

ads more effectively while still respecting user privacy.

How can a Publisher increase revenue in a world focused on first party data?

05. Offering a Seamless User Experience

By offering a seamless and frictionless user experience, publishers 

can increase user engagement, which can lead to increased ad 

exposure and revenue.

06. Collaborating with Advertisers

By working closely with advertisers to understand their needs and 

target their ads more effectively, publishers can increase the value of 

their inventory, resulting in higher revenue.



Complexities for Publishers building & managing their own buying platforms

1. Technical Complexity: Building and managing a buying platform requires significant technical expertise, which can be a 
challenge for publishers who do not have in-house technology teams.

2. Maintenance Costs: Running a buying platform requires ongoing maintenance and upgrades, which can be expensive and 
time-consuming for publishers.

3. Lack of Scalability: Publishers may find it difficult to scale their buying platform to meet growing demand, which can limit 
their ability to compete with larger players in the market.

4. Integration Challenges: Integrating a buying platform with other systems and technologies can be complex and time-
consuming, which can negatively impact the user experience and the effectiveness of the platform.

5. Limited Reach: Publishers may struggle to reach a large audience with their buying platform, especially if they lack the 
resources to market and promote it effectively.

6. Competition with Third-Party Platforms: Third-party buying platforms, such as Google and Facebook, have significant 
reach and resources, which can make it difficult for publishers to compete.

7. Data Privacy Concerns: Building and managing a buying platform involves collecting and storing sensitive user data, which 
can raise privacy concerns and create legal and regulatory risks for publishers.
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I N T R O D U C I N G  ATO S 4 P

An Advert is ing OS,  
re imagined for  
Publ ishers .

An Advertising platform, engineered from the 
ground up for Publishers. Publishers control 100% 
of their inventory, their first party user data and 
who gets access to their ad inventory.



ATOS4P (Ad Tech Operating System for Publishers) 

ATOS4P (Ad Tech Operating System for Publishers) is the new SAAS technology platform for publishers 
built from scratch by  Mobiquity Technologies.

The benefits to a Publisher of licensing ATOS4P are:

1. Increased revenue by with high CPM targeted ads in a privacy compliant manner

2. Lower costs by maintaining control of inventory

3. Compliance to all Privacy laws in USA and more



Benefits of ATOS4P for Publishers

1. Reduced Technical Complexity: By licensing ATOS4P for consent and audience management, publishers can reduce the 
technical complexity associated with building and managing their own solution.

2. Lower Maintenance Costs: By using ATOS4P, publishers can reduce their maintenance costs and focus on their core 
business activities.

3. Access to Advanced Features: Publishers can access advanced features, such as robust data privacy controls and audience 
targeting capabilities, which can improve the effectiveness of their advertising efforts.

4. Improved User Experience: By integrating consent and audience management with a DSP and PMP creation module, 
publishers can improve the user experience and increase the value of their inventory.

5. Better Data Management: Publishers can benefit from improved data management capabilities, such as data collection, 
storage, and analysis, which can inform their advertising efforts and increase revenue.

6. Faster Time to Market: By licensing tech, publishers can get up and running more quickly, allowing them to start 
generating revenue faster.

7. Reduced Legal and Regulatory Risks: By using a licensed solution that is compliant with data privacy regulations, 
publishers can reduce their legal and regulatory risks and protect their reputation.



Architecture of ATOS4P
The architecture of MOBQ consent-compliant Data Management Platform (DMP) built specifically for publishers and supply-side platforms (SSPs) 
includes the following components:

1. Consent Management System: A system for collecting and storing consumer consents for the use of their personal data for advertising purposes, 
such as Logins and persistent ID CRM Solutions.

2. Data Collection Module: A module for collecting personal data from various sources, such as website interactions, mobile applications, and third-
party data providers, in accordance with the obtained consents.

3. Data Processing Module: A module for processing the collected data, such as de-duplication, normalization, and enrichment, to ensure its 
accuracy and relevance.

4. Data Storage: A secure and scalable storage solution for storing the processed data, such as a data lake or a database.

5. Data Access and Usage Control: A system for controlling access to and usage of the stored data, ensuring that it is only used in accordance with 
the obtained consents and relevant privacy regulations.

6. Data Analytics: A module for analyzing the stored data to gain insights and support effective advertising campaigns.

7. Data Export: A module for exporting the processed data to other systems, such as ad servers, demand-side platforms (DSPs), and data partners, in 
accordance with the obtained consents.

8. Privacy Management: A system for managing privacy-related processes, such as handling access, erasure, and opt-out requests from consumers, 
and ensuring compliance with relevant privacy regulations.

9. Ad Server Integration: An integration with ad servers to enable the use of the collected and processed data for advertising purposes.

10.DSP Integration: An integration with demand-side platforms (DSPs) to enable the use of the collected and processed data by advertisers.

11.Partner Integration: An integration with data partners to enable the exchange of data in accordance with the obtained consents and relevant 
privacy regulations.
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S y s t e m
D e s i g n
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Consent Management – Flow of data visualized
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Consent Management – a single point of Consent and Data management
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Your site, your app, your rules on how 
they are monetized

C O N T R O L

All user data is siloed and stored in 
hardened caches, which only you access

D A T A

You can choose to expose your inventory 
Programmatically without exposing any 
user data

F O R E S I G H T

Bring onboard your Agency and Direct 
Advertisers, while overseeing their 
activities

M O N E T I Z E

Have a large team? Set access control 
rights and abilities at a user level

A C C E S S

B e n e f i t s



ATOS4P – Services for Publishers

NEW MODEL: Publisher in ControlConsent 
Management 

Platform

Self Serve Campaign 
Manager

Supply Side Server

Audience Builder

Collect and manage 1st party data from customers in a manner that meets all 
Privacy Laws

Build Targeting audiences from 1st party data 
For example “Coffee Drinkers”

Directly Sell advertisers Publishers Ads that utilize 1st Party Data
For example, purchase Ads directed at “Coffee Drinkers”

Send publisher ads to other networks enhanced with 1st Party Data
For example, Ads directed at “Coffee Drinkers”



ATOS4P – a Privacy First Platform

1. Obtain informed consent from consumers before collecting and using their personal data for advertising purposes.

2. Implement appropriate security measures to protect collected data.

3. Be transparent about data collection and usage practices.

4. Allow consumers to access, delete, or opt-out of data collection.

5. Comply with regulations to avoid fines and legal repercussions and more importantly,

6. BUILDS USER TRUST



ATOS4P – the unison of Consent & Data Management

1. A Consent Management Platform (CMP) is used to manage the collection and storage of consumer consents for the use of their personal data for 
advertising purposes.

2. The CMP integrates with a Data Management Platform (DMP) to ensure that the DMP only collects, processes and uses personal data for which 
valid consent has been obtained.

3. The CMP provides the necessary interface for obtaining and recording consumer consents and tracking their status.

4. The CMP ensures that the DMP is only activated when valid consent has been obtained and updates the DMP with the latest consent status.

5. The CMP can also assist in managing the right to access, right to erasure, and right to opt-out requests from consumers.

6. This integration ensures that companies are in compliance with GDPR and CCPA regulations and reduces the risk of potential legal and financial 
consequences.



ATOS4P
Let’s dive deeper



ATOS4P – THE DASHBOARD
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ATOS4P – CRM INTEGRATION
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ATOS4P – REQUEST MANAGEMENT INTERFACE
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ATOS4P – REQUEST LOGS FOR AUDIT TRAIL
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ATOS4P – AUDIENCE MANAGEMENT PLATFORM
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ATOS4P – SEGMENT MANAGEMENT SYSTEM
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Why would it matter to Advertisers?

1. Legal requirements: Advertisers must comply with privacy and data protection regulations, such as GDPR and CCPA, to avoid fines and legal 
repercussions.

2. Consumer trust: Advertisers who prioritize privacy and obtain informed consent from consumers are more likely to build trust with their 
customers.

3. Better targeting: By obtaining consent and collecting data in a transparent and secure manner, advertisers can target their campaigns more 
effectively and avoid wasting resources on ineffective campaigns.

4. Reputation: Non-compliant advertisers risk damaging their reputation and losing business due to negative consumer perceptions and potential 
media attention.

5. Future-proofing: Privacy regulations are constantly evolving and becoming stricter. By being proactive and compliant, advertisers can future-
proof their operations and minimize the risk of falling out of compliance in the future.



Why would it matter to Publishers?

1. Legal requirements: Publishers must comply with privacy and data protection regulations, such as GDPR and CCPA, to avoid fines and legal 
repercussions.

2. Consumer trust: Publishers who prioritize privacy and obtain informed consent from consumers are more likely to build trust with their 
audience.

3. Advertiser preferences: Advertisers are increasingly demanding that their partners comply with privacy regulations, and publishers who can 
demonstrate compliance are more likely to attract high-quality advertisers and retain existing ones.

4. User experience: Publishers who prioritize privacy and obtain informed consent from their audience can provide a better user experience by 
respecting their audience's privacy and data protection rights.

5. Reputation: Non-compliant publishers risk damaging their reputation and losing business due to negative consumer perceptions and potential 
media attention.

6. Future-proofing: Privacy regulations are constantly evolving and becoming stricter. By being proactive and compliant, publishers can future-
proof their operations and minimize the risk of falling out of compliance in the future.



Why would it matter to SSPs?

1. Legal requirements: Supply-side platforms (SSPs) must comply with privacy and data protection regulations, such as GDPR and CCPA, to avoid 
fines and legal repercussions.

2. Advertiser preferences: Advertisers are increasingly demanding that their partners comply with privacy regulations, and SSPs who can 
demonstrate compliance are more likely to attract high-quality advertisers and retain existing ones.

3. Publisher preferences: Publishers are also increasingly demanding that their partners comply with privacy regulations, and SSPs who can 
demonstrate compliance are more likely to attract high-quality publishers and retain existing ones.

4. Data accuracy: By obtaining informed consent from consumers, SSPs can ensure that the data they collect and use for advertising purposes is 
accurate and relevant, leading to more effective and efficient advertising campaigns.

5. Reputation: Non-compliant SSPs risk damaging their reputation and losing business due to negative consumer perceptions and potential media 
attention.

6. Future-proofing: Privacy regulations are constantly evolving and becoming stricter. By being proactive and compliant, SSPs can future-proof their 
operations and minimize the risk of falling out of compliance in the future.



Why would there be a potential revenue loss for Publishers? 

1. Decreased Inventory: If a publisher fails to obtain the required consents from consumers for the use of their personal data, they may have to 
limit the amount of inventory available for advertising purposes, reducing their overall advertising revenue.

2. Ad Blocking: Consumers who have not given their consent for the use of their personal data may install ad blockers, reducing the reach and 
impact of advertising campaigns, and further reducing the publisher's advertising revenue.

3. Reduced Advertiser Demand: Advertisers may avoid publishers who cannot demonstrate compliance with privacy and consent regulations, 
reducing the demand for advertising inventory and lowering the publisher's revenue.

4. Advertiser Fines: Advertisers who work with non-compliant publishers may incur fines and legal penalties, which could further reduce the 
demand for advertising inventory and lower the publisher's revenue.

5. Negative Reputation: Publishers who are perceived as non-compliant with privacy and consent regulations may face negative media attention, 
damaging their reputation and reducing their overall revenue from advertising and other sources.

6. Increased Compliance Costs: Publishers who need to become compliant with privacy and consent regulations may face significant costs for the 
development and implementation of a consent management platform and the processes required for compliance.

7. Improved User Experience: By obtaining informed consent from consumers and respecting their privacy rights, publishers can improve the user 
experience, leading to increased traffic and engagement, and potentially, higher advertising revenue in the long run.


