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This volume, Disorders and Terrorism, is one of five reports of the
National Advisory Committee on Criminal Justice Standards and Goals.

The National Advisory Committee was formed by the Law Enforce-
ment Assistance Administration (LEAA) in the spring of 1975. Gov-
ernor Brendan T. Byrne of New Jersey was appointed Chairman of the
Committee. Charles S. House, Chief Justice of the Connecticut Supreme
Court, was named Vice-Chairman. Other members were drawn from
the three branches of State and local government, the criminal justice
community, and the private sector. Four of the 12 members were
elected officials of general government.

The purpose of the Committee was to continue the ground-breaking
work of its predecessor organization, the National Advisory Commis-
sion on Criminal Justice Standards and Goals. In 1973 the Commission
published a six-volume report setting forth standards and goals for
police, courts, corrections, the criminal justice system, and crime pre-
vention. Two years later, the National Advisory Committee addressed
several additional areas of concern: juvenile justice and delinquency
prevention, organized crime, research and development, disorders and
terrorism, and private security. Task forces were established to study
and propose standards in each of these areas. The task forces were
comprised of a cross section of experts and leading practitioners in
each of the respective fields.

The Committee reviewed the standards proposed by each task force
and made suggestions for change, as appropriate. The process was a
dynamic one, with an active exchange of views between task force and
Committee members. In almost all instances, the Committee and the
task forces ultimately concurred on the standards adopted. In a few
cases, there were differences in philosophy and approach that were
not resolved. Where such discrepancies exist, each view is presented with
the Committee’s position noted either in the Chairman’s introduction
or in a footnote to the particular standard.

Standards and goals is an ongoing process. As standards are imple-
mented, experience will dictate that some be revised, or even discarded
altogether. Further research and evalvation will also contribute to
growing knowledge about what can and should be done to control crime
and improve the system of criminal justice.

Although LEAA provided financial support to both the Committee
and the task forces, the recommendations and judgments expressed in
the reports do not necessarily reflect those of LEAA. LEAA had no
voting participation at either the task force or Committee level. And,
as with the 1973 report of the previous Commission, it is LEAA’s
policy neither to endorse the standards nor to mandate their acceptance
by State and local governments. It is LEAA policy, however, to en-
courage each State and locality to evaluate its present status in light of




these reports, and to develop standards that are appropriate for their
communities.

On behalf of the Law Enforcement Assistance Administration, I
want to thank the members of the National Advisory Committee and
the task forces for their time and effort. Those members of the Com-
mittee who did “double-duty”-as task force chairmen deserve special
thanks.

I want to express LEAA’s sincerest gratitude to the Chairman of the
National Advisory Committee, Governor Byrne. Much of the success
of this undertaking is directly attributable to his leadership, hard work,
and unflagging good humor,

Finally, it is also appropriate to pay tribute to William T. Archey of
LEAA for his outstanding and dedicated service to the Committee and
for bringing this entire effort to such a successful conclusion.

RICHARD W. VELDE
Administrator
Law Enforcement Assistance Administration

Washington, D.C,
December 1976
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Disorders and terrorism are not phenomena new to the United
States. However, social turmoil on the domestic scene and in other
countries in recent years has produced a significant increase in the
number of civil disorders and terrorist acts. As pointed out by the
Task Force on Disorders and Terrorism, there are qualitative differences
between what has traditionally occurred in this country and what has
occurred elsewhere. Here, more often than not, antisocial or violent
acts have been designed to modify the existing system as opposed to
overthrowing it. While it is dangerous to generalize or to be complacent
when discussing subjects as significant as these, it nevertheless is im-
portant for the distinctions to be noted, as the Task Force has done,
because the nature of the standards and goals proposed for dealing
with these matters is directly affected by such distinctions.

On a worldwide basis, there have been so many acts of violent ter-
rorism in recent times that the very term has the capacity for creating
an exaggerated response even among the citizenry of the United States.
It is of course true that one need go back just a few years to find
numerous airplane hijackings, bombings and riots in major American
cities. Thus, it would be naive to assume that such things are indigenous
to other countries and atypical in this one. What seems most important
is that the problem be placed in proper perspective, that as a people
Americans neither overemphasize nor understimate the threat or the
degree of difficulty associated with controlling the menace.

In an orderly and balanced approach, the Task Force has produced
standards that deal with virtually every facet of the matter of disorders
and terrorism. There are explicit proposals for training police and law
enforcement agencies in preventive measures that can be taken against
mass violence, for the tactical management of disorders, and for the
deterrence of terrorism as well as the evaluation of threats of acts of
disorders and terrorism. There are very detailed plans that the police
in States and municipalities will find most useful during times of riot-
ing or other extraordinary social upheavals. The Task Force has written
extensively on the role the courts should play during and after such oc-
currences, including recommendations on how to deal with trials of
cases arising out of incidents of terrorism. There are also suggestions
for the news media to follow in the reporting of occurrences and of the
trials that follow. The number of prison disorders in recent years has
produced a response from the Task Force in terms of institutional con-
ditions and correctional objectives, particularly with respect to persons
convicted of terrorist acts,

What is very strongly stressed in this report is the need for com-
munity response and responsibility. It is pointed out that law enforce-
ment is indeed the shield of the community against attack. The police




thus need strong public support in order to perform their tasks ade-
quately, and the private sector cannot remain passively neutral to the
threat of terrorism. The ultimate conclusion is that, in addition to spe-
cific ways and means of dealing with disorders and terrorism, what is
most important is that effective preventative measures are formulated
so that the problem can be dealt with before it arises, wherever and
whenever possible.

As with so many other facets of the law enforcement problem to-
day, the recommendation of this Task Force is that heavy emphasis be
placed upon social programs in order to reduce community tensions.
Nencriminal and nonviolent alternatives must be provided to those for
whom protest has become an essential criterion to social change. The
responsibility for creating the nonviolent atmosphere is upon all aspects
of society: the legislature, the courts, the police, and above all, the
private citizen. This report will play a vital role in the future control
of violence and terrorism. The Task Force has met the challenge and
has presented a senmsitive well balanced and reasoned approach that
will be invaluable in the formulation of specific plans and proposals in
the future.

BRENDAN T. BYRNE

Chairman

National Advisory Committee

on Criminal Justice Standards and Goals

Trenton, N.J.
December 1976
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The two concerns of this report—disorders and
terrorism—have both common characteristics and
specific differences. Both are forms of extraordinary
violence that disrupt the civil peace; both originate
in some form of social excitement, discontent, and
unrest; both can engender massive fear in the com-
munity. Disorders and terrorism constitute—in vary-
ing forms and degree—violent attacks upon the
established order of society., However, the focus, di-
rection, application, and purpose of the terror are
different.

Civil disorders are manifestations of exuberance,
discontent, or disapproval on the part of a substar-
tial segment of a community. They do not neces-
sarily have political overtones, and they may arise
simply from excessive stimulation during an ordinary
event, such as a rock concert or football game. In
many cases, disorders are haphazard happenings
rather than systematically staged and directed ex-
pressions of social or political violence. They are
collective discharges of explosive rage which can
find no outlet other than angry, hostile, fear-generat-
ing behavior—ranging from abusive language to
large-scale destruction of life and propeity.

The acts of extraordinary violence characterized
as terrorism in this report are the work of a compara-
tively small number of malcontents or dissidents
who, their rhetoric notwithstanding, threaten the
security of the entire community. Acts of terror-
ism are planned in advance, although their execu-
tion may be a matter of sudden opportunity. To
be effective, terrorism requires a calculated manip-
ulation of the community to which its message is
addressed. In the case of civil disorders, the terror
generated is incidental and spontaneous, though
not always unexpected. In the case of terrorism,

~on the other hand, the fear is. deliberate; it is

the very purpose of the violent activity., Civil dis-
orders, and the fear and disruption incidental to them,
are ripe for exploitation by the same dissidents re-
sponsible for acts of terrorism. When such exploita-
tion takes place, the purpose is the same: the dis-
ruption of normal political and social life. Whatever
the immediate or ulterior objective of the terrorist,
his prospects for success depend to a large extent

upon the involvement of the community in his pur-
poses. Terrorism without an audience is an exercise
in futility; in this respect, terrorism is as much a col-
lective phenomenon as the mass disorder.

Mass disorders and terrorism, as manifested in the
United States, have a distinctive, common quality
that Hofstadter has described [p. 10]:

An arresting fact about American violence, and one of the
keys to understanding of its history, is that very little of it
has been insurrectionary. Most of our violence has taken the
form of action by one group of citizens against another
group, rather than by citizens against the State.

Disorders in the United States have been no less
frightening or bloody than those in other countries,
but they have been distinctively different. Mass pro-
test in this country—even when organized on a mas-
sive scale—has been directed at modifying our sys-
tem of government, not at overthrowing it. All
responses to civil disturbances should take this fact
into account. Similarly, terrorism never developed
into advanced guerrilla warfare in the United States
as it has elsewhere. It is certainly not that terrorists
wish to preserve the American way of life, but that
their efforts have been too limited, too unpopular,
and too disorganized to seriously affect if.

As disturbing as these occurrences have been for
the community, they have never constituted a seri-
ous threat to the Nation’s government or to the es-
tablished order of American society. The nature of
American society enables it to absorb a great deal
of undifferentiated viclence without real damage to
its political structure or the prospect of a true revo-
lution. This is an important consideration in any
valid assessment of the trend of extraordinary vio-
lenc and the severity of the terroristic threat.

Civil Disorders

Civil disorders are a form of collective violence
interfering with the peace, security, and normal
functioning of the community. They are public in
character even though, like institutional disorders,
they may take place in a restricted setting. Although
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on occasion they begin with surprising suddenness
and develop with alarming speed and intensity, mass
disorders are always outgrowths of their particular
social context. Indications of such occurrences,
though often ignored at the time, can be clearly
detected by hindsight. Civil disorders can develop
out of legitimate expressions of protest, lawfully
organized and conducted. Many such are sympto-
matic of deep-seated tensions in community rela-
tionships; when a precipitating event occurs, these
tensions erupt into violence, The immediate, official
response to disorder must restore order and permit
the normal functioning of the community; only a
long-range strategy can remove the root causes of
disorder and insure that it will not recur when
emergency constraints have been lifted.

These general observations apply to all civil dis-
orders whatever their nature and origin. They apply
equally to massive, urban uprisings, such as those
examined in 1968 by the National Commission on
Civil Disorders, and to small-scale prison riots.
More attention must be paid to the signs of potential
disorders; prompt and effective steps must be taken

“to avoid them. It is not sufficient to simply prepare
for their consequences. Hannah Arendt reminded us
that [p. 7]:

Events, by definition, are occurrences that interrupt rou-
tine processes and routine procedures; only in a world in
which nothing of importance ever happens could the futur-
ologists’ dream come true. Predictions of the future are
never anything but projections of present automatic proc-
esses and procedures, that is, of occurrences that are likely
to come to pass if men do not act and if nothing unexpected
happens; every action, for better or worse, and every acci-
dent necessarily destroys the whole pattern in whose frame
the prediction moves and where it finds its evidence.

There is considerable potential for disorders of all
kinds in a pluralistic society; history teaches that
their occurrence is neither random nor truly spon-
taneous. Once a pattern of disorder has been identi-
fied, proper attention to its indicators becomes an
important exercise in practical politics. Van den
Haag’s observation that [p. 97] “Riots usually oc-
cur not despite, but because of rapid improvements.
Improvements, at least in the initial stages tend to
intensify dissatisfactions and mobilize preexisting re-
sentments . . .” seems to be applicable to the
American experience. Although each disorder has its
own general and specific origins—which must be de-
tected and understood so as to permit proper re-
sponse—civil disorders in general must be regarded
as endemic to our society. Their intensity, duration,
and extent could indicate a widespread problem,
but the phenomenon itself should not be viewed
either as evidence of social disintegration or the work
of foreign subversive influences. Civil disorders of
the type discussed in this report should be seen for
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what they are: periodic eruptions of social discon-
tent. There is no “best” way to deal with them, but
we must prevent their exploitation by antisocial ele-
ments. Responses to disorders should be designed
accordingly.

It would be tempting to dismiss the serious dis-
orders of the 1960’s as nonrecurrent products of a
particularly turbulent era, of a nation divided by
deep ideological issues during a period of rapid
social transformation. That they were so successfully
contained without serious harm to the essential
fabric of American society is still cause for wonder
and gratitude. However, it is ominous that despite
the period of calm that has ensued—perhaps even
because of it—so little has been done to address the
underlying causes of the social discontent that these
mass protests proclaimed. The precipitating factors
of the conflict have disappeared, and because of their
topical nature may never emerge in exactly the same
form. However, because the deeper dissatisfactions
remain, there is always a likelihood that new con-
troversies and compelling issues may one day pre-
cipitate other outbursts of violence.

We cannot afford to ignore the underlying causes
of civil disorders during this period of relative calm.
The urban crisis is far from being resolved; in many
ways, the state of the great cities is more desperate
than it was during the most serious riots of the
1960’s. An unstable economic situation has forced
substantial curtailment of public services in many
cities and caused a general deterioration in the
quality of life for the poorer classes. Crimes of vio-
lence, damaging to both criminal and victim, con-
tinue at an unacceptably high level. Unemployment
has risen markedly, and job opportunities for the
disadvantaged have dwindled. These facts may well
have contributed to the present quiescence, But this
is a false calm, and we must see in the current social
situation an accumulation of trouble for the future.
There will surely come a time when once again
socioeconomic conditions will generate violent re-
actions. It is important that we be prepared to deal
with such future disorders; it is more important that
we reflect now on what is necessary to avoid the
tragedy, the recriminations, the inevitable commis-
sions of inquiry, and, in the oft-quoted words of
Kenneth Clark, “[The] same moving picture shown
over and over again, the same analysis, the same
recommendations, and the same inaction.”

For all our experience of civil disorders, we are
woefully lacking in reliable data about them that
would enable us to make sensible projections for the
future. Reporting, collection, and storage of such
important information are currently so unreliable
that many comments on these matters are mere con-
jecture. It may be too late to undertake the monu-
mental task of accurately reconmstructing even the
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most viclent disorders of the last decade. However,
we should be prepared to preserve a comprehen-
sive record of future occurrences. We need not only
an accurate count of incidents as they take place,
but also a proper analysis of them within clearly de-
fined categories that would make useful compari-
sons possible. It is certain that disorders will con-
tinue to occur. An important part of our response
strategy should be to improve our methods of col-
lection, storage, analysis, and retrieval of data on
civil disorders so that our responses might be mean-
ingful and effective.

The Problems of Terrorism

A fundamental problem for our understanding of
terrorism is that of definition. In any useful defini-
tion, there is, as Georg Schwarzenberger has ob-
served [p. 72], an essential element of circularity.
The term terrorism, as it is frequently employed, is
emotive and unspecific. The lack of precision in its
use has led some to believe that the concept defies
concrete definition within a normative context. Yet
Ludwig Wittgenstein reminded us that, “Everything
that can be thought at all can be thought clearly.
Everything that can be put into words can be put
clearly.” [Tractatus Logico-Philosophicus, 4.116.]

It is suggested that part of the problem results
from our categorization of terrorism as a substantive
criminal activity. In fact, terrorism is a technique, a
way of engaging in certain types of criminal activity,
so as to attain particular ends. For the perpetrator of
terroristic crimes, terror—or the sensation of massive,
overwhelming fear induced in victims—transcends
in importance the criminal activity itself, which is
merely the vehicle or instrumentality. Terror is a
natural phenomenon; terrorism is the conscious ex-
ploitation of it. Terrorism is coercive, designed to
manipulate the will of its victims and its larger audi-
ence. The great degree of fear is generated by the
crime’s very nature, by the manner of its perpetra-
tion, or by its senselessness, wantonness, or callous
indifference to humau life. This terrible fear is the
source of the terrorist’s power and communicates his
challenge to society.

Terror is a constituent of many ordinary crimes,
either as a normative element, as in robbery or, in-
cidentally, such as in rape. In a robbery, the victim is
threatened so that he will relinquish his property;
his fear, however great and essential to the criminal’s
success, is not meant to be an example to others.
Similarly, the fear generated by the crime of rape is
aimed at overcoming the will of the instant victim,
not at the minds or resistance of others. Such crimes
may terrify, but they are not terrorism. An act of
terrorism, on the other hand, has a purpose similar to
general deterrence: the instant victim is less impor-

tant than the overall effect on a particular group to
whom the exemplary act is really addressed. Thus,
terrorism, although it has its individual victims, is
really an onslaught upon society itself. Any defini-
tion of terrorism for the purpose of constructing ef-
fective responses to it must bear these considerations
in mind.

It is not useful, therefore, merely to enumerate a
series of violent, criminal acts or threats that would
constitute - terroristic behavior; such a definition
misses, altogether, the terrorjst’s true objective. Any
law intended to strike at terrorism must address the
purpose as well as the instrumentality. Because they
have failed to do so, international attempts at defini-
tion have substantially failed: viewed in terms of
motivation and ends, “what is terrorism to some is
heroism to others.” [Per M. Cherif Bassiouni, cited
in International Terrorism and Political Crimes.]
Although it is presently an effective bar to any
concerted response to international or transnational
terrorism, this lack of agreement about terms and
criminal policy ought not to frustrate those respon-
sible for this society’s responses to acts of terrorism.
For the purpose of the present report, no such
universality of consensus is needed in order to arrive

. at working definitions. Terrorism is a tactic or tech-

nique by means of which a violent act or the threat
thereof is used for the prime purpose of creating
overwhelming fear for coercive purposes.

Political Terrorism

Political terrorism is characterized by: (1) its
violent, criminal nature; (2) its impersonal frame of
reference; and (3) the primacy of its ulterior objec-
tive, which is the dissemination of fear throughout
the community for political ends or purposes. Polit-
ical terrorism may be defined, therefore, as violent,
criminal behavior designed primarily to generate fear
in the community, or a substantial segment of it,
for political purposes. Excluded from this definition
are acts or threats of a purely personal character
and those which are psychopathological and have
no intended sociopolitical significance. To illustrate:
the killing of a police officer in the ordinary course
of a felony, however brutaily the act might have
been carried out, would not fulfill this definition.
The deliberate killing of a police officer, unconnected -
with the commission of any other crime and having
as its object the intimidation of other members of
the police force and the community as a whole,
would be characterized as an act of political terror-
ism. A bank robbery intended simply to obtain
money would not be an act of political terrorism
because of the manner of its execution or the fact
that victims were, incidentally, put in fear. It would
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take on the character of political terrorism only if
the perpetrators deliberately engendered fear in the
victims for political ends. Even if the crime were
intended to finance illegal subversive or revolu-
tionary operations, it would not necessarily assume
the nature of a terroristic act.

Kidnaping for ransom, when the only purpose of
the kidnaper was private gain, would be excluded
from this definition. The skyjacking of a commercial
aircraft, by its very nature a terrifying act, would not
be an act of political terrorisin if the crime were
committed for privaic gain or represented the non-
political act of a mentally disturbed person. For each
of the examples given, the law is generally compre-
hensive and severe enough to encompass both the
crime itself and any element of terror arising inci-
aentally from it. Tt is the purpose of the political
terrorist, usually manifested in the cruelty or the
wantonness of his behavior, that is beyond the scope
of ordinary laws. When special laws are enacted for
the purpose of sanctioning such behavior with in-
creased severity or authorizing specific responses to
it, it is important that the term political terrorism be
used with care and precision. It should never be al-
lowed to degenerate through promiscucus use into
an automatic label for all violent acts of a terrifying
nature.

There are other important reasons for insisting
upon definitional clarity. Terrorism is an attention-
getting word. Casual or imprecise use of the term en-
genders a climate of fear and uncertainty that can
spread further afield through the popular media.
Eventually, a mystique is built up that allows for a
reduction of actual violence while fear itself is in-
creased, and the mere threat suffices to achieve the
terroristic objective. In terms of efficiency and econ-
omy of endeavor, such a development furthers the
terrorist’s cause. Once an individual or group has
succeeded, in the popular idiom, in being labeled as
“terrorist,” every criminal activity in which it en-
gages tends to be popularly characterized as “terror-
istic.” In this way, the notion of terrorism is prop-
agated, the fear of victimization increases in the
community, and a false picture of the dimensions of
the problem is created. It is important that any re-
sponse strategy should deny the terrorist the benefits
of careless description.

To the term political terrorism as defined here, we
must add other qualitiers for the sake of clear dis-
cussion. Domestic, political terrorism refers to vio-
lent, criminal acts of terrorism committed by individ-
uals or groups originating within the United States.
Ordinarily, these will be residents whose criminal ac-
tivities are directed at a particular element of the
society and whose purposes are related to the
country’s domestic or foreign interests. Thus, the
bombing of a United States bank in New York City
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by an indigenous group would be an act of domestic
terrorism even if it was a protest against the institu-
tion’s policies overseas. Similarly, an attack by a
United States group, such as the Jewish Defense
League, on Soviet property or interests within the
United States to protest the treatment of Soviet Jewry
would be an act of domestic terrorism. Political ter-
rorists who strike at targets in other countries are
termed international or transnational terrorists. Ex-
amples of this type of activity would be an overseas
bombing by an American group, such as the Weather
Underground, or the bombing of a target in the
United States by the Palestine Liberation Organiza-
tion. International terrorism is nonterritorial warfare
waged for the coercive value of the fear it causes.
Countries victimized by these terroristic acts may
have no direct connection with the issues at stake,
but they are drawn into a struggle as examples or to
discourage their normal comity with the political op-
ponent. Political terrorism of this sort is a global
phenomenon in which random selection of innocent
victims serves to horrify the world, as did the cruel
massacre of Christian pilgrims at Lod Airport in
1972.

The increasing alarm with which terrorism is
viewed worldwide today is due in large measure to
the success of the transnational terrorists. Making
full use of modern communications media and taking
advantage of the divisions and disagreements among
nations, these terrorists have been able to wreak
havoc with a substantial degree of impunity. The
failure of the Ad Hoc Committee on International
Terrorism of the United Nations [General Assembly
Official Records, 28th Session, Supplement No. 28,
A-9028], to reach a conclusion as to what interna-
tional terrorism really is must not be allowed to deter
this country from taking appropriate measures to
protect the lives and property of United States citi-
zens at home and abroad from terroristic attacks.

Nonpolitical Terrorism

Nonpolitical terrorism is a narrowly defined cate-
gory for the purposes of this report. The word polit-
ical has been widely construed to include all activ-
ities related to violence directed against authority
or having as its main purpose the production of social
change through violent means.

There is a vast area of true terroristic activity that
clearly cannot be termed political, notably that fre-
quently ascribed to the present-day operations of or-
ganized crime. This is true terrorism, exhibiting con-
scious design to create and maintain a high degree of
fear for coercive purposes, but the end is individual
or collective gain rather than the achievement of a
political objective. Unquestionably, such terror may




affect society and its patterns of behavior on a con-
siderable scale. Although such terrorism is not the
mein subject of this report, many of the problems of
response to it are similar in nature to those discussed
here. Similarly, school vandalism and other terror-
istic behavior of teenage gangs that is designed in
many instances expressly to terrorize a community
does not fall within the definition of political terror-
ism. Although the aggrandizement of fear is achieved,
its message is largely unexploited for political ends.
Other criminal activity of a manifestly terroristic
nature, such as that engaged in by Charles Manson
and his followers, is also a form of nonpolitical ter-
rorism. This is a borderline case, but such political
elements as were introduced at a late stage seem to
have been rationalizations after the fact. The social
structure of the groups involved and the objectives
they pursued were not of a truly political character,
nor was the victims’ fear primarily directed toward
achievement of social or political change.

Another type of nonpolitical terrorism is the work
of mentally disturbed individuals whose terroristic
activities are committed in obedience to some in-
ternal demand of a psychopathological nature. Ex-
amples of this would be Metesky, the “mad bomber”
of the 1950’s, and the sniper killings of Charles
Whitman from the campus tower in Austin, Texas.
Such terrorisin is discussed in this report with respect
to the different responses necessary to counter it,
some of which are relevant to handling political ter-
rorists who show symptoms of mental stress or im-
balance.

Quasi-Terrorism

Quasi-terrorism is a description applied in this
report to those activities incidental to the commission
of crimes of violence that are similar in form and
method to true terrorism but which nevertheless lack
its essential ingredient. The behavior distinguished
here is a synthetic or pseudo terrorism; although
it is not the main purpose of the actor to induce
terror in the instant victim, he uses the modalities
and techniques of the true terrorist and produces
similar consequences and reaction. Quasi-terrorism
is the use of terroristic techniques or tactics in
situations that are not terroristic crimes per se; it is
different from common crimes that involve terror for
this reason.

The taking of hostages is a prime example of a
common terroristic technique that has been adopted
by quasi-terrorists. In the true terroristic situation,
the victims who are seized and threatened serve as
a bargaining counter to coerce authorities to comply
with the terrorist’s demands. This situation is then
exploited for publicity purposes in such a way as to

serve the terrorist’s ends. It has become increasingly
common in recent years for ordinary criminals, who
have no original terroristic purpose, to take hos-
tages in the course of a conventional crime of vio-
lence, such as bank robbery. In such cases, hostages
are terrurized and used as bargaining counters
either to facilitate the commission of the offense or to
avoid the consequences of apprehension. Quasi-
terroristic acts frequently are directed toward other
ends, such as the exploitation of a particular situa-
tion in the course of a prison riot for protest pur-
poses or to secure freedom in exchange for the lives
of the hostages taken. Although it is clear that this
cannot be true terrorism according to the criteria es-
tablished, the techmiques and tactics are perfectly
imitated and the responses called forth to cope with
the phenomenon are essentially the same.

Skyjacking, too, can be a manifestation of true
terrorism, as when a transnational terrorist seizes a
passenger aircraft in flight to compel a political ad-
versary to accede to his demands, or quasi-terrorism,
when the aircraft and hostages are threatened sub-
ject to the payment of a ransom for private gain.
Although quasi-terrorism is certainly not new, its
manifestation is increasing as criminals imitate the
more spectacular incidents of true terrorism that have
served as recent models. It is significant that the bulk
of the American experience has been in the han-
dling of quasi-terrorism, a field in which a variety of
response techniques has been tried and tested with a
satisfactory degree of success. Many factors present
in a situation involving international terrorists are
quite different from those inherent in the quasi-ter-
roristic situation and call for different response pat-
terns. This is particularly true with respect to nego-
tiations. The interests involved, the character of the
terrorists themselves, and the command structure of
the responding agencies will all be untypical com-
pared to the domestic experience, and vastly dif-
ferent from those elements in a quasi-terroristic
setting. Caution must, therefore, be exercised in
applying the lessons of the one experience to the
other.

Limited Political Terrorism

Political terrorism in its fully developed form is
revolutionary in character; whether it is a realistic
tactic or not, it has as its purpose the subversion or
overthrow of an existing regime. But many incidents
of political terrorism have more limited objectives,
either to fulfill a specific purpose or because the ter-
rorists know they lack the strength and popular sup-
port they need for a larger attack. Paul Wilkinson has
called such acts “sub-revolutionary terrorism’ and de-
fined them as [p. 120]: “[Alcts of terrorism which
are committed for ideological or political motives but
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which are not part of a concerted campaign to cap-
ture control of the State.” Clearly terroristic by rea-
son of the technique employed and political ob-
jectives, these acts are limited to their particular
social context. The execution-style killings ordered by
the Spanish Anarchist labor leader Durrutti in re-
prisal for the killing of his followers is an example of
limited political terrorism. The act of the lone ter-
rorist, impelled by essentially private motives to do a
public, political act of this sort would be another.
Much domestic terrorism is of this type, and the
category is important for the distinctions it raises
and the differences in response for which it calls, It
reminds us, in particular, that not all subversives are
terrorists and that not all terrorists are subversive in
the sense that they seek the overthrow of the state.

Official or State Terrorism

For the sake of completeness, some mention is
necessary here of official or state terrorism. The
United Nations Report of the Ad Hoc Committee on
International Terrorism said [p. 15]:

In the opinion of several representatives, it was the ter-
rorism of State which constituted the principal causes of
individual violence. The opposition between the oppressive
policies of a State and the will of a people led the State to
use violence and this reciprocally led the people to react
by violent means. The terrorism against a State was pro-
voked by a violent action un the part of a State or by a
situation of political injustice, economic inequality or social
trouble and by the failure of all other means of redress
available to the victims. In this connection, specific refer-
ence was made as to causes of international terrorism of the
repressive acts of colonial, racist, and alien regimes against
peoples struggling for their liberation and legitimate right
to self-determination, independence and other fundamental
freedoms.

There have been, are, and probably always will be,
nations whose rule is based upon fear and oppression
that reach terroristic proportions. It is not considered
pertinent here to criticize or to make value judg-
ments about such regimes. However, much terroristic
behavior by individuals and dissident groups is
claimed to be a response to the terroristic behavior
of such governments. Many incidents of international
terrorism are justified by similar claims, and much of
the difficulty in reaching international agreement
on what to do about terrorism can be traced to these
competing contentions. This old anarchist argument,
which can clearly be pressed too hard for conviction
in many cases, must be seriously addressed because
it is now used over an extremely wide range of situa-
tions. At one exireme, it is invoked by prison in-
mates to justify militant resistance to authority; at the
other, it can orient domestic terrorist strategy toward
actions likely to provoke massive official repression.
In the latter case, overreaction is characterized as
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“Fascist repression” and any incidental disruption
of public order is used to justify the very terrorist
activity that has caused it.

The Reign of Terror of a truly repressive regime
should be distinguished from the occasional acts of
terror that may occur even in democratic systems—
from pure, unauthorized acts of exasperation com-
mitted by state agents through lack of proper super-
vision or control to those that represent officially
sanctioned or condoned overreactions. There is a
clear distinction between the systematic terror used
by the Nazi regime to hold down the countries of
occupied Europe and the occasional excesses com-
mitted by the Allied forces. The Reign of Terror is
sometimes contrasted as being the official response to
what is called the Siege of Terror against the state by
subversive or dissident groups. Political terrorism by
individuals or groups is then justified as a reaction to
repression or self-defense. In particular, wars of
national liberation are frequently justified as a re-
action to state terrorism. There are clearly great
dangers in this type of thinking; it can lead to a
philosophical justification of terrorism that is quite
unacceptable. The position taken in this report is
that no form of terrorism is acceptable as an instru-
ment of political policy.

One related point is of considerable importance for
the purposes of the present report. Acts of serious
terrorism, particularly those which constitute an or-
ganized campaign of significant proportions will often
require a military response. It is extremely easy for
such a response to become excessive and brutal, as
has happened in Brazil and Uruguay, for example.
A military response may be most necessary and can
be highly effective, provided it is kept within lawful
bounds and is perceived by the community as being
limited in this way. It must never be allowed to
degenerate, through lack of discipline or individual
excesses, into an excuse for further acts of terror by
dissidents; neither must it be allowed to develop into
systematic state terrorism condoned by the authori-
ties.

Acts and Threats

Terrorism may be constituted by either acts or
threats. From the time of the early anarchists, the
“deed” assumed a symbolic importance almost as
great as the practical consequences of the act itself.
For example, the assassination of a hated authority
figure as a manifestation of terrorist power embodied
the ability to strike at even the most powerful ad-
versaries and the capacity to generate fear and in-
security in society as a whole, and gave powerful
encouragement to those of similar persuasion. Ter-
roristic acts encourage imitators and give rise to
spontaneous, informal association in common exul-




tation and vicarious participation in the deed; it can
be demonstration, stimulus, and model. By attract-
ing publicity, the act fulfills the terrorist’s prime pur-
pose of disseminating a message throughout the
community, what Regis Debray terms “armed propa-
ganda.” [Revolution in the Revolution?] The
act can be either an announcement of what is to
come or a reinforcement of what has already taken
place. Some terroristic acts are in themselves a threat
or warning, for example, the flaming Ku Klux Klan
crosses. Terroristic threats represent an economy of
terroristic effort, a capitalizing on an established rep-
utation for fear-generating violence. Threats maxi-
mize the effort of a very small, violent group and
create an impression of power sufficient for an ef-
fective challenge to established authority. Threats
give substance to terrorists’ power and elevate the
level of fear created by it.

The principal problem in designing responses to
terroristic threats is assessing their credibility. As a
general rule, all threats must be taken seriously. This
imposes a considerable strain upon the system’s re-
sources, especially in times of crisis, and is compli-
cated by the problem of contagion and consequent
“crank calls” that often succeed a genuine terrorist
act. All this is part of the War of Nerves that the
true terrorist wages. In the words of Marighella, the
deceased Brazilian terrorist: “The object of the war
of nerves is to misinform, spreading lies among the
authorities, in which everyone can participate, thus
creating an air of nervousness, discredit, insecurity,
uncertainty, and concern on the part of the govern-
ment.”

Terrorist threats are of two general kinds: those
which announce that some action will be taken unless
a certain terrorist demand is met and those which
ostensibly serve as a warning of some action that has
already been initiated, Both types of threats have
the same political purpose, but they call for different
responses. Careful analysis of the nature and con-
tent of each threat is necessary in order to determine
an appropriate response. For example, the terrorist
who threatens to kill hostages may or may not have
the capability of carrying out his threat, but because
the hostages are in his immediate power, the threat
must be taken very seriously indeed. Whatever the
tactical response decided upon, it must be predi-
cated on the likelihood of the terrorist carrying out
his threat unless it has been positively determined
that he cannot. The terrorist who demands money
to keep from detonating a bomb that he claims to
have hidden in an unspecified place poses another
type of problem. How serious is the risk that he is
not bluffing? Clearly, the evidence has to be
weighed in each individual case, but a serious respon-
sibility rests on the sheulders of all who disregard
such warnings. A specific warning that a bomb will

explode in a crowded building in five minutes clearly
calls for an immediate decision. Such a warning may
represent a tactic in the War of Nerves or it may be
part of a genuine terrorist plan to shift the responsi-
bility for consequent harm onto the shoulders of
the authorities concerned.

An understanding of the nature of such threats
and warnings, their purpose, and the overall strategy
of the terrorist is important in determining the re-
sponse. In addition, we need to develop a sound
and practical threat analysis to guide those who must
respond to many different manifestations of terror-
ism. In terms of legal response, threats that are part
of a genuine terrorist campaign or War of Nerves—
as distinct from mere mischievous imitation or psy-
chopathological behavior—should be dealt with as
seriously as the acts themselves.

Incidence and Severity

The unsatisfactory nature of available data and
the scattered, fragmentary nature of sources make it
difficult to offer any firm estimates as to the incidence
or severity of the different classes of terroristic activ-
ity described. Furthermore, because there is no
agreement on definitions, data that might relate to
true terroristic activity cannot be readily separated
from that which has been categorized here as quasi-
terroristic. Systematic collection of data about all
types of terroristic activities on a nationwide scale
has never been attempted. Efforts that have been
made are limited in scope or have but recently com-
menced. Reports of bombings have only been sys-
tematically collected since 1969, and the data are
not reliable before 1972. Information on hostage-tak-
ing incidents is not collected on a general basis and
is not available in a form that would enable re-
searchers to differentiate easily between incidents of
a true terroristic nature and those which are quasi-
terroristic.

Despite admittedly incomplete data, a number of
useful observations can be made. Compared with
other major countries of the West, the United States
has not faced a serious political terrorist problem.
True terrorism that has occurred has besn almost
exclusively domestic. It has been neither sustained
nor effective, and must be considered limited or sub-
revolutionary in character. The United States has not
experienced anything comparable to the bitter ter-
roristic campaign of the IRA in England and
Northern Ireland, nor has it been subjected to the
type of terroristic activity engaged in by the Baader-
Meinhof gang in the Federal Republic of Germany.
Although there have been a number of assassina-
tions and attempted assassinations of prominent poli-
tical figures in this country, none has had the char-
acter of, for example, the killing of Spanish Premier
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Luis Carrero Blanco in Madrid in 1973. Politicat kid-
napings that continue to take place in Central and
South America, which are linked to an organized
pattern of guerrilla warfare, have not touched off a
rash of similar behavior here.

It would seem that the principal manifestation of
true terrorism in the United States today is the bomb-
ing incident, Allowing for the vagaries of available
data, study shows these to be substantially on the
increase, and the quality of the devices and materials
used reflects growing sophistication. In 1975, there
were 2,053 bombing incidents, costing the lives of
69 persons, wounding 326 more, and causing prop-
erty damage in excess of $26 million. Probably only
about 83 of these bombings, however, were true
terrorist bombings. With one or two notable excep-
tions, such as the bombing of Fraunces Tavern in
New York City and the bombing at the La Guardia
Airport, bombing attacks were mainly directed
against property rather than at human life. There
has been no indiscriminate, wanton killing by these
means on a large scale, no resort to weapons of mass
destruction, nor is there evidence of a systematic,
coordinated terrorist campaign. Such political terror-
ism as does take place is of the protest type.

International terrorism has not been a matter of
great concern to the United States within its own
territories. This country has been spared tragic, ter-
roristic acts like those which took lives at the airports
of Paris, Rome, Athens, and Zurich. The United
States was mainly spared, too, the pernicious letter
bombing campaign that at one time assumed world-
wide dimensions. Violent political groups, such as the
Japanese Red Army, the Popular Front for the Libex-
ation of Palestine, and the Provisional Wing of the
IRA, so far have not chosen the United States as a
battleground. Foreign embassies and consulates have
not been seized as they have in other countries, nor
have murder and kidnaping of foreign nationals by
domestic or international groups become a feature
of the domestic scene. Although many aspects of
United States foreign policy have been, from time to
time, the subject of bitter controversy, no interna-
tional terrorist campaign has been mounted for the
purpose of effecting policy changes by violent
means.

Unfortunately, United States citizens and interests
overseas have suffered from international terrorism
on a more serious scale. United States businesses in
Latin American countries have been subjected to se-
vere attack; their executives have been kidnaping
victims whose ransoms have augmented the war
chests of guerrilla groups. Attack on United States
overseas investment has been part of the general
strategy to bring about the conditions for revolution
in some countries. During the period 1964 to 1974,
61 United States officials abroad were subjected to
terrorist attacks, including 28 kidnapings. Fifteen
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of these officials were murdered. Substantial efforts
toward protection of United States citizens and in-
terests overseas have been taken both by the gov-
ernment and by the private sector.

Mindful of the events that have shaken the domes-
tic peace in other countries, this country must take
terrorist threats very seriously indeed. The tragic
events that marred the 1972 Olympic Games in
Munich have been ever-present to those responsible
for the subsequent international sporting events. It
would be irresponsible to ignore the possibility of
threats to any major international event. Conse-
quently, a great deal of tension and anticipation now
surrounds such events, and even if fears do not
materialize, the terrorists’ purpose is well served.
Although the overall impact of international ter-
rorist activity has been quite small in terms of
political effectiveness and even slighter in terms of
actual human and material loss (between January
1968 and April 1974 there were 507 incidents,
resulting in the deaths of 520 persons and 830 in-
juries), its effect upon general attitudes and prepared-
ness has been considerable. International terrorists
not only have succeeded in generating a climate of
fear disproportionate.of the material results of their
endeavors, but also have caused considerable ex-
penditure in anticipation of future threats. &pec-
tacular terrorist successes overseas have not been
lost on domestic terrorists, and there undoubtedly
has been an element of contagion and imitation.

The Distinctive Characteristics of Modern
Terrorism

Terrorism as an instrument of political action is
not new in form or substance. Read in a modern
context, the declarations of the Russian anarchists
of the last century—a fundamental expression of
classical terrorism—-have a strikingly modern ring
to them. In all its forms, terrorism is a weapon of
the weak against the strong; the terroristic technique
is designed to redress in some measure the balance
of power. The terrorist who takes hostages uses
them as a bargaining counter—gambling that so-
ciety’s representatives will equate their value with
the demands he has made. Although the terrorist
is materially weaker than society in a situation of
confrontation, his real strength lies in his own ruth-
lessness, recklessness, o the extent of his mental
derangement. Thus, the single most important fact
in determining a response to terrorism is to know
how far the terrorist will go to attain his objectives,
This ancient, unalterable element of terroristic strat-
egy has a Catch-22 quality about it: any concession
to the terrorist to save lives must be accounted a vic-
tory of sorts for him; any inflexibility leading to the
loss of lives is, equally, a defeat for any but the
most totalitarian society. Thus, modern terrorism




exhibits all the basic elements of classical terrorism
in their original form,

Nevertheless, there are several emerging charac-
teristics that distinguish present-day terrorism. The
first is a product of the technological vulnerability
of modern society. The potential for harm to the
services and institutions that supply society with its
basic needs is greater today than ever before; society
can be victimized with relatively little expenditure
of effort and ingenuity by individuals or by small
groups. A single individual, with comparatively
unsophisticated weaponry, little advance planning,
no special skills, and little intelligence, can take over
a modern airliner and for a brief time control expen-
sive property and human lives. This fact alone has
substantially increased the bargaining power of the
modern terrorist; nation states are forced, when their
most vital and vulnerable interests are threatened,
into bargaining parity with the terrorist. Even gov-
ernments professing inflexible policies are often
beaten into a posture of submission when their in-
ternational relations are jeopardized by terrorist
action. This has proved distasteful and humiliating
for some, but it must be accepted and dealt with
realistically. Through the power of terrorism, the
individual has come into his own once more. As
Richard Clutterbuck has pointed out [p. 30}

The circumstances of the new war resemble ancient times
when battles could be decided by single combat, The spec-
tacular killing or capture of cone individual can strike terror
into the hearts of a million others. A capitulation to black-
mail or ransom can inspire other terrorist groups, and can
erode the confidence of civilized communities throughout
the world.

Modern terrorism has been assisied by develop-
ments in intercontinental travel and mass communi-
cations. Terrorists now move easily and with con-
siderablc speed across continents. There is
substantial evidence of technology transfer, training,
and even combined operations among terrorist
groups of differing organization and purpose. Most
frightening of all, perhaps, is the fact that acts of
extraordinary violence have come to serve is a form
of mass entertainment. Acts of terrorism have gained
immediacy and diffusion through television, which
conveys the terrorist message to millicns worldwide.
The modern terrorist has been quick to exploit this
advantage; he has become a master of the medium
in a way that shows government as a poor rival.
Formerly, in countries where free speech and com-
munication were jealously guarded rights, it would
have been unthinkable for violent subversives to
have seized control of the organs of mass communi-
cation. Today, this is a commonplace consequence
of terrorist action. In many ways, the modern ter-
rorist is the very creation of the mass media. He has

been magnified, enlarged beyond his own powers
by others.

The modern terrorist wields power far in excess
of anything his predecessors could have imagined.
Today, all must pause before the awesome conse-
quences of possible terrorist action. In former times,
terrorist victims might have been counted in
hundreds at most; now their numbers could reach
to hundreds of thousands. New technologies have
placed within easy reach of the modern terrorist,
who has the weapons of mass destruction, the ability
to create terrifying, uncontrollable, and irreversible
situations. For most political terrorists, destruction
is only contemplated as a prelude to reconstruction,
however unspecific. Once begun, modern destruc-
tion could preclude any possibility of reconstruction.
So far, few terrorists have displayed such frankly
suicidal qualities. The modern political terrorist does
not feel that he is fighting for a hopeless cause;
by and large, his aim is political legitimacy through
the selective use of violence. Most terrorists are
not solipsists; they are conscious of their place in a
world they are anxious to change or control by their
violence. The political implications of their acts have
to be considered carefully by terrorists: the deaths
of too many innocents could result in alienation
rather than intimidation. Perhaps, because the po-
tential gain is greater and the ready means more
powerful, the constraints upon the modern, political
terrorist are stronger than ever.

The Changing Face of International Terrorism

Since the early 1950%, military strategists have
been trying to resolve the problem of mankind’s
potential for mass destruction. Nuclear power has
made all-out war between great nations an unrealis-
tic proposition, but some form of limited warfare
appears to be necessary in the regulation of inter-
national relationships. This development has had
profound implications for international terrorism,
particularly as to wars of national liberation and the .
struggles for political self-determination. These age-
old sentiments have been and are being exploited in
a way that was neither desirable nor possible in
former times. Many nations have recognized the
great potential of terrorism; the terrorist is now the
spearhead of a developing theory and practice of
surrogate warfare, Governments unwilling to risk the
consequences of conventional warfare to alter the
present balance of power more and niore are sub-
sidizing, training, and deploying clandestine organi-
zations ranging from unofficial, quasi-armies to
small, anarchical terrorist groups.

Of itself, this is hardly an original development
in world affairs, but the realities of the nuclear age
and the present uneasy balance of power suggest
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that more of the technology and resources of some
nations will support vicious, desperate terrorists
whose mission is to create terror for carefully de-
signed, coercive rurposes. They will be employed
to provoke incidents and create panic and chaos in
an adversary’s territory, weaken its resolve to resist
or defend its interests, damage its ability to provide
vital services for its people, and force it to expend
resources for internal defense to a damaging extent.
Terrorism is an extremely cheap means to such ends.
Sponsorship greatly facilitates the terrorist’s work
and enhances his prospects of success. Transnational
terrorists sponsored in this way have the benefit of
petmanent safe havens and operational bases. They
are equipped with sophisticated weaponry and ample
economic and material resources, making unofficial
technology transfer and cooperation among estab-
lished terrorist groups largely unnecessary.

Terrorists enjoying the sponsorship of a nation
state will generally be aiming at some form of po-
litical legitimacy; while they are seeking to attain
it, many innocents will perish at the hands of crimi-
nal groups clandestinely supported by many of the
governments that have frustrated the international
cooperation necessary to the control of this menace.
So far, the efforts of such terrorists have not been
directed at the United States or its interests, but
this country ought properly to regard itself as the
ultimate target of such groups. This relatively new
development should not go unnoticed; proper steps
to meet the threat should be taken. United States
foreign policy should mark this country’s disapproval
of nations sponsoring terrorist organizations and co-
operate with like-minded members of the interna-
tional community in this opposition.

The Historical Nature of Terrorism and Mass
Violence in the United States

Episodes of extreme violence have occurred with
depressing regularity throughout the two-hundred-
year history of the United States. The level of civil
violence tolerated in the United States belies the
stability of the country’s social and political struc-
tures. This facet of American society is encapsulated
in H. Rap Brown’s famous epigram that violence is
necessary and as American as cherry pie. Ameritan
industrial relations, in particular, have been marked
by violent, bloody struggles. Ethnic and religious
strife also have led to intense violence and today
give the impression of unresolved tension lurking
behind an apparent calm.

All too often commissions of inquiry have been
asked to answer the question: “Why have atrocious
things occurred to interrupt the domestic tranquill-
ity of our Republic?” [Riots, Civil and Criminal
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Disorders, Part 16, p. 2976.] Mass violence has
generally been spontaneous and unorganized; most
inquiries have sought unsuccessfully to find foreign
influences at work. Deep-seated antagonisms have
exploded in a dramatic way, but more often than not
the violence has subsided as rapidly as it began. In
the past, while some arcas of the country were ex-
periencing grave disturbances of the public order,
others continued tranquil, orderly development. The
size of the country and the pluralistic nature of
American society account in part for the Nation’s
capacity to absorb a high level of domestic violence.
With the notable exception of the Civil War, no
episode of extreme violence has ever seriously
threatened thé viability of the Republic or the func-
tioning of its institutions. This is, perhaps, the most
significant fact about mass violence in the United
States—one that distinguishes it from countries ex-
eriencing comparable levels of domestic violence.

Scattered episodes of political terrorism have
occurred regularly and continue to occur in the
United States, but they have been of a subrevolu-
tionary or limited type. The size of the country, the
decentralization of power, and the nature of Ameri-
can social and political organization may have
proved too daunting for those with revolutionary
objectives. The fragmentary nature of the terroristic
effort and the lack of cohesiveness among the
different terrorist groups have limited American
terrorism to an overall purposelessness. While at
times an ugly local phenomenon that has taken lives,
damaged property, and generated great fear, ter-
rorism has never seriously disturbed the domestic
tranquillity. Perhaps the most serious terrorist epi-
sode in our history occurred in 1919 and 1920,
The years following the end of World War I gener-
ated a fear among Americans that occasionally
reached almost hysterical proportions. The Wall
Street bombing in 19290, following upon the Red
Scare of 1919, and the consequent Palmer Raids,
mark the watershed of American political terrorism.
American political terrorists have never captured
public sympathy or produced fear that inhibited
government response. There has been little prospect
that American terrorism would develop into an ad-
vanced stage of guerrilla warfare. Thus, the writ-
ings and declarations of modern terrorist groups,
such as the Weather Underground, ultimately take
on an unrealistic tone. The emergence of the in-
teliectual terrorists of the 1960’s and 1970’s has
led some to visualize domestic terrorism in propor-
tions quite out of keeping with the American tradi-
tion. American terrorism and quasi-terrorism have
always been most dangerous when conducted in
limited terms and with limited objectives, such as
the violent actions of the Puerto Rican liberation
movement. Although the United States cannot be




expected to remain wholly untouched by new and
powerful developments in modern terrorism, the
American experience does not suggest that terror-
ists having more ambitious aims are likely to be
more successful than their predecessors.

American Terrorism and Mass Violence in a
Comparative Context

During the past few years, terrorism has come
to occupy an increasingly important place in public
attention worldwide. The spectacular nature of ter-
rorist activities assures comprehensive news cover-
age; modern communications make each incident an
international event. An incident such as the Munich
Olympic tragedy was a grave warning to other
countries and a direct stimulus to establish counter-
measures, Such events become permanent land-
marks in the history of terrorism and mass violence

against which subsequent incidents can be measured.

Although terrorism, in cause and manifestation,
differs widely from country to country, it is useful
to compare the situation of the United States with
.other countries. The United States experience is an
integral part of the contemporary pattern of modern
mass violence, and developments, characteristics,
and incidents elsewhere are important factors in de-
tecting the trends of mass disorders in this country
and in designing responses to them.

From a comparative point of view, certain man-
ifestations of international terrorism are more in-
teresting and relevant than others. The experience
of the United Kingdom with the terrorism of the
IRA is the product of a political antagonism that
has no counterpart in this country. Although interest-
ing and instructive in the matter of responses, this
situation does not suggest likely developments in
the United States. The Spanish experience, too, is
based upon stresses and tensions peculiar to that
country’s political life. On the other hand, there are
countries whose experience with terrorism—although
the product of social and political conditions dis-
similar to those in the United States—is worthy
of extended consideration. Of such interest are the
experiences of Latin American countries—partly
because of their proximity to the United States,
partly because of the extent of United States in-
volvement in those countries, but especially be-
cause United States interests are often the target of
native terrorism.

Political terrorism is a fact of life in international
politics. United States involvement in international
affairs inevitably exposes the country’s interests to
terrorist activity. Conventional, international rela-
tions increasingly have become a target of terrorist
activity. So much transnational terrorist activity is

related to national or ideological causes that every
political movement is of potential interest to those
concerned with terrorism in the United States. The
frequency and severity of international terrorist inci-
dents is directly relatad to the social and political
circumstances out of which they develop. Thus,
where a nationalist movement is engaged in a war of
liberation, such as the Algerian FLN struggle against
France, terrorist incidents are daily occurrences and
constitute a continual threat to the domestic tran-
quillity. Similarly, the conflict in Northern Ireland is
part of an overall struggle whether the issue is seen
in terms of self-determination or the conservation of
entrenched rights. A very high percentage of the
world’s terrorism since the end of World War II
can be described in these terms and has come to
be expected, tolerated, or suffered in the same
way as war itself, Such terrorism takes on inter-
national significance when the struggle spills over
into noncombatant territory or when terrorists
deliberately seek to involve a neutral power to draw
attention to their cause or stimulate international
action. Terrorism as a function of internal strife
cannot fail to have an international import. As has
been said: “[Although] the causes of civil strife most
often are found in the political and social structure
of the disrupted state, the outcome of that strife
very frequently has a profound influence on the al-
location of power in the world community.” [John C.
Novogrod, “Internal Strife, Seif-Determination and
World Order,” in International Terrorism and Politi-
cal Crimes, pp. 98-99.]

When the manifestations of internal strife keep
within national boundaries, reactions to them on
diplomatic and other levels can take place through
conventional channels. However, the terrorist has no
cause to respect these limitations, and a distinct fea-
ture of modern, international terrorism is the calcu-
lated involvement of foreign interests and foreign
governments by means of terroristic acts. Foreign
diplomats and businessmen have been seized and
ransomed for political purposes; foreign embassies
and consulates have. been violated frequently in
order to affect the normal course of international re-
lations. Modern transnational terrorism is designed
to coerce governments that can in turn bring pres-
sure on the true adversary, and the instant victim
becomes an unwilling participant. The Munich in-
cident was directed at Israel, though it took place on
West German soil. Croatian terrorists, adversaries of
the Yugoslav government, have made Sweden a
battleground, assassinating the Yugoslav Ambassa-
dor there, seizing a consulate, and attacking Swedish
aircraft. The United States Ambassador and Consul-
General to Haiti were kidnaped and held hostage in
order to pressure the Haitian government into re-
leasing political prisoners. A review of international
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terrorist incidents of the past 10 years shows in-
creasing use of such activity as a form of armed
diplomacy.

" International terrorists may be broadly classified
as minority nationalist groups, Marxist revolutionary
groups, anarchist groups, neo-Fascist and extreme
rightwing groups, and ideological mercenaries. Na-
tional liberation movements show considerable or-
ganization, with long-term planning and well-defined
objectives, Generally, they receive support from pri-
vate sympathizers and encouragement, training, ma-
terials, and occasional safe haven from sympathetic
governments. There is considerable evidence that
terrorists are receiving systematic training in Cuba,
the Soviet Union, and Eastern Bloc countries. These
terrorists have been employed mainly where guerrilla
warfare is ostensibly being waged to overthrow a
legitimate government, but they are obviously avail-
able for attacks against other targets. The existence
of such terrorist organizations poses a grave threat
not only to persons and property, but also to inter-
national relations.

Different styles of response to terrorist action are
also of comparative interest. Antiterrorist policies
are mainly determined by the politics and philos-
ophies of the systems in question. There are hard-
line approaches, such as that taken by Spain, whose
severe antiterrorist laws are enforced with consider-

. able rigor despite substantial international disap-

proval. The other extreme is represented by Austria,
which has repeatedly capitulated to terrorist de-
mands, with the expressed objective of saving human
lives. Although this policy may have affected Aus-
tria’s international relations, it does not seem to have
given substantial encouragement to terrorists. The
Federal Republic of Germany and its interests have
been frequent targets of terroristic action both at
home and in other couniries; the country’s willing-
ness to accede to terrorist demands, particularly the
death of the West German Ambassador to Guate-
mala, may have encouraged subsequent terrorist
action. There has been a definite hardening of West
German attitudes in recent months. The government
has taken more sophisticated antiterrorist measures,
and new antiterrorist laws have been passed. These
actions and the resolute prosecution of the Baader-
Meinhof gang may have reversed the trend. The
Netherlands, which has an extremely liberal crim-
inal policy, has followed a much harder line with
terrorists because of recent experiences. This policy
seems to have had some deterrent effect.

A number of European countries, including the
United Kingdom, the Federal Republic of Germany,
Sweden, and Spain have found it necessary to enact
special antiterrorist laws. The antiterrorist law of the
United Kingdom, largely a response to IRA terror-
ism, gives broad powers to law enforcement. Neither
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the Federal Republic of Germany nor the United
Kingdom, both of which have been subject to extreme
terrorist attacks, have a death penalty. The United
Kingdom strongly resisted an attempt to reintroduce
the death penalty for terrorists following a particu-
larly severe wave of terrorist bombings in 1974.
Most Western European countries respond to mass
violence and terrorism on a quasi-military basis,
with specialist units trained and available for the
purpose. Rapid communications and the small size
of these countries facilitate such a response. Law
enforcement recrganization, particularly in the Fed-
eral Republic of Germany, has improved the anti-
terrorist response. Latin American countries—DBrazil,
Argentina, and Uruguay in particular—have been
forced into a strictly military response that has been
broadly successful in denying terrorists the political
advantages they seek. The Brazilian and Uruguayan
responses have been particularly effective in break-
ing up terrorist organizations, but at an enormous
expense to civil liberties.

Although attitudes toward negotiations with ter-
rorists differ, it can be said that no nation holds fast
to a no-negotiation policy when its vital interests are
at stake. The official United States policy is not to
pay ransom or accede to terrorist blackmail. This
clearly does not preclude negotiations, and the United
States always will do whatever it can to obtain the re-
lease of hostages. An inflexible approach is often un-
realistic, and when this attitude receives publicity,
may well prejudice a reasonable outcome. The
United States position was criticized following the
death of the United States Ambassador to the Sudan,
who had been taken hostage by members of the Black
September organization. Israel follows an extremely
hard line in negotiations with all terrorists, but has,
on occasion, made concessions, particularly when in-
ternational relations have been jeopardized. Spain,
which pursues a very hard line with domestic ter-
rorists, has adopted a more moderate approach when
protected members of the international community
in Spain have suffered at the hands of terrorists.

Many countries, notably the United Kingdom,
have opted for extensive prolongation of hostage
situations together with a firm policy of offering no
important concessions, when a terrorist confronta-
tion with authority has been stabilized. This ap-
proach was adopted by the Eirean authorities when
Dutch businessman Tiede Herrema was kidnaped
and by the Netherlands authorities when South
Moluccan terrorists hijacked a train and occupied
the Indonesian consulate. The success of this prag-
matic approach depends to a large extent upon the
pressures that the terrorists can bring to bear on the
actual situation or elsewhere. For example, the
United Kingdom showed its readiness to make ap-
propriate concessions to prevent further violence




when Lebanese skyjacker Leila Khaled was released
as part of a concerted international effort to free
passengers held by members of the Popular Front
for the Liberation of Palestine.

Two important features of international terrorist
negotiation emerge from this analysis. First, the posi-
tion of the nation states engaged in bargaining with
terrorists generally has been extremely flexible, but
there have been clearly understood limits to the de-
mands that would be met. Nonnegotiable matters
vary from country to country and reflect national
priorities. Terrorists have responded realistically to
this position and generally have settled for much less
than they had originally demanded. Second, there
has been a marked disinclination, even on the part
of the most detcrmined terrorist groups, to carry a
situation to its ultimate limits. Few terrorists have
been willing to die rather than accept defeat. This
fact has important implications for the design of
responses.

Many international hostage negotiations have re-
quired the intervention of neutral, usually diplomatic,
third-party intermediaries. Such interventions, de-
signed to resolve the matter satisfactorily for all
parties, often alter or supersede ordinary contingency
plans and command functions. Most countries have
accepted this interference with national sovereignty
on the premise that it leads to a speedier resolution
of the matter.

The Costs of Terrorism and Mass Violence

In the absence of reliable data, it is impossible to
offer even a general estimate of the economic costs
of extraordinary violence. Given the unpredictable
nature of terrorism, the problem is similar to quanti-
fying the effects of natural disasters, and as such is
an unrealistic exercise. The economic cost of a
major urban riot can be roughly assessed in terms
of property destroyed and funds expended to
restore order, to recstablish the community’s nor-
mal functioning, and to make good the damage. (See,
for example the interesting tables contained in
Riots, Civil and Criminal Disorders,)) But even the
actual costs of civil disturbances are largely of his-
toric interest and offer no real guidance for estimat-
ing the cost of future disturbances, which could as-
sume quite different forms and dimensions.

The material losses involved in the terrorist hi-
jacking and destruction of one commercial jet air-
liner run into millions of dollars. The insurance
costs of the Middle East skyjackings to Jordan and
Cairo in 1970 were about $55 million; by compari-
son, the $26 million in losses attributable to do-
mestic terrorist activity in the United States during
1975 seems small. Political kidnapings in Latin

America have reaped a rich reward, mainly from
United States business interests; ransom in one case
has risen to almost $60 million. Authorities in these
countries are justly concerned, knowing that ransom
and protection money is building terrorist strength
while their own defense budgets remain limited.
Many foreign businesses in Latin America can only
continue to operate by paying terrorists the equiva-
lent of protection money. This cost is passed on to
the consumer in the form of increased prices. Added
to these direct costs are those incurred by individ-
uals, corporations, and scciety generally in main-
taining a minimum state of preparedness against
future terrorist action. When all these sums are taken
into account, we can grossly estimate the dimension
of the economic burden that the community must
assume as a result of terrorism.

The psychological costs of terrorism are even more
difficult to estimate. The intensity of terrorist cam-
paigns varies considerably, but a War of Nerves can
be as costly in the long run as a campaign designed
to inflict material losses, Terrorist activity can sub-
stantially lower the quality of life in a community,
alter the attitudes and habits of the people exposed
to its dangers, and make normal functioning difficult
or impossible. Terrorism can give rise to a siege men-
tality, especially among those directly threatened as
targets, and can interfere substantially with the nor-
mal human contacts to which members of a free
society are accustomed. What has been called “an
acute situational state” has been reported from Bel-
fast, Northern Ireland. “[Patients], usually women
and children were weeping, trembling uncontrollably
and couldn’t remember either their names or where
they lived. They were often unable to speak and
sometimes these symptoms did not immediately re-
spond to a mild dosage of sedatives. According to
the report, these symptoms result from living in an
atmosphere of constant terror where the enemy is
not easily identifiable and violence is blind and arbi-
trary.” [Science Digest, September 1973, p. 26.]

The overall cost of terrorism in this respect must
not be exaggerated. For all its spectacular exhibi-
tions, terrorism affects comparatively few people.
The United States has learned to live with what once
would have been regarded as an intolerably high
level of violent crime; the total of all terrorist inci-
dents pales in effect when compared to the 20,000
criminal homicides committed in this country in
1974. Even in a city like Belfast, life does not come
to a standstill under the terrorist menace. People
learn to adapt even to the most intensive anxiety-
producing conditions.

Fear of terrorist victimization is not great in the
United States, and the incidence of terrorist attacks
would have to rise very substantially, even in selec-
tive fashion, to generate a climate of real fear. The
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psychological burden of terrorism is probably
greatest for prominent public officials, but the as-
sassinations of recent years, althcugh they have led
to greatly increased precautions, do not appear to
have deterred candidates from seeking the highest
public offices. United States businessmen overseas
have been advised to take suitable precautions for
their safety, but they have not been driven from the
market by psychological warfare.

The social costs of terrorism and mass violence
are incalculable as well. Violence constitutes an in-
sidious form of social indoctrination. It has been
said that: “In violent crime man becomes a wolf to
man, threatening or destroying the personal safety of
his victim in a terrifying act. Violent crime (parti-
cularly street crime) engenders fear—the deep-
seated fear of the hunted in the presence of the
hunter. Today this fear is gnawing at the vitals of
urban America.” [Platt, p. 409.] A society cannot
live happily under the shadow of terror any more
than it can live easily amid the constant threat of
social upheaval. The political terrorist seeks to gener-
ate unrest that he can exploit; his acts have a semi-
nal quality. The Weather Underground has an-
nounced, “We create the seeds of the new society in
the struggle for the destruction of the empire.”

The social unrest caused by mass violence also is
contagious. Hans Toch has written {p. 203]:

One reason why violence comes so easy to rioters is that
they can derive it from a common cause. They can see
themselves individually laboring toward group ends. They
can feel themselves partners of a joint enterprise. They
can conceive of their own acts as defined and sanctioned
by a larger effort. Every solitary marauder can come to
regard himself as a member of a crusade.

Mass disorders challenge established authority and
the stability of social life; they create uncertainty
and tension. Their violence breeds suspicion and di-
visiveness, particularly when it is racially motivated.
In fact, violent crime is but a relatively small pro-
portion of all crime, and terroristic crime, a smaller
part of that. Yet it has a disproportionate influence
upon the lives and thought of people and the pri-
orities and energies they devote to responding to it.
Growth and domestic prosperity depend to a large
extent upon the sense of security provided by sound
government enjoying a proper measure of popular
support. In our major urban centers, the source and
repository of so much American wealth, much of this
security has been eroded by a pervasive sense of
violence. The true cost of terrorism and mass vio-
lence, in social terms, is to be found in the diminished
quality of social life and interaction,

Political terrorism is the spearhead of attack upon
established political systems. It is directed at destroy-
ing political figures and institutions, weakening the
confidence of the people in the political system,
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creating confusion and disorder, and provoking mas-
sive repression that diminishes the fundamental free-
doms enjoyed by citizens. Political violence is a form
of vicious intimidation wholly antithetical to the
democratic system. Gurr notes that [p. 3]: “[Since]
1945, violent attempts to overthrow governments
have been more common than national elections.”
The political costs of terrorism and mass violence
are potentially great in terms of the distortion of the
system, the disruption of its regular processes, and
the divorce of the people from its organs of govern-
ment.

Those who seek political control by extralegal
means frequently resort to street violence and ter-
rorism. We are reminded that; “[The] SA [The
Sturmabteilung, or German “Brownshirt” Move-
ment] was employed as a terroristic group, in order
to gain for the Nazis possession and control of the
streets. That is another way of saying that it was a
function of the SA to beat up and terrorize all poli-
tical opponents. . . . ‘possession of the streets is the

~ key to power in the State—for this reason the SA

marched and fought. The public would never have
received knowledge of the agitative speeches of the
little Reichstag faction and its propagandists or of
the desires and aims of the Party if the martial tread
and battlesong of the SA companies had not beat the
measures for the truth of a relentless criticism of the
state of affairs in the governmental system.’ ” [Trial
of the Major War Criminals Before the International
Military Tribunal, Proceedings, Vol. IV, p. 134.] It
is but a short step from such general intimidation to
selective assassination of political opponents.
Terrorist assassinations of political leaders gener-
ally have not had significant political impact. The na-
ture of the American political system does not hold
out the prospect of great political change as a result
of selective, political assassination. Although four
Presidents of the United States have been assassi-
nated and attempts upon and threats to the lives of
others have been made, the effects on government as
such have been slight. A more massive onslaught,
such as that threatened by some domestic terrorist
groups, would have to be taken very seriously
indeed in terms of its political consequences. Un-
questionably, such acts and threats have had a
marked effect upon the precautions that have had to
be taken to protect officeholders and candidates alike.
The sight of numerous, alert bodyguards physically
restraining the President of the United States, though
necessary today, is not a dignified spectacle. The
Presidency has been driven into a position of in-
creasing defensiveness and impersonality as a result
of assassination threats; it is too dangerous to allow
Presidents and even presidential candidates to roam
freely among the people. Although in a time of ef-
fective mass communications this probably has little




political effect, the symbolic consequences are con-
siderable and represent an undeniable victory for the
protagonists of political violence.

On another symbolic level, the consequences of
political assassination can be far-reaching also. The
traumas of the assassinations of President John F.
Kennedy and Senator Robert F. Kennedy are with
us still. It has been said that, “Anger, fear, shock,
hopelessness, loss, and sadness were overwhelming
reactions.” [Kirkham, Levy, and Crotty, p. 107.]
The reactions to the murder of Dr. Martin Luther
King, Jr., were violent and destructive and undeni-
ably put back the cause for which Dr. King had
worked so long. The political costs of extreme vio-
lence must, therefore, be estimated on at least two
levels: the direct costs of the response to it, which
can be assessed with some accuracy, and the emo-
tional or symbolic costs, which cannot. Both are costs
the Nation can ill afford; both are interrelated with
the other costs of which mention has been made.

Future Trends in Terrorism and Mass Violence

A majority of experts predicts an eventual in-
crease in terroristic activity and an escalation of its
intensity. At this time, the incidence of terrorism
seems to have reached a temporary plateau. Events
of recent years suggest, for the immediate future, no
more than its regular, albeit disquieting, growth sub-
ject to the influence of social and political factors.
Conditions in the United States do not seem to indi-
cate a massive expansion of terroristic activity, any
radical change in its nature, or its extension into a
form of guerrilla warfare. Any expansion that takes
place is likely to be in the area of covert terrorism,
and, except for aberrant cases, massive, direct con-
frontation with the authorities is not likely to occur.
What is likely to increase is the intensity of the ter-
roristic activity in terms of employment of sophisti-
cated modern technology. This will involve many
leaps in the dark for the terrorist, and responses to
it will be predicated upon equal uncertainty.

For some, terrorism has become a way of life, and
as long as the major international issues remain un-
resolved, such activity will be, for many, the only way
of reacting to the frustrations and perceived inequi-
ties. Terrorism is contagious; successes and new
developments in one part of the world are likely to
attract ready imitators in another. It is probable that
sponsored terrorism as surrogate warfare will in-
crease. It is difficult to imagine a situation that
would produce a substantial measure of international
agreement to curb terrorism; however, the growing
menace will lead to more international cooperation,
particularly the exchange of information, among
countries with common interests. Although interna-
tional cooperation must be encouraged, most coun-

tries should look to their own resources as the most
effective means of defense.

Because terrorism does not follow a discernible
pattern, it is difficult to identify future trends in
terroristic activity. The most dreadful possibilities
have not been realized, but they remain and must be
faced realistically. It is possible that increased aware-
ness, increasing sophistication of responses, and the
precautionary measures that have been taken already
are having an inhibiting effect on terroristic activity.
The most dangerous terrorists are those who have
no allegiance to any realizable cause. These persons—
whether seriously deranged or simply nihilistic—are
very few in number but extremely hard to contain.
No form of response to their actions is likely to have
any deterrent value. Although no security system can
ever attain perfection, preventive measures clearly
are worthwhile, especially where the possibility of
deterrence is minimal. As a general prescription, so-
ciety should aim to outwit the terrorist rather than to
outfight him.

Civil disturbances, on the other hand, seem to be
cyclical. Generally, they are the product of local
social and political conditions. Although they can be
exacerbated by outside influences, disorders are rarely
engendered by them. Extensive external inter-
ference in American civil disturbances is extremely
unlikely in the near future, although extremist ter-
rorist groups may well take advantage of mass dis-
orders for their own purposes. It is important to re-
member that some of the most serious episodes of
mass violence in this country have been touched off
by relatively insignificant incidents. The mood of the
cornmunity should be monitored constantly; signs of
impending violence never should be ignored. Con-
tingency planning should be predicated on the as-
sumption that a deep well of violence underlies the
apparent calm and stability of the American social
scene. We must be especially careful during periods
of rising expectations, particularly when these cannot
be satisfied so fully and expeditiously as the disad-
vantaged might desire. Labor unrest, racial violence,
and poverty are all issues that can lead once again
to civil disorder. It is all too easy in times of rela-
tive calm to ignore the underlying causes of mass
violence; only the near certainty of its recrudescene
serves as a reminder and stimulus to the preventive
action that should be taken.
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Social Conditions as o Stimulus to Terrorism
and Mass Violence

Terrorism and mass violence are the products of
an intellectual process applied to existing social con-
ditions. It has been well said that:

Terrorism never takes place in a vacuum, but has to be
seen against the background of social conditions (or their
image) and emotional reaction to these conditions or
images. Terrorism thrives on feelings of remediable injus-
tice; neither actual deprivation nor oppression as such are
root causes of terrorism, but the perception and experience
of injustice, simultaneously with the belief that such injustice
can be remedied by social action (and is not considered
natural, inevitable, fated, etc.) are basic reasons for terror-
ism. [Hacker, in Terrorism, Part 1, p. 3008.]

An extensive, well argued case has been constructed
in defense of terrorism and political violence by those
who justify such acts as necessary responses to an
unfair system that can only be countered or over-
thrown by the use of force. This argument, intro-
duced and pursued with persuasiveness and vigor in
support of acts of terrorism committed in the course
of wars of national liberation, has subsequently been
cxtended, uncritically, to justify all acts of extra-
ordinary domestic violence committed by the disad-
vantaged. Although social conditions themselves do
not necessarily produce the particular dissatisfac-
tions and frustrations that lead directly to terrorism
and mass violence, the way in which these condi-
tions come to be perceived by those involved can,
when exploited by those with understanding of the
dynamics of the situation. This was expressed by the
late George Orwell [p. 64]: “Talking once with a
miner I asked him when the housing shortage first
became acute in his district; he answered, ‘when we
were told about it!’” Individual and collective dis-
satisfactions are magnified and distorted in order that
they may become justifications for extreme violence
directed at the system supposedly the cause of those
conditions. Thus terrorism and mass violence are less
a result of the conditions themselves than of political
activity applied to exploit them.

Strong evidence of this conclusion can be found by
examining the nature, composition, and beliefs of

groups promoting terrorism and mass violence in the
United States. Disadvantaged or minority groups do
not, of themselves, spawn terrorists. Thus, it is in
light of the political dialectic that the demand of the
Attica inmates for “speedy and safe transportation
out of confinement to a Non-Imperialist country”
must be read and understood. Sometimes such polit-
ical indoctrination and rationalization of extreme vio-
lence reflect a certain detachment from reality. Yet
arguments in favor of terrorism and resistance to
authority, short of actual rebellion, are heard today
even in respectable circles. We must recognize them
for what they are: advocacy of viclent action through
the exploitation of individual and collective dissatis-
factions.

Many complex sociological and psychological ex-
planations of terrorism and mass violence have been
offered, but no single theory can encompass these
patterns of behavior in their constantly varying
forms. Terrorism, in particular, presents a constantly
changing face as it adapts to conditions and op-
portunities. Explanations that serve to explain the
phenomenon in one context are frequently inappro-
priate in another. At certain times, social and polit-
ical conditions seem to be right for the emergence
of this kind of activity, which, by a process of con-
tagion or imitation, spreads elsewhere. Modern com-
munications have greatly increased the danger of
this occurrence through the rapid dissemination of in-
formation and ideas. In general, there seems to be a
definite correlation between social equilibrium on
the one hand, and aspirations, needs, and expecta-
tions of their fulfillment on the other, Mass violence
and terrorism have usually taken place during
periods when the social equilibrium has been signifi-
cantly disturbed. They are often the byproduct of
social upheaval. At such times, a wave of excite-
ment seems to pass through society stimulating vio-
lent responses on an unusual scale. It is not always
clear even to those responding tc the stimuli why
they have acted in this particular way or against
what their violence is directed. Davies has said
[p.136]:

Political stability and instability are ultimately dependent
on a state of mind, a mood, in a society. Satisfied or apa-
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thetic people who are poor in goods, status, and power
can remain politically quiet and their opposites can revolt,
just as, correlatively and more probably, dissatisfied poor
can revolt and satisfied rich oppose revolution.

It has also been observed that mass violence and
terrorism more frequently occur during a time of im-
provement than during a period of social deteriora-
tion. They appear to be stimulated by rising expec-
tations or, more specifically, by the disappointment
of them.

Mass violence, like individual violence, of itself
seems to generate further violence. As Hans Toch
has said [p. 186]: “Violence is habit forming.” One
violent act gives rise to another so that both the
actor and the victim appear to become habituated to
an escalating climate of violence. Mass violence and
terrorism require a climate of approval in order to
flourish. This approval is sometimes expressed as the
explosive discharge of crowd sentiment; at other
times, it takes the form of a sustained, more subtly
expressed respect, such as that in which the Robin
Hood type of terrorist comes to be held. Different
traditions of violent expression grow up in different
communities and perpetuate themselves in the course
of their transmission. It is mainly for this reason that
riots are cyclical. Again, to quote Toch [p. 212]:
“The Ghost of Riots Past hovers like a friendly spec-
ter over each new outbreak; it provides historical
sanction, and it furnishes vivid images of how and
why to proceed. This kind of advance prescription
reduces the room for individual initiative.” Tradi-
tional prejudices, though controlled in individuals by
a process of socialization, tend to become unleashed
and uncontrollable in a crowd situation. Much col-
lective violence is thus unspecific and undirected yet
responsive to some deep-seated need for release at
certain times as a result of certain stimuli.

Extremes in Violence as the Product of
Psychopathology

Collective psychopathology is an expression of
mood. It is generally something more than the sum
of the individual sentiments and their expression,
which it comprises. Rational, stable individuals
whose behavior shows no significant deviation from
the accepted norm, when caught up in the ugly crowd
swell, find themselves able to participate in conduct
which is often quite alien to them. A tumultuous
crowd will often commit acts from which the indivi-
dual participants would ordinarily recoil in horror.
Mass violence focuses these extraordinary moods
and mobilizes individuals under their sway. Col-
lective violence thus represents a breakdown
of traditional inhibiting factors. It has the effect
of a mass excitant—not unlike the effects of
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alcohol and some types of drugs on individuals. The
collective will becomes something malevolent that
transcends individual thought processes. Crowd be-
havior directed toward an overt expression of collec-
tive violence is psychopathological in that it overrides,
in a state of exaltation, the clear, rational inhibitions
of the individual participants, In no situation is the
psychopathological content so pronounced as when a
crowd that has gathered for some peaceful and lawful
purpose is suddenly diverted to an exercise in ex-
traordinary violence.

The behavior of many individuals who engage in
acts of extreme violence is clearly psychopatho-
logical. The extent to which those who commit acts
of terrorism and other forms of violence are affected
by mental illness is not known precisely because
very few systematic studies of terrorists have been
conducted. Terrorists do not, in any case, consti-
tute a homogeneous class. Although many acts of
terrorism and political violence undoubtedly were the
products of sick minds, in strictest sense of the term,
other no less ghastly acts appeared to be the result
of a warped sense of values. It has been said that:
“All those who have assassinated or attempted to
assassinate presidents of the United States (with the
possible exception of the Puerto Rican nationalist
attempt upon President Truman have been
mentally disturbed persons who did not kill to ad-
vance any rational political plan.” [Kirkham, Levy,
and Crotty, p. 78.] Whatever conjectures could be
advanced as to the motives and mental states of per-
sons who have made recent attempts to assassinate
public figures, the courts have judged that they were
legally responsible for their acts. Thus, disposition
of these cases does not necessarily reflect an ac-
curate appraisal of the criminals’ state of mind, but
simply indicates that a particular criminal policy was
being followed. But, as Frederick Hacker has pointed
out: “[The] pertinent thing to take into account is
not whether terrorism is a crime or not but what can
be done about it, to prevent and combat it.” [In
Terrorism, Part 1, p. 3031.] For example, many
skyjackers have been mentally disturbed individuals,
and the nature of their sickness has been an im-
portant factor in the design of responses likely to
save lives and property and bring such incidents to a
satisfactory conclusion. Similarly, many of those who
engage in acts of quasi-terrorism are mentally dis-
turbed, and a proper understanding of their con-
dition is essential to the creation and execution of
the apf)ropriate response. >

Other terroristic acts are clearly psychopathologi-
cal in character. A prime example is the series of
bombings undertaken by George Metesky in the
1950’ in consequence of a grudge which he bore
against Consolidated Edison. Metesky was diagnosed
as a paranoid schizophrenic and spent 17 years in




mental institutions before release in 1973. Clearly,
psychopathological factors are often important de-
terminants of terroristic behavior. The focus of offi-
cial responses ought to be upon these elements rather
than upon the classification of the criminal activity.
This report does not suggest that psychopathology
is the root of all terrorism. It does, however, stress
the need to take this condition into account in de-
signing responses. Even when a terrorist acts from
an ostensibly political motive, psychopathological in-
dications should not be ignored. Donald DeFreeze,
leader of the Symbionese Liberation Army, had a
history of mental illness. In one of his taped mes-
sages, he declared, “We are savage killers and mad-
men.” [New York Times, Feb. 8, 1974.]

It is necessary to understand the thought processes
of the terrorist in order to design appropriate re-
sponses to his activity. What might be an effective
response in one case could lead to an escalation of
violence in another. In cases of confrontation, ac-
curate assessment of the terroristic threat requires a
knowledge of the terrorist’s personality and his men-
tal state. For example, many terrorists and quasi-
terrorists have appeared to be extremely paranoid.
Obvious displays of official force are likely to
evoke a negative reaction in such individuals and
precipitate violent counteraction.

A striking feature of true terroristic behavior is its
extreme callousness and depersonalization of the
victim. Contrary to the self-glorification of terroristic
behavior, it is generally characterized by cowardice
rather than courage. In fact, the terrorist displays
many of the characteristics attributed to the bully, as
described by Toch [p. 160]:

" The most unpleasant type of violent person (both from

the vantage point of society and that of the victim) is
undoubtedly the bully, who goes out of his way to be
unfair, unmerciful and inhumane in his violence. Empathy
with the bully’s perspective is difficult because of the fact
that he derives satisfaction from the suffering of others,
and because he is intent on protecting his immunity to the
point of cowardice. One generally assumes that this type
of alien disposition must spring from very strong motives
which push the person to abandon otherwise universally
held premises and feelings. The most probable motivating
force is intense fear. This seems reasonable because of the
fact that it is fear that the bully goes about generating in
other people, and it is fear over which the bully makes such
a point of exercising control.

When present, such intense, pathological fear will be
an important determinant of the terrorist’s reaction
to confrontation and his treatment of victims.

There is persuasive evidence that political terror-
ism attracts the highly educated. Despite a veneer of
ideology, such terrorists” motivation is extremely per-
sonal. The horror of their actions often is so skill-
fully rationalized as to introduce the amount of de-
personalization necessary for their execution. This is

similar to a phenomenon in conventional warfare
wherein long-range modern weapons obviate direct
personal involvement in combat, Wilkinson [p. 135]
inquires: “Is the intensification of terror directly re-
lated to the physical distance of the terrorist fighter
from his target?” Wertham has drawn attention to
a political, bureaucratic type of violence in which
those who order, commission, and organize, as well
as those who execute, the acts have extremely little
feeling for their victims, be it sympathy or hate. [4
Sign for Cain: Exploration of Human Violence, New
York: Macmillan Company, 1966, cited in Crimes
of Violence, Vol. 13, p. 1294.] This lack of feel-
ing, whether caused by psychopathology or ration-
ally induced, has to be understood for proper evalua-
tion of terroristic activity. An extreme form of this
non-feeling is expressed in a remark atiributed to
Adolf Eichmann, “[he] would leap laughing into the
grave because the feeling that he had 5 million
people on his conscience would be for him a source
of extraordinary satisfaction.” [Trial of the Major
War Criminals Before the International Military Tri-
bunal, Proceedings, Vol. 1V, p. 371.] At the other
extreme, some forms of zealotry exhibit an excess of
feeling akin to madness. It was said of the assassin of
the French Socialist Jaures: “Filled, as was later as-
certained with the demented zeal of the super-
patriot, He pointed a pistol at the ‘pacifist’ and ‘trai-
tor’ and fired twice.” [Tuchman, p. 541.] Whatever
the particularities of philosophical or medical classi-
fication, these manifestations are strikingly similar to
terrorist behavior; an understanding of them is im-
portant to the design of preventive and remedial
strategies.

 The effect of social discontent upon collective and
individual psychopathology as a factor in extreme
violence is far from clear. It is more than likely
that troubled times have a disturbing effect upon
troubled minds. During the turbulent 1960’s, new
cults that functioned in radical and nontraditional
ways served as rallying points for disaffected or
alienated members of our society, especially the
young. Some of the dissident groups ultimately
moved toward violence and terrorism as a way of
life. Not all of these have shown a developed po-
litical awareness, and their violence, when it has
assumed political form, generally has been unstruc-
tured protest. The social and personal discontents
that contributed to the formation of the Charles
Manscn group and its pathological behavior have
been well documented. The ideological stance of
this type of group seems to fluctuate between a
fervent belief in the coming of the millennium and
an equally strong belief in the inevitable onset of
Armageddon for which proper preparation must be
made. The arrival of a false messiah at such mo-
ments not unnaturally has a powerful potential for
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hysteria and extreme violence. Social conflicts and
individual dissent alike become endowed with
transcendental significance. The otherwise meaning-
less helter skelter becomes an ideational scheme of
profound political import. In these conditions, it is
indeed difficult to say when rational discontent ends
and psychopathology begins. The sense of commun-
ity that iy the foundation of social order breaks down
for such individuals; in their alientation they seek a
community with different values and a different
sense of order. We must take care, however, not
to equate mere noncomformity with sickness or with
a dangerous challenge to established society. When
such a challenge becomes politically inspired, it can
lead to political violence and a revolutionary attempt
to substitute a new order for the old.

Ideology, Political Violence, and Terrorism

An ideology is a theoretical framework of social
and political ideas upon which a practical pattern
for living can be developed. Revolutionary theory is
based upon dissatisfaction with social and political
life and a passionate belief that it can and should be
changed. Revolution, in a political sense, implies a
forcible transfer of power from one social group to
another; it is founded on the premise that no class
surrenders power to another without violence. Rev-
olutionary theory rationalizes the use of violence
to seize political power by denying the legitimacy
of those who exercise that power. Revolution is,
essentially, an internal challenge to authority; it
implies a state of affairs in which a society is in con-
flict with itself over who should command the com-
munity’s destiny. Thus, revolutionary theory sup-
ports all who struggle for power within their own
societies. Revolutionary terrorism must be under-
stood against this background.

Ideological considerations are sometimes a spur
to terrorism and other forms of political violence;
more often than not, they are a rationalization for
such conduct. Modern terrorism has blurred the line
between a nationalistic struggle for self-determina-
tion and revolutionary theory as described above, so
that the rationale for the one has been applied con-
fusingly to the other. Revolutionary doctrine and
rhetoric are used to prepare the climate for the ex-
pected struggle. Revolution is as old as political
power itself, and its appropriateness needs no re-
statement here. The right to revolt, under certain
conditions, is acknowledged even by those who
ordinarily condemn violence. It would ill suit the
American conscience to deny the right to revolt.
However, the right to rebel is converted by the
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modern political terrorist to a use that was never
intended. Oscar Jaszi has said [p. 235]:

The general condemnation of anarchistic plots is fully
justified. Te preach murder against anyone whom a polit-
ical doctrine regards as obnoxious to society, to use mur-
der as a kind of political education, to make a large-scale
terrorism the means of moral and political emancipation,
is manifestly a procedure which can only further demoralize
an already corrupted society. T

Although violence is regarded as inevitable by the
true revolutionary, revolutionary doctrine does not
advocate or justify the use of terrorism. Terrorism
has no ideology; it simply draws upon other types
of ideology for reference or rationalization. Terror-
ism and revolution are linked only by the principle
of utility. Some would argue that terror has no place
in a revolution, while others would argue that a
revolution cannot be carried out without it. It is
unfortunate that revolution and terrorism for many
have become synonymous. (Indeed, it is said that
the words “terrorist” and “terrorism” have their
etymological origins in the French Revolution.) The
truth is that, in a revolution, terror is not inevitable,
and its use can never be sanctified simply by as-
sociation with revolution.

In its ideological associations, revolutionary ter-
rorism sometimes assumes a fantasy-like quality.
The declaration of the surviving protagonist of the
Lod Massacre is a prime example. Bakunin cau-
tioned Nechaeyev against striking arbitrarily “as in
a dream.” In such cases, it is difficult to discern the
line between ideology and psychopathology. Ideo-
logical rationalizations may be inaccurate but they
are usually coherent. Violence of the fanaticaily
destructive proportions advocated by Nechaeyev
clearly borders on the irrational; any political pur-
pose it might have is utterly vitiated. By nature, the
most extreme terrorism is the most barbaric; it is not
necessarily the most politically ‘effective. Phillip
Noel-Baker has observed: “I believe that it is true
that bombings and atrocities do nothing but
strengthen the national feeling for resistance.” [In
War Crimes and the American Conscience, p. 98.]
Undoubtedly, many terrorists hold the same views as
those who believe in the deterrent value of escalation
in conventional warfare. The, effectiveness of such
tactics is best judged by the military analyst. How-
ever, where destructive and barbaric acts of terror-
ism are perpetrated with little prospect of military
gain and with the likelihood of negative political
results, it is proper to suspect psychopathology. In
seeking to determine the causes of extreme violence
it is important to distinguish between ideology as
motivation and ideology as justification, for the lat-
ter may well cloak an abnormality of mind that is
the true cause.
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Imitation as an Explanation of Trends in
Extreme Individual and Collective Violence

There is considerable evidence that contagion and
imitation are significant factors in the incidence of
terroristic activity. Often, after the use of novel and
seemingly successful terroristic techniques has been
widely publicized, they have been imitated and em-
bellished by other terrorists. Much quasi-terroristic
activity may be explained in this way. It is difficult
to estimate the exact extent to which the publicizing
of such techniques may have actually stimulated
others, for it is likely that a predisposition to violent
crime already existed in the individuals concerned.
The apparent success of the techniques, however,
has unquestionably encouraged imitators who might
not have engaged in such activity without such a
stimulus.

A notable example of this kind of stimulus is
the well known exploit of D. B. Cooper, who in
1971 skyjacked a plane, collected a ransom, and
then made his escape by parachuting to earth. This
exploit produced a host of imitations and led to
structural modifications in that type of plane in
order to prevent the same technique from being used
again. The type of political kidnapping practiced
with such success in Latin America quickly produced
imitations elsewhere. The incidents of terrorists tak-
ing hostages have not only proliferated, but a care-
ful study of them reveals marked similarities that
cannot have been coincidental. On another level,
imitation is clearly psychopathological—the product
of a disturbed mind. Much imitative behavior by
skyjackers can be so explained. Skyjackings, even
where manifestly unsuccessful and fatal for the
perpetrator, have been followed rapidly by almost
identical imitations; indeed, the very lack of success
may have been the precipitating factor. Terrorist
bombings frequently occasion “crank calls” and
bogus threats across the nation.

Assassinations and assassination attempts are
particularly inclined to generate imitative behavior.
Lucheni, the assassin of Empress Elizabeth, was an
avid collector of anarchist news clippings and ob-
served that he would like to kill somebody important
enough to get his name into the papers. Although in
true terrorism the influence of contagion or imitation
is probably purely rational, much quasi-terroristic
behavior can clearly be ascribed to contagion,
whether rational or psychopathological. As Nieburg
has reminded us [p. 124]: “There is some level of
collective support for even the most quixotic and
disgusting acts of violence. Somebody loves every
assassin and rejoices at every bombing and assassi-
nation.”

The influence of modern communications media,
particularly television, in stimulating terrorism and

mass violence has been given frequent attention in
this report. The focus here will be on the assumed
propensity of the mass media to encourage imitation
of these forms of violence. The extent of media
influence is much disputed, but the evidence of such
influence is most persuasive. This is true both in
situations where the violence is perpetrated to gain
publicity—whether for rational or psychopathologi-
cal motives—and in instances where violence has
spread contagiously and sympathetically from place
to place. Lucheni’s deed was certainly inspired by
his desire to appear in the newspapers; and some
60 years later the same motive was voiced, pathet-
ically, by Arthur Bremmer. In the area of collective
violence it has been stated authoritatively:

We have received complaints that television camera
crews in cities where riots were in progress frequently gave
intensive coverage to incidents of violence and scenes of
arson and looting, and that local television stations devoted
large segments of their news programs to these scenes.
Thus, it is argued that as a resuit of the excitement engen-
dered by these films of violence, by the showing of frenzied
exhortations by apparent leaders of the mobs, other riots
were sparked and ignited in cities within television range
of the large city where the pictures originated. This was
certainly a phenomenon observed in connection with the
riot _in Detroit, which was rapidly followed by riots in
Flint, Pontiac, Saganaw, Grand Rapids and other cities in
Michigan and Ohio. Where extensive coverage of the
Newark riotings was broadcast in the New Jersey area,
riots soon broke out in Plainfield, Elizabeth, Englewood,
Jersey City, and other nearby cities. [Riots, Civil and Crimi-
nal Disorders, p. 3.]

Even fictional accounts of violence have been
imitated. In fact, to serve their purposes, true po-
litical terrorists often seek to provoke imitation by
financing and producing expensive and clever films.
This is cogent evidence of the importance that ex-
tremists attach to this form of indoctrination. It is
likely that the media exert greatest influence on
those prone to violence and tend to exacerbate ex-
isting conditions rather than to generate the condi-
tion for violence. As Gurr has pointed out [p. 2291~
“If intensely discontented people are members of a
literate and mobile society, they will learn of vio-
lence by others by informal means if not through
formal communications media. Controls of aggres-
sive political symbols in media content may minimize
the immediate demonstration effects of turmoil, and
thereby lead to protracted and sporadic rather than
near-simultaneous violence among the discontented
elsewhere, but are unlikely to eliminate it.” The
speed of modern communications has increased the
probability of near-simultaneous knowledge over a
vast area; this tends to reduce the time lag that was
previously observable in the contagion phenomenon.
This rapidity of communication, more than any
other factor, has brought about the increased inci-
dence of imitation of violent behavior.
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The extent to which official or state violence may
cause terrorism and mass violence is also a matter
of speculation. Sometimes this argument is used to
establish a moral or ethical ground for terrorism,
but that is somewhat different from the question
posed here; justifcations and value judgments are
not the issue. Some states are openly tyrannical to-
ward their own subjects or oppressive towards the
subjects of states with which they are in conflict,
so that they provoke resistance in kind from the
oppressed. There is in such confrontations a vicious
spiral that can lead only to the annihilation of the
weaker party—the terrorist or the state. As Wilkin-
son points out [p. 23]: “[The] terror of the state
is very often historically antecedent to revolutionary
terrorism.” In such cases, the Siege of Terror has
its genesis in the Reign of Terror, rather than the
reverse. Terrorism is then the last resort of the op-
pressed, and, although it is still unacceptable, it is
at least understandable. Such understanding, how-
ever, has strict limits.

Against regimes that do not themselves engage
in terrorism, the use of terrorism is quite incompre-
hensible and a clear breach of the universal principle
of proportionality, which lies at the heart of any
acceptable doctrine of self-defense. Social inequali-
ties do not constitute a Reign of Terror, ard to
justify terrorism and other political violence on these
grounds is to be guilty of sophistry. Too often, argu-
ments that might justify wars of national liberation
and resistance to cruelly authoritarian regimes—
where there is conscious imitation of the vicious
terroristic tactics of the oppressors—have been
inappropriately and indiscriminately used in fields
where they do not apply. In reality, there is little
evidence that reaction to state or official terrorism
is a major cause or explanation of modern terrorism
and political violence.

The mass hysteria generated by a disorderly mob
can have a most contagious effect upon susceptible
individuals caught up in it. As Toch has said
[p.211%:

Once collective actior has been initiated, it acquires a
momentum of its own; even if people did not suffer from
grievances, riots would attract and recruit participants,
They would do so because they appeal to boredom, anger,
frustration, desire for adventure; because they provide a
ready-made opportunity to discharge feelings; because they
furnish festive activity with the sanction of peers and
under the aegis of principle.

Within the anonymity of the group, even those too
timid to engage in antisocial behavior as individuals
can express a variety of repressed feelings. Inhibi-
tions disappear and the individual is emboldened by
a sense of identification with the group and with
its character and purpose. The group’s solidarity
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makes appropriate behavior that would otherwise be
seen as wrong, even unlawful,

In the presence of certain stimuli, most persons
are uncritical of their own behavior and that of
others. An interesting historical example is furnished
by Barbara Tuchman [p. 488]:

[Bebel] (the German Socialist) had no great illusions
about the mass of his followers. ‘Look at those fellows,’
he said in 1892 to a correspondent of the London Times as
they watched a march of a battalion of Prussian guards;
‘80% of them are Berliners and social-democrats but if
there was trouble they would have to shoot me down at
the word of command from above.

The root causes of mass violence and terrorism are
not to be found in crowd hysteria or uncritical be-
havior, but it is necessary to understand their dynam-
ics in order to estimate their influence on the genera-
tion of extraordinary violence and its exploitation.

Llong Term Solutions to the Problems of
Political Violence, Terrorism, and Quasi-
Terrorism—Getting at Root Causes

While the proximate causes of extraordinary vio-
lence are comparatively easy to identify if, perhaps,
less easy to address, the underlying causes are diffi-
cult to identify and respond to. Mass violence and
terrorism are the products of a prevailing mood or
sentiment resulting from certain complex social and
political forces. Nevertheless, a change in those
forces might not, of itself, bring about a climate
less conducive to mass violence and terrorism.
Clearly, too, long-term solutions presume an ability
to work far-rcaching changes that are beyond the
scope of any one generation or any one nation. It is
simplistic, for example, to suggest: that a solution
of the Middle East conflict that satisfied all parties
would put an end to the terroristic activities of the
Palestine Liberation movements; or that a satisfac-
tory political resolution of the Northern Ireland
trouble would lay to rest, once and for all, the
unquiet spirit of IRA terrorism. The expectation
that the disappearance of the issue of the Vietnam
War and the polarization it caused would lead im-
mediately to an era of domestic peace and tranquil-
lity in the United States can hardly be said to have
been realized. The issues that produced social dis-
content have disappeared only to be replaced by
others different in form, if not in nature. It is de-
pressing to review commission reports and conclu-
sions about the causes of violence and to note the
little progress made in resolving problems cited by
the investigators as essential causes of group vio-
lence in our society. The recommended priorities
have not been questioned nor have other priorities
been substituted for them. They have simply been




ignored, for a variety of reasons. This is an ostrich-
like attitude, for the causes have been identified
and will not disappear of themselves. If we are
unable or unwilling to do anything about them it
would be more courageous and more sensible to
recognize that fact and prepare to meet the con-
sequences.

This report offers no new thesis on the root causes
and the prevention of disorders and terrorism. In-
deed, it would be surprising were it to do so. The
National Advisory Commission on Civil Disorders,
to which all the support and cooperation of the Fed-
eral Government were extended, concluded: “We
have learned much, But we have uncovered no
startling. truths, no unique insights, no simple
solutions.” The root causes, for all the subtle shifts
and developments of modern society, remain what
they have been since such investigations began. The
special characteristics of modern terrorism have not
altered these fundamentals. There is no single root
cause of these problems. Rather, there is a complex
set of conditions that tend to produce a climate in
which they flourish. Basically, both disorders and
terrorism are unacceptable challenges to the state’s
monopoly of power. Long-term solutions necessarily
involve the creation of a calm and willing acceptance
of the legitimacy of that monopoly and of those who
exercise it, Social and political stability, along with
a flexibility that allows for the expression of con-
structive dissent, are the most effective bulwarks
against terrorism and other forms of extraordinary
violence. Such conditions are extremely difficult to
establish even within a country; it may be wholly
unrealistic to expect their development on an inter-
national scale.

It should be stressed that material improvement
alone will not produce the social harmony likely to
reduce the various forms of political violence in so-
ciety. Terrorism and civil disorders are often a
response to the application of controls and occur at
times when material progress has been temporarily
halted. Their cause is frustration, not material dep-
rivation. Perhaps these manifestations of social dis-
content are best described as continuing adjustments
to the balance of power in society. As long as the
conditions for that struggle to adjust continue to
obtain, the prospects of terrorism and othe: forms
of political violence exist. All that is needed for
their eruption is a catalytic event or some precipitat-
ing cause. As events have continually demonstrated,
these need have no inherent connection with the root
causes.

After this somewhat gloomy assessment, it may
be asked whether anything useful can be done to
address these frequently identified root causes. In
times of crisis, there arise urgent calls for massive
government intervention to attack at least some of

the more obvious root causes: unemployment,
poverty, unequal opportunity, racial and ethnic
antagonisms, poor housing, inadequate educational
opportunities, lack of services. All these negative
conditions and the perceptions of them by the dis-
advantaged must be seen against the more general
pattern of an affluence and material prosperity
unequaled in the world, Some who consider them-
selves victimized by the cobvious disparity between
the expectations generated by the American dream
and their unsatisfactory attainments under it react
violently from time to time. Those alarmed by such
outbreaks appeal to authorities, naturally, to do
something about the root problems. It should be ap-
parent that such appeals are unreasonable, if
understandable. The long-term causes of social dis-
content cannot be resolved by government fiat.
Massive applications of money and resources will
not solve this kind of problem. Government must
provide leadership and a plan of action, but it can-
not tackle the job alone. Whether the root causes
identified can be effectively addressed at all is a
question that each society must resolve by reference
to its own scale of priorities. When civil disorders
and terrorism become exceptionally threatening,
resources slated for other uses have to be used to
address these immediate problems. This still leaves
the long-term problems unresolved and the under-
lying or root causes largely unattended. It may well
be that sustained attention to long-term solutions is .
not feasible, given the economic and political reali-
ties of the situation. Even were it possible to create
more employment, to improve the delivery of serv-
ices, and to provide greater opportunities for the
disadvantaged classes, this is no guarantee against
civil disorders or terrorism. Yet, such programs have
value in themselves and do reduce the causes of
social friction. Therefore, society should seek,
through governmental and community action, a
route of constant self-improvement. Such a policy is
more likely to foster a climate unfavorable to dis-
orders and terrorism than is a policy of sterile and
unrealistic overattention to specific, identifiable root
causes,

While it is not suggested that identifiable root
causes be ignored in designing responses to disorders
and terrorism, their elimination, where feasible at
all, should be a long-term goal of a general rather
than a specific nature. Were the underlying causes
of disorder and terrorism less complex it might be
possible to identify and isolate the more important
ones and to employ sufficient energy and resources
to eradicate them. But such an approach is unrealis-
tic. Further, a purely short term or ad hoc response
to the problem is not likely to produce more satis-
factory results. What is required is an integration
of the short-term response into a realistic and com-
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prehensive long-term solution. Ideally, the short-
term responses shouid develop into the long-term
solutions.

There are clearly some areas where governmental
action on the short term can lead readily and pro-
ductively into a long-term improvement. Such an
area would be police-commurity relations. The at-
tention devoted to these has undoubtedly led to a
lessening of social tensions in many places and
served to remove a prominent root cause of disorder
and violence. Another area in which long-term goals
can be best approached through compatible short-
term responses is criminal corrections. In order to
create the mechanism for whatever social change is
necessary, leadership is essential, If the critical mass
in society is to retain its confidence in established
institutions and authority, to reject the violent
alternative, and to support those who are waging the
fight against terrorism and political violence, real
incentives must be provided by government and
community leaders. The protagonists of political ter-
rorism are fighting for the hearts and minds of what
" they consider to be the disaffected class. Therefore,
all short-term responses should be developed with
the long-range goal in view.

Classifications of Short- and Medium-Term
Selutions

These solutions can be expressed and conven-
iently classified in terms of standards and goals.
Goals are those objectives set for attainment by
means of a relatively long-term plan of action; stand-
ards recommend more immediate response to par-
ticular problems. Short-term responses include all
adjustments to the existing system necessary to meet
anticipated threats of terrorism and other political
violence and to offer an immediate counter to it
once it has occurred. Medium-term solutions are
those developed as a result of immediate responses
and include measures for society to learn from and
profit by the outcome of the event. Both classes of
response are expressed in terms of standards against
which performance in specific situations can be
measured,

In any plan of short- and medium-range re-
sponses, priority must clearly be given to preven-
tion. Short-range preventive measures can be of a
general nature, for example, when security arrange-
ments are improved through increased personnel,
more effective procedures, or the use of sophisti-
cated equipment. Prevention takes on a particular
character when such arrangements are directed to
the personal protection of a designated individual,
or when the measures are adopted to meet a par-
ticular threat against a known property. Medium-
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term solutions could involve structural improvements
of property to make terroristic attack against a
possible target more difficult. The long-term solu-
tion for the same situation would envisage a new
environmental design that would eliminate the haz-
ards because of which the short- and medium-term
precautions and preventive measures had to be es-
tablished.

To be most effective, immediate countermeasures
should be related to medipm- and long-term ob-
jectives. In particular, overreaction likely to draw
a negative social response, although superficially
effective, ultimately may prove counterproductive.
Simply stated, standards should be compatible with
goals and should derive from a common philosophi-
cal basis. Because the manifestations of terrorism and
political violence are constantly changing, immediate
responses to these phenomena must be as flexible
and innovative as possible. It is important that im-
mediate measures incorporate a capacity to adapt
to changing experiences and new information. For
example, current learning suggests that a firm but
flexible attitude toward hostage negotiations pro-
duces a satisfactory outcome in a majority of cases.
This type of immediate or short-term response can
be recommended in the form of standards. A
change in terrorist techniques or response patterns,
however, might require an aiteration of official re-
sponses. Care should be taken to insure that such
modifications would not represent a radical depar-
ture from the basic philosophy informing the overall
response strategy.

Responses to disorders and terrorism that take
place after the event, such as detention of the ac-
cused, adjudication of related cases, and disposition
of offenders, represent something in the nature of a
tidying-up or a restoration of the social equilibrium.
In effect, the short-term responses in this area
should sustain the administration of justice in crisis
situations. Under conditions of serious civil disorder,
the number of persons to be processed imposes in-
tolerable logistical strains upon the criminal justice
system trying to fulfill its duties with appropriate
dignity. Terrorist threats and attacks similarly inter-
rupt the orderly course of justice and are designed
to impugn its integrity. Medium-term solutions in the
aftermath of disorders and terrorism involve a
planned restructuring of procedures and logistical
and human resources so as to meet future contingen-
cies. The goal of these solutions, too, is to preserve
the orderly administration of justice and its sym-
bolic significance. Similar considerations apply to the
correctional phase of the criminal justice process. In
this case, medium-term solutions call for continual
review and adaptation of correctional processes in
response to changing situations, particularly with
respect to the incarceration and correctional han-




dling of offenders convicted of crimes involving seri-
ous political violence. Medium-term solutions to the
problems of overcrowding, security, and general ad-
ministration would involve concrete recommenda-
tions; long-term solutions could involve a change in
orientation and correctional policies.

Civil disorders and terrorism necessitate a variety
of responses designed to maintain or restore public
confidence in authority, to negate the adverse physi-
cal and psychological consequences of the events,

and to redress the harm done to the individuals and -

commurlities victimized, In the short term, these re-
sponses are not very different from those which
follow any natural disaster. In the medium- and long-
term approaches, there is an important difference,
in that natural disasters do not pose a challenge to
the legitimacy of authority but rather to its ability
to cope. In this area of concern perhaps more than
in any other, great forethought in the matter of re-
sponses is essential. Short- and medium-term re-
sponses must be designed to tranquilize the com-
munity and restore order, but they will not have the
desired effect unless the community receives assur-
ance against future depredation. In most situations,
judging from thc record in the United States, the
greater part of the community will maintain a
“wait and see” attitude in the aftermath of disorders
or terroristic events. Badly handled incidents and
official inattentiveness to public sympathies and sus-
ceptibilities may evoke large-scale public reaction
against authority. Government should attempt to en-
list community support against the terrorist from
the outset. Both short- and medium-term responses
should be designed to command a substantial meas-
ure of public approval. This requires that the pub-
lic be well informed; an important medium-range
objective should be thc presentation- of a reasoned
opposition to terrorist propaganda. From a long-
term viewpoint, the government must work to create
a community climate wholly unfavorable to dis-
orders and terrorism.
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Establishing Principles

The standards and goals comprised in this report
are based upon an objective appreciation of the
fundamental values of the American society. They
are intended not only to incorporate and enhance
those values, but to harmonize with and integrate
the general operational patterns established by the
community and the public servants elected or ap-
pointed to act in its name. To be effective, a response
policy designed to meet any emergency situation
should derive from an integrated, consistent philoso-
phy of government. Responses to disorders and ter-
rorism must be determined by the strict requirement
of law, but they also should reflect the fundamental
values of the society in whose name they are made,
Thus, responses that might be possible or even
desirable under a totalitarian system would clearly
be inappropriate and unacceptable under a demo-
cratic system of government. Those responsible for
framing responses to disorders and terrorism must
make basic judgments about the priority of com-
munity values before a policy can be expressed in
terms of standards and goals for the guidance and
instruction of those undertaking operational respon-
sibilities. Such evaluations will determine the char-
acter and content of standards and goals, and—
ultimately—of real-life response decisions.

Terrorism, however practiced and with whatever
professed nobility of purpose, by its very nature can-
not be other than a vile and barbaric act. Terrorism
is not merely criminal; in a peculiarly vicious and
ruthless way, it attacks the very basis of orderly
civilized existence. Calculated to evoke a response
in kind, an act of terrorism threatens the most dearly
held values of a free and peace-loving society. The
need to respond automatically forces society into a
dilemma foreseen by terrorist theoreticians and
aggressively exploited by terrorism’s practitioners.
A weak, indecisive response plays into the terrorists’
hands by producing contempt for an authority seem-
ingly unable to protect the community. As
Clutterbuck has pointed out [p. 149]: “[If] a govern-
ment fails to protect its citizens, those citizens may
take the law into their own hands by forming, first,

vigilante groups and then, as law and order breaks
down, their own private armies. This was the road
to Nazism.” A Draconian response is equally dam-
aging. An unduly repressive official response gen-
erates fear of a different kind, erodes fundamental
freedoms, and lends credence to the terrorists’ propa-
ganda. Above all, standards and goals must be based
upon the need for a reasoned, balanced response.
Society’s response must rise manifestly above the
level to which the terrorist struggles to reduce it.
Our response should be practical and effective, but
it must always be a civilized reply to an uncivilized
act, If due weight is accorded to all society’s values
during the decisionmaking process, then regardless
of how materially harmful a transitory episode of
violence may prove, we can confidently expect to
emerge from it whole, our dearest values unscathed.

The standards and goals offered in this report are
based firmly upon the primacy of the value of
human life over all other values, concrete or abstract.
This does not mean that all other values always
must be sacrificed to conserve the life or lives en-
dangered by terrorist action, but rather that the
enormity of such a sacrifice should be uppermost in
the minds of those who shoulder the awful responsi-
bility of deciding. Difficult decisions must be
made—and hard courses of action pursued in some
cases. Ambassador Lewis Hoffacker, explaining the
United States’ approach to terrorist demands, has
said: “I hasten to underline the importance which
we attach to human life. We do not glibly sacrifice
hostages for the sake of this admittedly firm policy.
We believe that firmness, if applied with the best
diplomacy we can muster, can save lives in the long
run and probably in the short run as well.” [“The
United States Government Response to Terrorism:
A Global Approach.”]

Sincere concern for the value of human life logi-
cally extends even to the life of the perpetrator, the
terrorist who has put the lives of others in jeopardy.
It may well be that in order to save the lives of in-
nocent victims it would be necessary to take that
of the terrorist. This ought never to be done except
on that delicate balance of interests. To take ad-
vantage of a situation for any other purpose is to
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carry out an execution, one, moreover, that is under-
taken in the heat of the moment, without a trial
under ‘due process of law, By taking the life of the
perpetrator under such circumstances, society would
sacrifice its primary values. As translated into stand-
ards and goals, this fundamental principle affects
every tactical and strategic decision of response to
terrorism—from the use of deadly force to put down
an insurrection, through the intricate process of
negotiation, to the dedication of resources to redress
the human misery caused by terrorist action. The
primacy assigned to this value is evident in all rec-
ommendations made in this report. Its importance
to the orientation of the entire work cannot be over-
emphasized.

The value of property must always be secondary
to that of human life, It is difficult to conceive of any
modern society in which a contrary view openly
prevails. This assignment of priorities, clearly re-
flected in all the standards and goals in this report,
is not intended to diminish the importance of the
individual’s attachment to his property. In a free
society, property values must be accounted worthy
of the highest degree of protection feasible.

Unfortunately, the terrorist often asks society to
choose between the value of human life and the
value of property. For example, a single skyjacker
can threaten to destroy an aircraft worth millions of
dollars. From a purely materialistic view, drastic
measures should be taken to save such valuable prop-
erty. The temptation to jeopardize the life of the
terrorist and possibly that of an innocent hostage to
do so may be jgreat. Such an approach must be
strongly resisted. Likewise, the terrorist’s demand
for enormous sums of ransom money places another
quantifiable value on humagn life. If society proves
unwilling to pay his price, the terrorist gains new
evidence and more arguments with which to further
attack community values.

This should be a most important consideration in
designing responses and executing actual opera-
tions. Decisions must be made regarding how and
when to evacuate buildings in consequence of ter-
rorist threats, and whether to shoot out the tires of an
aircraft to prevent it leaving the ground in the
course of a skyjacking, The opinions of those whose
property interests are affected should be taken into
account, but the preservation of human life should
never be subordinated to the conservation of prop-
erty of whatever kind. For this reason, it is considered
not merely unrealistic but inconsistent with these
principles to seek to bar by law the payment of ran-
som. Such a policy would not correspond with the
principle of firmness enunciated above; it would
merely elevate an unproven theory into a tenet more
important than life itself.

Other values must be weighed in the balance when

30

dctermining an appropriate response to a terrorist
initiative. High priority must be given to the abstract
importance of upholding the majesty of the law and
avoiding the precedent of the surrender of principle
to naked force. Public confidence in law and order is
always weakened by what appears to be a forced
compliance with terrorist demands. Aside from
giving possible encouragement to future terrorists,
officials’ abdication under pressure constitutes a
humiliation that all must share. Anger quickly suc-
ceeds humiliation and is frequently directed at those
thought to have failed. Generally, it is part of the
terrorist’s plan to push these principles to extremes.
Of the incident at the Marin County Courthouse,
engineered to free the Soledad Brothers, Mann has
written [p. 42]: “Had Jonathan understood that the
police would sacrifice Judge Haley’s life (and the
lives of Gary Thomas, Joyce Rodoni, Maria Elena
Graham, and Doris Wittmer, if necessary) to kill
him, Christmas, McLain (and Magee, if possible),
he would never have organized the raid in that
manner.”

Those in the decisionmaking role need the
clearest guidance possible if they are to avoid mak-
ing subjective decisions harmful to society’s best in-
terests and to themselves. In such situations, it is
easy to see an apparent value in a hard-line ap-
proach. Such a course is sometimes wise and ad-
visable, but its perils must be understood fully. The
defense of the legitimate state against the emergence
of a deadly, parallel power clearly has the highest
priority, but most Americans would agree with Cana-
dian Premier Pierre Trudeau that hearts must bleed
for any necessary restrictions on fundamental liber-
ties that must be imposed to combat the menace of
terrorism. How far a hard-line approach should be
pursued when lives are at stake can only be de-
termined in individual situations. All that can be
recommended here is that the primacy of human life
be ever-present in the minds of those entrusted with
these great decisions. A struggle with a terrorist
should never assume a personal form in which the
pride of an individual officeholder competes with
the lives of those temporarily within the terrorist’s
power. The standards and goals presented here
offer specific guidance to those faced with the need
to decide upon a course of action.

The right to free expression of dissenting political
views is an extremely important value in any viable
democracy. When the government stifles such expres-
sion, it provokes a direct challenge to authority that,
in turn, requires further repression and leads to
escalation of conflict. The right to free expression
should always be favored where there is no evidence

" to suggest that its exercise might lezd to a breach of

civil peace. An exemplary statement of the choices
facing a free society was given by Lord Justice




Scarman in his Report of Inquiry into the Red Lion
Square Disorders of June 15, 1974 [p. 1-2]:

Amongst our fundamental human rights there are, with-
out doubt, the rights of peaceful assembly and public
protest and the right to public order and tranquility.
Civilized living collapses—it is obvious—if public protest
becomes violent protest or public order degenerates into
the quietism imposed by successful oppression. But the
problem is more complex than a choice between two
extremes—one, a right to protest whenever and wherever
you will and the other, the right to continuous calm upon
our streets unruffled by the noise and obstructive pressure
of the protesting procession, A balance has to be struck, a
compromise found that will accommodate the exercise of
the right to protest within a framework of public order
which enables ordinary c:.tizens, who are not protesting, to
go about their business and pleasure without obstruction or
inconvenience. The fact that those who at any one time
are concerned to secure the tranquility of the streets are
likely to be the majority must not lead us to deny the
protesters their opportunity to march: the fact that the
protesters are desperately sincere and are exercising a fun-
damental human right must not lead us to overlook the
rights of the majority.

That statement is respectfully adopted here and
the principles it embodies have been incorporated
into the pertinent standards and goals.

Similar considerations must be held to apply to
the value of privacy. This, too, is a highly regarded
and constitutionally protected right in the United
States. Howevez, the right to remain free from gov-
ernmenial intrusion into private affairs cannot be
held to extend to the planning and execution of
serious crimes. The right to privacy is not an abso-
lute right and must be regarded as qualified by the
need to balance it against other societal values
deserving of protection. Terrorism and political vio-
lence are criminal activities that are planned clan-
destinely. Preventive intelligence is indispensable to
combating them: foreknowledge of terrorist plans
and activities not only can facilitate the apprehen-
sion, precessing, and disposition of offenders ac-
cording to law, but also can enable those in charge
to take preventive measures to protect the lives and
property of those threatened by the terrorist.

In any balance of values, that of human life must
take precedence over the abstract value of privacy in
all situations. Naturally, there is potential for con-
flicts of values in this area. There will always exist
a possibility of abuse by those who overreact to a
terrorist threat. Standards and goals dealing with
these issues must be devised with the greatest care;
they should include appropriate checks and balances
of an institutional nature. Granted these practical
reservations, and a conscientious attention to the
principles suggested as governing overall priorities,
there should be little danger in admitting the second-
ary nature of the value of privacy in certain situa-
tions related to terrorism.

Standards and Goals—A Balanced Approach

All the values examined here should be incor-
porated, with "their proper weight, into any har-
monious scheme of standards and goals; the pattern
that emerges should provide for a balanced ap-
proach to the problems of prevention and response.
The terrorist seeks to maximize the potential for
conflict of values and to exploit resultant antago-
nisms for his own purposes. Prior resolution of such
conflicts through the construction of a sound, con-
sistent plan of action reduces the risk of falling into
this terrorist trap. In the assignment of values, great
weight must attach to those already expressed as
constitutional and legal precepts. However, it is
necessary to go further than this. The standards and
goals offered in this report are expressly designed to
harmonize not only with the established constitutional
and legal framework, but also to take into account
the more subtle pressures of public attitudes and
opinions. The United States constitutional frame-
work is, indeed, a constraining factor in the design of
effective responses to terrorism. There are many
areas, such as search and seizure, preventive de-
tention, arrest, and speedy trial, that are legally
obscure and in need of clarification. Nevertheless,
these very obscurities respond to a need in Ameri-
can society that has achieved expression in consti-
tutional law and subsequent interpretations handed
down to us by the courts. The strength of these
sentiments has been fully respected in these stand-
ards and goals; the sentiments themselves are re-
garded as being quite as real as the legal precepts
from which they stem. The temptation has been
resisted to extend these principles too far in the con-
struction of preventive and response measures in
these standards. The values and priorities that have
been ascribed to them, as incorporated in the stand-
ards and goals, are thought to reflect an objective
interpretation not only of the normative structure but
of the underlying social and political substratum
upon which it rests,

Planning Responses to Mass Violence,
Terrorism, and Quasi-Terrorism

This report places strong emphasis on the need for
planned, coordinated action in combating threats of
terrorism and extraordinary violence, It is impor-
tant to realize that the terrorist always has the ini-
tiative and that he may strike at any part of the
community. Good planning will insure that a com-
munity’s response will not be improvised and that it
will be consistent with the fundamental principles dis-
cussed above. Impromptu responses may be unnec-
essarily harmful to the functioning of the community
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or, by their repressive nature, may impair valuable
principles. In addition, it has been recognized that
different jurisdictions will have very different capaci-
ties to plan for and cope with contingencies of this
kind. Terrorism and other forms of extraordinary
violence discussed in this report can occur anywhere
and at any time. The perpetrators will not neces-
sarily strike in areas where the greatest sxperience
lies or where the greatest defense resources are avail-
able. Realistic standards and goals must be con-
structed; these should be valuable for those com-
manding extensive resources and for those whose
response capabilities are modest and therefore sub-
ject to proportionately greater pressure. Accord-
ingly, a comprehensive approach to contingency
planning has been adopted, and standards and goals
are drawn in terms sufficiently detailed as to offer
guidance for those whose experience and resources
are likely to be put under severe strain by the un-
expected eruption of mass viclence or terrorism
within their jurisdictions. (The content, dissemina-
tion, and use of contingency plans is discussed in
detail in the appropriate sections of the report.)
Contingency plans should be systematically reviewed
and updated to meet the ever-changing patterns of
terrorism and political violence. The emphasis
throughout this report is on the use of preventive
measures wherever possible. When prevention fails
and a terrorist incident occurs, the preparedness in-
volved in prevention facilitates effective response.

The keynote of the planning process is involve-
ment. Although some parts of the response strategy
will necessarily be restricted in dissemination, the
character of the planning process and the degree of
involvement envisaged would generally preclude
secrecy. The standards and goals recommend that
each community group and each jurisdiction conduct
its local planning process on the widest possible
base to guarantee the greatest possible measure of
realism and effectiveness. This style of planning re-
quires interagency and interjurisdictional coopera-
tion, which should be coordinated by the highest
authorities involved according to a consistent, rea-
soned philosophy.

The menace of terrorism stimulates a focus of at-
tention and a need for coordinated community re-
sponse that no other criminal activity has generated.
Traditionally, the different components of govern-
ment and the different elements of the criminal
justice system have developed operational policies
and procedures in relative isolation. Only inciden-
tally has this involved a coordinated approach, and
somctimes the result has been practical conflicts.

The planning for responses to terrorism sug-
gested in this report is postulated upon the prospect
of a much more severe terroristic threat than this
country has experienced so far. Increased terror-
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istic activity would place a severe strain upon a
divided and uncoordinated criminal justice system,
Law enforcement responses must be coordinated
with those of the courts, and the whole must inte-
grate the dispositional and correctional phases.
Government executives and legislators must under-
stand their functions within this totality of responses.
Society should reply to the. terrorist with one voice,
Above all, planning must be thorough so as to avoid
operational indecisiveness. A terrorist situation may
demand quick and irrevocable decisions. If con-
tingency planning has been comprehensive and re-
lated to operational realities, there should be no
hesitation in execution and no jurisdictional or com-
mand antagonisms of which the terrorist can take
advantage.

Political terrorism is a transnational phenomenon
whose implications for domestic security in the
United States remain, for the present, compara-
tively slight. Generally, the prospects for compre-
hensive, international contingency planning to meet
the threat of terrorism are not encouraging. How-
ever, many nations sharing common interests and
values are faced with similar terrorist threats. The
approach suggested here for local and national plan-
ning should be modified as necessary and extended
to the international field, Wherever possible, under-
standings should be developed among friendly na-
tions that will provide for a coordinated response to
terrorist attacks. Terrorists choose sensitive targets,
tending to strike at areas where disagreement and
divisiveness over the matter of response might be
expected. Contingency planning on an international
level can strengthen ties that otherwise might be
weakened by terrorist action aimed at producing
such a result. International planning and coopera-
tion can be particularly effective in prevention
through exchange of information on individuals and
groups and development of measures to frustrate
terrorist preparations and operations.

Creation of Official Policies of Prevention and
Response

The establishment of the theoretical underpin-
nings of a useful prevention and response policy is,
by and large, an inductive process. The general
principles are derived from the accumulated experi-
ence of handling numerous, widely differing inci-
dents of terrorism and extraordinary violence. It is
this experience, both national and international,
which has been drawn upon, analyzed, distilled, and
presented in the form of these standards and goals.
They are not presented as immutable principles or
universal panaceas, but they do try to reflect the ele-
ments of successful handling of the novel and grow-




ing problems in this area. The prevention and re-
sponse measures suggested have been organized and
stated in detail according to the audience to which
they are addressed: civil authorities, legislatures, law
enforcement authorities, courts, corrections officials,
and the nonofficial community. Inevitably, there is
substantive overlap in each of these areas, and some
matters will be stated and reiterated from different
viewpoints. The heaviest emphasis, textnally, has
been placed upon the law enforcement area because
it is here that society’s response to terrorist activity
is most direct and crucial. The law enforcement
officer stands, often literally, directly in the line of
fire. In most cases, his training, preparation, and
response mean the difference between life and death
for those endangered by terroristic activity. What-
ever the underlying philosophy and response policies
of a society, the primary responsibility for putting
these theories into practice rests with law enforce-
ment agents. Here, more than elsewhere, the experi-
ence of those involved in the fight against terrorism,
quasi-terrorism, and mass violence generally has
been drawn upon and translated into precepts for
future action. Although this emphasis is believed to
be appropriate, it ought to be kept in context. The
part played by the law enforcement community in
society’s prevention and response program should
be seen as a part of an integrated whole and should
be consistent with the program’s philosophy.

A Poiicy of Restraint

Fundamentally, all the preventive measures and
responses are based upon a policy of restraint. Over-
reaction is what the terrorist seeks. Measures that
would control and contain terroristic activity should
always be designed to thwart that end. In practical
terms, this involves the avoidance of the following:
harsh, restrictive legislation likely to erode substan-
tive and procedural freedoms; distant, impersonal
executive actions; repressive and insensitive law en-
forcement; and excessive emphasis on retribution in
the dispositional phase. The political terrorist seeks
to manipulate the inert mass of society so as to gain
its support against established authority, In pursuit
of this goal, a fundamental tactic is to provoke
authorities to overreaction. In democratic countries,
where there is a tendency to favor the underdog,
even mild repression tends to enhance the image of
the terrorist. The terrorist must not be allowed to
distort the direction or operations of the law en-
forcement system, for this is to concede his power
to bring about change by violent means.

Although up to now in the United States the effect
of terrorism has been slight, this record is not a
realistic measure of its potential for harm. Because

overreaction is generally the product of surprise and
unpreparedness, it is urged that officials make prep-
arations to cope with terrorist activity on a much
more serious level. Terrorism, characteristically, is
arbitrary, unpredictable, and anonymous; terror is in-
duced by the very abnormal nature of the act.
While, to some, the time may not seem ripe for revo-
lution in the United States, there are many who are
too impatient to wait for favorable conditions. Low-
level action must be expected from such groups, and
it would be unwise and inappropriate to meet it
with a high-level response. Proper preparation based
on a policy of restraint will make it possible to
correctly evaluate the threat and to anticipate it
before it is activated.

The Disciplined Response

It has been said that: “[Terrorism] is often a
strictly disciplined form of violence.” [Hutchinson,
p. 393.] Responses to terrorism, too, must be char-
acterized by discipline—both in immediate responses
and in preventive measures. For example, preven-
tive intelligence—the importance of which is
agreed upon by almost every serious authority—
must not only be subject to the strictest dictates of
the law but also must be tempered in its exercise
by a stern sense of discipline. Covert operations by
their very nature are susceptible to unauthorized and
excessive practice. Those entrusted with these deli-
cate functions must temper their zeal and dedication
with a strong sense of discipline so as to avoid the
kind of excesses that have led to public disquiet and
criticism, have produced a backlash of more ex-
treme protest, and have rendered the intelligence
function ineffective. Discipline is particularly neces-
sary when law enforcement agents are provoked
while dealing with civil disorders. In recent years,
some of the ugliest tragedies in the United States
have resulted from neither calculated brutality nor
callous insensitivity but from undisciplined zeal or a
panic reaction. Negotiations with terrorists and quasi-
terrorists under extremely provocative and humilia-
ting conditions—often following the deaths of inno-
cent people and law enforcement officers—can only
be carried out by well-disciplined personnel who are
able to subordinate their own feelings to the needs of
the moment. The long hours of waiting necessary for
a satisfactory confrontation with a barricaded crimi-
nal holding hostages cay only be borne by those
endowed with disciplice and understanding, Disci-
pline is required to restore order, to outwit the ter-
rorist, and to disarm him, It is the most effective
weaprn at the state’s command, and heavy emphasis
must e placed upon it in the standards aad goals
addressed to law enforcement personnel.
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Strict Compliance With Law

As a correlate of restraint and discipline, a con-
cern for the strict upholding of the law is of highest
importance in the combating of disorders and ter-
rorism. The inclination to stretch the strict terms of
the law in order to preserve its perceived spirit is
common. Those who do so, whatever their motives,
are gravely in error. The argument that “extremism
in the defense of liberty is no vice” may well be the
greatest disservice to true liberty. The words of the
President’s Commission on Campus Unrest bear repe-
tition hete: “No one serves the law by breaking it.”
Extreme, barbaric violence is provocative and de-
signed to generate a like response. Such provocations
must be strongly resisted. It would be as imperti-
nent to instruct law enforcement officers to keep
within the bounds of the law they are sworn to
uphold as it would be, for example, to enjoin mem-
bets of the medical and legal professions to observe
the standards and ethics of their respective pro-
fessions. Accordingly, these standards and goals
eschew such trite injunctions. Yet it is a common
terrorist strategem to tempt those responding to ex-
ceed the bounds of both law and decency. This
must not be overlooked by those in charge of im-
plementing this response. Society must always react
to indiscriminate terrorism with care and discrimina-
tion.

Communily Responses

The need for community response and responsi-
bility is strongly stressed in these standards and
goals. If terrorism is the spearhead of revolution,
then law enforcement must be seen as the stout
shield of the community against such attack. The
police need broad public support to perform their
tasks adequately. The nonofficial community cannot
remain passive and neutral before the threat of
terrorism. The terrorist lives in the community. He
needs safe haven and anonymity in which to prepare
and organize, from which to strike out in attack, and
to which he can retreat after his crime. He seeks,
too, to attract the community to his side in the
struggle, by generating hostility between the com-
munity and its police. This must not be allowed to
happen. The community must rally around its offi-
cial representatives and repudiate violence of this
kind. Certain segments of the nonofficial community
have special responsibilities, for their contribution
can materially affect the control and containment of
mass violence and terrorism and aid in the reestab-
lishment of order in their aftermath, The media have
a special role. Strong, free, and independent mass
media are an invaluable bulwark against mass vio-
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lence and terrorism. This cdnnot be overem-
phasized, and the importance of the media’s role is
expressed throughout the report. Official coopera-
tion with the media is equally stressed. Incidents of
extraordinary violence are extremely disturbing to
the community, and there is a need for the dissem-
ination of accurate informatiori and instructions.
These can only be provided if there exist mutual trust
and cooperation between the authorities and the
representatives of the media.

Other nonofficial segments of the community also
have important roles in emergencies caused by mass
violence and terrorism. Specialized health care serv-
ices are often needed during and after these inci-
dents. Careful planning and cooperation with the
official community are necessary to provide such
services. The psychological effects of a continuing
pattern of extreme violence on a community must
be carefully studied and preparations made on the
basis of the results. Health care professionals, too,
have an important role to play in preventing dis-
orders; many will be called upon to play a more
active role in the course of negotiations over hos-
tages and similar incidents. Once more, it is impor-
tant to stress that terrorism and mass violence are
not, exclusively, law enforcement problems; an in-
tegrated, interdisciplinary approach to them is
necessary if they are to be properly understood and
steps taken for their resolution. The academic and
research community also has an important part to
play, by studying the phenomenon and communicat-
ing its findings to the official community.

The Constructive Approach

In drawing up standards and goals for the disposi-
tion of criminal cases arising out of incidents of mass
violence, terrorism, and quasi-terrorism, a consistent
criminal policy has been followed. However horri-
ble and barbdric the crime, vengeance is not a use-
ful principle on which to base a response policy.
Harsh and repressive treatment of offenders will not
necessarily eradicate this threat from our midst. The
purely retributive approach is simply not a con-
structive one. Society must show firmness and de-
cisiveness, but it must not allow these qualities to
develop into an obstinate show of force. The overall
effects of a stern policy against terrorism must be
carefully measured, and preparations must be real-
istically attuned to a level of terrorism much higher
than that experienced to date. In dispositional terms,
this will have several important consequences. More
terrorism and increased sentences will mean a need
for more places in more secure prisons. The effects
of this on our overall prison policy will need to be
carefully studied, because the stresses and strains in




the present system are already considerable. The
possibility of our prisons becoming centers for revo-
lution has not been overlooked by those who seek to
promote dissidence and militant discontent. There is
need, therefore, for a rational and consistent
corrections policy and a realistic appraisal of the
quality and quantity of present resources. Those who
are punished by being deprived of their liberty must
not be so harshly treated in such conditions that they
will .seek to promote further revolt against the sys-
tem from within prison itself. Accordingly, the ap-
propriate standards and goals emphasize the need to
provide conditions for reform where possible and
adequate security and protection for the community
where it is not.

Social Programing as a Prophylactic

Social programing is emphasized as a means of re-
ducing community tensions and creating a climate
unfavorable to the development of mass violence
and terrorism. This is embodied in the statement of
goals, being seen as a long-term objective. The
resurgence of student violence in France after a
long period of quiet should serve to remind us that
deeply rooted problems do not disappear of their
own accord. In this country, political extremists have
no lack of causes to exploit in order to create the
kind of political discontent out of which violence
can quickly grow. Opportunities for noncriminal and
nonviolent expression of extreme political view-
points should be provided. Where protest becomes
necessary, it should be peaceful. Above all, polariza-
tion of social conflict and inflexibility in responding
to grievances should be avoided. Such inflexi-
bility invariably leads to the creation of a revolu-
tionary climate and the advocacy of violence. Many
political activists who advocate the use of force to
bring about social change have espoused the right

ideas but the wrong methods. Violence, and more
particularly terroristic violence, is always wrong;
that is the firm base on which all these standards
and goals rest. Terrorism can never be justified,
and it ought not to be condoned. The standards
and goals that are proposed in the following pages
as measures or responses constitute, it is hoped,
the answer of a civilized society, conscicus of its
duties fo all its membus, to an ugly and intolerable
attack. " o
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Introduction

The following recommendations conform to the
general tenor and direction of those suggested in
other sections of this report. Consequently, the
prompt adoption of effective, preventive measures
is emphasized while the need for anticipating the
worst and being ready to cope with it through plan-
ning and preparation is stressed. This chapter is
addressed primarily to those elected officials of our
system entrusted with executive authority. The scope
and nature of their official powers vary as widely as
the offices themselves. But their responsibilities for
the well-being, peace, and order of the communities
that they are elected to serve and the approaches to
the discharge of those responsibilities are a common
framework for which a relatively homogeneous set
of recommendations can be made. Therefore, these
recommendations apply to the Federal and State
governments as well as to local authorities, with
such modifications in sense as may be necessary for
each case. Despite the generality of some of the
standards and goals, they are not intended as a de-
sign for government in the broad sense. These stand-
ards and goals suggest to executive authorities the
minimally desirable responses to the specific threats
of disorder, terrorism, and other forms of extraor-
dinary violence.

The recommendations in this chapter are not
based on a holistic view of the community, but are
predicated rather on the common interest of a sub-
stantial majority in maintaining the peace against
a comparatively small, activist element seeking
change by violent means. Brian Crozier observes
[p. 104]: “All challenges to law and order, whether
from the Right or the Left or merely criminal, are
to be feared by the mass of ordinary citizens who
merely wish to live their lives at peace and go about
their business unhindered.”

The recommendations also are founded on an ac-
ceptance of our social and political institutions as
they presently are structured. Although these insti-
tutions could be the subject of informed criticism in a
different setting, this is not the proper forum for
such an exercise. These standards and goals are not

based on a presupposition of the rightness of our
present form of government in the dialectical sense;
they are based on an acceptance of it as sociohis-
torical fact. Although the institutions and systems
themselves constitute a provocation and a challenge
to some of those seeking change by violent means,
the vast majority is, if not completely content, at
least acquiescent in the system as it stands. When the
system does not satisfy persons’ interests, these occa-
sional frustrations and anxieties momentarily convert
them into sympathizers or tacit supporters of hostile,
militant elements. If their criticism were articulated,
it would not be of the system as such but of the way
in which it functions. The standards and goals are
realistically directed not to changing the existing
system but to improving its working, thus providing a
measure of satisfaction to those who might otherwise
be aggrieved, thereby eroding any potential support
for subversive or extremist elements.

The standards and goals represent a compromise
between extreme paranoia, which views disorder
and revolution as immediate and inevitable in the
present volatile state of the world, and the polar ex-
treme of complacency, which disregards the more
ominous signs that have manifested themselves else-
where simply because “it couldn’t happen here.”
Because there is as little basis for complacency as
there is for paranoia, the recommendations sug-
gested here aim at a balanced, realistic approach
based on an appraisal of the present and future
risks and of the minimum action required by a civil
authority. The brittleness and vulnerability as well
as the strengths of much of our present society are
recognized. These strengths are intended to be rein-
forced by these standards and goals so that our
society may prove resistant to the onslaught of those
whose own goal is society’s total destruction.

The rise of the urban guerrilla phenomenon im-
poses special burdens on those to whom executive
authority is entrusted. Unlike the northbound prog-
ress of the African bee, the emergence of the
developed, urban guerrilla offensive in the United
States cannot be predicted with certainty, nor can its
mutations be determined at this stage. It is by no
means certain to what factors we owe the relative
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immunity that we have enjoyed to the present. Most
studies suggest that we would be most unwise to
predicate future policy on a continuance of that
immunity. The apostle of urban guerrillismo,
Abraham Guillén, reminds us [p. 289] that: “A
handful of men can make the revolution by taking
advantage of an economic crisis (massive unemploy-
ment, the shutting down of factories, increasing
misery, etc.).” Unhappily, these conditions exist in
many areas of the United States and are ripe for ex-
ploitation by those organized to such ends. Nor
should it be overlooked that one of the most dan-
gerous of radical groups in the United States has
declared that “A single spark can start a prairie
fire.” There is all too much tinder about and props
galore for a mass conflagration. Civil authorities must
be prepared not only to douse the blaze; they must
reduce the supply of combustible materials to a
prudent minimum,

Strong recommendations are made to involve the
comn:unity in the governmental process. Many of the
frustrations of modern life that sometimes produce
violent reactions stem from the impersonality of
government at all levels. This state of affairs can
and should be addressed by civil authorities. The
fight against terrorism can only be won by harness-
ing the community spirit to resist the destruction
aimed at it by this small but determined element in
its midst. It was well observed of the Tupamaros
[Maria Esther Gilio, p. 12], who enjoyed spectacular
success in Uruguay for a while:

It is yet to be proven that urban guerrilla activity will
be any more successful than rural guerrilla activities have
been. Whether the Tupamaros will be able to come to
power will depend in large part on the ability of the more
traditional elements in Uruguayan politics to deal with the
problems that plague Uruguay and create the circum-
stances that generate a considerable degree of popular
support, or at least sympathy, for the Tupamaros.

The present recommendations are designed to alter
the prospective urban guerrillero’s terrain. This can
and should be done by the civil authorities responsi-
ble.

Every contingency cannot be taken into account;
to do so is not only uneconomical but playing the
terrorists’ game. Certain preparations are both pru-
dent and necessary, however. Of particular impor-
tance are preparations for actions by the civil
authority given certain conditions. Of equal impor-
tance is the planning for cooperation among the
various agencies through which the public response
is directed. Organized terrorist groups work through
tightly knit cells; they must not be allowed to take
advantage of any looseness in the organization of
the official response. By assigning responsibilities
and making effective provisions for constant coordi-
nation, the advantage of the terrorist initiative and
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nuclear organization can be substantially countered.

Specific suggestions are offered for designing the
framework within which the civil authority and rep-
resentatives of the community can provide an out-
let for legitimate protest. Martin Luther King, Jr.,
observed:

The Negro has many pent-up resentments and latent
frustrations, and he must release them. So let him march;
let him make prayer pilgrimages to the city hall; let him
go on freedom rides—and try to understand why he must
do so. If his repressed emotions are not released in non-
violent ways, they will seek expression through violence;
this is not a threat but a fact of history. [Letter from
Birmingham Jail.}

Protest does not need to be disorderly to be effec-
tive. The right to demonstrate peacefully should be
protected by the authorities. Although this protec-
tion can never be a guarantee against those who
have only the objective of wrecking society, the
suggested measures offer a reasonable safeguard
against the utilization of the largely unthinking
masses who are drawn into such demonstrations as
pawns in an unsavory power struggle. Moreover,
such preparations facilitate control and containment
of disorder even when it cannot be prevented, and
sensible provisions for avoiding major disruption to
community life can be incorporated into the con-
tingency plan. These standards and goals strongly
recommend that the civil authorities avoid becoming
compromised by direct participation either before or
after the event. Particularly where terroristic or
quasi-terroristic activity takes place, demands are
often made of the civil authority itself. In view of
its prevalence and importance, this delicate situa-
tion is dealt with in a separate standard in a de-
tailed fashion.

The standards offer a clear policy on the use of
the military forces. Powers to invoke such assistance
should be used only in cases of extreme emergency
where the likelihood of a real breakdown in law
and order exists. The armed forces should never be
used as an instrument of coercion or in mere supple-
mentation of the inadequate legal powers of the civil
authority. Once the military forces are called out,
there should be a clear understanding of their pur-
poses, policies, and procedures. This demands con-
siderable contingency planning between the armed
forces and the civil authority and agencies con-
cerned.

Part of the terrorist plan for the disruption and
disorganization of society is to cause an official over-
reaction, particularly in terms of security and protec-
tive arrangements. Such overreaction has the
tendency to aggravate still further the impersonality
and withdrawal of government. Civil authorities
have the obligation to strike a proper balance in the
public interest between necessary and feasible ex-




penditures to safeguard some likely terrorist target
and excessive expenditures that would waste pre-
cious resources. We are told by Richard Clutterbuck
[p. 617 that: “Even a private residence can be made
into a fortress, at a price.” Sensible precautions can
and must be taken; the fortress concept should be
discarded not merely on grounds of cost but by rea-
son of its effect on the quality of life generally. Simi-
lar observations can be made with regard to per-
sonal security, and a separate standard with detailed
recommendations for antiassassination measures is
offered.

The role of the media in relation to terrorism is a
recurrent theme. The part played by the media is
important because those who engage in acts of ter-
rorism and polifical violence need the assistance
of the media in order to consummate their purposes.
This has not been lost on thoughtful commentators.
Stephen Rosenfeld, writing in the Washington Post
[Nov. 21, 1975], observes: “So if the purpose of
terror is to send a message, we messengers should
consider not sending it. Instead of mindless collab-
oration with terrorists, we should become mindful
of the critical relationship of our purpose and
theirs.” Standard 4.10 deals only with the responsi-
bilities of the civil authority in relation to the media,
but it should be understood in the wider context of
the problem generally. The media should have con-
fidence in the civil authority, and the media should
remain credible in the eyes of the public. Only
through a frank and honest exchange of views and
information, even under emergency conditions, is
this possible. An adversary relationship between the
civil authority and the media can benefit none but
the terrorist.

The standards address the problem of social dis-
ruption consequent upon disorder, terrorism, and
other acts of extraordinary violence. The rapid res-
toration of the community to normality and the

lifting of the inevitable restrictions that follow such
incidents is emphasized so that as little hardship as
possible is imposed on the general public. The ter-
rorist seeks to cause hardship on a wide scale in the
hope that public discontent will be directed at the
civil authority. The authorities must take energetic
measures to limit the direct harm and mitigate the
incidental consequences. In this regard, relief and
rehabilitation measures are particularly important.

Perhaps the most important defense against dis-
order and terrorism is social solidarity—a massive
cooperative repudiation by the authorities and the
community, The final standard in this chapter urges
practical cooperation that should ease some of the
fundamental problems out of which disorder, ter-
rorism, and political violence grow. Only by mean-
ingful community/government relationships can the
fertile soil in which terrorism flourishes be made
barren.
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Goal 4.1

Improving the Social
Climate

It should be an important obligation of civil au-
thorities at all levels to work toward the creation of
social conditions which promote the general well-
being of communities, provide peaceful and effec-
tive means for expression of grievances, promote
understanding and respect for the law, and provide
for monviolent methods of social change so that
criminal disorder and terrorism will be strongly per-
ceived by a substantial majority as unacceptable
aberrations disruptive of social progress and pros-
perity. Thus, those who would challenge society’s
values by violent means will find neither popular
support nor safe haven. Preventive measures should
be emphasized so as to reduce poiential sources of
conflict and the underlying caunses of extraordinary
violence and to weaken the contagious -effects
wherever it has occurred.

Commentary

This goal must be read in the light of the wider
purposes and objectives of the organized terrorist—
domestic or transnational. Although the United
States has not spawned extremist movements that so
far seem capable of harnessing widespread social
dissatisfactions to their own purposes, the possibil-
ities of this happening in the future should never be
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cavalierly ignored by the civil authority. Hobsbawm
observes [p. 89]: |

[MJost of the great revolutions which have occurred
and succeeded, have begun as ‘happenings’ rather than as
planned productions. Sometimes they have grown rapidly
and unexpectedly out of what looked like ordinary mass
demonstrations, sometimes out of resistance to the acts of
their enemies, sometimes in other ways—but rarely if ever
did they take the form expected by organized revolutionary
movements, even when these have predicted the imminent
occurrence of revolution. That is why the test of greatness
in revolutionaries has always been their capacity to discover
the new and unexpected characteristics of revolutionary
situations and to adapt their tactics to them. Like the
surfer, the revolutionary does not create the waves on
which he rides, but balances on them.

The Weather Underground has declared:

Objective conditions do not produce revolution them-
selves. In times of crisis and change people’s fears and
discontents and hopes can be mobilized in different direc-
tions—toward opiates of all sorts, reform, right-wing move-
ments and war. That is why revolutionary organization,
leadership and example are required to call the discontent
into life and action, to seize the time.

This last recommendation for action could well be
taken in its reversed form by any civil authority de-
sirous of harnessing the power of the community to
combat disorder and terrorism.

The progress from indifference to active support




of the terrorist and subversive is insidious and is
nourished on the cumulative effect of a host of minor
social dissatisfactions rather than on a single, mas-
sive challenge to governmental authority. A sub-
stantial segment of the community is not merely polit-
ically apathetic but surprisingly naive in its beliefs
and reactions. This segment is easy prey for extrem-
ists and is materially influenced by the apparent
successes of radical action, Civil authorities cannot
afford to ignore the existence and attitudes of this
passive mass or wait until it has thrown its support
in a crisis to those seeking change by violent means.
Civil authorities must work energetically to combat
apathy and to orient apathetic individuals towards
socially beneficial attitudes and actions. To this end,
civil authorities must strive actively to promote so-
cial satisfaction so that anything disruptive of that
condition is perceived by the substantial majority as
inimical and to be repudiated. In short, government
must be seen to care. Where this satisfaction exists,

the words and deeds of the agitator fall on deaf
ears.
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Goal 4.2

Developing the
Community
Response

The civil authorities should set the tone for a
community’s response to crimes involving disorder,
terrorism, and other acts of extraordinary violence,
Strong emphasis should be placed on the develop-
ment of civil solidarity. Whatever the diversity of
political viewpoints in the community and the
varying ideas of the ways in which general progress
and prosperity are to be attained, every effort should
be made to secure consensus on a commonly accept-
able policy to eschew viclemce as a means of ini-
tiating social change and to repudiate those who use
such means ostensibly for that purpose. Civil authori-
ties should develop a special sensitivity to the needs
of their communities to grow emotionally as well as
materially. It is very necessary for such authorities
to reduce the impersonality of the governmental
process and to narrow the growing gap between
ordinary members of the public and those entrusted
with the responsibilities of wielding executive au-
thority in their name,

Commentary

Brian Crozier has written [p. 137]: “Good
government prevents conflict; bad government fos-
ters it. Strong government discourages conflict; weak
government makes it inevitable.,” The legitimacy of
a nonauthoritarian regime depends in large measure
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upon subtleties of public confidence which express
themselves mainly in the form of tacit acceptance
or acquiescence. In democratic states it is a frequent
terroristic objective to seek to erode the delicate re-
lationship of the people to their government. An
important way to effect this erosion is to increase
steadily governmental reaction to terrorist tactics.
In this way, the regime becomes more and mmore
authoritarian and more and morse remote from the
people that provide its real measure of support.

Richard Rose makes a useful distinction between
authority and support [p. 28]:

To say that a regime has authority says nothing itself
about the pattern of relations between the regime and
population. Its authority may be fully legitimate, non-
existent or something in between. To avoid the use of the
universal concept as if it discriminated between different
types of authority, one must descend the ladder of abstrac-
tion. The authority of regimes can be measured and differ-
entiated by two characteristics; the extent of diffuse support
for the regime among intended subjects, and the extent to
which its population complies with basic political laws. In
this study, the concept of support refers to a diffuse feeling
that the institutions of a regime merit positive endorsement.
The attitude is diffuse, because it does not refer to specific
characteristics, such as the personality of the chief execu-
tive, the procedures of the legislature, or the activities of
tax collectors. An individual may dislike a specific feature
or personality in his regime, yet still maintain that overall
it is good, or even the best in the world.




Authority can be imposed by force, where neces-
sary; on the long term, strong government in our
socicty can only be possible through the active cul-
-tivation of popular support.

It has been said that: “Consensus has become the
magic word in American politics. With a consensus,
it is said, almost anything can be achieved, and
little or nothing without it.” [Louis Heren, p. 70.] A
society that achieves consensus on the unaccepta-
bility of violence as 4 means for effecting change
legitimates the measures taken by its elected author-
ities against those who would run counter to popu-
lar sentiment. It is the task of the civil authority to
promote consensus on this point; for nothing affords
a better defense to the community than a strong be-
lief in such tenets and confidence in the proper au-

thorities to take appropriate measures to uphold
them. Civil authorities need to develop real sensi-
tivity to what the people think and feel on important
issues. Insensitivity can lead not only to loss of office
but to the loss of confidence that precedes loss of
direction and social control.
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Standard 4.1

Contingency
Planning

Civil authorities should develop detailed contin-
gency plans to insure the effective continuance of
vital governniental services in emergency situations
produced by civil disorder, terrorism, and other acts
of systematic violence. The nature and content of
such plans will vary according to the level of govern-
mental responsibility ordinarily enjoyed by the su-
thority developing the plan and from jurisdiction
to jurisdiction, but should deal, in clear and specific
terms, with the fellowing matters:

1. The steps to be taken so as to proclaim, or
cause to be proclaimed, a state of emergency and
the executive and administrative consequences of
such a preclamation;

2. Publication and diffusion of the proclamation
and its consequences for the general public;

3. Emergency lines of responsibility among the
various components of the civil authority and refa-
tionships witls other Federal, State, and local authori-
ties;

4. Any alternative locations, facilities, and modes
of operating as an authority;

S. The safeguarding of existing communications
systems and the developing of secure alternative
systems;

6. Rumor control and maintenance of effective
communications with the public;

7. The protection and continuance of vital com-
munity services;
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8. Clarification of the powers of governmental
personnel who are taken hostage or otherwise inca-
pacitated from acting as required by law;

9. The safeguarding of vital archives and docu-~
mentation; and

10. A4ny measures of public relief for victims of
crime involving civil disorder, terrorism, and similar
acts of extraordimary violence, and others whose
lives have been disrupted.

Commentary

This standard is based on the need to expect and
to prepare for the unexpected. The apparent
strength and stability of our society should not blind
us to its weaknesses nor urge upon us a state of un-
preparedness. Hobsbawn has written [p. 234]:

Of all the many unexpected events of the late 1960s, a
remarkably bad period for prophets, the movement of May
1968 in France was easily the most surprising, and, for
left-wing intellectuals, probably the most exciting, It
seemed to demonstrate what practically no radical over the
age of twenty-five, including Mao Tse-tung and Fidel
Castro, believed, namely that revolution in an advanced
industrial country was possible in conditions of peace,
prosperity, and apparent political stability. The revolution
did not succeed and, as we shall see, there is much argu-
ment over whether it was ever more than faintly possible
that it should succeed. Nevertheless, the proudest and most




self-confident political regime of Europe was brought to
within half an inch of collapse.

It is cautionary that revolution was in the air on a
wave of rising expectations rather than when so-
ciety was floundering in the trough.

This standard is of primary importance given the
assumption that a concerted terroristic plan to dis-
organize society and to profit from the resultant
disruption is possible. Although incidents will not
necessitate the use of more than a small portion of
the overall contingency plan, each plan should be
sufficiently comprehensive to cover grave situations
that by reason of their gravity affect a wide range
of executive operations. The plans should be re-
viewed constantly and lessons should be incorpo-
rated into them as they are learned. All who are
affected administratively and operationally by the
plans should be familiar with their terms and with
their own precise responsibilities under them. The
object of the true terrorist is to cause widespread
chaos through fear and uncertainty. Guillén has
written [p. 276]: “A revolutionary organization
must demonstrate that it knows more than its bour-
geois rivals in power. To displace the bourgeoisie
and the bureaucracy, it must convince the public of
their incompetence.” The civil authority must never
lose control nor be perceived by the public to have
lost control of the situation. At such times, it is es-
sential that the civil authority move with deliberate
speed and decisiveness. This presupposes an exten-
sive, measured preparation enabling each person in
each agency involved to know what is required and
to put what has been planned swiftly into effect.

The vulnerability of modern society has often
been remarked; this characteristic makes terrorism
a potent force in our times, The frightening poten-
tial of the disruptive qualities of terroristic action
can be appreciated if one considers an event such as
the accidental destruction by fire on February 27,
1975, of the central telephone office serving the
Second District of Manhattan. The disorganiza-
tion produced by the total loss of telephone com-
munication in this high-density area involved even
the police emergency line. The event generated
fear and interfered with public, commercial, and pri-
vate aspects of life in a dramatic way. Although even
the most effective plans could not guarantee against

deliberate terrorist action designed to produce a sim-
ilar effect in this or other areas, proper contingency
planning can mitigate many of the consequences and
avoid a breakdown of authority and loss of public
confidence. At a minimum, contingency plans
should discuss all actions that are necessary to in-
sure the functioning of government and of the agen-
cies dependent on it. Contingency plans must insure
the provision of vital community services on an
emergency basis.

The contingency plan should always provide for
some relief efforts consequent upon the eruption of
extraordinary violence in the community. The ob-
jective of disorder is not to remedy by direct means
a state of affairs in the community but rather to ex-
acerbate it so that the resultant chaos and damage
bears upon an even wider segment of the community
in order to arouse a massive demand for social
change. Thus riots and individual terroristic acts
worsen the community’s material state and increase
the level of discontent. The civil authority should
anticipate this consequence and should plan for
prompt relief for those who have suffered and should
endeavor to return the community to normal as
quickly as possible after the violence has subsided.
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New

Related Stundards

The following standards may be applicable in im-

plementing Standard 4.1:

5.5 Emergency Powers

5.7 Content of Emergency Legislation

6.2 Planning for Mass Disorders

6.3 Planning the Police Response to Individual
and Small-Group Terrorism and Quasi-
Terrorism

45




Standard 4.2

Interagency
Cooperation

To meet the potential iiwreat of disorder and ter-
rorism, civil authorities should iake positive steps
to create a viable planning structure to insure effec-
tive cooperation among the various law enforcement,
criminal justice, and other agencies subject to their
centrol. Although detailed contingency planning
will be left, as recommended, to the different agen-
cies concerned, the civil authority should settle over-
all policy and coordinate the efforts directed towards
the impiementation of that policy. To this end, the
civil authority should be appropriately represented
on each planning body. Such representatives should
meei regularly in a general, coordinating council
organized for the purpose. General policy considera-
tions, developed by the civil authority in response
to public sentiment, local and national, as weil as to
technical consideraticns, should be reflected in the
plans so developed.

In the planning process, special attention should
be given to delineating with clarity responsibilities
that will be assumed directly by the civil authority
through its designated representatives in the event
of certain contingencies involving incidents of dis-
order, terrorism, or other extrzordinary violence;
to designating any services that will come directly
under the orders of that authority; to arranging for
the heads of all subordinate agencies to inform the
civil authority of all important operations affecting
an exercise of its powers; and to providing for
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ongeing consultation among those responsible for
the direction and managemeni of operations.

Commentary

This standard is in conformity with the recom-
mendations made elsewhere with regard to the proc-
ess or institutional mechanism of planning. If
called upon to act in a situation involving disorder,
acts of terrorism, or other extraordinary violence,
each agency should be aware of its response capa-
bilities and the need to adapt these to an overail
policy laid down by the supreme executive autharity.
The actual planning process should begin at the
agency level, subject to general policy directives,
rather than being imposed on the agencies from
above. Detailed’ contingency planning should be
undertaken by the agencies directly engaged in re-
sponding to disorder, acts of terrorism, and other
2xtraordinary acts of violence. This preference poses
the need for the development of an overall, har-
monious policy, laying down broad guidelines, for
example, on interagency cooperation; chains of com-
mand; response priorities; use of force; negotiation;
and other general, logistical matters,

In essence, the strategy of response will be de-
signed by the chief political authority, taking into
account national and local sentiment and experience




in these matters. The detailed tactical execution of
this strategic response, in both the planning and
operational phases, is left to the agencies themselves,
with such operational oversight as the civil author-
ity may feel appropriate according to the circum-
stances. In order to produce the necessary harmony
of response and to avoid command and jurisdictional
disputes in the course of operations, there must be
not only the appropriate agency interface, prefer-
ably under the aegis of a coordinating council re-
sponsible to the chief executive, but also a clear
understanding of the responsilslities which might, in
an emergency, need to be assumed directly by the
chief civil authcrity. Although it is strongly recom-
mended that operational responsibilities be left
strictly with the appropriate agency heads, subject to
the closest preparatory direction on policy matters,
it must be recognized that there may be occasions
when the chief civil authority will need to play a
more active role in the conduct of the operations
themselves. To this end, the planning process should
provide for a proper liaison between the agency and

the chief executive so that the latter is promptly and
fully informed of all matters, in the course of an
operational sequence, which might have a bearing
upon the employment of the powers of the civil au-
thority.

Related Standards

The following standards may be applicable in im-

plementing Standard 4.2:

5.11 Interagency Cooperation

6.2 Planning for Mass Disorders

6.3 Planning the Police Response to Individual
and Small-Group Terrorism and Quasi-
Terrorism

6.19 Relations With Local Police Authorities in
Other Jurisdictions

6.20 Relations With State and Federal Law En-
forcement Agencies

6.21 Relations With the Military

8.1 Contingency Planning

8.6 Relations With Civil Authorities
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Standard 4.3

Facilitating Peaceful
Demonstration

Proper arrangements should be established for
meeting with individuals or groups wishing to exer-
cise, legitimately, their rights of protest against the
policies or practices of the civil authority. Such
meetings should be conducted on a mieaningful,
responsible level wiilt a view to establishing a satis-
factory dialog between the parties, Where protest,
communicated through these channels, is felt to be
ineffeciive or in other ways unsatisfactory to the
individuals or groups concerned and these express
the wish or the intention to take their case before
the public in some more dramatic or demonstrative
way, every endeavor should be made by the civil
authority to secure agreement on a form that will
enable this objective to be attained while main-
taining the public order.

Civil authorities should be quick to respond gen-
erously with their time and energies to genuine
expressions of public concern. Official relations
should be maintained on a cordial and conciliatory
basis even in the face of provecation. Every attempt
should be made to provide a lawful ferum for the
expression of dissident views notwithstanding that
these may be couched ir terms Lighly critical of the
authority and its policies. Every endeavor should be
made to settle the conflict of views amicably within
the laws and the framework of obligations of the
civil authority. Where it appears that this is not
possible and the confrontation manifests the possi-
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bilities of developing into a situation detrimental to
the public order, the civil authorities should state
their position clearly and publicly on the issues
involved and advise those expressing their oppesi-
tion of the limitations of the law and any considera-
tions of public policy to be borne in mind in ex-
tending the cenfrontation.

Commentiary

The exercise of the right peacefully to demon-
strate must be expected to occur with frequency dur-
ing situations of crisis and heightened community
tensions. Many of these demonstrations will be di-
rected at policies and practices of the civil authority
itself and on this account there is a natural tendency
to rzact overdefensively to the prospects of such
manifestations of opposition. Such an overdefensive
stance may lead to confrontation and community
strife. The early adoption of positions of this kind
accompanied by an inflexibility of attitudes makes
the escalation of feelings certain and a violent out-
come almost inevitable. The genuine feelings of the
community rapidly become distorted and submerged
among the more heated emotions generated by ex-
tremists as a result of the seeming intransigence of
the authorities. The civil authority should avoid any
action on its part that may be construed as obstruc-




tive and that consequently might be exploited by
those seeking to utilize public dissatisfaction to gen-
erate disorder on a massive scale. The FBI riot man-
ual for law enforcement officers gives the following
advice: “A peaceful or lawful demonstration should
not be looked upon with disapproval by a police
agency; rather, it should be considered as a safety
valve possibly serving to prevent a riot.” This
sound philosophy should be adopted by civil au-
thorities. Although such demonstrations will not be
encouraged by the civil authority, if they seem in-
evitable that authority should work strenously to in-
sure that they are carried out in a manner that is
beneficial to the commonweal rather than detrimen-
tal,

Practical steps should be taken to allow demon-
strations to be held in a manner satisfactory to the
organizers and in a way in which the ordinary life of
the community will be interfered with as little as
possible, Although peaceful demonstrations may
have considerable utility in giving vent to feelings
that would otherwise be expressed in a more violent
manner, disorders tend to polarize a community,
heighten tensions, and harden attitudes. Lineberry
and Sharkansky observe [pp. 100-101]:

In the aftermath of the Los Angeles riots, blacks,
whether or not they supported the riots, thought that the
riots had helped their cause by drawing white attention to
longstanding grievances. This belief on the part of blacks
appears to be a very serious misreading of white attitudes.
Whereas blacks thought the riots dramatized their cause,
the overwhelming majority of whites in Los Angeles thought
that Watts had increased the gap between the races. Polari-
zation, rather than understanding was the major result of
the riots, in the view of white Americans.

Although civil disturbances may sometimes generate
a more responsive attitude towards necessary reform,
every reasonable endeavor should be made by civil
authorities and responsible community leaders to set-
tle differences without confrontation. If this is not
possible, civil authorities should endeavor to arrange
for demonstration of public sentiment in such a way
that it cannot be exploited by extremists desirous of
destroying community harmony and progress or that
might have the tendency to erupt spontaneously in
violence.

The National Advisory Commission on Civil Dis-
orders declared that: “Preserving civil peace is the
first responsibility of government.” This standard
recommends those early, preliminary steps that
should be taken to this end where the possibility of a
violent development is foreseen or is inherent in the
situation. Where mass action cannot be averted, all
necessary steps should be taken to see that it remains
peaceful. This will include advising those engaged
in such demonstrations concerning their rights and
the manner in which.the law will be upheld by the
authorities,

Preparatory discussions..of the kind suggested
should be distinguished from those that occur be-
tween representatives of the civil authority and the
community after an outbreak of violence and in
response to it. These latter discussions cannot take
place in a calm and reasoning atmosphere and have
as their objectives the bringing to an end of some
ongoing disorder rather than the prevention of an
outbreak of violence as a result of planned, peace-
ful demonstration, Discussions dealing with the
former, given goodwill on both sides, should be more
fruitful, and if they are well handled, are likely to
result in bringing the civil authority and the com-
munity representatives closer together.
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Related Standards

The following standards may be applicable in im-
plementing Standard 4.3:
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10.1 Nonviolent Protest Alternatives
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Standard 4.4

Permits for
Demonstrations

Regular, well-publicized procedures for the con-
sideration, by the civil authorities, of applications to
stage public demonstrations should be established,
Such applications should receive prompt and cour-
teous consideration at a high level of responsibility
and should be granted whenever the purposes of
the demonstration, its organization, and its projected
conduct are lawful and it appears unlikely that it
will give rise incidentally to serious breaches of the
public order. Where it is necessary to refuse such
applications, the grounds on which refusal is based
should be fully and unequivocally stated. Where per-
mits to demonstrate are issued, they shouid be
accompanied by simply written guidelines laying
down the scope of the right to demonstrate and the
rules that should be observed by those participating
so as to facilitate the work of the autherities and
to keep the demonstration within the bounds per-
mitted by law.

Whenever permission to stage a demonstration is
given, the civil authorities should work closely with
representatives of the organizers of the demonstra-
tion and other interested community groups to insure
its peaceful conduct, to set up contingency proce-
dures to provide against harm to persons or prop-
erty, and to aid in mitigating any harm that might
incidentally occur. Demonstrations should be held
whenever possible in public areas where minimum
disruption of the normal Efz of the community can
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be expected. Volunteer marshals from the demon-
strating group, properly identified as marshals,
should be encouraged to work with the police to
keep the demonstration within the agreed bounds.

Commentary

This standard offers more detailed guidance to
civil authorjties in the implementation of the poli-
cies suggested in the preceding recommendations.
The civil authority should have open, simply stated
guidelines and procedures for the consideration of
applications to stage protest demonstrations. It is
extremely important that applicants be given the im-
pression that they are being dealt with in good faith
and are being given fair consideration. Qccasionsliy,
it has been made an issue that the authorities did not
negotiate the matter promptly or in good faith when
a demonstration has been held after a permit has
been refused.

Where consideration of the applications and the
granting of permits are not functions of the police
authority, it is extremely important that adequate
arrangements exist for taking account of the police
views on the application at the earliest possible
stage. It is considered advisable that discussions re-
lating to the issuance of permits to demonstrate
peacefully be made a matter of record so as to




avoid future misunderstandings and particularly to
avoid allegations by prospective participants that
official action amounted to a denial of the right to
demonstrate within the limits allowed by the law.
Applications should be dealt with promptly and
courteously so that applicants have enough time to
make such alternative arrangements as may be nec-
essary. In keeping with the spirit of these standards,
any refusal of a permit to demonstrate should
always be accompanied by a reasoned statement.

The emphasis always should be on reaching an
accommodation with prospective demonstrators that
not only will avoid violence and law breaking, but

“that will insure that the ordinary life of the com-

munity will be disrupted as little as possible. Per-
mission to demonstrate in an area not involving
traffic problems or interfering with normal commer-
cial or business activities can be given more readily
than would be possible in the opposite case. It is
sometimes possible for a demonstration that would
turn into a riot in one area to remain peaceful in
another. The willingness to hold a demonstration
under the least inflammatory of conditions commen-
surate with the stated purposes of the demonstration

might be held to be a useful test of the good faith of
those applying for permission to exercise their
rights of peaceful protest.
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.Standard 4.5

Response to
Demonstrations

Should a demeonstration despite all preparation

and precautions become violent or disorderly, the
control and confainment of the situntion chould he
left to the law enforcement authorities in accordance
with the provisions of the contingency plan. Al-
though every endeavor should be made to accommio-
date the desires of those who are voicing, even in
an extreme manner, legitimate grievances against
policies and practices of the civil authority, the pro-
test vehicle itself should not be allowed to become
a platform on which important public issues are
resolved. It is important that civil authorities avoid
at all costs becoming embroiled in unseemly pro-
ceedings in consequence of public demonstrations,
whether for or against some policy or practice sup-
ported by the authority concerned. Civil authorities
ought not to give the impression of making or being
forced to make concessions or policy changes under
the pressure of violent, disorderly demonstrations.

Commentary

Although it is most appropriate for civil authorities
to hold a dialog with those who oppose their policies
and procedures, so that they may reconcile differ-
ences and work together for the benefit of the com-
munity, protest cannot be answered effectively in the
heat of a demonstration. Dialog ends where demon-
stration begins. It is particularly important that pro-
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test—violent or nonviolent—-should not be substi-
tuted for the ordinary political processes of the
community, Where demonstrations occur witli regu-
larity and where such demonstrations are seen as
the only way to effect the most necessary changes,
the community becomes habituated to this practice.
This is a denijal of good government. A concerned
civil authority must seriously inquire into its own
policies and practices where such a pattern or trend
is to be observed. The recommendations offered here
do not mean in any way that the civil authority
should be indifferent to the demonstration, its pur-
poses, or the public sentiments expressed by it. All
that is suggested is that certain types of involvement
in the demonstration and the issues it raises should
be avoided. It is worth recalling the words of
Abraham Lincoln that: “There is no grievance that
is a fit object of redress by mob law.”

When a demonstration moves outside the limits
allowed by law, it becomes a law enforcement prob-
lem and should be handled as such. When there
has been adequate discussion beforehand, the or-
ganizers of the demonstration will have a clear idea
of the guidelines set for the conservation of good
order and the security of the community. The law en-
forcement response should be strictly in conformity
with the contingency plan and the guidelines and
there should be no direct intervention by the civil -
authorities suggestive of an angered response. The
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civil authority should never be seen to make con-
cessions under pressure of a failure to restrain the
demonstration within the bounds of the law or be-
cause it wanted to keep the demonstration from tak-
ing place.
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Standard 4.6

Responses to
Terrorism

Where an incident involving an act of terrorism or
political or other extraordinary violence has occarred,
the appropriate response should come from the
sgency or agencies actually engaged in its control or
containment or to which responsibility has been
assigned in accordance with the contingency plan.
The civil authority having overall responsibility
should be kept fully informed cf developments as
provided by the plan but should ordinarily take no
direct, tactical part in the direction or management
of the response. Where the action taken by the re-
sponding agency results in a confrontation with ter-
rorists or others who make deinands relating to the
seitlement of the matter, every endeavor should be
made to negotiate without any direct involvement of
the civil anthority. That authority should be in-
formed as previded in the plan at the earliest stage
of the demands made and any decisions taken in
regard to them. The designated representative of the
civil authority should be present at the scene only in
en advisory, observer capacity.

The superior civil suthority should enter into di-
rect negotiations with terrorists and others involved
in acts of extraordinary violence as a maiter of last
resort and only when the short- and long-term ad-
vantages of such intervention are judged prudertly
to outweigh the dangers inherent in such an under-
taking. The appropriateness of such intervention
should be determined on a case-by-case basis, but
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the following considerations should be taken into
account in making the judgment to intervene or not:

1. The danger, on a realistic assesment, tc the
lives of those involved, by prolonging the staie-
mate or refusing to undertake a more direct role in
the negotiations;

2. The probable significance or impact of direct,
personal intervention by the civil authority in the
saving of the lives or properiy at risk;

3. The estimated risk of failure or rejection of
sach personal intervention involving net merely a
consequential loss of life and destruction of prop-
erty, but also an unacceptable humiliaticn wnder-
mining the very foundations of established authority;
and

4. The establishment of a precedent that might
materially impede or frustrate the settlement of
some future conflict and prevent the satisfactory
return to order in other cases,

Commentary

The subject matter of the present standard is of
increasing importance and the recommendations are
offered as a guide to a situation fraught with prob-
lems for those charged with the ultimate responsi-
bility of preserving the civil peace. In considering
these difficult questions, an apparent contradiction




must first be examined. It has generally been
recommended in these standards and goals that civil
authorities take energetic steps to become Iess remote
and more in touch with the communities they are
elected to serve. This involves direct participation, at
a variety of levels, with community representatives
and individuals and a good deal of give and take. If
this participation is designed to afford broad satis-
faction to the community, it is only to be encouraged.
All discussions should be at a level of responsibility

where those dealing with the civil authority can feel

that they are participating in a truly meaningful ex-
change.”™

Once the conditions for dialog have broken down,
however, those considerations no longer obtain. Here
the prime purpose is not to develop social harmony
but to repair the breach. Order must be restored
and those to whom this task is entrusted should pro-
ceed confidently about their work in the knowledge
that they ordinarily are not going to be superseded
in authority during a moment of crisis by the chief
civil executive. This will in no way derogate from the
power of the chief civil executive to intervene where
appropriate as provided in the contingency plan. In
reality, there is no contradiction in this withdrawal;
it is temporary and procedural rather than lasting
and substantive.

The direct involvement of the civil authority can-
not be avoided where this is expressly demanded by
terrorists or others who by reason of a momentary
advantage gained by their initiative have achieved a
measure of bargaining power through the human
and material interests they are in a position to affect.
The chief civil authority is then presented with the
agonizing choice, often under circumstances of ex-
treme anxiety, of resisting the demands made upon
him or his office at the expense of the interests of
those who look to him for aid in this moment of
crisis or of acceding to these illegal demands on es-
sentially humanitarian grounds. In point of fact,
there is no way in which the locus of responsibility
for making the decision can be changed.

This standard is not designed to relieve the civil
authority in any way of the obligation to decide;
indeed, the choice must, in the event, be made and
it is politically inevitable that the responsibilities for
the outcome, good or bad, will be fixed upon the
chief civil authority. What is involved here is funda-
mentally procedural and a matter of good negotiat-
ing technique. What these recommendations are de-
signed to avoid is a tactical error likely to play into
the terrorists’ hands. It is essential to maintain a
buffer between the terrorist and those on whom the

ultimate responsibility for acceding to or refusing . . .. . ...

his demands rests. Were it otherwise, the room for
maneuvering would be reduced to an unacceptable
minimum and there would be no reserve line of de-
fense left. These considerations should be borne
particularly in mind when dealing with domestic and
international terrorist groups whose demands are of
an extravagant and critical nature. Cnly where an
overriding advantage is to be clearly perceived
from allowing the confrontation to become more
direct should this principle be overriden. The stand-
ards suggest a number of criteria on which the
situation should be evaluated, but each decision
must be made on a case-by-case basis.
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Related Standard

The following standard may be applicable in im-
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Standard 4.7

Employment of
Military Force

Civil aunthorities should develop a clear, publicly
declared policy on the calling out and employment
of military forces in the event of an emergency
sitnation involving civil disorder, terrorism, or other
acts of extraordinary violence, The powers to call
for such assistance should not be invoked unless it
is clear that ordinary law enforcement personnel
will be unable to cope with the situation developing
and that there is a substantial likelihood of a serious
breakdown of authority, Military forces ought not
to be called simply in order to bring greater pressure
to bear, by reason of their discretionary powers,
on these who are resistant to the civil authority.
Wherever possible, other means of supplementing
the powers of the civil authority should be sought
and utilized for this purpose.

The appropriate military authorities should be in-
cluded in the general, interagency planning process.
The civil authority should maintain the closest liaison
with the general and field commanders of the mili-
tary forces employed in response to the situation
of emergency and there should be broad agreement
on the policy to be adopted in zelation to the restora-
tion of order and the reinstatement of the ordinary
civil processes of authority. The civil authority,
however, subject to these general considerations,
should avoid interference with tactical and opera-
tional decisions that might need to be taken by the
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military forces in implementation of their mandate
to restore order.

Commentary

The calling in of the armed forces is not strictly
an abdication of authority by the civil power. It is a
tacit recognition that the authority residing in the
elected representatives of the people has eroded to
a point where there is a loss of control that can only
be restored by the employment of or threatened em-
ployment of restraining forces ordinarily beyond the
command of the civil power. The civil authority has
a primary responsibility for the preservation of civil
peace. Where the discharge of this duty is clearly
beyond the capabilities of its own peacekeeping
forces, that responsibility should be rapidly and
smoothly transferred to those forces enjoying a su-
perior capacity. Clearly, this is a portentous decision
and one that presently must be taken in the light of
a growing body of experience but with little legal
clarification of some of the fundamental issues in-
volved. L

This standard seeks to establish a basic principle
that should govern the use of military force. Pye
and Lowell, in an exceptionally well-documented
article, have written [pp. 636—637]:

Consideration of the power of state and federal execu-




tives to use military force to quell domestic civil disorder
should make it clear that there is substantial authority for
such utilization and that it has been invoked at both
levels on a relatively frequent basis. Qur discussion of the
authority is intended neither to defend nor oppose what we
understand to be the present state of the Jaw. Rather, our
intention is to compare that authority with the powers of
civilian forces to quell civilian disorder. It is our thesis
that there should be no incentive for either state or federal
executives to use the troops instead of the civilian police
as a means of quelling disorder, Such an incentive does,
however, exist if the civilian police are tightly limited to
their normal non-emergency powers while the military is
given broader discretionary authority to deal with disorders.

emergency situations due to disorder, terrorism,
and other extraordinary violence be appropriately
strengthened within the limits of the Constitution,
The objective of the present standard is to remove
any incentive that may actually exist in the light of
present civilian response capabilities.

The growing threat of international terrorism and
its domestic imitators, and the need for a response
beyond the capabilities of the civil authority raises
serious questions that need to be faced with realism.
The United States thus far has not experienced the
type of terrorism that has threatened the very exist-
ence of some Latin American countries or that has
so radically altered the quality of life even in some
quite stable European countries. Although it would
be alarmist to suggest that such possibilities were
iminent, it would be irresponsible to discount the
eventuality entirely. Experience elsewhere has shown
that when terrorism and political violence reach
a certain level of intensity, the only appropriate
response is a military one. Even in countries where
there is a strong tradition of stable civilian govern-
ment, there is a growing tendency to resort to
military force to combat terrorism when it becomes
a serious problem.

The Institute for the Study of Conﬂlct London,
has stated:

Under the present system, Britain is in a position where
the Army would need to be brought in at the first sight
of serious trouble. Of course, there is a strong argument in
favour of perpetuating this system: the Army combines the
range -of skills and the practical experience of Northern
Ireland and is clearly the most competent force available
to deal with terrorism inside Britain itself. For this reason,
the British solution may be to second Army experts to form
the backbone of a new joint police/army ‘fire brigade’
squad.

The position in the United Kingdom is aggravated
because the civilian police are not ordinarily armed,
but the fundamental problem is one of response ca-
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pability and the resort to the military poses similar
considerations of principles to those discussed here,
it should always be borne in mind that the use of
the armed forces against a civilian population is an
important symbolic act that raises the strongest emo-
tions; and it is a major terroristic cbjective to pro-
duce just such a reaction.

The use of military force both to quell disorder
and to cope with terrorism is a contingency that
must be foreseen. Appropriate use of such force
and appropriate provisions for its consequences also
must be made by the civil authority. When resort to

--military forces becomes necessary, there should be

prior agreement between the military command and
the civil authority on the role of the military and
whenever practicable on the tactical assignments to
be carried out by the troops, Once military capability
has been used, the civil authority should refrain
from any interference with operations on a tactical
footing. Pye and Lowell observe [p. 690] that the
issue is not “. . . whether military troops have been
or will be used in riots at home, but how they will
be used and what powers they should be entrusted
with when they are used.” This standard, given the
present unsatisfactory state of the law, can do no
more than underline the primary responsibility of the
civil authority, a responsibility that does not ter-
minate upon the calling of the military but rather that
is sharpened by this to a critical degree. This stand-
ard urges the closest liaison on planning in the
matter of how troops shall be employed under the
emergency conditions produced by disorder, terror-
ism, and other forms of extraordinary violence.
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Standard 4.8

Security of Public
Facilities and
Systems

Civil authorities should take all practical steps to
improve the security of public buildings under their
jurisdiction and to guard against terrorist attacks on
persons or property occurring on such premises, the
destruction of the whole or part of the premises
themselves, or the taking and holding of hostages on
the premises. Special precautions should be taken
with regard to legislatures, courthouses, civic halls,
administrative buildings, and buildings of particular
architectural merit or historic value. Studies should
be undertaken to identify Iikely terrorist targets
within the authority’s jurisdiction. Such studies should
give special attention to the individual measures
needed in each case to improve security to the highest
degree possible. Particular attention should be paid
to the design and construction of public facilities and
systems so as to reduce the possibilities of harm
caused by possible terrorist action.

Measures that should be considered, by reference
to an appropriate assessment of the risk and the
costs involved, include:

1. Access restricted to certain areas and certain
classes of persons subject to production of proper
meais of idemiification and search;

2. Electronic screening of persons and property
within or near the concerned facility;

3. Instajlation of centrally monitored special sur-
veillance devices and sensors, together with special
alarm systems;
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4. Emergency barrier doors and special locks ac-
tivated manually or by remote control;

5. Remtoval of dangerous objects or obstructions
likely to conceal or to impede rapid and effective
response in an emergency; and

6. The provision of special lighting,

In all cases, complete building plans should be
filed with the appropriate law enforcement agencies
and fire departments and copies made available to
the committee coordinating interagency cooperation.
Private concerns identified as potential targets for
terrorisin and other acts of extraordinary violence
should be encouraged to file their building plans
with the appropriate agencies.

Regular searches and inspections of all buildings
and security systems should be undertaken and
special inspections made in advance of any impor-
tant event likely to attract substantial public at-
tendance or the attentions of those likely to commit
crimes involving acts of terrorism or other extra-
ordinary violence, Frequent checks of security per-
sonnel and of their performance should be conducted.

Where occasional use is made of the protected
buildings for events or by persons likely to attract
attention from terrorists and others, special, addi-
tional precautions should be taken. Where these
involve the employment of personnel unacquainted
with the ordinary security arrangements, special
briefings should be conducted. Responsibility for




building security should be assigned to a particular
agency, and there should be proper consultagion and
exchange of information with all other interested
agencies, Special attention should be paid to the
coordination of jurisdictional questions so as to
avoid overlap and operational uncertainty.

Commentary

Because of their symbolic nature, public build-
ings are frequently tho object -of lerrorist attacks.
Those who perforce have to use them in the course
of their official activities are themselves also frequent
terrorist targets. Presently, it is easy to enter and en-
gage in terroristic activity in many public buildings,
partly by reason of their character, which does not
lend itself easily to effective, protective arrangements,
and partly by reason of public sentiment, which in
a land valuing freedom is colored by resentment at
measures that restrict access to some of the Nation’s
most cherished buildings and antiquities. The pro-
vision of even a modicum of security is an expensive
business in buildings that were not designed with
such considerations in mind. Moreover, those per-
sonnel engaged to undertake what are euphemisti-
cally referred to as security duties all too often are
prepared and equipped for the task inadequately or
are too old and weak to respond satisfactorily in a
moment of serious emergency.

Good security requires expert appraisal, struc-
iural modification, the introduction of at least some
sophisticated gadgetry, and the employment of com-
petent personnel. Civil authorities have a special
obligation to make a thorough appraisal of the high-
risk targets within their jurisdictions and to make a
sober assessment of the financially feasible protec-
tive steps that can and should be taken. Although
cost/benefit considerations are important, no civil
authority can expect to escape blame if tragedy
strikes, and the consequences of not taking at least
some of the more elementary measures should be

carefully weighed. Many practical steps can be .

taken at little cost. It is equally important not to
succumb to overreaction leading to the development
of a fortress or of siege mentality. Structural modifi-
cation, where necessary, should be unobtrusive and
architecturally aesthetic, avoiding the more obvious
signs of preparedness.

It cannot be overemphasized that a security sys-
tem is only as thorough as are the personnel em-
ployed in running it. If personal searches are
carried out and identities are checked, these must be
thorough, ‘attentive activities. If identity cards are
given only a perfunctory glance or packages are
passed without scrutiny because to open them

would be too much bother, the security system be-
comes meaningless and invites attack. It also
should be borne in mind that terrorists almost always
depend on surprise and frequently employ innoc-
uous looking people to gain entrance to restricted
areas or to plant explosive and other harmful de-
vices. An undercover agent who had infiltrated the
Weatherman movement testified: “Women are not
searched as thoroughly as men are.” [Terroristic
Activity, p. 110.] In West Germany, bombs were car-
ried into buildings by women simulating pregnancy.

[Star, Washington,” D.C., Jan. 29, 1976!] Alten-""

tion to detail and a feeling for the unusual are ex-
tremely important.

It has been said that: “Short of living in a bank
vault, there is no absolute protection against ter-
rorism,” [Skepric, No, 11, January/February 1976.]
For those who lived through the terrifying experi-
ence in Sweden of what became known as the Battle
of the Bank Vault [Newsweek, Sept. 10, 1973],
even this refuge was seen to be unsafe. There is a
real question about the extent to which the provision
of reasonable security in any public building is pos-
sible against a determined terrorist attack. Yet the
safety of those who use the buildings as well as the
wider public interest obliges civil authorities to take
all possible steps to reduce at least the foreseeable
risks. Some of the measures that should be taken are
outlined in the standard, but special circumstances
and conditions will indicate others. Frequent
searches of buildings should be carried out by
trained, properly equipped personnel alerted to note
any suspicious behavior or objects. Searches should
be thorough and comprehensive. Women’s restrooms
frequently are overlooked in searches conducted by
male security personnel. When acts of terrorism or
extraordinary violence—particularly those involving
the taking of hostages—have occurred, it is of the
greatest importance that those entrusted with the
operational response have available up-to-date
buildings plans. If these are centrally deposited in
advance of any emergency, the response will be
greatly facilitated.
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Related Standards

The following standards may be applicable in im-
plementing Standard 4.8:
6.9  Prevention of Terrorism and Quasi-Terrorism
Through Physical Security
6.23 Relations With Private Security Forces
10.5 Private Security Measures Against Terrorism
and Quasi-Terrorism




Standard 4.5

Antiassassination
Measures

Civil authorities should give priority to security
measures designed to protect public figures, on all
levels, from assassination. While no precautions can
be completely effective against a resourceful and de-
termined assassin, many measures substantially re-
duce the risk of harm and increase the margin of
safety of the intended victim. Because the initiative
lies with the assassin, it is important, whenever pos-
sible, to reduce or eliminate the preconditions for
assassination and narrow the opportunities for its
commission. To this end, civili authorities should
give serious attention to the magnitude of the risks
inherent in certain public activities and limit these
when it can be done comsistently with the proper
exercise of the public office involved. When the
possibility of vielence exists, direct, public exposure
of political and other figures should be strictly lim-
ited and alternative means of communication with
mass audiences and uncontrolled groups should be
utilized, The prospects of assassination and its public
consequences must be calmly and rationally faced
and all reasonable steps must be taken to avoid sit-
uations redolent with danger and offering little ef-
fective protection from surprise attack.

The importance of the intelligence function must
be reemphasized. Effective, preventive measures
often depend upon reliable, prior information en-
abling steps to be taken to avoid a2 planned assassi-
nation attempt or to abort it. The development of

such capacities is essential to the healthy political
life of the nation and the safety of those engaged in
public lifc. Proper receipt and processing of materizl
information by all agencies engaged in protective
functions is of vital importance to this task. The
interagency contingency plan should pay special at~
tention. to the need for the fullest cooperation and
exchange of relevant information at all levels to
fulfill this requirement.

The persenal protection of public figures requires
special skills and training distinct from those em-
ployed in ordinary law enforcement functions and
is a costly undertaking, The provision of effective
security for locations and premises to be used for
public purroses in an itinerary is a specialized task
that cannot be readily undertaken by those having
little or no experience in these maftters. Local knowl-
edge is, however, of inestimable value and proper
arrangements for its wtilization should be incorpo-
rated into the planning process. Civil authorities
faced with the problem of affording protection to
public figures likely to be targets for assassination
at the earliest stage should seek to utilize the serv-
ices and resources of those agencies that can sup-
ply the specialist assistance required and should
develop the requisite avenues of cooperation to
that end. Public figures exposed to the risks of as-
sassination should be encouraged fo cooperate to the
full in providing all necessary details to the anthori-

61




ties concerned to enable them to set up proper pro-
tection arrangements.

Commentary

Harrison Salisbury has given the grim reminder,
that: “The rattle of gun fire never stills. It may be
intermittent, but it soon sounds again.”’[Kirkham,
Levy, and Crotty, p. XV.] Preparedness for acts of
extraordinary violence that may be committed
against individuals peculiarly exposed on account of
their public position or activities is a necessary obli-
gation of all civil authorities. It has been said that:
“Assassination is the deliberate, extra-legal killing of
an individual for political purposes.” [Havens,
Leiden, and Schmitt, p. 4.] It is the qualities ex-
pressed in this definition that make this type of kill-
ing peculiarly relevant for the present purposes.
Although many assassinations are the work of men-
tally disturbed persons and have a random, unpre-
dictable character, it is not infrequently the objective
of terrorist groups to assassinate a public figure in
order to create chaos, provoke official repression,
and to sow widespread fear among the public.

There also seems to be a strong correlation be-
tween general aggressive behavior and assassina-
tions. Notwithstanding the typical patterns of vio-
lence in the United States, the Staff Report to the
National Commission on the Causes and Prevention
of Violence took the position that [p. 207]:

The United States shows a high frequency of assassination
without exhibiting the low level of development traits char-
acteristic of other assassination-prone societies. On the
other hand, it does show a high level of external aggression,
a high level of minority hostility, and a high incidence of
homicide. Furthermore, it shows an increasing tendency
toward political unrest. All these traits are aggressive
behaviors.

Recommendations for responses to disorder and
terrorism must be offered with the evidence of these
behavior patterns in mind, and precautions of a par-
ticularly stringent kind may be necessary in times of
unusual stress or heightened tensions such as those
produced during the excitement of national elections
or in moments of acute local or national controversy.
These are unpleasant facts that must be faced clearly
and realistically. Therefore, both State and Fed-
eral civil authorities should be prepared to take a
variety of extraordinary measures to protect public
figures, notwithstanding that these steps may be ex-
tremely onerous and restrictive of the normal con-
duct of the political process in the United States.
However costly or oppressive, no security meas-
ures can hope to be completely effective, but there
is evidence that sound, well-executed precautions de-
ter would-be assassins: see, for example, the writings
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of Arthur Bremmer, Sensible protective measures at
best should not be obtrusive or overbearing, Al-
though some measures clearly add a wider margin
of security, they are unacceptable in a democracy,
even one under considerable pressure. The more
elaborate and sophisticated precautions can be jus-
tified only in protection of the person and office of
the President of the United States, on account of the
special attractiveness of the target for terrorists and
other potential assassins, and its symbolic impor-
tance for the nation as a whole. The Staff Report
to the National Commission on the Causes and Pre-
vention of Violence [p. 126] pointed out that:
“The most disinterested citizen can, even with a
minimum of effort, symbolize the government in the
person of the President. Indeed, studies of the way
American children acquire political knowledge in-
dicate the presidency is one of the first symbols to
have meaning for them.”

Direct precautionary measures should be addressed
to reducing the possibilities opened to the prospec-
tive assassin by limiting the chances of getting close
enough to an intended target to do harm and by
sanitizing areas as far as possible, thus insuring that
those admitted to them are not in possession of
weapons or harmful substances. Protective clothing
and other forms of shielding a potential target should
be used wherever possible. Those entrusted with au-
thority to select options should err on the side of cau-
tion. Where there is a choice of routes, entrances,
and exits or where the use of one public facility
offers greater prospects of security than another, the
more secure options should be taken even though
some closer public contact might be sacrificed.

In short, it may be necessary to face the prospect
of denying any realistic political exchange between
some public figure and those with whom he would
wish to meet and mingle on a more convenient level
of free intercourse under different comnditions.
Neiburg has observed that [p. 159} “Political as-
sassination cannot be eliminated once and for all by
any preventive measures which are not even more
dangerous to the health and survival of the nation.
Attempts to make violent confrontations impossible
are incompatible with a free political process.” The
force of that warning is fully taken into account here,
but it must be recognized that most mass political
exposure rowadays is purely symbolic and is not in-
tended to lead to or to establish any meaningful dia-
log. Its value must be seriously weighed against the
real risk of harm to those engaged in such activities
as well as the general trauma to the community in
consequence of a successful or attempted assassina-
tion. Perhaps the most effective precaution that can
be taken against assassination is to reduce to a
minimum the occasions for it. This demands of pub-
lic figures, particularly chief executives, a radical




reappraisal of their own political techniques and
role perceptions. In the current state of United
States society, it may be necessary to abandon old-
style, political campaigning and mass overtures to
the public. Given the advances of modern technol-
ogy~—specifically the development of television—this
is unlikely to stultify the political process or to
heighten the impersonality of politics but, rather, is
likely to lead simply to a timely elimination of cer-
tain rather meaningless practices of a purely ritualis-
tic nature in favor of more up-to-date ways of reach-
ing the public. From a long-term point of view, if
there were a desemphasis of the presidential role,
especially in the media, and a reduction of the in-
citement to violence inherent in the buildup of a
personality cult, a strengthening of security might
well result. This does make the presidential role a
somewhat colorless one, however, which few who as-
pire to it would or could accept. On the other hand,
it is doubtful if it would add much in terms of real
security, for it would still leave the office, with all its
symbolism, open to attack as distinct from the indi-
vidual who occupies it.

The evidence does not suggest that organized ter-
rorist attacks against the presidency would be a
chosen method of toppling the government of the
United States or bringing about some social change.
Were such concerted assassination attempts to take
place, they would most likely have the objective of
causing chaos or public panic or of bringing about
measures of extreme repression. Attempts on the life
of the President are more likely to continue as ran-
dom, personally motivated events, against which
little can be done overall to reduce the attractive-
ness of the target for any particular individual. It
should be remembered that the surpose of an act of
political violence very often is as much to call at-
tention as to harm, and this seems to be borne out
by the latest attempts. The assassination of a public
figure offers prospects for publicity, which of them-
selves are attractive to some, and it is difficult,
without interfering unduly with the media, to make
recommendations that might reduce this. On bal-
ance, it would seem that the vulnerability of the

chief executive can be protected best through tactical*

planning and direct protective measures rather than
through measures that are inherently complex. As-
sassination on a lower level, too, so far as it is moti-
vated by strong personal considerations, will need to
be addressed in essentially the same way. The very
characteristics that brought a public figure to prom-
inence will be those that may incite to violence, and
to alter the public perception of these, even were
this possible, is an unrealistic and mainly unaccept-
able exercise.

In the prevention of assassination through effec-
tive security measures, good intelligence is of funda-

mental importance. It is worth recalling that many
attempts on the life of President Lincoln, designed
to frustrate his assuming the presidency of the
United States, were foiled as the result of effective,
preveative intelligence. The words of General
Charles P. Stone, Inspector General of the District
of Columbia, are instructive:

As President Lincoln approached the Capital, it became
certain that desperate attempts would be made to prevent
his arriving there, To be thoroughly informed as to what
might be expected in Baltimore, I directed a detective to
be constantly near the chief of police and to keep up
relationns with him: while two others were instructed to
watch, without the knowledge and independent of the chief
of police. The officer who was near the chief of police
reported regularly, until near the last, that there was no
danger in Baltimore; but the others discovered a band of
desperate men plotting for the destruction of Mr. Lincoln
during his passage through the city, and by affiliating with
them these detectives obtained the details of the plot.
[Barttles and Leaders of the Civil War, p. 23.]

Accurate information from a variety of sources
must be processed quickly and reliably in order that
the best decisions on protective measures can be
made. Interagency cooperation is essential if local
information is to be properly evaluated and taken
into account. Threats must be prudently assessed,
and the necessary action must be taken. Possibie as-
sassins must be identified, located, and placed under
constant surveillance. These are not capabilities that
can be developed ad hoc or on a short-term basis.
Good preventive intelligence not only reduces the
risk to those engaged in public life but allows for the
most economical and effective use of resources to
enable the political processes of the community to
develop in the least restrictive way.

Although this standard addresses itself primarily
to the civil authorities responsible for taking appro-
priate security measures, it urges upon all public
figures exposed to the risks of assassination the need
for cooperation in the difficult tasks of protecting
them from harm. Individuals whose lives may be
threatened in this way have a wider responsibility
than that attaching to the protection of their own
person. They should be constantly sensitive to this
wider responsibility and take no undue risks that
might complicate the work of the civil authorities or
provoke attacks upon them or their followers. Co-
operation with the authorities and obedience to any
restrictions upon movement and conduct that, how-
ever regrettably it is felt necessary to impose, should
be complied with in the public interest. Those likely
to stir controversy have a special obligation of co-
operation with the civil authorities when operating
in areas that are unfamiliar to them, and common
courtesy dictates that they should be as helpful as
possible to those entrusted with protecting them from.
harm. The civil authorities in turn will be attentive
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to the need to provide against possible assassination
in the least restrictive way possible so as to provide
the maximum freedom to the individual to go about
his or her business.
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Standard 4.10

Civil Authorities and
the Media

The media can be most influeiitial in setting the
tone for a proper response by the civil authorities
to disorders, acts of terrerisre, and political violence.
it can provide an outlet for the expression of legiti-
mate public concern on important issues so as io act
as a safety valve, and it can bring pressure to bear
in response te public sentiment in an effective man-
ner to redress grievances and to change official
policies. It can generate, mold, and develop public
concern: in positive ways so as to have an indirect
impact on the perceptions of and potential for vio-
fence in the community as well as a direct impact
by way of the formation of public and official reac-
tion to it. A free and responsible news media is a
most effective educative device and an indispensable
bulwark against oppression. These potentials for
good should be positively recognized by the civil
authority; it should modify its policies sensibly and
adapt its institutions and procedures to working
with the media in the public interest.

Civil authorities should set up procedures for
providing the media with the fullest information,
consistent with the maintenance of public order and
security, on every aspect of their policies and opera-
tions. Specially trained officers, ai an appropriate
level of respeasibility in each department, should
be made available to the media to provide up-to-
date information and to collaborate with individual
members of the niedia to bring news relating to the

official conduct of affairs and departmental opera-
tions before the public. Every effort should be made
to give clear and objective information on policies,
procedures, operations, and incidents. Although ex-
pressions of opinion en the part of civil authorities
on all these matters are cleariy appropriate, no at-
tempt should ever be made by the civil authority or
its representatives to disseminate information and
commeniary in the popular media so as to cast of-
ficial actions in a particularly favorable, partisan, or
seli-congratulatery light. It should mever pressure
the media as to what it should or should not publish
in relation to some particular matter. Restrictions
ought not to be placed on the media on the grounds
that access to information, people, or jocations not
having a vital connection with the national security
is likely to result in unfavorable reporting or com-
ment. Civil authorities should never harass represen-
tatives of the media and should respect the princi-
ple of the confidentiality of their sources.

Civil authorities should review their press accredi-
tation policies and should be prepared to issue cre-
dentials and accord the fullest facilities on a gener-
ous basis. Accreditation should only be suspended
or revoked for bona fide reasons involving the abuse
of the privilege for clearly unprofessional reasons.
Particular care should be exercised, however, in
the matter of accreditation where high security ar-
rangements are in force, and there should never be
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an indiscriminate, uncontrolled issue of press cre-
dentials, When for reasons of security the civil au-
thority finds it necessary to restrict general access to
some event of public importance, special arrange-
ments for cleared, accredited members of the media
to attend in the public representation should be
made. Relations with the media during a period of
declared emergency are of particular importance,
Civil aunthorities should make special arrangements
with the media for publicizing both the proclamation
of emergency and the instructions to the general
public following it. Arrangements also should be
made fer maintaining the regular publication of news
and comment in emergency situations. The media
have a vital role to play, at such times, in rumer
control, and this role can be assumed only if there is
close and frank cooperation between the civil author-
ities and those whose task it is to publish the news.

During all incidents of disorder and terrorism, es-
peciaily those in which the perpetratoss are seeking,
as part of or as an adjunct to thair uniawful actions,
to utilize the media for publicity or propaganda pux-
poses, the civil authority should be prepared to work
most closely with the media to frustrate these ends.
The civil autherity has the obligation to assure the
media that its endeavors in this regard are not di-
rected to censor, inkibit, or otherwise intexfere with
the proper dissemination of infozmation and opinion
by the media. Frequent, prior contact and contin-
gency planning are necesary in order that a proper
understanding gnd trust can be developed. Civil au-
thorities and representatives of the media should
consider establishing joint working groups in which
detailed standards can be propounded to cerve as
a guide to reporting under conditions where, regard-
Iess of good faith and objectivity, the media becomes
a part of the terrorist design,

Commentary

The immediacy and intrusiveness of modern com-
munications systems, especially the television net-
works, impose special responsibilities on those whose
duty and privilege it is to inform the public, as well
as upon those authorities that collaborate in this
necessary task. A true democracy places the highest
value upon the freedom of expression it allows to all.
The different manifestations of that freedom are
among the most jealously guarded constitutional
rights of Americans. Yet this very freedom is fragile
and is vulnerable to terrorist attack and to perver-
sion to terroristic purposes. The capture of the mass
media for the purpose of disseminating the terrorists’
message is a first priority of any organized group.
Sometimes the assault is brutal and direct, as where
the broadcasting of some message or manifesto is
demanded by terrorists as part of a ransom price.

66

At other times, more subtle inducements are held
out to the media to lend itself to the terrorists’ pur-
poses.

The problem is well stated by Brooks McClure
[Terroristic Activity: Hostage Defense Measures,
p. 2747

It is difficult to draw the line in journalism between
covering events deliberately cansed by a violent group and
analyzing the motives and methods of terrorists by seeking
them out. But critics in both Germany and Britain argue
that such a line can be drawn far short of the extent to
which some of the media have gone in handling the ter-
rorism story. Whatever the merits of this view, one thing
is certain: The continuous, voluminous, comprehensive
coverage of terrorism in countries constantly threatened
by it has coatributed to the impact and fear-generating
capacity of very small groups of people. Such publicity is
vital to any terrorist organization.

It is very necessary in a democratic society to pro-
tect the media from exploitation by terrorists and to
avoid the erosion of freedom that terrorist organiza-
tions seek to bring about. A most delicate balance
has to be maintained, and this can only be achieved
through cooperation and understanding between the
representatives of the media and the civil authorities
concerned.

This standard is addressed specifically to civil
authorities on the matter of their relations with the
news media. It does assume, of course, a coopera-
tive attitude on the part of the different segments of
the news media itself; the complexity and competing
interests of that vast, diverse, and vitally important
part of the private sector are fully appreciated. It
may well be impossible for the profession to agree
upon standards that might guide, if not govern, its
members in this difficult area of serving the public.
Nevertheless, it is necessary here not only to point
out the terroristic purpose with some clarity but to
suggest ways in which the media and civil authorities
might cooperate to defeat it. There is a real respon-
sibility on the part of civil authorities to appreciate
the nature of the problem and to take the initiative
in addressing it effectively. Good government can
have nothing to fear from the publicizing of its acti-
vities. Civil authorities have everything to gain by
working with the media rather than putting obstacles
in the way of those whose task it is to convey the
news to the public.

What civil authorities must guard against is allow-
ing themselves to be manipulated in the matter of
publicity by individuals or terrorist groups in such a
way as to display a manifest loss of control. A salu-
tary warning comes from the experience of West
Germany following the kidnaping of Peter Lorenz,
the West Berlin mayoral candidate. It has been
written that:

Not the least historic aspect of this unprecedented Berlin




incident was .the impressment of the nation’s television
screens to serve the master plan of the terrorist kidnappers.
‘For 72 hours,” one T.V. editor told me, ‘we just lost
control of the medium,. It was theirs, not ours . . . . We
shifted shows in order to meet their timetable, Our cameras
had to be in position to record each of the released pris-
oners as they boarded the plane to freedom, and our
news coverage had to include prepared statements at their
dictate ... . . It's never ever happened before! There is
plenty of underworld crime on our screens, but up till
now Kojak and Columbo were always in charge . . .. Now
it was the real thing, and it was the gangsters who wrote
the script and programmed the mass media. We prefer to
think that we were being ‘flexible’ but actually we were
just helpless, as helpless as the police and the Boan

government . . . . Surely it must be the first recorded case
of how to hijack a national T.V. network! . . .’ [Encounter,
pp. 15-16.]

At such moments, the media will lock to the civil
authorities for guidance and these must be ready to
give it. There must be a clear understanding on
policies and procedures. Where the primary issue is
the appropriate use of the media rather than the
right to collect and disseminate news material, it is
the civil authority that must take the initiative and
the responsibility. Brian Crozier has perceptively ob-
served: “[But] it is in the nature of television as a
medium that it tends to favor the revolutionary
side. This is not a reflection on the people who are
involved in television. It is the character of the me-
dium itself.” [Terroristic Activity: International Ter-
rorism, p. 189,] Again, only mutual confidence and
understanding can aid in the difficult decisions that
“will need to be taken at such a time. A civil authority
that has encouraged an “open door” policy with the
media will more easily secure the necessary coopera-
tion and understanding than will one that has con-
stantly kept the media at arm’s length.

It was an important criticism voiced by the Na-
tional Advisory Commission on Civil Disorders [p.
202] that millions of Americans, who must rely on
the mass media, “. . . formed incorrect impressions
and judgments about what went on in many Ameri-
can cities last summer.” Analyzing the reasons for
the discrepancies between what was, in some in-
stances, reported and what was fact, the Commis-
sion observed [p. 202]:

Second, the press obtained much factual information
about the scale of the disorders—property damage, per-
sonal injury, and death—from local officials who often
were inexperienced in dealing with civil disorders and not
always able to sort out fact from rumor in the confusion.
At the height of the Detroit riot, some news reports of
property damage put th: figure in excess of $500 million.
Subsequent investigation shows it to be $40 to $45 million.
The initial estimates were not the independent judgment of
reporters or editors. They came from beleaguered govern-
ment officials.

In times of domestic stress, particularly when a
state of emergency has been proclaimed, the public

should be able to rely on the media as an antidote to
the inevitable rumors that circulate. The need to
counter these is well illustrated in the following
testimony cited by Conot {p. 470]: “As Deputy
Chief Richard Simon of the LAPD told the McCone
Commission: ‘. . . we feel it is better to tell the
truth. Even if the truth is not good, it’s better than
rumors which are generally horrible.” ”

This standard highlights the importance of pro-
viding the press with accurate, reliable, official in-
formation and the need to assign specially trained
officers, with an awareness and sensitivity of what is
required, to the task of cooperating with the media
in this regard. Civil authorities should confine their
efforts to the provision of accurate, objective infor-
mation not commentary: they should not try to slant
the news or to utilize the media to give that news a
color favorable to their own purposes. Public confi-
dence in the organs of mass media must be fostered.
It would be extremely destructive of the public trust
were the suspicion to be encouraged that official in-
formation was imparted on a selective or slanted
basis or that the media was being used by official
fiat to manipulate public opinion. There is clearly a
need for the publication of official reaction and com-
ment upon issues of the day, but these should never
be confused with or disguised as information bearing
upon the events themselves. Wherever possible, the
media should be given the fullest facilities to ob=
serve and to report any event connected with an inci-
dent of disorder or terrorism. The way in which
that event is treated by the media should be dic-
tated by the standards that the representatives of the
media feel able to set for themselves. Such restric-
tions as may be necessary should be of a temporary
nature and should be conditioned by a most re-
strictive interpretation of national security or of the
public interest in the secrecy of immediate opera-
tions.

In times of emergency, proper accreditation is of
particular importance for the representatives of the
media will be seeking access to areas where opera-
tions are proceeding. Easily verifiable accreditation
not only assists those engaged in the field but reduces
tension and incidents arising out of misunderstand-
ing. Additionally, good accreditation serves a security
function; it insures against unauthorized persons as-
suming or abusing media status to gain access for
improper purposes to areas temporariiy prohibited
to the general public or to commit crimes under
cover of media credentials. Civil authority collabora-
tion with the media in the matter of accreditation
should lead to the establishment of a satisfactory
system that will enable the proper objectives to be
attained. Accreditation should be seen not as a
means of controlling the gathering or reporting of
news but simply as an operational device designed to
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facilitate security in a narrow sense. Accreditation
therefore should be granted on a generous basis to
all who can claim bona fide media statns and ought
not to be withdrawn except for serious abuse of the
privileges such accreditation carries.
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Standard 4.11

Relief and
Restoration
Measures

Following incidents of disorder, terrorism, and
other acts of extraordinary violence, civil authorities
should take prompt steps to restore, as far as possi-
ble, conditions of normality to the community. After
the disorder and disruption have been controlled and
abated, a first priority should be given to succoring
the victims and restoring vital, public services. Re-
strictive conditions imposed as a response to the
disorder or terrorism should be maintained only so
long as may be necessary to prevent further out-
breaks of violence or to enable emergency services
to work effectively. Where community relocation or
provision of food and other necessities of life have
to be carried out, this should be done with as little
interruption as possible to other, unaffected aspects
of community life.

The civil authorities should work closely with
community representatives and nonofficial individ-
uals and organizations to facilitate the restoration
of the community to a stage of calm in which a
proper assessment for the purposes of relief and
repair can be made, Where the incident assumes
proportions that car be equated with those of a nat-
ural disaster of a size and scope that would call for
similar action, the civil authority should seek such
State and Federal assistance as may be necessary to
restore the community to the position it occupied
before ihie harm caused by the disorder, terrorism,
or other extraordinary violence. As soon as infor-

mation becomes available, the civil authority should
render a full account to the public of the incident
and the way it was handled by those entrusted with
the official response to it.

Commentary

The aftermath of a disaster can often be as trau-
matic for a community as the disaster itself was.
Surviving victims may have suffered personal in-
jury, loss of property, and a massive upheaval in
their lives and living conditions. Where there has
been a serious disorder, there is all the discomfort
produced by curtailment of vital services, com-
pounded by fear and uncertainties for the future.
Organized, terroristic activity is sometimes directed
to produce a similar effect on the theory that the
anger of the community for the resultant misery
will be aimed at the civil authorities and other visible
organs of government thus aggravating the problems
caused by the terroristic activity itself. Bertram S.
Brown has said: “The strategy of the revolutionary
terrorist is to attack the masses, the very people he
wants to liberate, but in a way that makes it appear
that government is the enemy.” [Terrorism, Part 4,
p. 4186.] The official reaction to the community re-
sponse is then further exploited with a view to dis-
organizing the efforts of the authorities to regain
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control and to restore order. If these tactics suc-
ceed, a permanent wedge is driven between a sub-
stantial segment of the community and its elected
leaders. Prompt relief measures are necessary to
counteract these tactics and to maintain confidence
in the civil authority, Relief for an affected com-
munity should be given top priority, therefore, not
only on humanitarian grounds but also as part of an
overall governmental response to terroristic activity.
This is another instance of government being seen
to care in an effective way. )

Civil authorities should be alive to the possibili-
ties and consequences of mass destruction caused
by terroristic activity or as a result of civil disorders.
Such an eventuality will require a massive relief re-
sponse and the activation of contingency plans to
that end. State and Federal aid should be sought
promptly, where appropriate, for the objectives are
to restore calm as soon as possible, to ameliorate
suffering, and to counter the climate of fear and un-
certainty generated by terrorist initiative, Civil au-
thorities should work closely with community repre-~
sentatives to this end, in a highly visible way, so as
to stimulate and reinforce public confidence in
government. In any long-term relief measures af-
fecting housing or relocation of persons or busi-
nesses, the nonofficial community representatives
should play an active role in the rehabilitation of the
area affected, The public should be kept fully in-
formed about what has happened and what the civil
authorities, in collaboration with representatives of
the nonofficial community, are doing about it.

The prompt restoration of a calm, controlled at~
mosphere is important not only to facilitate relief
efforts but to enable the community to resume func-
tioning on a normal footing. Where terrorist activity
is prolonged and designed to cause massive disrup-
tion through fear, civil authorities must take special
steps to secure the continuance of vital services and
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to enable the community to go about its business
with as few inconveniences as possible. Generally,
people learn to live with fear and adapt their lives
accordingly. Brian Jenkins has written [p. 9): “I
think we are too ready to accept the notion that a
few people can paralyze a city with fear. The evi-
dence suggesis that they cannot, at least not for a
very long time.” The organization and provision of
special medical services might be necessary in some
cases (see, “Belfast Syndrome,” Science Digest,
Sept. 1973, pp. 26-27). In this, as in other re-
sponses, civil authorities must avoid playing into the
terrorists’ hands by overreacting and by making life
or even appearing to make life more difficult than
usual for members of the community affected.
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Standard 4.12

Official Inquiries

Every incident of disorder, terrorism, or act of
extraordinary violence should be followed by an of-
ficial inquiry, at a level corresponding to the mag-
nitude of its impact on the community at large.
Such inquiries should endeavor to learn whatever
Iessons are to be derived from the experience and
should be able to inform the public as to the nature
and cause of the matter so as to provide a basis for
an evaluation of the way in which it was officially
handled. Such an inquiry should take place as soon
as possible after the full restoration of order while
recollection of the eventis is fresh in the minds of the
actors and other witnesses. Inquiries should be
thorough but not protracted. Each inquiry should
be structured so as to discover what happened, why
it happened, and to make recommendations to pre-
vent a similar occurrence in the future.

In ali cases where public concern is considerable
and particularly where the handling of the maiter by
the civil authority is being called in guestion, an
independent commission of inquiry, having an ap-
propriately balanced membership for the purpose,
should be appointed to undertake the inquiry. The
commission should be given the fullest facilities and
funding to pursue its tasks and to publish its findings
and recommendations. Where the recommendations
of the commission involve a change in policies and
procedures, they should be carefully studied by the
civil authority together with the heads of the agen-

cies principally affected. Where they are acceptable,
prompt measures should be taken to implement the
recommendations. Where the recommendations are
not accepted, the civil authority should so inform
the commission of inquiry, giving its reasons. Steps
should be taken by the civil authority to bring be-
fore the public at an early date an account of what
it has done to implement the recommendations of
the commission or of the reasons for its unwilling-
ness to implement them and any changes it may
have initiated of its own accord in response to the
situation or the commission findings.

Civil authorities should set up procedures and
facilities for the analysis of reperts relating to inci-
dents of disorder, terrorism, or other extraordinary
violence within their jurisdictions and should store

“the resultant data in a form convenient for future

operations and research.

Commentary

Every incident of disorder, terrorism, or extraor-
dinary violence is instructive as regards its causes
and consequences as well as in relation to the charac-
ter and effectiveness of the official response to it.
Appropriate steps should be taken to learn the
lessons of the experience, to profit by them, and to
preserve them for future reference, The official in-
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quiry should not be a ritual exercise nor a palliative.
This, as much as anything, is a matter of attitude.
Inquiries should be purposefully directed towards as-
certaining what happened, how it happened, why it
happened, and what might be done to prevent some-
thing similar happening in the future. Such official
investigations should follow all major incidents as a
matter of course and not as an extraordinary meas-
ure in response to some strong expression of public
concern. It is inevitable that perceptions of such
incidents will be colored by personal and profes-
sional perspectives but the organs of inquiry should
be balanced so as to modify these, as far as possi-
ble, in order to produce an open, objective review
of the facts. An inquiry, the procedures of which
are distrusted or the members of which may be
open to charges of bias, is likely to do more harm
than good. A primary purpose of such investiga-
tions is to maintain public confidence in the workings
of government and in its responsiveness to the pub-
lic.

The New York State Special Commission on At-
tica stated that [p. XI]: “The main purpose of the
report is to dispel the long-persisting doubts about
what actually happened between September 9 and
13, 1971.” If official inquiries at an appropriate
level of responsibility are impartially structured as
to personnel and procedures and follow all incidents
as a matter of course, if their findings are promptly
published, and if their recommendations are
speedily implemented, then there should be no
lingering doubts nor any need to resort to posterior,
extraordinary commissions of inquiry.

Civil authorities are best served, in this as in
other matters, by a policy of openness and a mani-
fest willingness to expose their workings to the
fullest public scrutiny. Concealment and anything
short of complete frankness, particularly where the
official response is open to criticism, can only lead
to suspicion that there is something discreditable
being hidden. Such a procedure lends itself to cam-
paigns designed to damage the general credibility of
government. In particular, the manner of comple-
tion of the report of the inquiry should be above
suspicion. One of the most damaging points made
against the reputation of the Governor’s Commission
on the Los Angeles Riot, 1965, was that the final re-
post was already in preparation while witnesses were
still being interrogated by investigators. Inquiries
should not be unduly protracted and should take
evidence while it is still fresh, but their findings
should never be rushed for political or other pur-
poses if their credibility is valued, Where a matter of
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national importance is under inquiry, it is essential
that proper resources, in terms of time and staffing,
be allotted to the task. Although public anxiety to
know the truth of some matter is fully understand-
able, the criticism made by Platt of the workings of
the National Commission on the Causes and Pre-
vention of Violence should be taken to heart. He
concluded that [p. 26], “These extraordinary time
pressures are inherently incompatible with rational
and proper research procedures.”

If inquiries of the kind recommended are to en-
joy a useful degree of credibility, it is especially im-
portant that their findings be seen to be acted upon
by the civil authorities to whom they are addressed.
The public is entitled to know the facts not only of
what has happened but also those relating to what it
is proposed to do about the matter in the light of any
recommendations that may be made. It may be that
some or all of the recommendations are unaccept-
able to the civil authorities., They must then make
the difficult decision to reject them in favor of their
own solutions to the problem. In any event, the pub-
lic is entitled to know what is being done so as to be
able to judge the effectiveness of its government
and its responses. This is of particular importance
where, in consequence of widespread public concern
or for some other serious reason, an independent
commission of inquiry has been appointed.
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Standard 4.13

Aftermath Measures

Civil authorities should assume a special respon-
sibility for investigating and addressing the under-
lying causes of disorder, terrorism, and other acts of
extraordinary violence. The objective should be to
remove, wherever possible, the root causes of dis-
content in the community and to encourage the for-
mation of public attitudes that are unsynipathetic to
those who would disturb the public order by vielent
means. An overall review of policies and proce-
dures should be undertaken to eliminate those causes
of frusiration that exist in the area of public rela-
tions. In particular, responsive organs should be
created for the reception and study of public griev-
ances relating to any area of the administration, and
effective mechanisms for giving prompt satisfaction
to the complainant should be established. Govern-
ment should not be seen as impersonal or indifferent
by members of the public, and civil authorities
should take special steps to impress upon supervisors
and employees the need for developing a proper
attituds and pride towards the discharge of these
responsibilities.

Civil authorities must seek actively fo harness the
community in the fight against disorder, terrorism,
and political violence. The authorities should strive
for greater community involvement in activities de-
signed to improve the quality of life, to increase the
understanding and respect for law, and to promote
secial harmony. To this end, publicly funded joint

comimunity/government action groups should be es-
tablished in advance of unrest, and these should
work energetically to discover any serious problems
inherent in the community and to take all practical
steps towards their solution. It is essential that such
groups uadertake a meaningful exercise; they should
be given the opportunity of implementing in col-
laboratien with civil authority their own recommern-
dations. The community should be encouraged,
threugh these mechanisms, to take a greater interest
and responsibility in its own governance and to real-
ize its potentialities for effecting change through
peaceful means,

Special attention should be paid by civil author-
ities to. education, housing, employment, and public
services. Neglect of any of these vital areas is certain
to have an unfavorable impact on the potential for
violence in the community. The urban crisis must be
realistically faced by the responsible authorities with
the realization that permitting the decay and deterio-
ration of the quality of life can lead to a situation
in which the potential for disorder and violence with
proper direction could easily generate the type of
guerrilla warfare experienced in other countries.
Only by addressing these fundamental problems in
timely and effective fashion can civil authorities
discharge their proper responsibilities for preserving
the civil peace.
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Commentary

This standard is directed to the need to address
vigorously the root causes of disorder and violence
as they have been determined by many commissions
of inquiry and independent studies to date. These
problems can only be satisfactorily addressed by
civil authorities in cooperation with legislatures and
with the communities that they serve. The causes of
conflict are many and varied, but attempts at remov-
ing them should not wait until catastrophe strikes. A
careful study of social conflict in the United States
suggests that governmental indifference and insensi-
tivity are factors of greater weight in producing vio-
lent reaction than are oppressive measures or other
governmental activity directly affecting the lives of
the community. Civil authorities cannot afford to
stand aside while intolerable pressures build up and
social discontent is generated, which offers a fertile
field for exploitation by terrorists and other subver-
sive groups.

The much criticized McCone Report (the Gover-
nor’s Commission on the Los Angeles Riot, 1965)
nevertheless contains insights that civil authorities
would do well to heed. The Report declared:

The consequences of inaction, indifference and inade-
quacy, we can all be sure now, would be far costlier in the
long run than the cost of correction. If the city were to
elect to stand aside, the walls of segregation would rise
ever higher. The disadvantaged community would become
more and more estranged and the risk of violence would
rise. The cost of police protection would increase, and yet
would never be adequate. Unemployment would climb; wel-
fare costs would mount apace. And the preachers of division
and demogoguery would have a matchless opportunity to
tear our nation asunder.

Prevention of violence is not merely better than
cure; it is invariably cheaper. These are Herculean
tasks, but they must be resolutely tackled. Without
addressing these underlying problems, many of the
recommendations offered as responses to disorder
and terrorism become weakened to the point of
meaninglessness.

The standard underlines the importance of public
attitudes in these matters. Although material factors
such as poverty, poor housing, lack of vital services,
and inadequate educational and employment op-
portunities provide the grist for social discontent,
they do not lead inevitably to civil disorder, terror-
ism, and other acts of political violence. Many com-
munities suffer from frustration and disappointment,
material disadvantages, and crushing poverty without
resort to violence to redress these conditions. Other
communities have found intolerable a fraction of
what is endured elsewhere. A community that is
apparently affluent by comparison with some others
nevertheless may be seething beneath the surface.
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Where the civil authorities are so remote and com-
placent as to fail to perceive these conditions, the cli-
mate is conducive to exploitation by those who
would spread disorder and terrorism. The McCone
commission observed, almost wistfully, of the 1965
riots: “Perhaps the people of Los Angeles should
have seen trouble gathering under the surface calm.”

Indifference among those in charge of the public
service can easily become contempt and arrogance.
By their deeds rather than words civil authorities
should seek to establish a meaningful relationship
with their communities. Civil authorities must im-
press upon all the agencies for which they are re-
sponsible the need for serving the public in a sensi-
tive manner. The public should not need to resort
to protest in order to secure the removal of com-
paratively slight causes for grievance. Bring-
ing government to the people is less a matter of
grass-roots politicking than of removing the frustra-
tions of dealing with indifferent bureaucrats who
have little pride in or feelings for their responsibili-
ties or the laws and programs they administer.

The civil authorities and the nonofficial community
must work side-by-side to substitute social harmony
for social conflict. The tasks jare too great for the
civil authorities on their own. But without positive
leadership from government and the material re-
sources and organization it can bring to bear, the
nonofficial community is powerless to improve its
position. Richard Rose has written [p. 385]: “The
significance of informal leadership is specially im-
portant in times of civil disorder, for the first man
with a following who throws a stone or who takes an
initiative to end disorder exerts an ‘on the spot’ au-
thority of immediate importance to the regime.” It
is well to remember that government does not have a
monopoly on authority; in many communities the
nonofficial leaders are more respected and looked to
for action than are the representatives elected by
formal process. It is strongly urged that governm:znt
not wait until stones are thrown to harness this os-
tensible authority and respect for the commonweal.

The National Advisory Commission on Civil Dis-
orders [p. 229} concluded: “None of us can escape
the consequences of the continuing economic and
social decay of the central city and the closely re-
lated problem of rural poverty. Convergence of
these conditions in the racial ghetto and the resulting
discontent and disruption threatened democratic val-
ues fundamental to our progress as a free society.”
The great cities of the United States in particular
have not kept pace with developments in technology
or with the standards of living these developments
might have been expected to bring. The downturn
in the economy has greatly aggravated the condition
of many cities, which find themselves materially less
able to attend to the problems adverted to as urgent
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by the commissions that studied the problem of so-
cial unrest during the 1960’s. If conclusions of those
studies were valid then, they are still valid today,
and the problem of doing something about them
must be faced realistically by those offering re-
sponses to disorder and terrorism. The terrorism of
organized groups is neither random nor purposeless.
Those whe have mapped the strategy for such on-
slaughts upon society have declared their purpose
with some clarity, It would be irresponsible to ig-
nore the possibilities in the United States for the type
of urban guerrilla warfare that has plagued other
developed countries or to fail to provide against it.
Although the conditions for it remain unfavorable,
there is always the likelihood of a sudden precipi-
tating factor plunging a hitherto peaceful com-
munity into chaotic disorder. The cost of even the
most cosmetic measures to restore the community to
order and rehabilitation after an eruption of violence
is considerable. The cost in political térms of tem-
porary loss of control and of the measures necessary
to regain it is too high to be summarily dismissed.
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Related Standards

The following standards may be applicable in im-

plementing Standard 4.13:

5.14  Legislative Atication to Underlying Causes

6.26 Community Relations Efforts in the After-
math of Extraordinary Violence

8.4 Tactical Response to Disorders

10.11 Community Action in the Aftermath of
Disorder and Terrorism
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Introduction

This chapter focuses on the responsibility of legis-
lators, who stand in a most significant position
against those who profess, by word or deed, disre-
gard for law and the orderly security it offers the
community. The primary duty of legislators is to
insure that those officials who must act against dis-
order, terrorism, and political violence have the le-
gal means at their disposal to take all measures that
may be necessary to meet such contingencies as may
arise. While so doing, they must safeguard the
fundamental tenets enshrined in the Nation’s Consti-
tution and its criminal laws and processes. Legisla-
tors are thus the primary guardians of the legal
system, for they alone have the power, subject to
the constraints of the Constitution, to alter the law
to meet changing situations.

Legislators must strike an appropriate balance be-
tween too little law and too much; too little law
makes for uncertainty and indecisiveness, and over-
regulation is burdensome and oppressive. Legislation
is anticipatory in nature, and there is a strong
analogy here with the theme of preparedness and
planning that underlies all of this report’s recom-
mendations. Legislators must cautiously prepare for
the worst because, ideally, new laws should not be
developed under crisis conditions; hasty legislation is
rarely good legislation.

The legal system of any democratic country is a
prime target for terrorist attack. The objective of
what has sometimes been called disruptive terrorism
is to provoke the authorities to take harsh meas-
ures, causing a general deterioration in the quality
of life. Legislators must be on constant guard
against this. Under certain circumstances, legisla-
tors may be pressured to enact laws prescribing
severe penalties for commission of certain offenses,
placing restrictions on otherwise lawful activities,
and limiting habitual exercise of certain freedoms.
Those who enact such laws should be ever conscious
of the overall terrorist design and should take meas-
ures of this sort only to preserve even more funda-
mental freedoms. Brooks McLure has drawn atten-
tion to the fact that “[The] legal measures taken in

Germany and in Britain, both under extreme provo-
cation, have been very carefully tailored and trimmed
to minimize the loss of civil rights of the population
as a whole, and to prevent these stricter laws from
burdening the ordinary law-abiding citizen” [Hear-
ings Before the Subcommittee to Investigate the
Administration of the Internal Security Act and
Other Internal Security Laws of the Commission on
the Judiciary, U.S. Senate, Terroristic Activity: Hos-
tage Defense Measures, Washington, D.C.: Govern-
ment Printing Office, 1975, page 291], This legisla-
tive restraint is a very important response to
terroristic activity.

Terrorism is an elusive concept, and, while its
manifestations are all too readily understood, it is
not easily expressed in ugeful, normative terms. The
failure of the international community to reach a
working definition of terrorism for an acceptable,
international convention is patent evidence of the
difficulty of the task. It is not recommended, there-
fore, that legislative energy be expended on trying
to produce a comprehensive definition of terrorism
within any given legal framework. Rather, it is sug-
gested that legislatures address specific problems,
whether of a procedural or substantive nature,

Where certain intellectual components or elements
of conduct, which have been described in this re-
port as being in the nature of terrorism—particularly
of the politically inspired variety—can be identified,
these should be addressed according to consistent
criminal policy. The prevention and control of ter-
roristic conduct is undertaken best in an indirect
way, by strengthening the criminal law and its ad-
ministration. Where incidence of terroristic activity
is not high, creation of new substantive categories of
crimes to sanction conduct not adequately covered
by existing law will not ordinarily be necessary. Ter-
rorism is essentially a technique; it is a way of
committing already well-defined substantive crimes
so as to produce a certain effect. It is the crime
rather than the effect that must be addressed by way
of sanction. It is recommended therefore that legis-
latures avoid creating any special class of persons to
be accorded extraordinary treatment by the various
organs of justice. Terroristic activities sometimes pro-
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duce, by their operations and the publicity they are
given, a perverted public sympathy or even admira-
tion for terroristic behavior; any legislation that
focuses special attention on terroristic activities
would, therefore, be counterproductive in the fight
against terrorism. New legislation is ngeded most in
areas that will facilitate the work of the authorities in
their responses to terrorism and that will strengthen
community respect for law and order, thus leading
to social repudiation of acts of terrorism and politi-
cal violence.

The recommendations of this chapter are based,
then, on a philosophy of broad, legislative restraint.
The principal areas in which the law might need
strengthening are those concerned with preventive
measures. In some respects, the powers of those who
must respond to acts of disorder, terrorism, or politi-
cal violence, are inadequate and allow those who
would engage in this form of antisocial conduct an
advantage that they ought not to be permitted. Such
legislation as may be required, therefore, should be
directed to depriving potential terrorists of the means
of carrying out their activities, making it more diffi-
cult for them to operate, and reducing the oppor-
tunities for such conduct.

While the recommendations made here relate
strictly to the problems of civil disorder and terror-
ism, they cannot be isolated completely from the
wider consideration of criminal policy by which the
system, as a whole, is guided. There are three issues
of crucial importance that legislators must consider:
weapons control; the control of explosives and other
harmful substances; and intelligence. Each of these
issues is complicated greatly by the political rami-
fications of public sentiment, but development of a
sound, rational antiterrorist policy demands that
legislatures come to grips decisively with the issues
involved. The standards seek to highlight the issues
rather than to offer narrow, uniform policy guide-
lines. Nevertheless, they are cognizant of the needs
for effective controls in the areas of weapons and
explosives and for a sound intelligence structure. It
remains for Federal and State legislatures to bal-
ance competing claims and interests and to translate
these into laws which, while being compatible with
the Constitution, will nevertheless serve as effective
instruments for those charged with the direct control
of acts of disorder, terrorism, and political violence.

These standards pay considerable attention to the
intelligence function in relation to the fight against
terrorism. In part, this attention reflects the wide-
spread concern of the American public following the
disclosures of -abuses by different organs of the
United States intelligence services. In greater part,
it reflects the studied opinion that the intelligence
arm is an indispensable element in the fight against
terrorism, It has been said that:
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The acquisition of intelligence is essential to the effectua-
tion by the Congress and by the Executive of their constitu-
tional duties to nrovide for the common defense, to protect
and preserve our system of government, to maintain the
domestic tranquility, and to advance the general welfare
[Alfred M. Nittle, Legislative Counsel, Committee on In-
ternal Security. Domestic Inielligence Operations for Internal
Security Purposes, Part 1. Washington, D.C.: Government
Printing Office, 1974, page 3640].

1t is self-evident that terrorist groups conspiring to
effect conduct manifestly in violation of the law are
not going to advertise their preparations. Their de-
signs can be countered only by careful and methodi-
cal search. To wait for an overt, terroristic act,
perhaps of catastrophic proportions, would be ir-
responsible in the extreme. The need for intelligence
is overwhelmingly deraonstrable; the only question
remaining concerns the safeguards that must be in-
corporated into the law to insure the protection,
under the Constitution, of the rights and interests of
all law-abiding persons.

The drive to curtail law enforcement intelligence
operations has diminished considerably the capacity
of those charged to respond to the threat of terrorism
and political violence. No responsible law enforce-
ment agency wishes to be viewed as violating the
law it is sworn to uphold. Considerable doubt over
the legality of some existing intelligence practices
has been reinforced by a strenuous, well-directed
campaign, so that systems of much utility in the
fight against terrorism have been abandoned or al-
lowed to lapse into desuetude. Important operations
have been hampered to the point of ineffectiveness,
and the capacity of law enforcement authorities to
prevent terroristic activity, as opposed to responding
to the conduct after it has occurred, has been
weakened immeasurably.

The legislator has a difficult choice to make, but
as Richard Rose has pointed out [p. 370]: “In the
last resort, every politician must take initiatives that
chance public support for his actions.” Law en-
forcement authorities look to the legislatures for
guidance in these matters, and they must have the
security of knowing that they are acting squarely
within a clearly expressed law. That past abuses re-
main to be addressed ought not to weaken the belief
in the need for a sound, clearly defined intelligence
policy, which the public requires to protect its inter-
ests from terrorist attack. This task the legislator
cannot shirk, and the recommendations made here
suggest what is required to provide law enforcement
the capacity to gather intelligence effectively, to re-
store the confidence of both law enforcement and the
public, and to safeguard the rights of individuals on
which unfettered intelligence gathering might other-
wise impinge.

The standards embody two recommendations of
principle of such importance that they must be




noted in this introduction. While direct responsibility
for all intelligence operations should be clearly as-
signed to the chief executive, to insure a source of
accouatability, and exercised by the chief executive
through designated officials executing a clearly ex-
pressed policy, the responsibility of the legislature
should not be considered limited to the enactment
of the enabling law. It is recommended that legisla-
tures maintain, through standing committees, close
oversight of policy and the operation of the law. In
this way, the executive responsibility will remain un-
impaired while the operations authorized by law will
be subject to proper, vigilant, and continuing scru-
tiny. Such laws as may be necessary in this area
should clearly embody this watchdog function of the
legislature.

The second recommendation addresses the issue
that has motivated perhaps the greatest public con-
cern in the area of intelligence. The activities that
have been criticized—-with considerable justifica-
tion—are not intelligence functions, strictly speaking,
but operational extensions of them. These covert
operations are designed to combat the activities, the
organization, or the existence of those against whom
they are directed. These operations, unquestionably
as necessary as the true intelligence function, are,
by their very nature, susceptible to abuse. Such
activities easily generate from the legally permissi-
ble to the realm of “dirty tricks” and other reprehen-
sible excesses. Brooks McLure has said,

The techniques of police intelligence—penetration of sus-
picious groups, dossier-keeping, cultivation of informers, un-
dercover activities in general—disturb the average citizen.
These are seen as underhanded methods, and there is fre-
quently concern—sometimes justified by events—that they
will be misused. The whole aura of ‘secret police’ is dis-
agreeable. Yet the problem of terrorisn: is essentially one of
counter intelligence—of frustrating and neutralizing plans
and breaking up secret conspiracies by small groups of peo-
ple seeking to destroy the state. The penalty of failure is
death to innocent people, destruction of property and intimi-
dation of the public in a continuous upward spiral [Hearings
before the Subcommittee to Investigate the Administration
of the Internal Security Act and Other Internal Security
Laws of the Committee on the Judiciary, United States
Senate, Terroristic Activity: Hostage Defense Measures,
Washington, D.C.: Government Printing Office, 1975, p.
2931,

It is the duty of the legislature to set the appro-
priate bounds for these activities and to insure, by
vigilant oversight, that those engaged in them keep
within the framework of the law. To this end, these
standards seek to distinguish between the true intelli-
gence function, the laws that should govern it and
the oversight necessary to insure its proper working,
and those other activities that should be governed
by different laws and subject to different oversight
arrangements,

Tt is hoped that the distinction made by these two

standards on the subject will clarify the problems
and allow legislatures to work more effectively
towards their solution.

. The standards deal at some length with the need
for and suggested content of emergency legislation.
Emergency powers always should be authorized ac-
cording to the Constitution and, subject to that
overriding condition, should be accorded law en-
forcement officials when their ordinary powers may
be inadequate or inappropriate in some emergency
situations involving disorder, terrorism, or other acts
of political violence. It is preferable that, when ap-
propriate, existing powers be augmented sensibly by
emergency legislation, rather than have law enforce-
ment authorities, through necessity, arrogate to
themselves those powers or a facsimile thereof, or
that the hands of the authorities be tied in situations
of real danger. In particular, it is desirable, when-
ever possible, that a situation of disorder, terrorism,
or political violence receive a response from the civil
authority through its regular agents, rather than, on
legal grounds alone, from the armed forces. The
proper response to certain types of terroristic activity
may be a military one on the grounds that the civil
law enforcement authority simply lacks the proper
response capability. There never should be, how-
ever, an incentive to use the military merely because
its discretionary powers to meet some situations are
greater than those of the civil authority. Use of the
military in such manner does not constitute an up-
holding of the Constitution but rather a somewhat
unsubtle device for avoiding its constraints. It is pre-
ferable that, with proper respect for the Constitution,
the powers of the civil authority to act through its
own agents be appropriately enlarged. It is recom-
mended that this reserve power be at the disposal of
the chief executive in certain eventualities, thus per-
mitting a prompt and decisive response to some act
of extraordinary violence. Vigilant oversight by the
legislature, limited duration of the powers them-
selves, and ordinary review by the courts should in-
sure against all possibility of abuse.

Situations of emergency frequently disrupt the
ordinary legal processes. Mass disorder, in particular,
presents logistical problems with which the courts,
obliged to adhere strictly to a certain pattern of reg-
ulation, are ordinarily ill equipped to deal. There are
limits on the extent to which courts and ancillary
services can deal with these problems on an adminis-
trative basis, and the possibility of deliberate attempts
to cause a breakdown in the adjudicatory process
also must be addressed. Legislation should guaran-
tee, by expanding both court personnel and func-
tions, the continuity of regular adjudicatory processes
under even the most difficult conditions. What this
will involve, in many cases, is a streamlining of proc-
ess and a diversion of cases of comparatively slight
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importance.- In this, as in other areas, the purpose of
those seeking to disrupt the governmental system is
to erode guarantees that the ordinary workings of
the adjudicatory process are designed to uphoid.
Legislation should be based on the need to preserve
these fundamental freedoms and, while facilitating
the emergency processing of cases, should guard
zealously those features that insur: due process and
allow for proper attention to substance.

To this end, the standards also offer suggestions
for the holding of trials under emergency conditions
and particularly for those trials in which deliberate
terrorist action may be taken to affect the fair and
impartial course of the proceedings. Legislators
should consider especially the experience of West
Germany during the Baader-Meinhof trials. The ob-
jective of terrorists is often to create, by external
pressures, a climate in which justice is seen to be
tainted by political considerations. Legislators must
be careful not to overreact to gross provocation de-
signed to prejudice the trial of some issue and cause
it to be held under conditions in which justice is not
and cannot be perceived to be done. Legislators
might note David Danelski’s observation that, “Ul-
timately the people, not the courts, will decide
whether justice was done” [In Political Trials, ed.
Theodore Becker, New York: Bobbs-Merrill Co.,
1971, p. 180). Legislators have a duty to provide
the courts with the means for insuring that the peo-
ple and history will render a favorable judgment.

The use of the armed forces in situations of civil
disturbance and in response to serious acts of ter-
rorism and political violence is one that requires
some legislative clarification. Pye and Lowell have
stated [p. 1094]:

The greatest need for procedural protection is at the state
and local level. The most prevalent current pattern com-
bines broad powers of governors to use guardsmen, 1o
clear statement of their powers, no legislative oversight,
limited judicial capacity or inclination to restrain executive
action, broad authority of local officials to proclaim emer-
gencies and institute curfews, and broad immunity statutes
without effective alternative remedies against the state. We
think that considerable protection to the citizenry can be
provided by more carefully drafted statutes defining the
circumstances in which certain extraordinary powers may be
exercised by civilian executive and judicial officials.

It is of particular importance that the use of mili-
tary force be seen as a reinforcement of the civil
authority and not as a substitute for it; as a supple-
ment to its response capabilities and not as an abro-
gation of its powers. The standards aim to bolster
the power of the civil authority under emergency
conditions, not to weaken it. In any event, the dec-
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laration of martial law always should be viewed as
a response of last resort and this ought to be made
clear by the enabling legislation.

Legistaiors should pay special attention to the
findings of commissions of inquiry and other studies
of the underlying causes of disorder, terrorism, and
other acts of extraordinary violence. Such attention
should be given as part of a long-term commitment
to a firm policy of reducing the potential scurces of
conflict in the community. Positive legislative en-
couragement should be given programs initiated in
and by the community and designed to create and re-
inforce social harmony. Adequate funding should
be provided by legislatures for such citizen endeav-
ors. Periodic review of existing legislation should be
undertaken in light of changing circumstances, and
legislators never should hesitate to reconsider laws
which, while they might at one time have served a
useful purpose, are now causing unnecessary friction
and producing social tensions.

During the last few years terrorism has taken on a
distinctive, universal quality because of increased
mobility and technological development. The prob-
lem of the terrorist, particularly the politically in-
spired terrorist, is now truly a transnational one.
This, too, presents particular problems to which leg-
islators should be alert. There is mounting evidence
of a considerable sophistication among terrorist
groups, of strategic and tactical cooperation, as well
as technology transfer among them. There is con-
siderable evidence, too, that many of these opera-
tions are well financed and supported by some
governments, notwithstanding the risks involved to
their own nationals.

There is a real need for improving the quality and
effectiveness of international cooperation in this
area. The benefits to be derived from foreign ex-
perience are considerable, and legislatures should be
ready to facilitate procedures that would enable
them to profit frorn the lessons others already have
learned. On the basis of recent United Nations ex-
perience, the prospect of reaching universal agree-
ment on some of the more fundamental matters
seems slight, but there is ample room for coopera-
tion with friendly countries in more specific areas.
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Goal 5.1

The Legislative
Response

Legislators have a special responsibility to enact
laws and develop policies designed to inhibit the
planning and execution of crimes involving acts of
terrorism and other forms of pelitical violence. To
this end, they should canvass opinion, commission
studies, debate policies, enact such laws as may be
necessary, and provide funding for their effective im-
plementation. Because pursuit of a comprehensive,
normative definition of terrorism is unlikely to prove
fruitful, first priority should ke given definition and
description, in normative terms, of those specific
types of conduct of which terrorism, and particu-
larly politically inspired terrorism, and other acts of
political violence are an integral and distinctive ele-
ment. Consideration shouid then be given to the
legislative steps necessary to prevent or control such
conduct and to the responses that may be necessary
to cope with its consequences.

Commentary

The United States has not, thus far, experienced
terrorism o concerted political violence on the
alarming scale that other developed countries have.
The serious civil disturbances of the 1960’s have
abated, and at least some of the precipitating causes
of those disorders have disappeared. If viewed
numerically, terrorism, particularly terrorism that is

politically inspired, represents an element of com-
paratively slight significance in the overall crime
picture. It is strongly felt, however, that any com-
placency on these grounds would be misplaced.

The current disinterest or comparatively slight in-
terest of the terrorist in the United States and its
institutions cannot be attributed to assumed invul-
nerability and unattractiveness of this country and
its system as a target. Indeed, the United States
represents to many of the most potent and virulent
terrorist groups the most important target of all, and
even a cursory reading of revolutionary documents
convinces that it is not tenderheartedness towards
the United States and its system that holds back the
forces of violence. While it would be equally irre-
sponsible to exaggerate the menace of terrorism, its
potentiality cannot, in the light of well-informed sen-
timent and the experience of other countries, be
ignored. This goal emphasizes the need for legisla-
tive preparedness, on sober estimation of the threat,
and suggests ways in which that preparedness should
manifest itself.

The development of a consistent and compre-
hensive legislative plan of action to combat terrorism
requires much thought and considerable study. Ter-
rorism is not a single, easily defined class of conduct
that can be sanctioned in terms of one prohibition
or even a series of prohibitions. Terroristic activity
may be casual, sporadic, and uncocordinated or
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highly organized, persistent, and systematic, having
as its intention, according to one underground ter-
rorist manifesto, “[To] disrupt the empire . . . to
incapacitate it, to put pressure on the cracks, to
make it hard to carry out its bloody functioning
against the people of the world, to join the world
struggle, to attack from the inside. . . ."”

Such acts can take many forms and can reach
their objectives through a variety of strategies and
tactics. Legislative planning and response must be
equally complex. Planning to meet the terrorist
threat is multifaceted and should not be under-
takewn in a hasty, uncoordinated, or ad hoc fashion.
The legislative role is largely a facilitating one of
giving the legal powers to those who are charged
with the direct response. Special probiems may,
from time to time, arise in consequence of the par-
ticular direction terroristic activity takes. These
problems will give rise to the need for special legis-
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lative solutions. For example, political terrorism in
this country has not, thus far, induced that type of
widespread fear that has a paralyzing effect on wit-
nesses and others—f{rustrating prosecution—such as
has occurred in the area of organized crime. Were
such an eventuality to occur, legislators would need
to consider what steps would be necessary to ad-
dress the problem. It is clear that such an eventuality
could not be addressed effectively by legislatures
alone or if viewed as an isolated phenomenon.
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Goal 5.2

Maintenance of
Constitutional
Freedoms in the Face
of Violence

Legislators should respond with speed and de-
cisiveness to emergency situations provoked by acts
of terrorism or political violence. At the same time,
hkowever, they should avoid overreaction, the im-
position of harsh general measures involving sub-
stantial inconvenience and the wholesale curtailment
of individual liberties, and the enactment of repres~
sive laws. The maintenance of respect for consti-
tutionally guaranteed freedom is, in a democratic
society, a particularly significant response to ter-
rorism, and the legislator has a special duty to up-
hold this principle. Legislation enacted to counter
terrorism and political viclence should be charac-
terized by restraint and should be directed at those
areas where it can be implemented effectively, so as
to make acts of terrorism and political violence more
difficult or impossible—without imposing an unac-
ceptably high strain on the general fabric of society.

Commentary

It has been stressed frequently throughout these
standards and goals that a primary objective of or-
ganized terrorism is the undermining and destruction
of the regular legal system of the country under
attack and the provocation of harsh, repressive
measures designed to produce massive popular dis-
content. More and more democratic regimes have

been forced to take measures that are contrary to at
least the spirit of their legal systems. In many cases,
although the terroristic threat clearly offered no real
challenge to the established order, the measures
taken to meet it substantially eroded customary free-
doms and reduced the quality of life enjoyed by the
people. This represents a considerable victory for
the terrorist, whose gains are not necessarily meas-
ured in terms of destruction of life and property. A
relationship betw en repression and the vitality of
terrorist groups has been observed, and the de-
liberate provocation of harsh measures, the effects of
which fall on the community in general, is an often-
tried terrorist tactic.. It is imperative that legislators
avoid overreaction and any measures that might
inadvertently produce public sympathy for the cause
of the protagonist against which they are directed.

It is equally important that legislators not retreat
from conventionally accepted positions under the
pressure of terrorist threats. It is important to the
terrorist to make the authorities lose face by sur-
rendering some principle that has been declared sac-
rosanct. Adoption of hard, uncompromising legis-
lative stands is, therefore, unwise. A law prohibiting
payment of ransom in response to terrorist demands
would be an example of such harsh legislation. The
utility of such laws is extremely questionable (see
Brian Jenkins, “Should Corporations be Prevented
from Payitg Ransom?” Santa Monica, Rand Cor-
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poration, 1974). The point here is that, if such laws
were challenged and proven ineffective in the situa-
tion for which they were promulgated, the victory
for the terrerist would be considerable. Legislation,
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however constitutionally feasible, should not be
enacted where implementation is difficult or where it
is likely to have an inhibiting effect on the official

response to terroristic action.

et A




Standard 5.1

Weapons Control

Legislators should develop a sound and politically
acceptable policy ef weapons confrol designed to
reduce the possibility of illegal acquisition and em-
ployment by criminal elements and subversive groups
of firearms and other deadly weapons and to pro-
vide for the safe custody and use of government-
owied weapons.

Commentary

The control of weaponry is a highly emotional
issue in the United States. It is doubtful that a case
for effective, comprehensive control of weapons,
argued with irrefutable logic, could commend itself
to the American people or even to a majority of
those who represent them. Yet the United States is
certainly not lacking in gun laws; some 20,000 Fed-
eral and State statutes and municipal ordinances
exist. But despite these laws, more than 40 million
handguns alone are circulating in the United States,
with probably more than 136 million firearms of all
classes in private hands. Thus, the difficulty of mak-
ing even the most modest recommendations in this
area, as far as they affect the problem of terrorism
and political violence, may be appreciated readily.
Yet the problem cannot be avoided merely because
of its complexity, for the acquisition and use of weap-
ons—often on a large scale—are a significant part

of terroristic activity, and appropriate countermeas-
ures must be devised.

It should be noted that, in transnational terrorism,
there is increasing use of automatic weapons, as well
as acquisition and accumulation of more sophisti-
cated weaponry, which, in some cases, undoubtedly
is being supplied clandestinely by countries sympa-
thetic to the causes such individuals or groups es-
pouse. The trafficking of arms of all kinds among
groups, which are increasingly sharing material re-
sources, training, technology, and intelligence,
greatly complicates any weapons control that might
be devised by the United States alone.

There are a number of observations that may be
offered for the guidance of legislators and others con-
cerned with developing an effective weapons control
policy. It generally would be agreed that the princi-
pal, legitimate purpose of any form of weapons con-
trol would be to prevent their criminal or irresponsi-
ble use. In some countries, strict regulation of the
acquisition, possession, and use of weapons un-
doubtedly has made it more difficult for the criminal
classes to obtain them. Nevertheless, even those
countries with the strictest weapons control have not
been entirely free from grievous crimes involving
the use of firearms. And more significantly, some of
the countries that have experienced severe terroristic
problems have extremely stringent laws relating to
the control of weapons.
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Great Britain, for example, requires a certificate
of competence from the police to buy or own a gun;
France requires that all guns be registered and that
owners undergo an intensive investigation before
licensing; the Netherlands requires a permit for all
firearms; Australia requires a license to possess.:or
carry a firearm or registration of all firearms or both
in many cases; and Japan restricts private ownership
of firearms entirely. It should be noted that Japan
has given birth, in recent years, to one of the most
fearsome of all international terrorist groups, Nihon
Sekigun, which operated, heavily armed, inside
Japan. It may be concluded that conventional re-
quirements of licensing and registration have not
inhibited substantially terrorist groups in the coun-
tries mentioned from acquiring, accumulating, and
using illegally even quite sophisticated weaponry.

Translating such experiences to the United States,
it is evident that, with the laissez faire attitude that
prevails generally in this country on the subject of
weapons control and considering the massive quanti-
ties of weapons circulating—many legally—the pros-
pects for effective, conventional control are not good.
It may be concluded that, whatever the effects of a
more vigorous, overall weapons vontrol policy on the
commission of crimes of violence, such general
controls are unlikely to have a marked effect on the
determined terrorist, against whom special measures
must be directed.

The position in the United States is complicated
enormousty by the diversity of philosophies and of
criteria for weapons control in the different States.
It secems, therefore, that effective control of weapons
in some particular region or locale can be achieved
only through attacking illegal possession. There are
gound reasons for believing in the effectiveness of
this method, where it is politically feasible. The suc-
cess of the campaign against skyjacking must be
attributed, in large part, to the law making it a
Federal offense to carry a concealed weapon aboard
an aircraft, the powers of search given by the law,
and the thoroughncss with which such searches have
been carried out. The terrorist generally will need
to carry a concealed weapon to effect his purpose,
and any law that makes such concealment a seri-
ous offense and that provides for effective oppor-
tunities for search, as well as for searches that are
rigorously and invariably conducted, must inhibit
the carrying of such weapons. The extent to which
this can be done outside of a controlled environment,
such as an airport, is largely dependent on local
sentiment. While uniformity of regulation and en-
forcement are highly desirable in this matter, it may
well be that State and local sentiment will be de-
cisive in determining what can or cannot be imple-
mented effectively.

A number of questions must be faced squarely by
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legislators. Given the quantity of existing legislation,
the severity of some of the penalties attaching to
the breach of those laws (and the general level of
effectiveness of the regulation in terms of weapon
control), it is cvident that the shortcomings are in
the area of execution of the law. Although legisla-
tion has created an aura of severity, the realities of
the administration of criminal justice in the United
Stdtes and, in particular, the plea-bargaining syn-
drome make for great leniency.

To correct this undeniable defect, many advocate
imposition of mandatory prison sentences for of-
fenses ranging from simple unlawful possession of
a weapon to its use in the commission of a felony.
The efficacy of the mandatory minimum sentence as
a deterrent for weapons offenses has yet to be dem-
onstrated, and experience in other fields, such as in
enforcement of drug laws, is not encouraging.
Further, such laws severely limit judicial discretion,
making them generally unpopular with judges and
prosecutors, Enactment of mandatory minimum sen-
tences also would cast a heavy burden upon an
already overextended prison system throughout the
United  States. In the absence of persuasive evi-
dence for mandatory minimums, the incentives for
avoiding these consequences for our penal system
are thus considerable.

This standard does not offer any readymade pan-
acea for these problems. What it does recommend
is legislation attentive to the need for inhibiting
effectively terrorist acquisition, possession, and use
of weapons in whatever form may be legally and
politically feasible. A stringent law poorly or unen-
thusiastically enforced may be worse than no law at
all. Here, only the choices can be offered, some of
the problems highlighted, and the need for solutions
stressed. It will remain for local legislators, attend-
ing to what is feasible and desirable, to take the
most prudent course to achieve the desired end.

The standard draws attention to a number of prob-
lems that need to be addressed. Whatever opin-
ions are held on the extent or limitations of the
constitutional right to bear arms, few would view
with indulgence the accumulation of private arsenals
by ‘terrorists or other subversive groups. Such ac-
cumulations are rarely the result of lawful acquisi-
tions. For example, between 1971 and 1974, there
were more than 25 break-ins of armories, in which
900 or more weapons were stolen. Among the weap-
ons stolen from the National Armory in Comstock,
Calif., were 95 M16 rifles and a number of grenades.
The Bureau of Alcohol, Tobacco, and Firearms be-
gan an interstate firearms theft program in Septem-
ber 1973, because, at that time, firearms were being
stolen from interstate shipments at the rate of about
1,000 a month. Each year about 100,000 fircarms
are reported stolen from individuals. This must be




an extremely conservative number because of the
great reluctance of the owners, in many cases, to re-
port the theft of their weapons,

If the acquisition and accumulation of illegally ob-
tained weapons by terroristic groups are to be inhib-
ited, control of the accumulation and custody of
legitimately held weapons must be considered, and
machinery set up to provide for effective enforce-
ment. While it may, at present, be difficult to inhibit
substantially the direct, illegal acquisition of weapons,
a more vigorous policy of enforcement coupled with
new Jaws designed to attack illegal possession could
make their use more difficult. Those who claim the
right to bear arms should be made to shoulder
some of the responsibilities this entails, especially
the safeguarding of weapons, and legislation di-
rected to this end could well reduce the numbers of
weapons currently available for illegal acquisition.
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Related Standard

The following staridard may be applicable in im-
plementing Standard 5.1:
5.7 Content of Emergency Legislation
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Standard 5.2

Explosives Control

Stringent measures for control of the manufacture,
storage, transportation, and sale of explosive sub-
stances should be enacted. The laws should reflect
the grave public responsibility of those who engage
in these activities commercially and shouid impose
upon them commensurate obligations to insure that
their nroducts do not fall, by design, negligence,
inadvertence, or mere disinterest, into the hands of
criminal elements or subversive groups.

The unauthorized acquisition, possession, trans-
portation, and use of any explosive substance should
carry severe criminal sanctions. The evidentiary
onus of showing that these substances were not
intended for purposes of intimidation, extortion, or
the furtherance of violent crime should rest with the
person apprehended with them.

The law should provide for the search of person
or property under the authority of a judicial officer
of competent jurisdiction within the limits p-escribed
by .the Constitution,

Commentary

While legislation controlling explosives and other
harmful substances is substantially less sensitive and
controversial politically than weapons control, the
acquisition and employment of explosives are
scarcely less important to the terrorist than the ob-
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taining and use of weapons. During 1975, 2,053
bombings in the United States and Puerto Rico were
reported to the FBI. These accounted for 69 deaths
and 326 injuries, as well as more than $26 million
in property damage, providing a somber backdrop
against which the need for the controls recommended
may be assessed. Bombings presently constitute the
principal manifestation of true terrorism in the
United States, and evidence suggests a likely in-
crease in this form of terrorism because, among
other things, of its symbolic nature, The indiscrim-
inate character of many terrorist bombings and the
patent innocence of so many of the victims generates
a great deal of public support for strong action in
this area.

There are ceonsiderable variations nationwide in
the efficacy of explosives control. Of some places it
has been said, “It was as easy to buy dynamite as
babyfood” [Seedman. Albert, Chief, New York:
Avon Books, 1974, p. 227]. Such laxity not only
makes it very much easier for terrorists to acquire
explosives but also hampers investigation of terrore
ist bombings, because the materials used, even
where elements of them can be recovered after the
explosion, cannot be traced easily. Ideally, regula-
tion should provide not only for the strictest control
of the substances themselves but also for stand-
ardized means of identification. The Bureau of Al-
cohol, Tobacco, and Firearms of the Department of




the Treasury has built up a great body of knowledge
on the identification and detection of explosives
under difficult conditions. Programs, formulated in
collaboration with manufacturers, for the identifi-
cation of explosive materials through use of very
advanced forms of tagging have reached a stage
where they offer important investigative opportuni-
ties. Legislatures are strongly urged to support these
programs with the necessary funding, Legislators,
civil authorities, and law enforcement officials
should draw on the vast experience of the Bureau in
appropriate circumstances.

The Institute for the Study of Conflict, London,
has reported, with regard to the control of explo-
sives,

A good deal more can be done to prevent terrorists gain-
ing access to the routine sources of explosives: supplies of
nitric acid, sodium chlorate, and ammonium nitrate are
simply sold over the counter or available as ingredients in
common fertilizers; thefts of detonators, detonator wiring,
and other explosives materials from construction firms,
quarries, etc. Companies entitled to stockpile explosive ma-
terials should clearly be required to guard their supplies
properly, Detonators should he properly identified—perhaps
through the use of radioactive isotopes in lebeling—to en-
able the police to determine the source if they are used
in a terrorist incident [New Dimensions of Security in Eu-
rope, 1975].

While there are many substances adaptable for use
as explosive charges that are not susceptible to
ready identification by tagging, color coding, or
other means, such identification should be obliga-
tory for substances such as dynamite which are
manufactured with an explosive purpose and which
can be so marked. All transfers of such explosive
substances should be recorded permanently. From
an investigative point of view, the tracing of explo-
sive elements from substances that can be recovered
is often vital in facilitating investigations and lead-
ing to suspects.

The potential for explosion of other materials
commonly ‘used, either alone or in combination, es-
pecially nitrate fertilizers, should be understood by
all who manufacture, store, transport, deal in, or use
them on a large scale, and special precautions

against theft should be taken. Laws should require
that, in case of theft, a prompt report be made to
the appropriate law enforcement authority, which
should take particular note of the potential for use of
the substance as an explosive. Unusual acquisitions
of large quantities of such materials by persons or
organizations apparently having no legitimate use
for them should be noted by intelligence units
of law enforcement. Special precautions should be
taken to avoid the loss by theft of military explosives
and special devices that are peculiarly adaptable to
terroristic purposes. All stocks should be inventoried
carefully and periodic checks carried out.

The use of explosives by terrorists poses special
law enforcement problems that require the need for
special counteractive powers if proper preventive
measures are to be taken. Such powers are justified
because of the clandestine character of the opera-
tions the terrorists conduct to achieve their objec~
tives and because of the peculiarly cold-blooded
nature of crime involving use of explosives. It is
difficult to conceive of any prima facie acceptable
explanation that can be given by one found in un-
authorized possession of explosives, particularly if
they are primed, and the law might reasonably re-
quire an explanation to rebut the presumption of
illicit design that might otherwise cbtain. In addi-
tion to the severe criminal penalties that should
apply to the acquisition, possession, transportation,
and use of explosives, other inhibiting legal devices,
such as the shifting of the burden of proof and
special extended powers of search and seizure—
within constitutional limits—should be considered.
The general goal of legislative policy in this area
should be to improve the standard of care in the
handling of explosives generally—thus making
their acquisition more difficult for the terrorist and
inhibiting their handling by all persons unauthorized
by law.
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Standard 5.3

The Intelligence
Function

Legislators should recognize the indispensable
role of intelligence gathering and the use of intelli-
gence in the fight against terrorism. Legislation
should strike an appropriate balance between the
need to protect the domestic security and the poten-
tial dangers to individual privacy and free expression
posed by unreasonable surveillance. A comprehen-
sive review of existing legislation should be under-
taken and such new legislation as may be necessary
enacted, with the aim of providing the authority and
means for the regular and effective collection, proc-
essing, storage, retrieval, and exchange of informa-
tion relating to persons and organizations reasonably
suspected of engaging in or likely to engage in certain
specified violent, intimidatory, or subversive conduct.

Reasonable safeguards for the righis of those
whose conduct may be subject to scrutiny must be
provided, but those provisions of the law should not
be so restrictive as to hamper proper law enforce-
ment operations responsibly undertaken in the public
interest. The law should provide for a’ legislative
oversight committee, which should have responsi-
bility for the publication of 2 clear general policy
statement that describes the methods used for getting
information; the kinds of information sought; the
provisions for periodic review; and the methods for
purging records that no ionger serve a legitimate
public purpose. It also should be the responsibility
of the oversight committee to study the operation
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of the law to evaluate its effectivensss; to examine
complaints against its application; te¢ recommend
changes in law and pelicy; and to publish an annual
report. The committee should have access to all the
information necessary to enable its effective operation
and should be responsible for safeguarding all sensi-
tive material, publication of which would not bhe in
the public interest.

Legislation should contain severe sanctions for
those who willfully interfere with the legitimate intel-
ligence-gathering functions of any agency covered by
the law for the purpose of frustrating that agency’s
operations or who disclose information that is likely
either to further the objectives of any person or
persons against whom intelligence activities are legi-
timately directed or to intentionaily cause harm to
those engaged in the operation of the law.

Commentary

This standard addresses what has been described
as the true intelligence function. It stresses that leg-
islation should distinguish between this function
and other operational roles customarily assumed by
intelligence agencies and intelligence arms of law
enforcement. Congressman Richard Ichord has ob-
served [The Nationwide Drive against Law Enforce-




ment Intelligence Operations, p. 3323]: “[That]
‘intelligence’ is simply information, and information
is acquired by investigation, Without it neither the
concerns of saciety nor the concerns of individuals
can be effectively advanced.” Where this simplicity of
description is s¢rictly maintained, both in a legisla-
tive and in an operationa! sense, many of the objec-
tions raised in recent years regarding the intelli-
gence function and the way it has been carried out,
particularly as it relates to domestic matters, can be
avoided. The matter becomes, then, to legislate so
that a proper balance is struck between the need to
insure domestic security and the rights and privileges
of individuals in the maintenance of privacy, free
expression, and association.

Terrorists do not plan their operations openly.
Clandestine activities, i.e., going underground, are
essential to any true terrorist movement. Unless
law enforcement is to be restricted merely to re-
sponding to violent acts after they have occurred—
a position that not even the most ardent civil liber-
tarian wouid espouse—the need for some sort of
intelligence capability is obvious. Effective, preven-
tive measures against terrorists depend, to a large
extent, on the efficiency of the intelligence opera-
tions of law enforcement authorities. What has been
called strategic intelligence is essential to the success
of any preventive response, and it must be recog-
nized that a great deal of material not resulting in
either criminal proceedings or even direct actions of
some sort against terrorists will, in the course of
these operations, be collected.

Clearly, there must be proper respect for privacy,
and the indiscriminate collection and retention of
material, however remote, must be discouraged.
Legislation and the regulations made under it should
govern, with some precision, access to ail sensitive
material. This standard calls for an unequivocal
legal recognition of the need for the development
and maintenance of an effective intelligence capa-
bility, which is, in operation, properly respectful of
the rights of free expression. Privacy, like weapons
control, is an extremely emotional matter. Emo-
tional political rhetoric must not be allowed to mas-
querade as logical argument nor be permitted to
rule where more commonsense positions might pre-
.vail. These standards suggest that a reasonable com-
promise can be struck between law enforcement’s
need to know in order to protect the eonimunity and
the rights of individuals to maintain privacy over
some aspects of life and conduct. As was said by
the President’s Commission on CIA activities
within the United States [p. 5], “In the final analysis
public safety and individual liberties sustain each
other.”

Those who argue against aspects of the intelli-
gence function maintain that peovle who have not
done and are not doing anything wrong are being
subjected to official surveillance and that informa-
tion on even quite proper activities is routinely
collected and may one day be used improperly by
government. Legislators must be attentive to these
fears. Francis Allen has written [p. 68]: “The fanat-
icism of the terrorist is sometimes matched by the
fanaticism of the government agent. A kind of re-
ligious warfare results, with neither side revealing
any disposition to doubt the virtue of its cause or to
subject the efficacy of its means and measures to
critical examination.” It is for the legislator to put
these matters in their proper perspective. Public
confidence in official intelligence operations has
been severely damaged. Yet the need for intelli-
gence capability remains imperative. Public faith in
the intelligence community must be rebuilt, and
sound legislation and oversight are a necessary first
step in that direction.

Mauch of the public concern about the exercise of
the intelligence function derives from the aura of
secrecy that surrounds it. Operational secrecy is a
necessity if the intelligence function is to have util-
ity. At times, however, the mask of secrecy is ex-
tended far beyond the point of need. It has been
said that:

Files contribute to the mystique of professionalism. The
reduction of a mass of material into subversive classifica-
tions, of events into a chronological sequence, of names by
alphabetical order, can somehow clothe a body of question-
able data, assembled by the most arbitrary and unreliable
standards, with a special aura of objectivity and profession-
alism. The serried ranks of file cabinets join the microscope,
camera, and electronic transmitter as valuable instruments
of scientific investigation. In short, the process by which ma-
terial is organized inevitably comes to serve as a mask for
its relevance or probative value [Frank J. Donner, Political
Intelligence: Cameras, Informers and Files in Privacy in a
Free Society, Final Report of the Annual Chief Justice Earl
Warren Conference on Advocacy in the United States, 1974,
pp. 56-71, at p. 67].

There is no good reason why policy regarding the
intelligence function, as distinct from some of the
operations themselves, should be cloaked in secrecy.
The Watergate Special Prosecution Force recom-
mended [p. 144]:

Therefore, each agency with significant intelligence gather-
ing responsibilities, including the CIA, FBI, and IRS, should
formulate written policies that include the purposes for
which intelligence is to be gathered, the methods to be used
in obtaining information, the kinds of information to be
sought, and the provisions for periodical review of priorities
and purging of records that no longer serve an important or
legitimate purpose.
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The present standard suggests that the function com-
mended to a domestic intelligence policy review
board by the Watergate Special Prosecution Force
ought to be undertaken by the legislature itself. Sys-
tematic review of established policy by a legislative
oversight committee, regularly reporting to its legis-
lature, should do a great deal to allay public con-
cern over possible abuses and allow for thorough
scrutiny by the legislature of the workings of the
law so as to respond promptly to any need for
change. The committee should not reflect a partisan
bias and members should be appointed upon recom-
mendation of the leadership in the legislature.

Although it is clearly in the public interest to
maintain the secrecy of certain operations in order
to insure their effectiveness, many rational argu-
ments may be posited for removing the secrecy in
some instances. There are potential conflicts with
first amendment rights and a not unnatural concern,
in view of recent disclosures concerning the CIA
and the FBI, about the possibility of abuses that
might be indiscriminately concealed by an overall
blanket of national security. Many will remember
that it was the vigilance and daring of the media
that brought these abuses to the public attention
and created the demand for their redress. Legisla-
tion directed at maintaining the secrecy necessary
for certain operations ought not to cause suspicion
that it may be an attempt to stifle proper media
operations or limit the public’s right to know of the
way in which its government operates and public
servants perform their duties. Any legislation en-
acted should take proper account of local sunshine
laws, which are statutes designed to insure that im-
portant decisions are taken by authorities in open
session, and should provide for appropriate ex-
emptions where necessary.

It is suggested that the public’s need to know be
met through the vigilant scrutiny of the legislative
watchdog committee, which should be entitled to
the fullest information to enable it to perform its
duties. Oversight to this extent carries correspond-
ingly high responsibilities for the legislative com-
mittee to safeguard the sensitive information com-
mitted to its trust. One of the most troublesome
features of public life in recent years has been the
leakage of secret information by public servants,
“much of which could have had damaging effects on
the. Nation’s security. Public concern about possi-
ble maladministration increases pressure on the
media to uncover those matters that are being kept
secret. This, in turn, leads to pressure by the media,
which gives rise to many of these “leaks” and
“counterleaks.” While, in some cases, this procedure
has become almost an institutionalized form of polit-
ical life, it can have, under certain circumstances, a
damaging effect on vital, operational security and
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can be readily exploited by those who wish to dis-
rupt the intelligence capability. The Watergate
Special Prosecution Force draws attention to this
feature in relation to its own role [p. 27]: “Fur-
thermore, press attention to WSPF's work created
ever-present dangers that errors in the conduct of
investigations, including ‘leaks of information’
might be exploited by people who wanted to halt
WSPF’s work.”

It is suggested that legislators might wish to con-
sider the implications of what is outlined here in
preparing the legislation recommended in this stand-
ard. If the public interest can be satisfied by an
effective oversight committee, some form of sanc-
tion for those who willfully interfere with or com-
promise - the legitimate intelligence-gathering
function$ ot any agency covered by the law can be
contemplaiel. Some protection, by imposing obliga-
tions on government employees similar to those
enacted in the Official Secrets Acts of the United
Kingdom, for example, may be constitutionally
proper and politically feasible. Any attempt, how-
ever, at a more extensive prohibition on the collection
on behalf of and dissemination of information to the
public, however sensitive, is likely to meet strong
resistance. The desirability of such prohibitions, in
terms of protecting legitimate intelligence opera-
tions, thus should be weighed against the patent
disadvantages of any public concern that might be
generated thereby.
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Related Standards

The following standards may be applicable in im-
plementing Standard 5,3:
4.9 Antiassassination Measures
6.4 Self-Regulation of Police Intelligence Opera-
tions
7.2 Judicial Regulation of Intelligence Gathering
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Standard 5.4

Other
Counterterrorist
Measures
Undertaken by
Intelligence Units or
Agencies

The intelligence function and the legislative au-
thority for it must be distinguished carefully from
those counterterrorist or counterinsurgency measures
that do not have as their principal function the col-
lection, processing, storage, retricval, use, or ex-
change of information but that involve overt or
covert activities designed to affect the existence or
operations of individuals or groups engaging in or
likely to engage in conduct threatening the domestic
security. Legislative authority for the intelligence
function, as defined in the preceding standard, must
not be held by implication to extend to other opera-
tions of a counterterrorist or counterinsurgency
nature even where the conduct of these is entrusted
to the same agency as that to which tie intelligence
function has been assigned. Covert operations, in-
volving special techniques developed by intelligence
agencies or intelligence branches of law enforcement
agencies, against individuals or groups engaging in
or likely to engage in criminal activity involving acts

or terroyism and political violence may be necessary, .

but the nature and conduct of these operations
should be prescribed by legislation expressly ad-
dressed to ihie subject.

Legislation with regard to operations, whether of
an overt or a covert nature, designed to inhibit the
activity of individuals or organizations engaging in
or likely to engage in acts of terrorism or political
violence should prescribe conduct that conforms not
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only with the relevant censtitutional precepts but
also with the general temets on which American
society is founded. Legislators should especially
avoid enacting laws, which, while providing authority
for the efficient conduct of operations in the fight
against terrorism, are, in themselves, destructive of
the liberties that are most highly valued by a demio-
cratic socieiy.

Legislation authorizing counterterrorist or counter-
insurgency measures should regulate

1. The use of informants and monetary rewards
for information concerning those who commit or are
likely to commit acts of terrorism or political
violence;

2. Penetration, infiltration, and other measures
designed not merely to elicit or relay infermation
but to inhibit or provoke activity of individuals or
groups; and :

3. The use of photographic, electronic, and other
equipment for purposes other than the collection,
vecording, storage, retrieval, and tramsmission of
information.

A policy review board under the authority of the
Attorney General of the Uniied Siates or the State
attorney general, where appropriate, should examine
practices and procedures and lay down guidelines for
the proper exercise of the powers conferred by legis-
lation. The board should receive and review reports;
receive and examine complaints; and recommend,




where appropriate, changes in practice or legislation.
The review board should report annually to the legis-
lative oversight committee, which should decide what
portions of the report and the debates on it should be
published.

Commentary

Much of the concern about United States intelli-
gence operations, both domestic and international,
has centered on measures that are, essentially, an
extension of the true intelligence function as it has
been described in these standards. The confusion
has arisen, largely, because certain operations,
undertaken in consequence of policy decisions, have
been carried out by the same agency responsible
for the gathering of the intelligence on which the pol-
icy decision was based. Where these secondary activ-
ities have been questioned, they inevitably have
tainted the initial intelligence-gathering operation,
the legitimacy of and necessity for which scarcely
could have been open to challenge otherwise. This
points up the need for legislatures to distinguish
clearly between the true intelligence function and
those measures of an operational nature directed
against individuals or groups that may be necessary
in consequence of information obtained. There is
clearly a need for different types of control and dif-
ferent criteria for oversight of these two distinct
classes of operation.

The area this standard addresses is an extremely
difficult one, for a number of moral, ethical, and
philosophical issues must be faced before policy can
be made. The translation of these issues into policy
then must be accomplished within a constitutional
framework. The necessity for some of these meas-
ures against terrorists must be regretfully acknowl-
edged. Legislators have, however, an important
duty to examine the need and desirability for
such measures by referring not only to legal criteria
but also to the fundamental, unarticulated prem-
ises on which American society is based. It would
be easy and, in the short term, more comfortable
to overlook some of the possibilities, but, it is sug-
gested, this would be shirking an issue that is certain
to reemerge later in a more aggravated and em-
barrassing form. Those entrusted with society’s re-
sponses to terrorism, particularly those which, of
necessity, must be of a covert nature, are entitled to
a clear mandate from their legislators, which, if ex-
ceeded, would be done at their peril. This is an
area where legislators should establish clear policy
guidelines and often will need to display a certain
amount of courage to draw them up and insure their
subsequent enforcement. The covert measures that
this standard must consider, however, never should
become “[A] way of exercising governmental power
which outruns the forms of law” [Donner, Political

Intelligence: Camera, Informers and Files, p. 58].

There are, nevertheless, some obvicus limits to
counterterrorist measures that merit articulation.
Just as it is now clear that our Nation will not
countenance attempts by its intelligence community
on the lives of foreign leaders, by the same token it
cannot tolerate preemptive strikes directed against
the lives of terrorists. When terroristic operations are
detected through the proper use of the intelligence
capabiiity, they must be kept under surveillance,
proper attempts. made to frustrate or neutralize
their operations, and, where possible, those involved
should be apprehended and prosecuted according to
law. It is recognized that, in some instances, appre-
hension and prosecution might not be possible, and
it is in this area, in particular, that there is a real
need for policy guidelines. The dilemma for law en-
forcement is well stated by FBI Director Clarence
Kelley. Responding to questions relating to FBI
countermeasures that might be necessary under cer-
tain circumstances, he said,

[Well,] hypothetically, take the situation where a member
of one of the very violence-prone organizations indicates
that as an employee of waterworks he intends to do some-
thing which will be damaging to the city and tells this to an
informant of ours. We have no indication as to what exactly
he’s going to do, but due to his position he titends to con-
taminate the water system. Now in a situation itkc that you
do not have probable cause for an arrest. but you do have
a situation which could well be devastating unless something
is done. So in that case T would present it %o the attorney
general as to action to be taken.

Pressed as to the kind of action that could be taken,
Mr. Kelley said,

That action could take form in many ways. Possibly the
calling in and questioning of the man about this—but on
some occasions this might well reveal the identity of the in-
formant which would be the destruction of the effectiveness
of the informant. So it may be that you'd have to balance
this thing out. It might be that you’d want to talk with the
employer. I don’t know what steps can be taken but I'd say
that something must be done in order to protect society. In
the absence of probable cause you just simply don’t have
enough to prosecute but you've just got to do something
[The Washingion Star, Washington, D.C., Feb. 17, 1976].

Harassment must be avoided, but there is clearly a
need for measures, in some cases, that will protect
against terroristic activity when evidence does not
permit immediate legal proceedings against the indi-
vidual concerned: Law -enforcement is entitled to a
clear answer from the legislature in matters of this
kind.

The police informer is a disagreeable necessity;
many investigations would be guite impossible with-
out the use of informers. The possibilities for abuse
in their indiscriminate employment, however, are
considerable, particularly in times of stress or social
upheaval. Additionally, there is great temptation for
unscrupulous persons to exploit the needs of law
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enforcement so that their activities become ex-
tremely difficult to control. Their employment and
any excesses they may commit in the course of oper-
ations, therefore, reflect adversely on the public
image of the law enforcement agency as well as on
the public perceptions of the intelligence function.
It has been observed that:

The Supreme Court's reluctance to scrutinize the tactics
of spys and informers opens limitless vistas for govern-
mental assaults on the private life of the individual, Its cau-
tion probably reflects conviction of the need for secret
agents, and of the difficulty of limiting their activities with-
out eliminating their role altogether. But administrative hard-
ship does not require total abstention. Workable devices can
be created for judicial control of secret agents [“The Judicial
Control of Secret Agents,” Yale Law Journal, Vol, 76, No.
5, 1967, pp. 994-1019 at page 1013].

Any judicial control over the use of informers other
than in posterior fashion is beset with difficulties.
Prior submission of their use, in particular cases, to
judicial scrutiny has obvious constitutional implica-
tions and might well make law enforcement opera-
tions involving them impossible. Yet this remains an
area in which regulation is urgently needed, and it is
preferable that clear, legislative guidelines be pro-
vided as a framework within which the administrative
rules can be established. It must be noted that in-
filtration or penetration of terroristic groups is a
particularly effective countermeasure. The extent to
which this is permissible, the parameters of such
activity, and the type of control that should be ex-
ercised over it ought to be spelled out, legislatively,
so as to define the broad policy considerations. In
this, as in other areas concerned with responses to
terrorism, a cautionary note is in order, Many meas-
ures that might be extremely efficacious are never-
theless destructive of those freedoms on which the
terroristic attack is directly or indirectly focused.
Some of these countermeasures are, of course,
attractive to those engaged in them, and it is for
legislators and those charged with oversight to see
that these understandable enthusiasms do not be-
come excessive or extend themselves beyond the
limits of the law. The issue is essentially one of
supervision. Considerable administrative control is
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necessary in these matters, and it is felt that this
should be achieved most effectively through the
type of policy review board suggested in this stand-
ard. As a means of achieving the control sought, it
is suggested that some elected officials be appointed
to the review beard, The measures recomnrended are
intended to prevent recourse to what has come to be
known, disparagingly, as “dirty tricks.”
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Standard 5.5

Emergency Powers

In situations of emergency, where acts of ferror-
ism and extraordinary violence or widespread dis-
order affecting the public security or vital services are
considered to be beyond the legal powers of the law
enforcement authorities to contain and control, it
may be necessary to enact special laws conferring on
the appropriate authorities a variety of emergency
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should have powers, under the Constitution, to pass
rapidly such emergency legislation as may be re-
quired, but the procedures should allow for proper
expression of “public concern, inciuding dissenting
viewpoints.

Emergency legislation should be clear, concise,
and published without delay after promulgation.
Neither new offenses nor new sanctions for existing
offenses should be created pursuant fo the exercise
of emergency powers but should be the product of
regular legislative procedures. Emergency powers
given jaw enfercement authorities should be defined
precisely and limited in scope to. those absolutely
necessary to meet the situation to which they are
addressed. Emergency legislation should be eracted
so as to be in force for a limited time omly and
should be subject to full review before extension,
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Commentary

There are some, situations of civil disorder, terror-

ism, or political violence that call for a response
cupability beyond that which the ordinary law would
permit. The need to protect the domestic security is
such that a reserve legislative power, which can be
activated quickly, always should be available to meet
such emergencies. Every legislature should have the
capability of coping with such an emergency and
should review iis practices and procedures to insure
that it is properly equipped, under the Constitution,
to achieve control over such situations, Emergency
legislation is, by nature, promulgated to meet a sud-
den, unusual situation that calls for an unusually
rapid response. Such legislation will not, therefore,
be the product of the full, public debate generally
accorded issues of considerable importance under
ordinary, democratic processes. Because of the ur-
gency of the need, some of the procedures that
would allow for the expressicn of differing viewpoints
will have to be curtailed. Emergency legislation pro-
cedures ought, therefore, to be used sparingly and
never to enact legislation that ought properly to
receive more extended public study and debate. Pye
and Lowell have written [p. 6010],

We also think it is much wiser to determine the precise
extent to which civil liberties are to be limited, and under
what conditions, by legislative enactments following public
debate, rather than by the ‘low visibility’ decision of police
or judges. A strong case should be required for a grant of
any power that may be used to limit freedom, If the people,
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through their representatives, do not think that the incre-
mental protection they may receive justifies the threatened
loss of liberty, they should be able to deny the authority
effectively.

Emergency legislation should be in force for a speci-
fied time and should be subject to full, legislative
review before being extended. Whenever a need is
felt for the incorporation of permanent, special
powers to meet some situation, these should be
enacted by the ordinary legislative procedures.
Legislatures should be prepared to accord the
civil authority special emergency powers where the
situation demands an augmentation of that authority’s
response capability. In some situations, the ability
to give a decisive response, unfettered by considera-
tions that would obtaiii in ordinary times, may be
crucial to the restoration of order. Emergency power
statutes should be enacted to provide specific, sup-
plemental powers during a period of emergency.
Such powers as may be necessary for augmenting the
civil authority’s response capability for restoring
order should be available on proclamation of a state
of emergency by the civil authority concerned; the
legislation conferring these powers should indicate
with some specificity the circumstances under which
a state of emergency might be proclaimed. Care
should be taken to enact, by emergency legislation,
only those powers that are truly reflective of the
need. Powers of a more permanent nature ought to
be enacted as permanent legislation by the regular
processes. Some consideration should be given the
possibility of standardizing emergency legislation
nationally, so as to avoid the disparities of emergency
powers that, exist at present throughout the country.
In circumstances where it is considered that dis-
order or terrorism presenting a serious threat to the
functioning of the community cannot be met by the
use of ordinary police powers, consideration should
be given to enlargement of these powers, by appro-
priate legislation, to cope with the emergency condi-
tions. In many jurisdictions, the law of arrest may
be inadequate to deal with problems presented by
disorder, terrorism, and other types of extraordinary
violence. The clarification of arrest powers and their
expansion, where necessary under emergency condi-
tions, are desirable. Legislators should consider the
desirability of providing law enforcement officers,

under specified conditions of emergency, the power.

to arrest without warrant for probable cause in all
cases where a serious offense has been committed
by some person and power to detain and question
persons for a reasonable period where it appears
that certain specified offenses detrimental to the
public security have been or are likely to be
committed.

The civil authority may find it necessary during
a continuing, unsettled period to impose a curfew
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or to restrict public access to certain arcas within
its jurisdiction. A curfew contributes greatly to
effective law enforcement and the restoration of
order, because it provides at least a theoretical
framework for distingnishing innocent persons from
those whose purposes are of a different order. It
should be recognized, however, that curfews them-
selves can be extremely disruptive of the life of
the community and never should be imposed for
longer than is necessary to restore the community
order and security. The establishment of protective
zones is a similar emergency device that the civil
authorities should be empowered by legislation to
employ in appropriate circumstances. Again, this is
a power that should be used very discriminatingly,
in cases for example where there is a serious threat
of disruption of vital services or free movement of
the public or in the event of a serious threat of mass
destruction to some highly populous area.

The threat of terrorism presents problems of
search and seizure with which ordinary law enforce-
ment powers may not be adequate to cope. The use
of explosives on a large scale as part of a sustained
terrorist .campaign or the use of materials capable
of massive destruction pose special problems. Under
certain conditions, the use of premises by potential
snipers is another situation of this kind. A legislative
clarification and enlargement of law enforcement
powers of search and seizure, under clearly defined
emergency conditions, should be considered. Pye
and Lowell observe [p. 1048] “In the emergencies
characteristic of some kinds of civil disorder, there
is good reason for state laws relating to searches,
like those authorizing arrests, to be as broad as the
Constitution will permit.” This statement may be
considered to embrace those situations involving
terrorism where it is necessary to invoke emergency
powers.

Emergency legislation should be contemplated
that would give law enforcement oificers, acting in
pursuance of their duties, the power of search with-
out warrant of persons and property under the im-
mediate control of such persons for the purpose of
seizing and bringing before a judicial officer of
competent jurisdiction any article or substance
actually used for the commission of a violent act
detrimental to the.public security or capable of being
used for such purposes. The law should provide that
law enforcement officers may exercise these special’
powers only when it appears to them that there is a
clear and present danger to the public security;
when it is reasonable to suspect the presence on
persons or under their control of articles or sub-
stances that have been or are likely to be used in the
commission of violence detrimental to the public
security; and when the circumstances of the case are
such -that it would not be possible to prevent the



perceived harm or the loss or destruction of vital
evidence if action were delayed to obtain a search
warrant. In addition to these powers, emergency
legislation should be considered that would empower
law enforcement officers, acting in pursuance of
their duties, to enter private premises by force and
without a warrant in order to apprehend some person
or persons occupying such premises for the purpose
of preparing or committing an act of violence detri-
mental to the public security. Legislation should
specify that such special powers may be used only
when ‘the possibility exists for the physical harm of
some person as a result of the violent act.

In situations of mass disorder, the sheer numbers
of persons engaging the attentions of law enforce-
ment officers may tax unduly their ordinary enforce-
ment capabilities. In certain situations, something
less than an arrest may be used to restore order.
Emergency legislation should be considered that
would give law enforcement officers, acting in pur-
suance of their duties, the power to detain any
offender, where there has been a breach of the peace
not amounting to a felony or a serious misdemeanor,
so as to prevent zontinuance or repetition of the
conduct, and to release the offender with a warning
if they see no useful purpose to be served by taking

him into custody. The exercise of all such special
emergency law enforcement powers should be the
subject of explicit departmental guidelines, and offi-
cers should be not only acquainted with their content
but also trained in their prudent application in emer-
gency situations,
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The following standards may be applicable in
implementing Standard 5.5:
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Standard 5.6

Law Enforcement
Under Emergency
Powers

Law enforcement officers acting under emergency
powers should adhere strictly to the terms of depart-
mental rules and guidelines governing their exercise.
The emergency legislation should provide that, if a
law enforcement officer, acting in good faith, ex-
ceeds those powers, he should not be held personally
liable, criminally or civilly, for any harm resulting
from his actions. Such personal immunity should
not, however, bar the person injured by the excessive
use of such powers from any action that he could
otherwise take legally to secure indemnification for
the harm occasioned to person or property.

Commentary

The law should provide clear and specific limits
to any extension of ordinary law enforcement
powers. Departmental guidelines should indicate with
exactitude the way in which such extended, emer-
gency powers ought to be used. However, given the
confused nature of many of the situations in which
these powers are likely to be invoked, it cannot be
expected that they always will be used precisely
within the narrowly defined limits of the law. The
public interest demands that there be adequate ma-
chinery for insuring that law enforcement excesses
do nct occur even under circumstances of disorder
and confusion but that if they do the person harmed
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may have such redress as the law allows. There is,
presently, considerable practical difficulty in the mnat-
ter of redress. It should be recognized that there is
a competing interest here, namely that of insuring
decisive response by law enforcement, even under

difficult conditions. The point addressed by the

present standard is a narrow one. Kenneth Culp
Davis has written: “The public interest suffers when
a officer resolves doubts in favor of inaction because
he may be personally liable if he takes action” [“An
Approach to Legal Control of the Police,” Texas
Law Review, Vol. 52, 1974, pp. 703-725, at page
720]. If this were to occur in a situation involving
disorder or terrorism, the results for society could
be disastrous. The officer entrusted with the response
capability is entitled to know not only what he
ought to do under given circumstances, but alsc that,
if he makes a good faith error resulting in an exces-
sive use of his powers, he will not be personally liable
for the consequences, either civilly or criminally.
Any personal immunity extended to the officer that
enables him to perform his duties better ought not
to preclude any legal redress against the civil author-
ity, and legislagon should provide for the payment
of indemnity. when appropriate.
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Related Standard

The following standard may be applicable in
implementing Standard 5.6:
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Standard 5.7

Content of
Emergency
Legislation

Emergency legislation should previde for the
exercise, in specified contingencies, by the chief
executive or some other designated official, of ex-
traozdinary powers to meet the threat of disorder and
tie disruption of society through mass disturbances;
the dislocation of vital services; or acts of ex-
traordinary violence of a terroristic or politically in-
spired nature that cannet be controlled or contained
by ordinary means,

Such powers, conferred for the restoration of
order, shouid inciude:

1. Proclamation of a curfew, with restrictions on
movement and association during certain hours and
in specially designated areas;

2. Prohibition of certain conduct, which although
not ordinarily prohibited by law, is considered in.
flammatory and .likely to provoke disorder or to
aggravate an already disorderly situation;

3. Control of access to and from and movement
within certain specified areas;

4. Evacuation and relocation of persons normally
residing in certain specified areas who are threatened
by disorders or terrorist activity;

5. Restrictions on communication with and com-
munication within certain specially designated areas;

6. Restrictions on the use of certain specified
private property during certain times in designated
areas;

7. Requirements of stipulated means of carrying
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identification during certain times in designated areas;
and

8. Prohibition of the possession, sale, transfer, or
consumption of certain articles or substances capable
of being used for the commission of acts of violence
or in stimulation of or preparation for such acts.

Because of the breadth of such extraordinary
emergency powers and the threat to ordinary, indi-
viduai liberties that they represent, the law should
provide that they be exercised for a fixed time,
preferably for not more than 30 days, after which
an extension should be granted by the legislature,
on the petition of the executive, omly if cause is
shown. Legislatures should be alert to any exercise of
such emergency powers contrary to the spirit and
intent of the legislation and should gward against
the uvmzvarranted creation of permanent laws and
practices developing out of their exercise. The ordi-
nary review by the courts of the exercise of the
emergency powers authorized by such legislation
should be rigorously preserved.

Commentary

This standard suggests the minimum emergency
powers that legislatures ought to confer on the civil
authority; other powers may be desirable according
to circumstances. While, in the United States, emer-




gency powers customarily have been invoked in
situations of civil disorder, their use in situations
involving organized terrorism should be considered
and legislation should be developed with that con-
tingency in mind. Comparative experience is par-
ticularly valuable here, especially that of Canada
with respect to the War Measures Act. Not all the
suggested powers may be needed to deal with some
particular emergency, but the legislation itself or the
proclamation of emergency by the chief executive
should allow for the activation of all such special
powers as may be necessary. These are extraordinary
measures designed to meet extraordinary situations.
The powers conferred should be used only as needed
to control some situation or to restore order. They
represent a substantial interference with the regular
life of the community, and their employment should
be restricted to whatever may be necessary to
respond to the situation that has arisen. For example,
Jerry Wilson has written [p. 95]:

[Further,] in an urban environment, while the proclama-
tion of a curfew does enable the government to quickly
clear the street of disorderly elements and thus rapidly to
put down the disorder, it simultaneously nearly totally shuts
down the commercial and social life of the city. Given that
civil disorders usually are confined to relatively limited areas
of the city, the proclamation of a curfew may have the
effect of disrupting the total city more than the disorder
would have. Although a solution to the dilemma might be
the proclamation of a curfew for only a part of the city, in
most urban situations of today such action would have eth-
nic or racial overtones which would make it politically un-
feasible.

It is preferable that the legislation describe clearly
not only the legislative content but also the specific
contingencies for which the law can be invoked.
It is recommended that emergency legislation be
structured to meet the following contingencies:
(1) if there should be an act of terrorism or extraor-
dinary violence or a disorder of such magnitude
that order cannot be restored effectively by use of
the ordinary legal powers conferred upon the civil
authority; (2) if the public safety can be effectively

guaranteed only by the exercise of special emergency
powers; or (3) if the events that have occurred would
tend to deprive the community of the essential ele-
ments of life unless the civil authority is allowed a
response beyond that of the ordinary process of law.
A serious threat, for example, to deprive a com-
munity of food and other essentials of life by means
of a blockade might, apart from the peace-keeping
issues involved, require extraordinary action for
which such legislation as that recommended should
provide.

Legislators must take special care to insure that
measures that might be essential to meet some special
emergency that has arisen do not become, almost
imperceptibly, a permanent feature of the law when
the real need for them has passed. This standard,
therefore, stresses the temporary nature of these
special laws and the powers conferred by them and-
urges legislators to be vigilant in examining the
continuing need for these laws. Where there is a
real need to extend these powers as a permanent
feature of the law, the full legislative process should
be adopted so that the public may be afforded the
opportunity to express their views on the issues in-
volved. Emergency legislation that would restrict or
eliminate the ordinary procgss of judicial review
should not be enacted.
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Standard 5.8

Emergency Laws
Relating to the
Adjudicatory Process

Emergency legislation should be designed to guar-
antee, as far as possibie, the preservation, under
difficult circumstances, of fundamental freedoms in
relation to the effective eperation of the ordinary
adjudicatory process. Wherever possible, there
should be adherence to traditional forms and pro-
cedures, and justice should be administered with due
regularity and proper attention to substance. Yo
enable attainment of these goals, temporary expan-
sion of personnel and functions is preferable to
curtailment of rights or truncation of their exercise.

Such legislation should provide for satisfactory
mass processing of those persons arrested by law
enforcement authorities for unlawful conduct in the
course of civil disturbances. Priority should be given
to the processing by the regular courts of cases
involving criminal charges for which a sentence of
imprisonment of more than 12 menths is likely to
be imposed or where bail is denied. Special judicial
arrangements should be made for mass release on
recognizance of those arrested for relatively minor
infractions and for alternative adjudicatory pro-
cedures that would allow for rapid but fair proc-
essing, with as little formality as is consistent with
the case.

The legistation should authorize the preparation
and maintenance of a roster of legally qualified
persons who can be sworn as temporary, inferior
court judges of limited jurisdiction during periods
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of proclaimed emergency. Such judges should hold
regular hearings, as far as possible in regular court-
houses, but, in gemeral, their authority should be
limited to a magisterial screening of cases for the
purposes of release on recognizance, after admoni-
tion, and with an injunction to keep the peace
where appropriate; granting of bail; and imposition
of fines not exceeding a cumulative fotal of $50 for
the offenses charged. Appeal to a judge of the regu-
lar bench for review of any disposition made in
such proceedings should be allowed. The legislation
also should authorize the summary disposition by
temporary judges, with the consent of the defendant,
where the penalty for the offense charged does not
exceed a fine of $100, Legislation should provide for
the remuneration of such judges on a per diem basis,
and funds fer the purpose should be appropriated
by the legislature. _

Legislation also should provide for the necegsary
augmentation and funding of prosecutorial stails to
cope with situations of emergency where delay would
otherwise result from the inability of regular staffs
to prepare and submit cases of all classes for prose-
cution. Legislative authority should be provided for
the transfer of prosecutors from one jurisdiction to
another. Temporary prosecutors should be appointed
from among qualified attorneys, to whom cases
appropriate for adjudication by temporary judges
should be assigned.




Commentary

The National Advisory Commission on Civil Dis-
orders observed [p. 183]: “The quality of justice
which the courts dispense .in time of civil crisis is
one of the indices of the capacity of a democratic
society to survive. To see that this quality does not
become strained is therefore a task of critical im-
portance.” There are two distinct phenomena for
which emergency legislation relating to the adjudica-~
tory process must provide: that involving true ter-
rorism and that involving civil disorders.

True terrorism, especially organized terrorism of
a political nature, may attempt to disrupt the judicial
function. The objectives of the terrorist may range
from an attempt to prevent the matter from being
judged at all, including violent acts aimed at re-
moving the defendants from the jurisdiction of the
court, to acts designed to provoke repressive meas-
ures that create the impression of a denial of justice.
Under such circumstances, interference with the
course of justice is calculated to destroy public
confidence in the judicial organs or at least expose
their weaknesses as part of an overall terrorist
strategy. The trial of the Baader-Meinhof defendants
in West Germany illustrates a full range of these
tactics and their objectives.

Sustained terrorist activities are calculated to pro-
duce a harsh reaction in even the most stable and
traditional democratic societies. The United King-
dom, for example, passed the Prevention of Terror-
ism (Temporary Provisions) Act, 1974, after the
major bombing incidents of 1974. The act, among
other measures, permits suspects to be held for
questioning for up to 7 days. The Special Powers
Act relating to Northern Ireland has been said to
evidence “[A] radical departure from the procedural
safeguards traditionaily and justifiably regarded as
desirable for the preservation of civil liberties”
[Harry Calvert, Constitutional Law in Northern Ire-
land. London: Stevens, 1968]. The institution of
internment without trial has been particularly criti-
cized, and, despite its efficacy as a preventive or
security measure in a terroristic situation, the implicit
erosion of fundamental liberties has been considered
too high a price to pay for its use. The courts must
be the ultimate guarantors of thesz fundamental
freedoms, and it is of the utmost importance that
they be seen to operate in accordance with that
precept even under the most trying conditions.

The situation in relation to civil disorders is some-
what different, although the end result, in terms of
the quality of justice, may be similar. Here, largely
because of the sheer volume of cases requiring proc-
essing, the ordinary capacity of the courts to conduct
their business along regular lines is destroyed. This
standard has followed the principle enunciated by
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the Committee on the Administration of Justice
Under Emergency Conditions of the District of
Columbia that, “The criminal justice process should
have as nearly as possible the same impact on
ariested persons and the community during an emer-
gency as under normal circumstances.” The experi-
ence of earlier civil disorders suggests the necessity
of legislation to provide against a breakdown of the
administration of justicc in times of crisis and to
prevent the degeneration of the criminal process into
something derisory or meaningless. Emergency legis-
lation must, therefore, contemplate special provisions
for the mass processing of persons involved in large
scale disorders. To this end, it must provide for a
temporary expansion of personnel and services that
would maintain th2 adjudicatory function in a recog-
nizable form. Additionally, it should provide for a
filtering or sifting process, which would allow for
modified judicial handling of those cases that are of
a relatively less serious nature, giving priority to the
processing, by the regular courts, of the more serious
cases. It is recommended that rosters of legally quali-
fied persons who can be sworn to act as temporary,
inferior court judges be maintained and that these
persons be called upon in times of emergency. While
their authority and jurisdiction should be limited,
they should endeavor to act with all due formality.
Such temporary judges should acquaint themselves
with the emergency legislation under which they will
be required to act and should be prepared to carry
out their judicial functions in accordance with the
principle laid down by the National Advisory Com-
mission on Civil Disorders [p. 184}: “To provide
prompt, fair judicial hearings for arrested persons
under conditions which do not aggravate grievances
within the affected areas.” The proposed increase of
judicial personnel will require a commensurate in-
crease in prosecution staff and support personnel
throughout the court administration. The emergency
legislation should provide for these increases as well
as for the remuneration of temporary judges, prose-
cutors, and other ancillary personnel on a per diem

~ basis.
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Related Standards 7.5 Pretrial Release Policies for Disorder

The following standards may be applicable in im- Emel:gencies
plementing Standard 5.8: 7.6 Criminal Court Functioning During Disorder

7.4 Use of Injunctions in the Control of Disorder Emergencies
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Standard 5.9

Trials During
Emergency
Conditions

Trials of persons accused of crimes involving acts
of serious disorder, terrorism, or political violence
should not take place in an atmosphere where the
security of the participants cannot be effectively
guaranteed or where the heightened tensions caused
by the proclamation of a state of emergency pre-
clude a fair and impartial trial. To meet these possi-
bilities, emergency legislation should provide for:

1. Postponement of the trial, by judicial order,
for serious cause, for a period not to exceed 90 days;

2. Change of venue to a location or courthouse
offering better security;

3. Special conditions for courtroom security in-
volving unusual restrictions on the liberty of move-
ment of the accused;

4. Special restrictions on public attendance; and

5. Special restrictions on attendance and reporting
by representatives of the media.

Commentary

This standard deals with the need for maintaining
those conditions that guarantee fair and impartial
criminal trials under emergency conditions. Justice
cannot be seen to be done——or done in fact—where
heightened tensions, calculatedly or incidentally occa-
sioned, themselves affect the course of a trial or lead
to measures that contradict the basic freedoms that

our society seeks to uphold. It is especially important,
in a civil disorder situation, to insure that the court-
room does not become affected by the passion of the
streets. It was written of the Watts riots that,

Much as they may try, courts are unable to work in a
prophylactic atmosphere. Judges, like other human beings,
tend to absorb the general attitude usually termed ‘popular
opinion,’ toward an event. Never was this more clearly in-
dicated than in the trials of the riot cases. The sooner a
case came to court, the harsher the penalty was likely to be.
As a few months passed and there began to be a better per-
spective on who the persons arrested were and what their
roles had been, sentences meted out began to be noticeably
lighter [Robert Conot, Rivers of Blood, Years of Darkness.
New York: Bantam Books, 1967, pp. 381-3821.

It may be advisable in such cases to wait until
Ppassions have cooled and the conditions for objective
judgment have returned. This standard, therefore,
recommends consideration of suck postponement for
scrious cause, for a limited period. The problem of
maintaining a proper judicial perspective is exacer-
bated where, as part of a deliberate design to inter-
rupt the ordinary process of justice, activities are
undertaken both inside and outside the courtroom
with the intention of affecting the outcome of the
trial. Emergency legislation should provide against
both contingencies, and the standard suggests a
number of measures that may be necessary to achieve
this end. Tt is cautioned that, in some countries where
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the terrorist problem has become serious, the cost
of some of these measures has been considerable,
and this too is part of the overall design of the
terrorist.

The principal measures that need to be taken
involve the security of all participants in the pro-
ceedings. In the most serious cases, threats may be
made or acts of violence perpetrated against wit-
nesses, prosecutors, and judges in an attempt to
alter their conduct in relation to the matters of the
trial, While proper measures should be taken when
such conduct occurs, the overall effect on the admin-
istration of justice and the prosecution of future
cases should not be overlooked. Considerable atten-
tion should be paid to the security of the courtroom
itself, but security measures never should be so
repressive that they deny the rights of those on trial
or cause disquiet to the public. Nevertheless, all
proper precautions should be taken against the possi-
bility of extraordinary violence within and without
the courtroom, and these may, necessarily, curtail
certain rights and expectations ordinarily connected
with the trial of criminal cases. The aim should be,
wherever possible, to provide low-key measures
which, while offering adequate security, do not lend
themselves to adverse propaganda purposes. When-
ever it is deemed necessary to limit public attendance
in the interests of security, special provisions should
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be made to insure that the media are able to dis-
charge their proper role of keeping the public
informed. Restrictions on attendance by representa-
tives of the media should be imposed only in the
gravest of circumstances and for well-founded rea-
sons of security.
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Standard 5.10

Cost-Sharing
Provisions

‘Where a legal proceeding conducted under State
law involves an act cf terrorism or political violence
of a particularly grave character, having national
implications or giving rise to national repercussions,
and the cost of prosecuting the crime is abnormally
high and involves an unfair burden on the locality
having jurisdiction over the matter, it should be
open to the State te request an appropriate financial
subvention from the Federal Government to reflect
the national interest in the prosecution and disposi-
tion of the case. Similarly, where the confinement,
after adjudication, of such offenders imposes an
abniormally high burden on the State with jurisdic-
tion, an appropriate portion of this burden should,
on petition of the State affected, be assumed by the
Federal authorities.

Commentary

Modern terrorism, particularly transnational ter-
rorism, often is of a capricious, indiscriminate char-
acter. No community, however law abiding and iree
from ordinary crime, can hope on that account to
enjoy immunity from random, terroristic activity
and its consequences. Aside from the direct costs of
these activities, in terms of human and property
losses, the prospect of additional expense looms
when those responsible for such activities are appre-

hended and must be tried in a community whose
financial resources cannot meet such burdens.

A practical illustration of the problems that can
occur highlights the necessity of the recommenda-
tions of this standard. The Sacramerto Bee, Calif,,
of December 27, 1975, reported,

Alameda County is getting a bill for $304,617 from Sac-
ramento County—the cost of the trial of Russell Little and
Joseph Ramiro for the murder of Oakland School Superin-
tendent Marcus Foster. Sacramento County officials said the
bill was sent to Alameda County yesterday and represents
the ‘final and complete’ costs for the more than 10-week
trial of the pair described as ‘Symbionese Liberation Army
soldiers,’ The trial was shifted to Sacramento after a judicial
ruling that news coverage had made fair trial in Alameda
County impossible,

The report, which gives a detailed breakdown of
the costs, indicates that more than $200,000 of
these expenses were incurred for custody and secu-
rity. The costs to a small community of an even
more spectacular trial can well be imagined, and
provisions for such eventualities should be made in
the way suggested.

Interest in many cases of terrorism and political
violence extends beyond a particular locality; the
prosecution and disposition of such cases may have
national, exemplary value. The present standard
addresses these possibilities and recommends that,
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where the costs necessarily involved are abnormally
high and impose an unfair burden on any particular
community, they should be shared equitably, as they
would in a natural disaster, for instance. Legislative
provisions to enable this cost-sharing arrangement
are strongly recommended.
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Standard 5.11

Interagency
Cooperation

Such special legislation as may be necessary to
facilitate interagency cooperation in emergency situa-
tions involving acts of terrorism and other extraor-
dinary violence should be enacted. It is essential
that proper response to acts of terrorism, political
and other extraordinary violence, or acts calculated
to affect seriously domestic security is not hampered
by indecision over the extent of the authority of the
agency assuming jurisdiction or obstructed by inter-
agency disputes over jurisdiction and other matters.
Although many of these issmes can be resolved
expeditiously on an individual basis by the good
sense of those engaged in the operations, a general
review of pertinent legislation should be undertaken.
Precise legislative authority for any extraordinary
measures that an agency might, in a situation of
emergency, have to take or should take is preferable,
whenever such contingencies reasonably can be
foreseen.

In particular, legislation should address the use
of equipment assigned to one agency by personnel
belonging to another and the legal implications of
this; command problems involving personnel of one
agency acting under orvders given by or through
another agency; and questions of jurisdictional au-
thority, whether geographic, subject related, or
arising out of specific Federal or State law,

Commentary

An emergency situation involving serious disorder
or terrorism calls for swift and decisive response.
Such response is greatly hampered when ordinary
legal considerations act as barriers to the cooperation
necessary among the agencies called upon to respond.
A thorough review of legislation, with the objective
of removing as many obstacles to interagency coop-
eration as can be reasonably foreseen, should be
undertaken. Many of these difficulties will be juris-
dictional, but others will relate to the exchange of
information and the use of personnel and equipment
for tasks ordinarily outside the agency’s own area
of responsibility. Doubts about the legality of some
necessary course of action dictated by events ought
not to be resolved by inaction. Statutes are needed
to remove difficulties in interagency cooperation
before emergencies arise because a crisis may not
always contain the elements necessary to . activate
existing emergency legislation.

Countries that have experienced or are experi~
encing a serious terrorist problem have found the
need for a coordinated response by specialized units.
Putting together, on an ad hoc basis, a diversity of
talents and sophisticated equipment has not proved,
in practice, as satisfactory as employing units spe-
cially designed for counterterrorist response. Even
the United Kingdom, which resisted the notion of
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special units for a long time, now has adopted the
kind of interagency cooperation urged here. The
Institute for the Study of Conflict; ILondon,
explained:

In any antiterrorist campaign, it is desirable (and ought
to be possible), to set up a national task force, drawn from
the agencies involved and dedicated to research, investiga-
tion and the coordination of counter-measures for which the
existing forces can be used in their respective capacities, Tt
is vital that there should be no delay or confusion in the
coordinating body’s access to records of all kinds or in its
demands for executive action. In addition, the task force
should be able to coopt specialists, such as psychologists,
linguists, locksmiths, clergymen, political analysts, media
people, etc. Indeed, most Western European countries have
already opted for the formation of task forces—that is, ‘fire
brigade’ police paramilitary units equipped to intervene both
in serious riots and in urban guerrilla confrontations. The
usefulness of a specialized counter-terrorist unit was amply
demonstrated by the events in the Netherlands on 31 Oc-
tober 1974, The 15 hostages being held by armed criminals
in Scheveningen jail were released as a result of a commando
assault by a Dutch counter-terrorist squad, The Dutch force
employed a variety of talents: diversionary action (involving
tremendous noise, flares, smoke bombs and sirens), the use
of a thermal lance to slice through a steel door in six sac-
onds, rapid movement, skilled marksmanship, and well-
processed background intelligence on the Arab terrorist who
had organized the kidnap and the criminals inside the jail.

Strong recommendations have been made in this
country for creation of similar study-action teams
and it would seem that the utility of these should be
explored further. Clearly, this concept presents a
number of jurisdictional and command problems,
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but its usefulness is such that it merits careful con-
sideration. Where legislative action is necessary to
facilitate the creation of such groups or teams, this
should be considered.
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Standard 5.12

Martial Law

Declaration of a state of martial iaw and suspen-
sion of civil authority in response to a grave situa-
tion of disorder or widespread disruption of the
functioning of society through systematic acts of ter-
rorism and political violence should be regarded as
a measure of last resort. It is preferable that emer-
gency powers be given and used so as to strengthen
civil authorities in every way necessary before con-
trol of the situation is passed to the military forces—
the very situation terrorist groups and those responsi-
ble for the state oi disorder may be seeking to pro-
duce. The use of the armed forces cught not to be
predicated on the broader, discretionary authority
the military has to deal with disorders and acts of
extraordinary violence. Legislation should consider
the need for equivalent powers and their exercise
by the civil authorities.

Legislation aiso should address the use of the
armed forces to act in matters where the civil au-
thorities find themselves unable to cope with a situa-
tion of disorder or extraordinary violence and the
relationship of the military power ¢o civil rights, The
grounds for employment of the armed forces; the
extent of their employment, authority, and jurisdic-
tion; and the legal consequences to which these give
rise should be clarified by Federal and State legisla-
tion.

Under no circumstances should civilians appre-
hended by the miiitary power pursuant to opera-
tions under a state of martial law be processed before
military tribunals or commissicns. In every case,
persons apprehended pursuant to the exercise of the
military power should be brought before the ordinary
couris and processed in accordance with the ordinary
procedures of those courts as amended by emergency
legislation.

Commentary

It is strongly urged that military force as a re-
sponse to disorders, acts of terrorism, or other
extraordinary violence be regarded as a measure of
last resort. The term “martial law” has many mean-
ings, but it is used here to mean the suspension of
major civil functions and the practical substitution
of the military presence and authority for their civil-
ian counterparts in times of emergency. Whatever the
legal implications of this measure, it represents a
very serious symbolic stance that is not in any way
obscured by confusions of terminology. It cannot
be expected that the intense legal consideration given
this grave step will be appreciated by a community
affected by it, nor will it be self-evident to such a
community that the role of the armed forces is a
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suvpplemental one to that of the civil authority and
no: a supplanting one. The use of the armed forces,
particularly Federal forces, in a highly charged
political atmosphere, however necessary, cannot fail
to be interpreted as undermining confidence in the
civil authority. It is, therpfore, recommended that
military force be used only where the domestic
security is so threatened by events that the civil
authority does not have the control capability
through its own agents. Military forces ought not
to be used to control a situation merely because of
the inadequacy of the legal powers accorded the
agents of the civil authority. It is strongly urged
that this temptation be removed through a strength-
ening of the powers of the civil authority itself, in
which case, granted such powers, its agents would
be able to cope with the problem that has arisen.

It is often a primary purpose of organized terrorist
groups to provoke a strictly military response. These
groups then use such intervention for propaganda
purposes, in an attempt to justify patently unlawful
acts in the name of some principle of defense. The
use of military force against terrorists may well be
necessitated by the exigencies of the situation or by
the superior response capability of the armed forces.
Military power is, nevertheless, naked power, and
Bertrand Russell’s words on this are worth recalling:

There must be power, either that of governments, or
that of anarchic adventurers. There must even be naked
power so long as there are rebels against governments, or
even ordinary criminals, But if human life is to be, for the
mass of mankind, anything better than a dull misery punc-
tuated with moments ‘of sharp horror, there must be as
little naked power as possible [Bertrand Russell, Power. New
York: W. W, Norton, 1938, p. 104].

Notwithstanding the climate of emergency, such
power as may be necessary ought to be exercised,
and, perhaps more importantly, seen to be exercised,
in strict accordance with the law and by authority
of the civil executive, To the extent that this needs
to be clarified and its importance underscored legis-
latively, it is strongly recommended that this be done.
There is, presently, considerable doubt over some
important legal points surrounding both the employ-
ment of military forces and the extent of their
powers when they are called upon by the civil au-
thority. There should be no doubt, even in those
situations where the military forces supersede—
temporarily—the executive functions of the-civil au-
thority, that the latter remains legally in control.
Where the armed forces are clearly seen by the com-
munity simply as an extension of the power cf the
civil authority, much of the terrorist purpose in pro-
voking such a response is blunted. There is a clear

114

need for national review of the body of laws relating
to the employment of military force, whether State or
Federal, to cope with a situation of domestic dis-
order or extraordinary violence. An examination of
the pertinent literature reveals not only wide varia-
tions by the State in the powers and procedures
accorded by each legislature but also considerable
legal uncertainties in the courts; these uncertainties
may translate into practical dilemmas for those who
must respond effectively to the situations of emer-
gency in which military capability is required. There
is a great need for clarity and uniformity in such
legislation, As a general proposition, it is recom-
mended that the military forces be given, by statute,
the same emergency powers as the civilian police.
The role of the military then will be determined
exclusively by the superiority of their response
capability. In all cases, it is urged that the legislation
make clear the legal subordination of the military
forces to the appropriate civil authority,

In practice, the Posse Commitatus Act has been
interpreted rigidly and has proved inhibitory, par-
ticularly for those at lower levels of responsibility,
to response to some acts of extraordinary violence.
At times, the agents of the civil authority might use-
fully have called upon the assistance of the armed
forces in special operations where their own equip-
ment and response capability was inadequate to meet
some emergency. These situations have usually been
resolved by resort to exercises in sophistry which,
it is suggested, sensible legislative revision might
make unnecessary in the future.

In all cases, the principle of civilian, judicial
review of the exercise of these emergency powers
should be preserved. There should be no extension
to military tribunals of adjudicatory functions over
civilians. It should be for the legislature to establish
in clear terms the role of the courts in relation to
the review of emergency legisiation. The legislative
intent should be clearly indicated in favor of the
widest construction of the courts’ authority in emer-
gency situations rather than a narrowing of it. In
this way, any potential for abuse of the extended
powers suggested as necessary will be limited and the
rights of aggrieved subjects to appropriate remedy
preserved, :
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Standard 5.13

Funding'

Legislatures should give special attention, through
their appropriations committees, to the provision of
adequate funding for the responses of law enforce-
ment authorities to situations of ferrorism and ex-
traordinary violence. Although generally it will be
unnecessary to appropriate large smms for contingen-
cies unlikely to materialize with regularity, a general
state of preparedness requires a constant, high level
of planning, training, and coordination, all of which
require expenditure of funds in excess of those
budgeted for ordinary operations. The provision of
such funds should be regarded as analogous to pay-
ment of a premium on an insurance policy, with no
specific return expected from their commitment.
Whenever possible, cooperative ventures on a re-
gional or a national basis should be undertaken, in
order to make the most effective and economical
use of scarce resources.

Commentary

Legislatures should make proper financial provi-
sion for the cost of law enforcement responses to
disorders, terrorism, and other extraordinary vio-
lence. It is not recommended that large sums be
appropriated indiscriminately for creation of sophis-
ticated response units but rather that the overall
needs be assessed properly and, wherever possible,
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such resources as may be required provided on a
cooperative, cost-sharing basis.

Many existing law enforcement special response
units are presently funded on an unrealistic basis.
In some cases, departments do not have enough
ammunition to train special units regularly and
effectively, and most meet these training needs
wholly unofficially through acquisition of surplus
military supplies. Cases also have been noted of
officers purchasing necessary items of equipment
with their own funds, in order to discharge more
cffectively the duties they are required to perform.
The cost of establishing and maintaining an adequate
response capability for the type of criminality with
which this report is concerned ought not to be
considerable, nor will the monetary provision made
be wholly inapplicable to other, regular anticrime
responses.

Legislation also must consider the differing needs
of departments. With regard to sophisticated equip-
ment and its use, for example, the needs of small
departments clearly differ from those of major urban
areas, especially those with high crime problems.

"Legislatures should provide funding on the basis of

need, giving specific attention to the desirability of
providing, on a regional basis, an adequate response
capability within a very short time of an incident’s
occurrence,
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Standard 5.14

Legislative Attention
to Underlying Causes

Legislators should give some consideration to the
underlying causes of civil disorder, terrorism, and
other acts of extraordinary violence, insofar as these
are revealed by cemmissions of inquiry, public and
private studies, and other evidence. Whenever legis-
lation can modify, remove, or abate these under-
lying social conditions, such steps.should be taken,
Such legislation should have the ebjective of creating
a social climate in which disorder and terrorism
cannot flourish and in which both will wither away
for want of popular support. Urgent consideration
should be given to repeal of legislation that seems
to create grave sccial temsions and not serve a
correspondingly valuable social purpose.

Where social programs that promote orderly
expression by citizens and realization of a commu-
nity’s social needs and, in particular, provide an
outlet for grievances and the need for social adjust-
ment have been created as a result of a community
initiative, these should receive positive encourage-
ment and, where necessary, legislation in support of
these endeavors should be enacted.

Commentary

The problems of disorder, terrorism, and political
violence cannot be realistically divorced from the
more general problems of crime prevention and con-
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trol; it would be erroneous to treat them as unique
phenomena. Responses to disorder, terrorism, and
political violence are directly and intimately related
to every facet of the administration of criminal
justice, and useful discussion of responses can take
place only within that framework. In relation to ter-
rorism and its development into guerrilla warfare,
Robert Taber has written, “The crux of the struggle
is the social and political climate” [The War of the
Flea, New York: Lyle Stuart, 1965, p. 171]. It is
important to place all responses to terrorism in this
wider context. The President’s Commission on Law
Enforcement and Administration of Justice observed
of the underlying problems [p. 1], “[Unless] the
society does take concerted action to change the
general conditions and attitudes that are associated
with crime, no improvement in law enforcement and
administration of justice, the subject this Commission
was specifically asked to study, will be of much
avail.” Any recommendation to legislators in con-
nection with disorder, terrorism, and other extraor-
dinary violence must iterate the need to address
ulterior causes.

Many disorders are traceable to some underlying
cause, which must receive consideration if order and
stability, as opposed to. temporary control, are to be
restored to the community affected. Legislators
should give urgent consideration to the effect legis-
lation might have on the causes of community unrest




and should take appropriate measures. Legislatures
should work actively with community representa-
tives in eradicating the causes of unrest and give
positive support to community initiatives designed
to promote and reinforce social harmony. As Presi-
dent Lyndon Johnson warned,

Not even the sternest police action, nor the most effective
Federal troops, can ever create lasting peace in our cities.
The only genuine, long-range sclution for what has hap-
pened lies in an attack—mounted at every level—upon con-
ditions that breed despair and violence. All of us know
what those conditions are: ignorance, discrimination, slums,
poverty, disease, not enough jobs. We should attack these
conditions—not because we are frightened by conflict, but
because we are fired by conscience. We should attack them
because there is simply no other way to achieve a decent
and orderly society in America . . ..
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Standard 5.15

International
Cooperation

Legislatures should provide for special studies of
the need for and possibility of international coopera-
tion so as to improve the overall response to crimes
involving acts of terrorism and political violence.
Particular attention should be given the possibilities
of standardizing terminology and bringing about a
greater degree of uniformity of penal policy. When-
ever practicable, conventions, treaties, and other ob-
ligations should be entered into in order to promote
international cooperation in the exchange of informa-
tion, prosecution of offenders, extradition, and the
transfer of convicted offenders between cooperating
countries. This will increase the effectiveness of the
response of the iniernational community to crime
involving acts of terrorism and political violence.

Commentary

The development of transnational terrorism poses
the urgent need for international cooperation in a
variety of fields. There is considerable evidence of
international collaboration among terrorist groups in
matters of training, exchange of information, provi-
sion of material assistance, and technology transfer.
The ease with which terrorist groups can travel and
communicate with each other imposes severe strains
upon law enforcement efforts. Unless there is satis-
factory international cooperation among those coun-
tries affected by the problems, these strains will
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continue. The prospects for universal cooperation,
even for agreement on the definition of terrorism,
are not such to excite enthusiasm. The endeavors of
the United Nations to produce a commonly accept-
able policy have been bedeviled consistently by
ideological and sectarian considerations. It is un-
likely that these differences will be overcome in the
foreseeable future so as to utilize that body for any
notable, international rulemaking functions that
might :ave a real impact on the problem. In more
modest areas, aided by attention to common interest
or by reason of a commonality of viewpoints, the
prospects for progress are more encouraging. Thus,
international air security has been improved, al-
though not to the point that most nations would
desire, and the measures for the protection of diplo-
mats have commanded general acceptance. Coopera-
tion with like-minded countries on a more prosaic
level is perhaps most likely to produce useful results.
Consideration should be given to cooperation on a
lower level so as to facilitate a more effective ex-
change of knowledge and experience among those
charged with direct response to acts of terrorism and
political violence. Whenever lsgislation may be
needed to effect such cooperation and particularly
when funding may be needed for those purposes,
legislatures are urged to give the matter their con-
sideration.
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INTRODUCTION

Although responsibilities for dealing with extraor-
dinary incidents of actual or threatened violence are
or should be widely distributed, many planning, pre-
vention, response, control, and followup functions
will inevitably rest with State and local law enforce-
ment agencies. Whether civil disorders, violent dem-
onstrations, terrorism, or quasi-terrorism be involved,
local police will ordinarily be the first to appreciate
the existence of potential dangers, to be notified of
concrete threats, and to intervene in actual incidents.
Moreover, because police exercise special control
over access to information and to incident scenes,
their policies and actions will largely determine the
roles nonpolice agencies, groups, and individuals play
in planning and operations against incidents of ex-
traordinary violence.

The operational roles of local law enforcement
agencies in cases of extraordinary violence differ
with circumstance. Ordinarily, these roles are pri-
mary ones, both legally and practically. But diplo-
matic kidnapings and assassinations of national
leaders, for example, are the province of Federal
authorities, while bomb threats against large cor-
porate installations are often handled in the first
instance by private security. Yet local law enforce-
ment personnel can hardly hope to escape criticism
in the event that operations fail or misfire. There is
no class of incident local police can afford to over-
look in the planning of prevention and conirol
measures, even though they may not have primary
responsibility for putting plans into practice.

The limits on what local police can do to cope
with extraordinary violence must be reappraised; ex-
pectations of police capacity are often unrealistically
high. If incidents of extraordinary violence and con-
cern with it are on the increase, new multidisciplinary
modes of coping with it and plans providing for non-
police participation must be devised. Nevertheless, as
multidisciplinary approaches are still largely theoreti-
cal and interagency or intergroup coordination is only

intermittently effective, police responsibility for deal-
ing with extraordinary violence remains paramount,

The proposed standards and goals have been de-
signed to assist departments in deciding how best to
discharge the burden of responsibility that they now
bear and how best to work toward a more practical
and effective allocation of authority in the future.
Where a standard is intended to have application only
in the light of some future development, it is so in-
dicated. All other guidelines, whether directed to
existing conditions or focused on new institutions
and relationships, are intended for immediate appli-
cation.

The comprehensiveness of the term “extraordinary
violence” has complicated the devising of practically
worded standards and recommendations. Not all the
guidelines will be equally helpful in dealing, for ex-
ample, with civil disorders and political terrorism as
well as unpremeditated hostage taking.

To a significant degree, however, police planning
against all types of extraordinary violence requires
similar preparation and skills and involves similar
tactical and policy considerations. In a barricaded
hostage situation, for example, it may be useful to
know whether the hostage holder is a politically mo-
tivated terrorist, a deranged person, or a conventional
criminal, But neither the structure of the police
system nor the decisionmaking process which deter-
mines tactics for particular incidents changes accord-
ing to the motivation of the hostage holder. To cite
another example, the character of a police intelligence
unit and the nature of safeguards against abuse of
intelligence ought not to depend on whether the in-
formation gathered concerns dangers of civil dis-
order or those of political terrorism. Wherever
possible, the guidelines have been prepared to apply
to the police role in dealing with extraordinary vio-
lence generally, and common problems of this variety
of law enforcement have been stressed. Where a
standard applies to police efforts against only one or
more kinds of extraordinary violence, the limits on
its intended applicability are stated.
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Standard 6.1

General Recruitment
and Training

In preparation for incidents of extraordinary vio-
lence, every police agency should assure that all
personnel generally and the complement of sworn
patrol and specialist officers in partciular are (a) se-
lected and trained to maintain open two-way com-
munications with all segements of the community
they serve and (b) thoroughly acquainted with the
agency’s policies and capabilities for dealing with
extraordinary violence.

1. Police policies and practices for recruiting new
officers should affirmatively promote the represen-
tation in all ranks of sworn personnel of racial and
ethnic minorities present in the community, Recruit-
ment of women should be promoted on the same
basis. Because diversity is desirable in a police
agency, selection criteria should be designed so that
an individual who has the necessary competency or
educational equivalency should not be excluded
from considezation solely because the person lacks
some particular educational background or prior
work history. Particulir stress should be placed on
the recruitment of officers with ties to (or knowledge
of) elements within the community that are regarded
as particularly likely to be affected by extraordinary
violence, whether as actors or as victims.

2. Basic police training units, whether offered to
newly recvuited officers or as inservice training,
should stress skills and information required by
nonspecialized personnel to participate effectively in
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departmental efforts against extraordinary violence.
Curriculum units that should be offered are
a. Communication skills;
b. Community relations;
¢. Departmental plans for emergency situations;
d. Specialized departmental units and services;
e. Civil disorder duty;
f. Crisis information training.

Commentary
Patrol Officers and Extraordinary Violence

The generalist patrol officer remains the mainstay
of modern American local police forces. Even in
urban areas, where police specialists now dominate
the management of most protracted incidents of
extraordinary violence, the patrol officer has a num-
ber of critical functions. In particular, he or she will
often establish the character of the initial police re-
sponse. For example, a patrol officer who is first on
the scene of a barricaded-suspect situation—in this
report defined as an incident in which armed persons
in secure or semisecure positions offer or threaten to
offer violent resistance to apprehension—must take
immediate short-term action to stabilize the situation
and protect the public. This is true even though, in
any jurisdiction with a preplanned mode of response




to such situations, that officer will be relieved by ex-
perts in negotiation or special tactics soon after and
will remain at the scene, if at all, only to perform a
support function such as crowd control.

More generally, patrol personnel are important in
all phases of response to incidents of extraordinary
violence. The quality of their work in supporting op-
erational roles is critical to success, determining,
among other things, whether an incident will be con-
tained and directly affecting public perceptions of
the incident’s nature and seriousness. This is not to
say that patrol officers ever will be generally relegated
to secondary roles in all instances of extraordinary
violence. In large-scale general disorders, specialized
on-street riot-control units are valuable and ordinary
command structures may be modified to give special
authority to command units with special riot-control
expertise, but the squad of general-duty line officers
is the basic operational unit.

In connection with all forms of extraordinary vio-
lence, moreover, patrol officers—by virtue of their
relatively greater and more consistent exposure to
the public—have important functicns that no special-
ist group can be expected to perform. With them lies
the responsibility to see incidents of disorder and
terrorism in the making and to take or arrange for
other units to take preventive measures. Finally,
when police operations against extraordinary violence
are concluded, it is the patrol force that must return
to the community and explain or justify the often
unpopular and always easily misunderstood policies
and actions of the entire department.

Recruitment and Personnel Policy Objectives

Preparing a police department for effective opera-
tions against extraordinary violence means more than
creating a complement of specialists. Rather, it also
implies the necessity of readying the patrol force as a
whole, This effort must begin with recruitment and
personnel selection policy. Any patrol force and par-
ticularly any urban patrol force that differs markedly
in its makeup from the community it polices will be
handicapped in gaining the confidence and coopera-
tion of some segments of that community. And this
will be true no matter how good its training, When
the patrol officer must act as the department’s early
warning system in advance of extraordinary violence
or as its conciliation service in the aftermath, no
amount of training can substitute for the understand-
ing and sympathy born of personal experience.

Authorities and practitioners in the field of law
enforcement management disagree on many of the
specifics of recruitment goals. The final importance
of such traditionally sought-after job candidate char-
acteristics as military service or such recently (and
widely) adopted prior experience qualifications as

college education can be and has been challenged. So,
too, has the value of recruitment criteria stressing
such various factors as height, physical condition,
and willingness to reside within the area policed.
Similar divisions of opinion exist where recruiting
practices are concerned. The conflict between advo-
cates of a positive point system on the one hand and
of a system of threshold eligibility criteria on the
other has yet to be resolved. Even more controversial
is the place of psychological testing and interviewing
in the recruitment-selection process.

Naturally enough, it is easier to prescribe some of
the characteristics to be sought in patrol personnel
(or in a group of recryits) than to suggest qualifica-
tion standards or selection techniques for individual
applicants. From the standpoint of preventing, con-
trolling, and reacting to extraordinary violence,
police agency personnel should be:

1. Racially and ethnically representative of the
population of the agency’s area of jurisdiction (which
representation need not satisfy any mathematical
proportion but which must be significant);

2. Capable of accepting close discipline as mem-
bers of a police response “team” as well as able to
act with independent discretion;

3. Able and willing to reside—at least in sig-
nificant numbers—within the geographical area po-
liced by the agency as a whole so as to contribute
generally to police-community understanding and to
be available to respond rapidly in emergencies;

4. Physically fit so as to be able both to perform
exacting assignments and to endure long periods of
waiting in readiness;

5. Emotionally mature, with the capacity to ab-
sorb verbal and even physical abuse without reacting
unprofessionally;

6. Prepared to appreciate concerns and grievances
—Ilaw enforcement related and non-law-enforcement
related—of the community.

Recruitment should be conducted with these and
other like considerations in mind. Where the nature
of applicants is such that a simple selection of the ob-
jectively best qualified candidates would not tend to
create a patrol personnel complement with these
sought-after attributes, affirmative personnel search
programs, outreach recruiting, and special-purpose
testing and screening methods will be required.

The objectives in maximizing the representative-
ness and sensitivity of a force through police per-
sonnel recruiting are related to the larger goal of
acquiring a departmental capacity to deal with ex-
traordinary violence effectively. A force with the
general characteristics just outlined will have an im-
mediate advantage in coping with spontaneous in-
cidents of extraordinary violence, whether they are
large-scale riots or small-scale barricaded-suspect
situations., Even where local police procedure or
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practice assigns responsibility for dealing with such
incidents to specialist units, the recruitment and
selection of patrol officers are critical because it is
from the patrol force that specialist officers are, in
turn, recruited. And although the advantage conferred
by patrol force representativeness and sensitivity is
questionable where direct dealings with participants
in incidents of organized political terrorism are con-
cerned, those characteristics are of special value in
insuring effective performance of secondary police
functions related to terrorism such as area clearance,
crowd control, and rumor prevention.

Finally, however, the objectives for recruitment
and selection described here need not be justified
solely by reference to the problems of extraordinary
violence. These objectives are also consistent with
other important internal goals of effective policing
and with external requirements imposed by Federal,
State, and local equal employment opportunity legis-
lation.

Training Objectives

The police force that represents a mathematically
representative cross section of the community is a
practical impossibility. And even the most carefully
recruited force will have common gaps in under-
standing and sensitivity. Recruitment and personnel
selection practices can supply only a portion of a
patrol force’s readiness to deal with extraordinary
violence. Training must supply the rest.

It should be reemphasized that the training units
proposed in this standard should not be expected to
convert newly recruited patrolmen and patrolwomen
into experts or specialists, whether in community
relations or in the prevention and control of extraor-
dinary violence. Rather, these units should aim to
serve more limited and more realistically attainable
ends,

Communications Skills and Community Relations

Training units of the kind described in this stand-
ard as communications skills should be designed to
emphasize the importance of open two-way verbal
exchange between police and citizens other than sus-
pects and arrestees and to teach specific ways for
opening avenues of exchange and maintaining them
even in emergency situations. Technical bars to ex-
change may exist because of difference in style and
vocabulary between street language and official or
standard English. Almost as significant a potential
barrier is the natural tendency of officials—including
police officers—to value verbal communication only
to the extent that hard information is given and re-
cejved and to ignore the symbolic and social signifi-
cances of the act of communication itself. Training
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curriculums can address these problems through lec-
ture format presentations, through films or simula-
tions, and even through role-playing exercises.

The objectives of the training units in community
relations are closely related to those of communica-
tion skills instruction that this standard recommends
that all patrol personnel should receive. Community
relations training units, however, should put a rela-
tively greater emphasis on content, stressing hard
background information on community issues,
groups, and leaders as well as skills required by the
individual officer to learn more about the community
while on the job. It is of the utmost importance that
the informational elements of a basic community
relations curriculum be constantly and thoroughly
updated; thus, instructional participation by depart-
mental intelligence personnel as well as by com-
munity relations specialists is extremely important to
the effective design and delivery of this material.
Those elements of a2 community relations unit that
deal with street skills should also be as practical as
possible, emphasizing the “who, what, when, where,
why, and how” of a patrol officer’s nonenforcement
contacts with the public as a whole and with particu-
lar segments of the public.

Units on communications skills and community
relations will serve a purpose if they succeed in
reducing barriers to open citizen-police and police-
citizen communication and in promoting the sen-
sitivity of patrol officers to community needs and
concerns. Open communication and police sensitivity
are critical to the prevention of incidents of extraor-
dinary violence. No specialized police intelligence
unit can displace or function without the informal
data-gathering efforts of the patrol force. But merely
because those efforts are informal, they need not be
uninformed; the signs and signals of discontent and
incipient disorder can be read more effectively by
men and women trained to observe them. One recent
handbook for patrol personnel, for example, suggests
that officers should make special efforts to identify
violence-prone buildings and locations and monitor
them regularly, should use routine patrol to make
contact with members of unusual groups and assem-
blies, should know the names and faces of members
of potentially violent groups and observe changes in
their composition, and should watch for particular
signs of incipient trouble, such as increases in the
purchase of gasoline in containers [Prevention and
Control of Collective Vislence, Vol. V, pp. 1~-8 to 1~
16]. Difficult as it is for any patrol officer to perform
such intelligence-related functions consistently while
also maintaining good general communications with
the public at large and carrying out regular enforce-
ment and order-maintenance duties, the well-trained
patrol officer will find them easier to perform.

In a scheme of overall preparation for police op-




erations involving extraordinary viclence, communi-
cation skills and community relations training also
have functions unrelated to prevention. Although
the patrol officer will often be only peripherally in-
volved in the incidents themselves, it is on the periph-
ery that police-citizen interaction is most intense.
Crowd control and perimeter security duties, for ex-
ample, make special demands on an officer’s abilities
to understand public attitudes, to explain police ac-
tion, and to exercise authority through persuasion.

But it is the aftermath of police operations—and
particularly of operaticns that have taken a toll in
loss of life, injury, or property damage—that basic
training in communication skills and community rela-
tions has its greatest relevance in dealing with ex-
traordinary violence. The officer who is ill equipped
to assess and respond to community feelings in post-
operational situations will not only contribute far
less than possible to the prevention of future inci-
dents, he or she will also be handicapped in the per-
formance of day-to-day patrol duties.

Departmental Emergency Plans and Specialized
Departmenial Units )

These training units are intended to acquaint the
line officer with departmenisl policies and plans for
incidents of extsemie violence and with his or her
possible roles in the event that they occur. Of neces-
sity, the content of these nnits can be no more than
a detailed summary or overview.

Subscquent standards will stress the importance of
detailed contingency planning in a comprehensive
police program to cope with collective violence and
outline the elements of the planning process and the
content of the plans it should produce. Here, how-
gver, training is emphasized as a method of acquaint-
ing new personnel with whatever contingency plans,
however generated, exist to govern police action in
incidents of extraordinary violence and (in the form
of inservice training) as a method of familiarizing the
force as a whole with changes and updates in plan-
ning documents. The bulk and detail of these docu-
ments make complete orientation through training a
practical impossibility, But a training curriculum
should supply information on the existence of various
plans, on the general outline of their contents, and
on those of their features that have most practical
relevance to line officers, Such an emphasis will in-
structionally focus on the nature of special command
structure in emergency situations and on the place of
line officers and their squads in those structures;
potential ambiguities as to how and by whom patrol
officers may be called for emergency duties, as to the
nature of the tasks that duty may involve, and as to
the on-scene discipline under which those tasks will
be performed can be largely resolved through train-

ing, Where the police agency of a jurisdiction has
participated or joined with other State or local forces
in planping for response to extraordinary violence,
that agency’s training should acquaint the trainees
with the circumstances in which they may be called
to emergency duty outside the jurisdiction or in
which their numbers may be swelled by “outside”
personnel.

Closely related to training units providing orienta-
tion to departmental contingency plans are units
providing an overview of specialized departmental
capabilities. Again, practical considerations bar the
use of training as a vehicle for the most thorough
orientation. But patrol officers should be acquainted
with the names, locations, and basic functions of
specialized units and services (ranging from intelli-
gence through bomb disposal to special weapons and
tactics), with the methods for requesting the assist-
ance of those units in connection with extraordinary
violence, and, perhaps most important, with the
departmental rules or procedures for cooperation
between specialists and generalists in actual opera-
tions.

An example may serve to illustrate what orienta-
tion to contingency planning and departmental serv-
ices could be designed to accomplish. Departmental
contingency plans may provide for the use of special
tactical units and trained negotiators to resolve in-
cidents of the barricaded-hostage or barricaded-
suspect type. (A barricaded-suspect situation is an
incident in which armed persons in secure or semi-
secure positions offer or threaten to offer violent
resistance to apprehension. A barricaded-hostage
situation—in which a suspect holds a meinber of the
public captive—is a special case of the barricaded-
suspect situation. Depending on the character of the
suspects, such incidents may represent either true
terrorism or quasi-terrorism.) If special units or offi-
cers are used, training for patrol officers should
emphasize how control over the management of an
ongoing situation is to be iransferred from the first
line officers at a scene to the specialized teams. The
capacities and expertise of specialized units should
be underlined in the curriculum in order to encourage
line officers to rely upon them in unusual law enforce-
ment situations. In addition, training should stress the

-place of the line officer in the command structure and

operational plan that come into effect when the
specialized team does assume control. If the pre-
planned function of line officers in a barricaded-
hostage or -suspect situation is limited to perimeter
security and crowd control, for example, training
must explain, reinforce, and justify that rule of ac-
tion. If special use of force or fire control rules will
apply at an incident scene, training for new line offi-
cers should underline the existence and importance of
those rules.
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In another example, planning documents may vest
primary responsibility for police response in civil
disorder situations in a specialized command unit,
directing a limited number of specially trained riot
squads and potentially a far larger number of squads
of line officers. If planning calls for such an alloca-
tion of authority and responsibility in the event of
mass violence, training should stress both the out-
lines of the department’s antiriot plan as a whole
and the specific functions that nonspecialized of-
ficers will be assigned, may be assigned, or will not
be assigned under the plan.

Riot Controi

The fraction of career time that a nonspecialist
police officer devotes to riot-control duty will prob-
ably be negligible, particularly in nonurban or
smaller urban departments, For this very reason,
riot-control training must be a part of all basic po-
lice training curriculums; because opportunities for
on-the-job training will be few, formal instruction
must take its place.

In retrospective reviews of recent incidents of
mass violence, the performance of line officers in
riot-control functions has been criticized—generally
on the grounds that it has been characterized by
tendencies towards uncoordinated action and over-
reaction. Both of these characteristics are, at least
in part, traceable to inadequate training. The officer
who is generally accustomed to working alone, with
a partner, or with a small unit cannot be expected
to make an easy, unassisted transition to function-
ing without real independence as a subordinate in a
quasi-military structure typical of antiriot operatioss.
In addition, the officer who is accustomed to react-
ing to obvious and less serious law violations quickly
and directly may fail to understand why official
action in a riot situation is sometimes withheld on
tactical grounds or why the severity of official action
taken may be tempered to avoid negative public
reaction, The principles of law enforcement in riot
situations may differ from general rules of police
work, and formal training is usually the only avail-
able vehicle for acquuinting the force as a whole with
special riot-control principles.

Although intensive training may be available to
transform some smiall proportion of the patrol force
into on-call riot-control specialists, riots and dis-
orders may strain or outstrip these specialists’ re-
sponse capacity. The patrol force as a whole must
be prepared by training to work with its riot-control
specialists when the dimensions of- a disorder de-
mand. Thus, training should include not only spe-
cial principles of antiriot law enforcement but also
an introduction to tactics, formations, and, perhaps
most important, rules on thie use of force and weap-
ons.
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In addition, basic riot-control training curriculums
should include nuts and bolts items: explanation of
mass arrest identification and evidence preservation
techniques, orientation to special protective gear
and equipment that may be issued in event of mass
violence, introduction to special communications
systems, and an outline of local provisions for de-
tention of prisoners and judicial functioning in
emergency situations.

Finally, these training units should also stress
again the existence and nature of departmental con-
tingency plans for mass violence. They should give
similar emphasis to the existence of other plans out-
side the police sector-—including those of the judi-
ciary, the civil authorities, and public or private
health care and aid agencies—that may come into
play in disorder emergencies.

Considerable leeway exists in devising the con-
tent and format of riot-control training units. The
principles of action to be imparted will depend on

~'the controlling assumptions and practical details of
local antiriot planning. The methods of imparting

these principles range from relatively elaborate—
such as simulation exercises—to extremely simple——
such as classroom lecture-style presentations, Where
departmental size cannot justify independent train-
ing offerings on the topic of riot control and partic-
ularly where the small size of a department dic-
tates reliance on mutual aid agreements in actual
riot-control operations, cooperative regionalized
training efforts may be the best way to meet this
essential training need. But whatever its specific
lessons and however it is delivered, rict-control train-
ing is a necessity of modern police training.
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Related Standards

The following standards may be applicable in im-
plementing Standard 6.1:

6.24 Relations With Mental Health Professions
6.26 Community Relations Efforts in the After-
math of Extraordinary Violence
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Standard 6.2

Pianning for Mass
Disorders

The contents of an antidisorder pian cannot be
specified for a!! jurisdictions because they will be
significantly influenced by local law, community atti-
tudes, résource considerations, and other variable
factors. But both the elements of an adequate plan
and the processes most effective to arrive at such a
plan can be described in general terms. ‘

1. Every law enforcement agency that may be in-
volved in preventing or reacting to disorders—re-
gardless of its size and regardless of its day-to-day,
nonemergency respoasibilities—should adopt a2 con-
tingency plan for disorder-reiated emergencies. The
plan may be internally generated, devised in cooper-
ation with other police agencies, or adapted from
plans already in use elsewhere. Upon its completion
and prior to its final adoption, a draft police anti-
disorder plan should be reviewed by the responsible
civil executive of the jurisdiction to which it is ap-
plicable. Following a general statement of the objec-
tives of antidisorder law enforcement, such a plan
should provide, at a minimuin, detailed and practical
guidance on the following topics:

a, Methods of gathering and analyzing press
reports, officer observations, and intelligence data
for early warnings of times and places at which
the risk of mass disorders is particularly acute;

b. Methods of assessing hostility to police in
advance of routine operations to prevent the de-
velopment of mass disorder as a reaction to law
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enforcement actions in potentially volatile situa-
tions;

c. Methods of preventing the development of
mass disorders evolving out of planned nonviolent
demonstrations;

d. Methods of -identifying and counteracting
persons and groups inlending to incite riots or vio-
lent demonstrations;

e. Prisiciples governing the creation and loca-
tion of emergency field command posts from which
police antidisorder operations can be directed;

f. Special command structures or authority re-
lationships within the police agency in disorder
emergencies;

g. Authority relationships between the pelice
agency and other law enforcement and non-law-
enforcement agencies in disorder emergencies;

h. Roles of specialized units within the agency -
in disorder-control activities;

i. Rules on the use of lethal and nonlethal force
to be followed in operations during disorders;

j» Techniques for checking private reprisals
against participants in disorders and for Iimiting
individual intervention by off-duty officers or police
personnel from other jurisdictions;

k. Special rules governing the exercise of dis-
cretionary police powers of arrest and postarrest
release in disorder emergencies;

I. Sources of legal advice and counsel to de-




partmental authorities during antidisorder opera-

tions;

m. Methods of effecting valid arrests in volume,
with previsions for prisoner transport and housing,
subsequent identification of arrestees, and preser-
vation of evidence;

n. Methods of preventing or checking the geo-
graphic spread or localized intensificution of lim-
ited disorders aiready in progress;

o. Identification of departmental officials re-
sporssible for discussions or negotiations with dis-
order participants and nondisorderly community
leaders and groups, along with principles governing
the scope of such discussions or negotiations; and

p. Principles governing agency relations with
print and electronic news media representatives
during the current course of disorders.

2. In the antidisorder planning process, however,
the police chief executive should consider the follow-
ing factors in arriving at or adopting an antidisorder
plan:

a. Previous departmental experience, whether
successful or unsuccessful, in disorder prevention
and control;

b. Experience of departments in other jurisdic-
tions and the planning documents of those jurisdic-
tions;

¢. Departmental resources of manpower, mate-
rial, and expertise;

d. Nondepartmental resotirces available to the
agency on request in emergency situations, includ-
ing resources available from other police agencies
under existing or potential mutual aid arrange-
ments, in rural as well as urban areas;

e, Community attitudes towards police and law
enforcement generally, towards polifical dissent
and disruption, and towards use of force in the
suppression of disruption;

f. Legal constraints on police action in emer-
gency situations, as interpreted by the depart-
ment’s legal adviser;

g. Standards of emergency performance re-
quired for successful postemergency judicial
processing of cases generated out of incidents of
disorder; and

h. Practical necessities of maintaining adequate
levels of non-disorder-related law enforcement
services during emergencies.

3. Whenever a realistic potential for mass disorder
exists, general contingency plans should be specifi-
cally adapted to fit its anticipated character and to
previde members of the department with the follow-
ing working documents:

a. A situation-specific plan for circulation at the
command level, indicating which elements of the
general plan are applicable and which inapplicable

and adding special provisions for unique features

of the particular anticipated emergency;

b. Precisely drawn gereral orders for special-
ized departmental units, indicating their responsi-
bilities and relationships in the event that the
anticipated emergency occurs; and

c. Simple, clearly staied general orders of rules
of engagement for distribution throughout the de-
partment or to all officers who may be involved in
a particular anticipated antidisorder operation, de-
tailing the objectives of the operation, the com-
mand structure to be in effect, the tactics to be
employed, and the special limitations, if any, on
the action of individual officers.

4. Every police antidiscrder plan should ke clearly
marked with the date of its adeption or promulga-
tion. Within 30 days of any major incident or 7 days
of any minor one in which an antidisorder plan is
employed as a basis for police operations (or, in the
event that such a plan is not tested in practice, no
less frequently than 2 years after initial planning and
every 3 years thereafter), police antidisorder contin-
gency plans should be thoroughly reviewed not
only as to the efficacy of the plan but alse as to its
public acceptance medified as necessary, and re-
adopted.

Commentary

Comprehensive contingency planning is a widely
accepted concept of effective modern law enforce-
ment. Planning for unusual or extraordinary law en-
forcement situations is among the most important
and most difficult planning function of police chief
executives and their staffs. Because large-scale vio-
lent disorders are a class of situations likely to oc-
cur and recur over time, planning for them takes on
special importance in a general law enforcement
planning program. At the same time, the occasional
and unpredictable character of mass disorders par-
tially explains why the principle of planning is some-
times honocred in the breach rather than in the
observance,

Each individual disorder has so many features
peculiar to itself that the temptation to regard each
incident as unique is strong. Negative experiences
with the often literally useless products of inadequate
planning processes tend to reinforce the view that
planning itself is an ineffective tool. And adequate
planning for disorders is expensive and time con-
suming. Moreover, because many real and potential
disorders are linked to legitimate citizen protest and
dissent, visible planning for the prevention and con-
trol of disorders may create political or public rela-
tions liabilities. Given the serious resource con-
straints under which even the best funded police
agencies operate, the inevitable tendencies are to
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forgo or postpone detailed contingency planning for
disorders, to plan in sketchy or over-general terms,
and to allow plans, once arrived at, to become stale
and outdated with time.

All factors that may appear to militate against de-
tailed contingency planning for disorders, however,
are outweighed by countervailing considerations.
Every major retrospective review of police perfor-
mance in civil disorders and riots has underlined the
human and fiscal costs of inadequate planning.
Every department or agency with a working plan-
ning capability can testify to real savings—incidents
averted or contained, lives and property preserved,
and even efficiencies achieved in the conduct of
antidisorder operations, The final and most weighty
consideration, however, is the existence of a police
responsibility to plan, independent of economic con-
straints and efficiency values,

The responsibility to plan for antidisorder opera-
tions arises out of the special place of such opera-
tions in the range of police functions. Because
disorders are by definition general threats to social
stability, because antidisorder operations involve the
deployment of large numbers of officers in confron-
tation with assemblies of citizens, and because the
primary focus of such operations is necessarily on
the control of the incident itself rather than on the
conduct of individuals, risks of unintentional but seri-
ous overreaction and overreaching in police-citizen
transactions are particularly great. These risks are
aggravated by the relative unfamiliarity of com-
mand-level and line officers with the tasks they must
perform in disorder situations and by the tendency
of line officers to react quickly and individualisti-
cally to violence when systematic discipline is not
imposed upon them.

The necessity for a particularly high degree of
police self-regulation in disorder situations is all the
more pressing because intentional provocation of
police personnel is a frequent although far from in-
variable technique of participants in organized dis-
orders. For an individual officer (or an entire de-
partment) to accept an invitation to overreaction
may be to concede unnecessarily what persons re-
sponsible for a disorder regard as a principal
objective.

Police agencies must plan in order to be able to
perform simultaneously the mixed and even appar-
ently contradictory disorder-related functions of safe-

guarding public order and preserving individual.

liberties. And if contingency plans for disorder situa-
tions are to be useful in practice, they must be de-
tailed, realistic, and current.

The Police Planning Function

In the ideal, each police agency potentially in-
volved in the prevention or control of mass violence
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should generate its own antidisorder plan, in co-
operation with other police agencies with which it
may cooperate in disorder-related emergencies, and
with non-law-enforcement agencies (e.g., public
health, public welfare, courts, and local corrections)
with related responsibilities. At a minimum, the plan-
ning process should consist of a substantive, detailed
review of an externally generated plan with modifica-
tions as applicable to the department concerned. To
reach the ideal or even to achieve the minimum may
prove difficuit, particularly when police planning ef-
forts receive little outside support or cooperation.
Nonpolice agencies, for example, may be resistant to
or uninterested in joint planning for the prevention
and control of disorder. In that event, police must
bear the burden of planning rather than do without
aplan. '

Vhatever local problems confront efforts to plan,
the existence of a distinct departmental planning
unit is a real advantage to a police organization. The
value of such a unit becomes especially clear when
its functions are defined to include (1) planning for
disorders, other instances of extraordinary violence,
and a range of other common and unusual police
operations; (2) reviewing and updating existing
plans on a regular schedule; and (3) adapting
general plans to specific, anticipated emergency sit-
uations. Departmental size or resources, however,
may not justify designating a full-time planner or
planners or even justify designating any planner
other than the police chief executive. For this reason
it is recommended that small departments seek
guidance in planning from larger or more experi-
enced police agencies and from State and Federal
sources of consultative advice to law enforcement.

Training for the planning function is another ur-
gent need. At present, the best education in police
contingency planning is to be had on the job in de-
partments with strong planning staffs and accumu-
lated practical expertise. Formal training curric-
ulums for police executives and midlevel managers
tend to be problem- or topic-focused at the neces-
sary expense of concentration on general planning
skills applicable to the full range of police problems.
The ability to reach a clear understanding of sub-
stantive law enforcement problems is, of course,
the essence of good planning. But other skills are
also important. These include techniques for cal-
culating the costs—in dollars and man-hours—of
alternative courses of action, methods for presenting
complex operational plans in practical terms and
formats easily comprehensible to the various de-
partmental and nondepartmental readers who must
absorb them, and systems for evaluating the effec-
tiveness of plans after they have been tested in use.
Police executives and planning staffs must take
time from urgent and immediate concerns to ac-




quire whatever skills are required to plan adequately
for the units over which they are given responsibility.
National and regional programs that provide police
executive and police management education should
assist by enriching the training for planning offered
in their curriculums,

Civil Authorities and the Process of Planning
for Mass Disorders

This standard recommends that before any police
antidisorder plan is adopted, it should be reviewed
by the elected or appointed civil executive respon-
sible for overall supervision of law enforcement in
the jurisdiction to which the plan applies—the mayor
or manager of a town or city, the county executive,
and the Governor of a State are obvious examples.
1t is further recommended that police planners take
the initiative in securing such review.

The purposes of involving the civil authorities in
the final stages of the antidisorder planning process
are twofold. First, such involvement will tend to
guarantee that a plan once arrived at will be ob-
served in practice. Obviously the power of civil au-
thorities to order deviations from the plan in partic-
ular emergency situations cannot be divested by
giving those authorities a role in planning. As a
practical matter, however, civil authorities will be
less inclined to upset a policz plan if they have
reviewed and approved its contents in advance,

Second, participation of civil authorities in the
planning process is a means, albeit an indirect one,
for police planners to test the public acceptability of
their planning decisions. By virtue of his or her
position at the head of the jurisdiction’s govern-
mental structure, the civil executive has a respon-
sibility to the community at large and an understand-
ing of its needs and desires that may exceed those
of police officials. In the planning process, this
unique source of advice and counsel should not be
bypassed.

The Public and the Process of Planning
for Mass Disorders

Planning for disorders as for all extraordinary vio-
lence is generally an internal function, even when it
ceases to be the exclusive activity of a law enforce-
ment agency and involves the civil executive au-
thorities. The public is seldom notified that planning
is underway or invited to contribute views and
opinions. When a plan has been completed, its exist-
ence—to say nothing of its contents—is seldom
publicized. And it is obvious that there are practical
and operational issues that must be addressed in
comprehensive antidisorder planning as to which
public input will be of little help, just as there are de-

tailed tactical elements of a completed antidisorder
plan that cannot practically be made matters of
general knowledge without detracting from the use-
fulness of the plan.

A well-defined public role is not a common fea-
ture of antidisorder planning processes, The pos-
sibilities of defining a significant but limited public
role and of actively promoting public participation
in planning, however, should be given careful con-
sideration by law enforcement planners. Where
many elements of a comprehensive antidisorder plan
are concerned, police can benefit significantly from
public input. In particular, views from outside the
police agency and from outside government should
be sought about those parts of the plan that deal
with general assumptions underlying operations and
with police cooperation with non-law-enforcement
agencies and private groups or persons in times of
emergency. Community tolerance for protest and
violence on the one hand and for a full display of
legal force by police in response on the other should
influence planning assumptions. To show insensitiv-
ity to community attitudes in a disorder situation
is to invite the spread of violence. And if a plan calls
for reliance on nonpolice groups or private com-
munity leaders to supply information, to quiet ru-
mors, to troubleshoot, or to coordinate services to
victims in disorder situations, it is essential that
police relationships with these groups should be set
and hardened during the planning process.

The forums available to promote public partici-
pation in antidisorder planning are numerous, rang-
ing from open hearings at one extreme to police-
initiated discussions with small numbers of
community leaders at the other. Planning needs and
levels of community interest should dictate the forum
employed, but the choice between inviting or dis~
couraging limited public participation should be faced
early and squarely.

Giving limited postplanning publicity to the
general parts of police antidisorder plans is another
available and attractive option. Knowledge that a
realistic and practical plan exists can contribute to
public confidence in police and to the preservation
of order. On groups or individuals who may con-
sider instigating organized disorders, such knowl-
edge may have some deterrent effect. On the public
at large, the effects will be differert. Suspicions
about negative police attitudes towards dissenters
and minority gioup members that may find expres-
sion in antidisorder operations do exist; publicity de-
voted to rational, lawful police planning operations
may prove to dispel them. Finally, because uncer-
tainty over departmental practice—and the question
of where the police will draw the line—is a factor in
the development of some spontaneous disorders,
steps that are designed to increase certainty about
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police policy may yield berefits by reducing experi-
mentation by potentially disorderly crowds.

The range of possible vehicles for public release
of information concerning antidisorder plans is
broad, although the vehicle ultimately employed will
be at least as much a choice of the news media as it
is of police authorities. Finally, however, the choice
of a vehicle may be far less important than the
choice to inform the public of the outcome of the
planning process.

Planning for Spontaneous and Organized
Mass Disorders

Mass disorders may be characterized by spon-
taneous, unorganized, or disorganized patterns of
individual criminal activity (such as random looting
and arson); by a mix of activities combining
planned illegal acts and their secondary spread ef-
fects (such as general looting incited by leaders
drawing riot participants from the general popula-
tion); or by apparently leaderless individual activ-
ities following a general, but widely understood,
prearranged criminal plan (such as mass traffic ob-
struction). The political content of mass disorders,
spontaneous and organized, varies widely, witly some
incidents involving only the unfocused violent ex-
pression of discontent (as expressed, for example,
through generalized property destruction) and others
involving relatively articulate symbolic statements
of particular grievances (as expressed, for example,
through disorderly protests against national foreign
policy or through selective destruction of absentee-
owned businesses in minority population centers).

A comprehensive police-generated antidisorder
plan, however, should be flexible enough to antici-
pate both the full range of disorder types and the
full variety of motivations characteristic of disorder
participants. The key to the type and level of the
basic police response projected under the plan for a
particular disorder should be the severity of the
disorder in risk to life and property rather than its
etiology or the motivation of the participants. Ad-
herence to this approach will promote evenhanded-
ness in police response and will serve the correlative
value of enhancing police impartiality on politi-
cal issues and non-law-enforcement-related citizen
grievances.

Obviously, some elements of a comprehensive
police antidisorder plan will be applicable only, or
principally, to disorders of the organized or planned
variety. Others will be effective mainly to cope with
disorders of the spontaneous type. The plan should,
for example, provide for the early identification of
crowd leaders and staging areas and for focused
operations against these persons and places. Where
the plan cannot state clear rules for the making of
onscene decisions, such as the choice between deal-
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ing with an identified leader through arrest and
detention or through persuasion, it should neverthe-
less specify the options clearly. But these elements
of the plan will be of less significance when there is
no leadership to be sought in the early stages of an
incident. Conversely, although every plan should
provide a system for delivering effective police
warnings against involvement to potential partici-
pants in disorder, the elements of a plan describing
this police function will be most applicable to inci-
dents of the spontaneous and mixed types.

Differences between the planning requirements for
different types of disorders, however, should not be
overstressed. Every planned disorder with an identi-
fiable leadership can—and will, if its organizers
achieve their objectives—develop into one involving
participants with no advance knowledge of a cause
or of a design for violent protest. Conversely, most
spontaneous disorders develop crowd leaders as
they evolve, as those leaders achieve some degree of
influence over their fellow participants. The phe-
nomena of spontaneous secondary recruitment of
partitipants and of onscene growth of leadership
operate to blur analytic and practical distinctions
between organized and unplanned disorders. Once
fully underway, both must be handled, in the main,
by similar means. Attempts to identify and commu-
nicate with the leaders of a disorder should usually
be made. In some instances, it will be appropriate
for police to attempt to work with apparent leaders;
in others, sound tactics will dictate their arrest and
removal from the scene, But the ability of leaders
to influence other participants should never be as-
sumed. Efforts to forestall recruitment by direct ap-
peals or warnings to noninvolved citizens are also
usually in order.

Finally, then, it is the practical character of a
disorder, rather than any consideration of its origins,
that should influence police response. Disorders—
spontaneous and organized—may be characterized
by property destruction, violent attacks on persons,
or both. A disorder may be effectively limited to a
particular district within a jurisdiction or may
threaten to spread away from the points at which vio-
lence has begun. Police plans that are both compre-
hensive and flexible will allow responses to be
adapted to any discrder as it develops.

Content of Antidisorder Plans

Important in the overall design of a useful police
antidisorder plan is a clear policy statement reflect-
ing the objectives of antidisorder operations. Al-
though the detailed content of such a statement
may vary from jurisdiction to jurisdiction, its thrust
should reflect what is the general consensus among
American law enforcement officials participating in




the preparation of this report: That the goal of anti-
disorder operations is the restoration of order with
minimum harm to nonparticipants and their prop-
erty, to law enforcement officers, and to participants
in this form of extraordinary violence.

In the specific provisions for police action that
follow and flow from the overall statement of depart-
mental policy, every comprehensive contingency
plan for police handling of threatened and actual
disorders must make clear rules for five stages or
phases of operations: prevention, detection, mobi-
lization, tactical response, and postoperational re-
view. Specific issues that will arise during practical
planning exercises addressing these elements of re-
sponse are treated in detail in the standards and
related commentaries that follow. In this section,
which deals with the format of plans and the plan-
ning process, it will be appropriate to list some of
the problems that an adequate plan must attempt to
solve and to indicate where in this report additional
discussion of those questions can be found.

Prevention. The planning objectives for this stage
of antidisorder operations include the development
of systems to (1) forestall the development of
planned legal mass protests into disorders, (2) as-
sure that police law enforcement operations do not
tend unnecessarily to trigger disorders, and (3) pro-
vide an adequate information base for determining
when and where spontaneous disorders are most
likely to occur. To meet these objectives, it may be
desirable to employ the antidisorder plan to fix in-
tradepariméntal responsibility for maintaining con-
tinuing attention to the problem of disorders in
nonemergency periods. Further discussion of dis-
order prevention is contained in Standards 6.4
(Self-Regulation of Police Intelligence Operations),
6.7 (Preventive Measures Against Mass Disorders),
6.17 (Avoiding the Spread of Extraordinary Vio-
lence), and 6.25 (Relations With the News Media).

Detection. Under this operational heading, plan-
ning objectives include the development of methods
to (1) assure the prompt reporting by individual
officers of information indicating a practical likeli-
hood of mass disorder; (2) provide for the prompt
and systematic analysis of all information received,
from any source, bearing on short-term potentials
for disorder; and (3) guarantee the prompt report-
ing of disorders actually in progress. Again, the
achievement of these objectives may require that a
plan designate a point of intradepartmental re-
sponsibility for nonemergency antidisorder opera-
tions. Further discussion of disorder detection can be
found in Standards 6.4 (Self-Regulation of Police
Intelligence Operations), 6.5 (Police Specialization
for Prevention and Control of Extraordinary Vio-
lence), 6.6 (Bureaucratic Organization of Preven-
tion and Response Efforts), 6.7 (Preventive Meas-

ures Against Mass Disorders), 6.19 {(Relations
With Local Police Authorities in Other Jurisdic-
tions), and 6.20 (Relations With State and Federal
Law Enforcement Agencies).

Mobilization. Under this heading, planning objec-
tives include determining (1) what departmental per-
sonnel should be summoned to the scenes of dis-
orders of differing sizes and severities, (2) what
command structure should apply in antidisorder
tactical operations, and (3) when and how outside
assistance will be requested and employed. Discus-
sion of these issues is contained in Standards 6.5
(Police Specialization for Prevention and Control of
Extraordirary Violence), 6.6 (Bureaucratic Orga-
nization of Prevention and Response Efforts), 6.18
(Defining Federal, State, and Local Responsibil-
ities), 6.19 (Relations With Local Police Authorities
in Other Jurisdictions), 6.20 (Relations With State
and Federal Law Enforcement Agencies), and 6.21
(Relations With the Military).

Tactical Response. A multitude of planning objec-
tives are included under this general heading. All
can be broadly categorized, however, as either (1)
organizational objectives, (2) policy objectives, or
(3) technical objectives. Organizational objectives
are those that concern the planning of the division of
responsibility for tactical response; standards con-
taining material related to these objectives have
been listed previously under the heading “Mobiliza-
tion,” Policy objectives are those that involve ad-
vance determinations of the general guiding princi-
ples that will apply to tactical response; standards
relating to these objectives include 6.15 (Use of
Force in Tactical Responses to Disorder, Terrorism,
and Quasi-Terrorism), 6.16 (Negotiation Under
Duress), 6.17 (Avoiding the Spread of Extraordi-
nary Violence), and 6.25 (Relations With the News
Media).

Postoperational Review. One important planning
objective under this heading has already been dis-
cussed: providing—in an antidisorder plan—for post-
operational reviews of the adequacy of the plan
itself as a practical guide to action. Additional ob-
jectives include (1) the development of other
methods for evaluating police experience in anti-
disorder operations, (2) the establishment of
channels for communicating these experiences out-
side the police agency, and (3) the establishment of
policy for dealing with the community in the wake
of antidisorder operations. Because community re-
action to antidisorder operations is a critical meas-
ure of the success of antidisorder plans, the review
process should include careful assessment of local
public opinion and police-initiated discussions with
persons and groups indirectly affected by any police
action against disorder. Issues relating to the ob-
jectives of postoperational review are discussed in
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Standards 6.19 (Relations With Local Police Au-
thorities in Other Jurisdictions.
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Related Standards

The following standards may be applicable in im-

plementing Standard 6.2:

4.1 Contingency Planning

4.2  Interagency Cooperation

6.6  Bureaucratic Organization of Prevention and
Response Efforts

6.8 Tactical Management of Mass Disorders in
Progress

6.18 Defining Federal, State, and Local Responsi-
bilities

7.1 Judicial Participation in Planning for Re-
sponse to Extraordinary Violence




Standard 6.3

Planning the Police
Response to
Individual and
Small-Group
Terrorism and
Quasi-Terrorism

A sound police plan for incidents of extraordinary
small-group violence is one that stresses practical
issues concerning emergency decisionmaking and
command responsibilities in emergency situations.
Even when what is to be done cannot be specified in
advance by a plan, who is to make choices among
the options can—and must—be specified.

1. The police planning process for terrorism and
quasi-terrorism should draw on depsrtmental ex-
pertise and, where appropriate, on advice and views
from outside the jurisdiction and from outside law
enforcement. In whatever manner police contingency
plans for these forms of extraordinary violence are
formulated, however, they should be submitted for
preadoption review to the civil executive authority
exercising general control over law enforcement in
the jurisdiction to which the plan will apply.

2. The level of detail achieved by departmental
response plans for incidents for individual and small-
group terrexism and quasi-terrorism should vary with
the needs and resources of departments, but every
police agency with direct law enforcement responsi-
bilities should adopt a plan for such incidents. At a
minimum, however, it should prescribe guidelines for
four types or phases of operations;

a, Nonemergency operations. Every depart-
mental plan should specify methods that will be
used on a continuing basis to collect general in-
formation relating to the risk of extraordinary vio-

lence to identify violence-prone persons and
groups, to pick out high-risk targets of potential
violence (both persens and institutions), and to
achieve the goal of prevention.

b. Threat analysis, Every departmental plan
should anticipate in detail how the agency will re-
act to apparently plausible warnings of impending
small-group violence. The plan should provide a
clear focus of intradepartmental responsibility for
threat analysis operations and should identify any
extradepartmental resources that may be available
to assist in threat analysis exercises that pose diffi-
cult psychological or technological issues.

c. Emergency field operations. At a minimum,
every departmental plan shovld specify rules and
principles applicable to all incidents, regardless of
target. The generally applicable parts of a plan
governing emergency field operations in incidents
of terrorism and quasi-terrorism should include:

i. Identification of an intradepartmental com-
mand structure to direct all police efforts at pre-
vention and response; :

ii. Designation of the various departmental
specialists and specialized units that may be called
upon in incidents of extraordinary small-group
violence, along with definition of their roles and of
the principles that govern when they will be called
to an incident scene;

iii. Emergency rules governing the conduct of

137




all departmental personnel present at an incident

scene, inciuding rules on weapons use and on con-

tacts with press and public;

iv. Principles to guide the cenduct of nego-
tiations with terrerists and quasi-terrorists pre-
scribing when to negotiate, what unit or individual
is to negotiate for the police, and what issues may
be treated as negotiable; and

v. Methods to limit the geographic spread of
incidents, te limit the access of uninvolved persons
to incident scenes, and to minimize risks of harm
to uninvelved persons,

d. Postoperation functions. Every departmental
plan should include principles for pelicy relations
with persons who have been directly or indirectly
affected by a terroristic or quasi-terroristic incident
and for postoperational review of the plan itself.
3. All plans for operations against terrorism and

quasi-terrorisin that are adopted by police agencies
should be marked with the date of their adoption and
should be reviewed in detail within 30 days of any
major incident or 7 days of any minor incident or
after 2 years have elapsed since adoption, whichever
occurs first. Reviews should attempt io determine
(a) appropriateness of scope, (b) adequacy of detail
and specificity, and (c) usefulness as a guide to ac-
tion. Plans should be revised in the light of every
review.

4. In addition, mechanisms should be developed
for the exchange among police agencies of plans that
have been tested in actual operations; it is suggested
that a central planning bank to which all police agen-
cies could have ready, inexpensive access be devel-
oped with Federal funding support.

5. Whenever possible, police planners should also
compile a list of high-risk targets for terrorism and
quasi-terrorism, including government office build-
ings, courthouses, and similar public facilities; major
industrial plants, power stations, and other potential
targets of anti-institutional violence; potential abduc-
tion victims such as politicians, major corporate
executives, administrators of controversial govern-
ment agencies, and those persons’ families; and
branch banks and other likely locations for quasi-
terroristic hostage holding. Adequate planning for
emergency field operations will then include specific
principles applicable to incidents involving these
targets and in particular:

a. Specification of what information on high-
risk targets—from the design and layout of build-
ings to the personal schedules of possible kidnap
victims—is to be gatheved on a continuing basis,
how the cooperation of high-risk persons and in-
stitutions is to be secured, where information is to
be collected and stored, and how it is to be re-
trieved in emergencies.

b. Provisions governing the participation in op-
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erations of persons and organizations with special
interests in particular high-risk targets, including
the advance identification of those having such
interests and specific provisions for contacting
them in emergencies, housing them at or near an
incident scene, and promoting effective communi-
cation between them and the responsible on-scene
officials.

Commentary

In this report, the term “terrorism” (or “true
terrorism’) is used to describe planned efforts to
achieve impersonal ends (which may be legal or
illegal in themselves and which include but are not
limited to political objectives) through the means of
extreme coercive violence or intimidations employ-
ing threats of such violence. “Quasi-terrorism” is
used to describe planned or spontaneous attempts to
further the accomplishment of personal criminal
ends (ranging from financial gain to psychic grati-
fication) by these same means. For a discussion of
the problem of definition see Chapter 1.

Contingency planning for individual and small-
group terrorism and quasi-terrorism is a police activ-
ity that is as important as planning for mass
disorders. Although a mass of data drawn from ex-
perience, research, and previous planning exercises
exists to support law enforcement efforts in mass
disorder planning, most U.S. police agencies, like
most U.S. communities, have little hard information
about true terrorism. Occasional quasi-terroristic
incidents—those involving the use of extreme coer-
cive violence in connection with conventional crim-
inal acts—always have been part of the day-to-day
»business of law enforcement. But as the frequency of
such incidents increases and as their incidence comes
to be recognized as a special law enforcement
problem closely related to that of true terrorism, the
relevance—to say nothing of the retrievability—
of the lessons of experience is called into doubt.

Some of the planning problems that arise from
lack of experience with terrorism and quasi-terror-
ism are apparent. With the occurrence of every
major operation involving specialized tactical units
or specialized police negotiating teams, understand-
ing of how such units can be best employed increases
markedly. And as the existing police capability to
anticipate incidents of terrorism and quasi-terrorism
through intelligence operations is tested in practice,
the elements of an intelligence system adequate to
meet the challenge posed by novel forms of extra-
ordinary violence will be progressively better under-
stood.

Every police operation in a terroristic or quasi-
terroristic emergency is still, in one sense, experi-




mental. Drafters of police plans for smali-group
extraordinary violence must face and resolve pro-
visionally a number of open issues of law enforce-
ment practice without the benefit of a substantial
base of experience. But a process of planning from
general principles, followed by the testing of plans in
operation and their revision in the light of experi-
ence, can assist in bringing greater certainty,

Because of the provisional nature of police plan-
ning against the contingencies of terrorism and
quasi-terrorism, participation by civil authorities in
the planning process is particularly essential. Only
if the appointed and elected officials with ultimate
responsibility for law enforcement are involved in
the planning process itself can police agencies ex-
pect that the details of the plan will be translated
into reality in an emergency situation. And only if
the civil authorities are involved will police agencies
have the necessary guidance when practical planning
verges into policymaking,

Policy and Policymaking

Special problems arise in planning for the con-
tingencies of terrorism and quasi-terrorism when
value-laden issues, going beyond the feasibility and
effectiveness of various alternative law enforcement
strategies or tactics, become involved. Two examples
of such issues are selection of principles to govern
the use—or withholding—of force in dealing with
barricaded terrorists or quasi-terroristic criminals
and the making of rules to govern capitulation—or
noncapitulation—to hostage holders’ demands.

Tactical experience can supply some of the princi-
ples required. Thus, for example, it is clear that
where the lives of hostages will be endangered by
an assault on the barricaded position, it is usually
desirable to adopt a tactic of delay. Demands for
weapons, to cite another example, should almost in-
variably be rejected. But for situations in which
only barricaded suspects’ lives will be seriously jeop-
ardized by the use of force or situations in which
granting a demand will not upset the balance of
tactical advantage, an appeal to experience will not
yxeld operating rules. Instead, rules must be dev1sed
in the light of general principles.

Police assessment of public opinion is not an ap-
propriate guide to the correct planning choices on
this and other policy-related questions. Moreover,
such inquiries into community sentiment are practi-
cally limited in their usefulness. In the planning
against the contingency of mass disorder, it is
feasible for police to ask—and answer—certain
questions about community tolerance for various
kinds of collective violence and police responses to
them. In planning against the novel contingencies
of terrorism and quasi-terrorism, however, similar

assessments of community tolerance will usually
prove impossible to make,

Like other planning choices involved in anticipat-
ing terrorism and quasi-terrorism, the selection of a
general rule for use of force or of a general principle
to govern the evaluation of demands must be treated
as a policy issue. This is not to say that such plan-
ning choices should be avoided or that they should
be made exclusively by policymakers outside law
enforcement, It is to say that in making them, police
officials must consult the general standards of pro-
fessional conduct applicable to law enforcement
as a whole and must take advice from the official
and unofficial leaders of the community in deriving
explicit guidelines. Once formulated, such guidelines
should represent a policy decision that police and
civil executive authorities are willing to explain to
the public or even to defend against adverse public
opinion.

Police Planning and Outside Agencies

In anticipating operations to prevent or control
incidents of terroristic and quasi-terroristic crime,
local police agencies may be able to make particu-
larly good use of nondepartmental resources. Plan-
ning assistance may be available from such diverse
sources as the local medical-psychiatric and aca-
demic communities, the private security establish-
ment, police agencies of nearby jurisdictions, and
Federal law enforcement authorities, as well as from
such professional training organizations as the Inter-
national Association of Chiefs of Police. Some of
these sources of expert planning assistance will be
useful only for limited consultations during the plan-
ning process itself; others may also be potential re-
sources for assistance in actual police operations
under the plan. As many extradepartmental resources
as possible should be identified and assessed during
the planning processs.

Adequate planning for extraordinary small-group
violence requires detailed knowledge on a wide
range of subjects that are not within law enforce-
ment’s traditional purview. Whether the information
sought is the floor plan of a private office building or
a sketch of psychological theories of terroristic mo-
tivation, it will often be available only outside the
department. Similarly, an adequate plan for re-
sponse to terroristic and quasi-terroristic incidents
will anticipate some reliance on nondepartmental
resources. This reliance may be severely restricted
(as, for example, where a plan designates a non-
departmental source for specialized emergency
equipment), significant but limited (as, for ex-
ample, where a plan provides for use of nondepart-
mental personnel in a few key roles, such as
explosives disposal or negotiation), or general (as,
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for example, where a small department’s plan con-
templates turning over the management of an inci-
dent to the specialized tactical and negotiating
teams of a larger law enforcement agency). What-
ever the extent of reliance, however, it should be
specified in advance—after consultation with the
persons or agencies relied upon—during the plan-
ning process.

In considering what roles to allot to non-law-en-
forcement actors, police planners should bear in
mind that unlike mass disorders, which may be
generally perceived as mixed law enforcement and
sociopolitical problems, incidents of extreme vio-
lence involving small groups and individuals will
always be popularly identified as police matters.
Credit—and blame-—connected with their manage-
ment will be attached primarily to police agencies.
Even more important, real responsibility for the
success and failure of operations will rest squarely
with law enforcement agencies and personnel.
Multidisciplinary or team approaches to planming
should be encouraged; so should plans that contem-
plate possible multidisciplinary approaches to the
management of certain incidents. But final decision-
making authority and the responsibility for weighing
expert viewpoints in making opcrational decisions
should be concentrated in the police.

When a plan calls for possible extensive use of
outside law enforcement personnel in incident
management, it should provide that final operational
responsibility will be exercised by the chief execu-
tive of the local police agency—except where
another assignment -of command responsibility kas
been formally agreed upon in advance. When plan-
ners foresee that officials from outside law enforce-
ment will have critical roles in incident manage-
ment, these roles should be specified in advance.
Thus, in anticipating hostage situations in which
demands will be made for large sums of cash or for
the release of prisoners, a police plan should indi-
cate when and how—if ever—such demands will
be relayed to non-law-enforcement officials capa-
ble of acting on them, If outside third parties are to
be used to conduct mediation between police and
terrorists and quasi-terrorists, a plan should include
guidelines for their intervention.

Finally, two additional points concerning partici-
pation in planning deserve special stress. First, po-
lice planning for extraordinary small-group violence
should be conducted in context. Terroristic (and
even quasi-terroristic) incidents can evolve into
mass disorders or, if modern technologies of vio-
lence are employed, into large-scale disasters of
primary official concern outside law enforcement.
Police plans for the management of terroristic and
quasi-terroristic incidents must be designed to inter-
lock with general, multiagency plans for disorder
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and disaster, In particular, police plans should
clearly indicate when, in the course of an escalating
incident, general emergency plans should be in-
voked.

Second, although a wide variety of contributions
to police planning efforts from outside sources is de-
sirable, special care must be taken to assure that any
final plan for police operations against terrorism
and quasi-terrorism is maintained in close confi-
dentiality by the agency adopting it and by any
other law enforcement or non-law-enforcement
agericy to which iis contents are communicated.
This consideration should not rule out limited public
participation in the planning process. It should,
however, be an important consideration where invi-
tations to outsiders to participale in any aspect of the
planning process are under consideration.

Planning Problems of Smaller Police Agencies

The small size of a police agency obviously is no
assurance against its encountering serious incidents
of terroristic and quasi-terroristic crime, neither is
the small population or nonurban character of the
area it polices. "Although terroristic and quasi-
terroristic crimes will continue to occur less frequently
in smaller and less urbanized jurisdictions, there is
nothing in the theory of terroristic crime or in the
records of American terrorism and quasi-terrorism
to date to suggest that any jurisdiction is immune.
In fact, the risks posed for the smaller jurisdictions
may, in some respects, be peculiarly serious. The
subjective damage done by an unsuccessfully man-
aged incident, measured in terms of increased pub-
lic apprehension and decreased public confidence
in government, will differ according to where it oc-
curs. In urban areas, the public may already be
partly acclimatized to extreme violence and its
consequences; in less sophisticated jurisdictions, a
single explosive incident may be a drastic collective
trauma.

Planning for terrorism and quasi-terrorism should
be regarded as no less necessary by small depart-
ments than it is by large ones. The mechanics of
planning, however, will differ with departmental
size. Smaller departments’ planning tasks may be
eased by the informality of relatively simple bureauc-
racies; they may also be best situated to make
effective use of model plans in their own planning
processes. On the other hand, the task will be com-
plicated by the need for smaller departments to plan
jointly with the outside agencies from which man-
power and other support will be required in emer-
gencies, If; for example, the only realistic plan for
adequaté response by a small police agency involves
either the invocation of a mutual aid agreement
with other nearby local police forces or the use of




State police personnel, planning must be accom-
plished jointly with the agencies on which such calls
may be made.

General Planning and Target-Specific Planning

The backbone of an adequate police contingency
plan for emergency operations against terrorism
and quasi-terrorism consists of what are termed in
this standard its generally applicable clements.
Planning for specific, anticipated emergencies (or
classes of emergencies) is a refinement, but it is one
that may make the difference between successful
and unsuccessful operations in practice.

In practice, the planning problem posed by the
target-specific approach is not developing a list of
potential institutional and individual focuses of ter-
roristic and quasi-terroristic crimes. In almost every
jurisdiction, these will be apparent and usually
numerous. Rather, it is selecting those potential tar-
gets that will receive detailed attention during the
planning process.

A few targets will be so attractive and so vulner-
able as to practically dictate their coverage if any
target-specific planning is undertaken. Examples of
institutions in this class include the plants and offices
of major corporations in single-industry commu-
nities, courthouses and law enforcement office com-
plexes, and Federal office buildings. Individual tar-
gets of an extreme high-risk character include
controversial local politicians, representatives of for-
eign governments, and highly visible corporate ex-
ecutives—along with their respective families.

Beyond this limited class of targets and some-
times even within it the coverage of the target-
specific portion of a police plan against terrorism
and quasi-terrorism will be determined largely by
the extent of police planning resources, on the one
hand, and the degree of cooperativeness shown by
high-risk individuals and organizations, on the other.

Limits on police intelligenice gathering (see Stand-
ard 6.4—Self-Regulation of Police Intelligence
Operations) practically prohibit effective target-
specific planning without the knowledge and
cooperation of the target. Even if the means were
available, the cost of gathering sufficient information
on an uncooperative subject would be a bar in itself.
Thus, the first high-risk targets to be made the
topics of target-specific planning should be those
institutions and individuals showing the greatest
willingness to cooperate in response to an invitation
from the police planning unit. In general, coopera-~
tion with police planning has two aspects: willing-
ness to supply or make available information (rang-
ing from building plans to personal schedules) and
willingness to participate actively in the planning of
police responses. Only the potential target who dem-

onstrates cooperation of both sorts will be an ap-
propriate focus for effective planning efforts. (For
a more complete discussion of issues in official law
enforcement interaction with potential targets, see
Standard 6.22—Relations With Foreign Police
Agencies.)

Planning against terrorism and quasi-terrorism
should be a continuing police activity, not a one-
shot exercise. Thus, a decision to begin target-
specific planning with the most cooperative potential
targets does not imply any limitations on the even-
tual coverage of focused planning efforts. In fact, if
the police planning process is an effective one, the
cooperativeness of high-risk institutions and indivi-
duals should increase with time, as the practical
value of target-specific planning is tested in a juris-
diction.

In large jurisdictions, cooperative high-risk tar-
gets may be sufficient in number to justify grouping
them by type and location and to plan on the basis
of these groupings at an intermediate level of
specificity. Such planning could allow variations on
the generally applicable plan for response to terror-
ism and quasi-terrorism to be made according to
where an incident is focused. JEven a planning
choice as fundamental as the designation of centers
of intradepartmental responsibility for emergency
operations may be varic according to the nature of
the target, with one pattern of emergency com-
mand anticipated for a terrorist attack on a public
building and another anticipated for a spontaneous
hostage incident in a branch bank.

Target-specific planning should be conducted
with two principal objectives in view: (1) the re-
duction of delays in police response and tactical
decisionmaking in the event of an incident involving
a target and (2) the introduction into tactical de-
cisionmaking of considerations peculiar to the
target. In addition, exercises in target-specific plan-
ning may sometimes serve indirectly to promote the
objective of incident prevention by stimulating re-
consideration of the nonofficial security measures
cmployed to protect targets. The information and
participation required by police to make target-
specific planning work, at least insofar as will pro-
mote the first of these cbjectives, represent signifi-
cant but not necessarily forbidding demands on the
private sector and on non-law-enforcement agencies
of government. Every police agency that engages in
planning against the contingencies of terrorism and
quasi-terrorism should consider the target-specific
planning approach.

Content of Plans

In the standards that follow, some of the issues
and choices faced by police planners in anticipating
terrorism and quasi-terrorism are specifically ad-
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dressed. Here, however, it may be useful to present
a review of what the list of issues and choices in-
cludes and where those items are addressed.

For the discussion of planning, police actions in-
volving extraordinary small-group violence are sub-
divided in this standard into four stages or phases:
nonemergency operations, threat analysis, emer-
gency field operations, and postoperational functions.
Planning objectives and issues for cach follow,

Nonemergency Operations. Such operations are
essentially preventive in nature and are either infor-
mational or security related in nature. Planning objec-
tives include (1) assuring the flow of useful and
legitimate intelligence data on persons and groups
posing potential risks of terorism and quasi-
terrorism. (2) providing for the promotion of sound
physical security to protect high-risk targets, and
(3) designing the presentation of police policy to the
public in a way that tends to discourage potential
terrorists and quasi-terrorists. Discussion of the is-
sues raised by efforts to plan for the achievement of
these goals is to be found in Standards 6.5 (Police
Specialization for Prevention and Control of Extraor-
dinary Violence), 6.10 (Deterrence of Terrorism
and Quasi-Terrorism), 6.22 (Relations With For-
eign Police Agencies), and 6.24 (Relations With
Mental Health Professions).

Two essential components of any plan concerned
with nonemergency preventive operations are (1)
the clear identification of the personnel or units with-
in the police agency responsible for the day-to-day
conduct and the general oversight of thase operations
and (2) detailed provisions for police cooperation
with other official agencies and private groups hav-
ing information to share or tasks of preventive se-
curity to perform, Related issues are discussed in
Standard 6.6 (Bureaucratic Organization of Pre-
vention and Response Efforts).

Threat Analysis. A plan should provide clearly for
promotion of the two purposes of threat analysis:
(1) the ecvaluation of real risks posed by threats
{whether reccived from potential pariicipants in
such violence through departmental intelligence
cfforts or as tips from third parties) as a basis for
protective and responsive measures centered on po-
tential targets of violence and (2) identification of
the sources of threats as a basis for actions centered
on potential participants in violence. Discussion of
issucs in threat analysis is contained in Standard 6.11
(Evaluation of Terroristic Threats).

Because threat analysis operations merge into
cmergency field operations against terrorism and
quasi-terrorism, plans should be particularly specific
as to where within a department responsibility for
the oversight of threat analysis is vested. And be-
causc cffective threat analysis may require local po-
lice agencies to resort to outside expertise for assist-
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ance in functions ranging from psychological profil-
ing of persons offering threats of violence to bomb
identification and disposal, plans should specify
clearly where various forms of aid are available, and
the planning process should include consultation
with persons or agencies whose assistance may be
relied upon. For substantive discussion of the roles
of outside expertise in threat analysis, see Standards
6.19 (Relations With Local Police Authorities in
Other Jurisdictions), 6.20 (Relations With State
and Federal Law Enforcement Agencies), 6.23 (Re-
lations With Private Security Forces), and 6.24 (Re-
lations With Mental Health Professions).

Emergency Field Operations. Under this heading,
a number of distinct planning objectives are included.
They will be listad here in the order in which they
have been cited in this standard.

First, a plan must specify a clear command struc-
ture for emergency field operations. In particular,
the plan should specify whether headquarters-based
officials, on the one hand, or district or area field
commanders, on the other, will be in overall charge
of emergency operations. If the latter pattern is
selected, the plan should also specify what advisery
roles headquarters personnel are to have at an inci-
dent scene and under what circumstances they will
assume overall command. Discussion of the issues
involved in these planning choices will be found in
Standard 6.6 (Bureaucratic Organization of Pre-
vention and Response Efforts).

Second, a plan for operations should specify the
roles of specially trained personnel and specialized
units in incidents of terrorism and quasi-terrorism.
A plan should make clear whether officers specially
trained in such skills as the use of gas or special
weapons or the practice of negotiations or psycholog-
ical crisis management will invariably be called to the
incident scene and given practical responsibility or
whether members of such units will be held in a
backup capacity. If the latter option is selected, the
plan must go on to specify when backup units will
take primary charge of an incident. Discussion of
issues in specialization is contained in Standard 6.5
(Police Specialization for Prevention and Control of
Extraordinary Violence).

Third, a plan should lay down basic rules for the
conduct of police officers at incident scenes, with an
emphasis on rules promoting controlled use of force
and contacts with the press and public. These topics
are covered in Standards 6.13 (Tactical Responses
to Terroristic Acts), 6.14 (Tactical Responses to
Quasi-Terroristic Acts), 6.15 (Use of Force in Tacti-
cal Response to Disorder, Terrorism, and Quasi-
Terrorism), and 6.25 (Relations With the News
Media).

Fourth, a plan should prescribe principles to




govern the conduct of negotiations with terrorists
and quasi-terrorists, describing what demands will
be treated as nonnegotiable, what demands may be
conceded in negotiations, and what demands may be
treated as negotiable but not in fact conceded. Re-
sponsibility for negotiations should be clearly located,
and, if circumstances in which persons other than
police officials will be permitted or requested to
negotiate are anticipated, they should be detailed.
Discussion of issues in negotiation is to be found in
Standard 6.16 (Negotiation Under Duress).

Fifth, a plan should address the questions of how
the spread of terroristic and quasi-terroristic inci-
dents is to be controlled and of how harm to un-
involved persons is to be prevented. Choices related
to these objectives include the selection of princi-
ples and procedures to govern use of force and the
establishment of perimeter control systems, crowd
management techniques, and rumor control mech-
anisms. These choices are discussed in Standards
6.13 (Tactical Responses to Terroristic Acts), 6.14
(Tactical Responses to Quasi-Terroristic Acts), 6.15
(Use of Force in Tactical Response to Disorder,
Terrorism, and Quasi-Terrorism), and 6.17 (Avoid-
ing the Spread of Extraordinary Violence).

Postoperation Functions. A final objective of police
contingency planning for terrorism and quasi-
terrorism is the anticipation of the actions that should
be taken when an incident has been dealt with—
whether successfuily, through early intervention or
through management and control, or unsuccessfully.
Although not properly elements of police operations,
efforts to explain police actions to the public and to
dispel the misconceptions or unrealistic apprehen-
sions that police operations may have stimulated
are necessary parts of a routine followup to opera-
tions, along with the postoperational review of the
effectiveness of police performance and evaluation
of the adequacy of the plan on the basis of which
those operations were conducted. Discussion of is-

sues relating to followup is contained in Standard
6.26 (Community Relations Efforts in the After-
math of Extraordinary Violence).
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Standard 6.4

Self-Regulation of
Police Intelligence
Operations

Responsibility for intelligence operations relating
to extraordinary violence should be clearly located
within every police agency, and a high degree of
executive control should be exercised—pursuant to
written policies and procedures—over the conduct
of such operations.

1. Every police organization, whatever its size,
should include an cfficial designated by the police
chief executive to oversee all information gathering,
record maintenance, and information dissemination
for the following types of data:

a. Overtly available general material on special
crime trends, political events, and other subject
matters relevant to extraordinary violence;

0. Preventive intelligence materiai on persons
and groups suspecied of having serious potential
for future criminal involvement in acts of disorder
and terrorism; and

c. Strategic and tactical intelligence material on
persons or groups currently suspected of criminal
activity related to extraordinary violence.

Wherever possible, day-to-day responsibility for op-
erations relating to each of these types of data should
be separately located, with the official designated by
the executive providing overall supervision and co-
ordination.

2. For all classes of intelligence data, depart-
mental rules should establish:
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a. Procedures for screening potential record
entries on the basis of relevance and reliability;

b. Policies and procedures for limiting direct
access to departmental intelligence personnel, for
guaranteeing the physical security of the records,
and for maintaining detailed lists of all dissemina-
tions of information from the records;

¢. Procedures permitting indirect intradepart-
mental access to records on a need-to-know basis
only and establishing a clear chain of authority
for processing intradepartmental requests for in-
telligence data;

d. Procedurs establishing a chain of authority
for processing extradepartmental requests and per-
mitting exiradepartmental dissemination of intelli-
gence only on the basis of both a particularized
need-to-know and a showing that the recipient will
not redistribute data received according to less
stringent procedures; A .

c. Pelicies barring dissemination of intelligence
to nongovernmental agencies or persons or to gov-
ernmental agencies having no major public safety
responsibilities, with closely defined exceptions
permitting (i) dissemination pursuant to court
order of information affected by freedom of in-
formation legislation, (ii) dissemination of data
(with indications of the identity of subjects deleted)
to legitimate researchers, and (iii) dissemination of
data summaries to private organizations and per-
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sons known by the police agency to be subject to a

serious and imminent threat; and

I. Procedures for the dating of intejligence rec-
ords, procedures for regular review of such records
no less often than annually to determine their con-
tinved relevance, provisions for the discretionary
purging of records deemed nonrelevant after re-
view, and procedures for the automatic purging
of inactive records that have not been consulted
or updated during the preceding 5 years (or a
fixed lesser time) should also be included.

3. For preventive intelligence operations, depart-
mental rules should provide, in addition,

a. Standards of justification, stressing the nature
of existing grounds for suspicion, to be satisfied
before an information-gathering operation is un-
dertaken or before information received is filed
with reference to a person or group and a clear
administrative procedure for approval from the
designated intelligence supervisor on the basis of
the satisfaction of those standards;

b. Special standards of justification, stressing
demonstrated necessity, for the approval of any
operation involving photographic surveillance,
paid informants, or undercover officers, with pro-
cedures for regular review no less often than
‘monthly of the contintied Tiécessity of the opera-
tion;

c. Procedures for segregated storage and re-
trieval of preventive intelligence records;

d. Policies prohibiting the maintenance in pre-
ventive inteiligence records reflecting amy infor-
mation on the personal lives of intelligence sub-
jects that is not directly relevant to anticipated
criminal activity;

e. Policies barring non-court-ordered dissemi-
nation of preventive intelligence material except in
the form of summaries or abstracts prepared by
the departmental intelligence unit and any dis-
semination to agencies not guaranteeing against
redissemination; and

f. Procedures for reviewing and purging pre-

ventive intelligence records no less often than bi-
annually and for automatic purging of inactive
records at least after 2 years have passed, if not
before.
4. Every designated intelligence supervisor should
report formally and regularly to the police chief
executive, and every report should, at a minimum,
document:

a. The number of files (or other record units)
currently maintained under each major intelligence
data classification;

b. The number of new files opened in each clas-
sification during the reporting period;

c. The number of files purged during the period,

with indications of what files were purged during

each record-clearing action;

d. The names of the individuals or groups on
whom preventive intelligence files have been
opened during the period, with an indication of
the justification for each such action;

_ e. The number of instances in which, during the
reporting period, preventive intelligence gathering
has involved the use of photographic surveillance,
electronic surveillance, paid informants, or under-
cover officers; and

f. The number of requests for dissemination of
intelligence processed during the period, indicating
the type of data requested, the requesting agency,
and the action taken.

5. Every departinent conducting preventive intelli-
gence 