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Introduction

•Aramcoed- 2012 attacks and effects on business 
operations

•Starting from zero

•Moving past the security poverty line 

•If I had a hot tub time machine





Cybergeddon

•Why Saudi Aramco and Affiliates?

•Two prong attack during Ramadan

•>50% of Windows systems affected 

•Shamoon/W32.Distrack



Attractive Target



Shamoon/W32.Distrack



2012 Attack Timeline

Targeted Phishing attack

• Date Unknown 

Internal Saudi Aramco 

PC used as proxy by 

attackers

• Date unknown

First indicators of attack

• August 2012

IT Windows based 

Saudi Aramco PCs 

>35K begin shutting 

down & being wiped 

• 15 August 2012

Saudi Aramco 

Disconnects from 

the world

• 15 August 2012





Cybergeddon

“Never underestimate how dependent you are on 
your information technology and systems. It’s 

become like oxygen. You think you can live without it 
but you can’t.” Khalid A. Al-Falih



No IT payment systems, no Gas



ICS vs. IT Risk



Have you tried turning it off & on again?



Cybergeddon

•Saudi Aramco wasn’t the only one 

•ICS & IT networks isolated 

•Cut off from the outside world



Starting from Zero to Hero

•An offer I couldn’t refuse

•Starting from Zero

•Recruiting the Security & Network Operations Center 
(SNOC) team 



The Joker



Recruitment tools & tips

•Use your network, including recruitment agencies, 
poach and Reddit!

•Don’t try and reinvent the wheel if time is limited

•Don’t cheap out, good analysts are difficult to find

•Hackers, lock pickers, geniuses and Harlem Shakers



Tools & Tips



Starting from Zero to Hero

•Retaining rock star security analysts

•Let them rest

•Feed them



Security Hero, Forensics and R&D



Beyond the security basics
•Dreaded auditors

•When a SNOC turns into a full Security Unit

•Building incident response & CERT



Exercises



Lessons Learned

•Corporate culture affects of the attack

•Panic and Twitter setbacks

•Collaboration



Twitter setbacks 



The No Team



If I had a Hot Tub Time Machine

•Project overload

•Cultural awarness

•Collaboration



Conclusion

•Saudi Aramco and affiliated experienced a major 
cyber attack that greatly affected business operations

•Recovery was expensive & time consuming 

•Change is possible

•Learn from past and present experiences
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