Mult-Factor Authentication (MFA) Training
for HIOS Users

JUNE 2016




Beginning on 6/19/2016, all Health Insurance Oversight
System (HIOS) users will be required to complete Multi-Factor
Authentication (MFA) through the CMS Enterprise Portal.

This training session will cover the following topics:

 Upcoming Enterprise Portal Changes

e Whatis MFA?

e MFA Device Registration

 Logging into the CMS Enterprise Portal using MFA
 MFA Device Removal




Users will see the following changes when accessing the CMS
Enterprise Portal:

« 5/8/2016: All existing HIOS users have the option to register an
MFA device in the CMS Enterprise Portal. Please note, users who
choose to register an MFA device prior to 6/19 will be required to
log in using an MFA device from that point forward.

e 6/19/2016: All existing HIOS users will be required to register
an MFA device in the CMS Enterprise Portal and will be required
to use the registered MFA device to access the CMS Enterprise
Portal.

e 6/19/2016: All new HIOS users will be required to complete
Remote Identity Proofing (RIDP) as well as register an MFA
device.



e Multi-Factor Authentication (MFA) is a security mechanism
that is implemented to verify the legitimacy of a person or
transaction.

e MFA requires you to provide more than one form of
verification in order to prove your identity.

e MFA registration is required only once but an MFA device
will be verified every time you log into the system.

e Users can register multiple MFA device types to obtain a
security code.
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e Priorto 6/19/2016, HIOS users have the option to register an MFA device.

 To “preregister”, go to the CMS Portal > My Portal page and select My Profile
from the username dropdown menu.

 From the CMS Portal > My Profile page, click the Register Your Phone,
Computer, or E-mail link.
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@ S | MFA Device Registration - Prior to June 19th

ortal Help & FAQs = Print

CMS

Enterprise Portal
.gov P

My Portal HIOS

CMS Portal = EIDM user menu page > My Profile

Screen reader mode Off | Accessibility Settings
-

- Change My Profile
View My Profile
Change Password
Reaister Your Phone, Computer, or E-mai
Remove Your Phone, Computer, or E-mai

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra
layer of protection to your user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more
information about the options.

= Phonel/Tablet/PC/Laptop

L~ Text Message Short Message Service (SMS)

= Interactive Voice Response (IVR)

L= E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to reqister your device within two attempts
please log out, then log back in to try again.

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
* MFA Device Type: |Select MFA Device Type [v]

GID GEED

e Select the MFA Device Type and click the Next button to proceed with
the device registration.

Log Out Welcome -




Beginning on 6/19/2016, users will be
required to use an MFA device when
accessing the system. This page will
display after users enter their username
when trying to access the system.

If users have not “pre-registered” a
device via the My Profile page, users will
need to click the ‘Register MFA Device’
link to complete the registration process.

If users have already registered an MFA
device, users will need to select the
appropriate device and input the
security code to login.

Please note, until users complete the
MFA device registration, users will not
be able proceed with logging into the
CMS Enterprise Portal.
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Welcome to CMS Enterprise Portal
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Enter Security Code
A Security Code is required to complete your login

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication{MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below

Security Codes expire, be sure to enter your Security Code promptly.
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable Ta Access Security Code?" link To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code.

You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the ‘One-Time Security Code’ option from the MFA Device Type dropdown
menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device” link. For security purposes you will be prompted to
login again and answer your challenge questions before registering an MFA device.

MFA Device Type: Select MFA Device Type [v]

Security Code

Forgot Password?
Unable to Access Security Code?

ﬁ Register MFA Device




Beginning June 19" -

Steps for MFA Device Registration

1. Go to https://portal.cms.gov and select Login to CMS Secure Portal.
2. Read the Terms and Conditions and select I Accept to continue.
3. Enter your User ID and select Next.
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Beginning June 19

MS

CENTERS FOR MEDICARE & MEDICAID SERVICES

Steps for MFA Device Registration

4. Select the Register MFA
Device link.

5. Select OK to navigate away
from the login page.

6. Read the Terms and
Conditions and select I Accept.

Enterprise Portal
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Welcome to CMS Enterprise Portal

=
Enter Security Code
A Security Code is required to complete your login

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly.
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code.

You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the 'One-Time Security Code’ option from the MFA Device Type dropdown
menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device™ link. For security purposes you will be prompted to
login again and answer your challenge questions before registering an MFA device.

MFA Device Type: Select MFA Device Type [v]

Security Code:

Forgot Password?
Unable to Access Security Code?

ﬁ Redqister MFA Device




Beginning June 19" -

Steps for MFA Device Registration

7. Enter your User ID and Password, and select Log In.

8. Answer the challenge questions and select Next.
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Beginning June 19

Steps for MFA Device Registration

9. Select an MFA device from the MFA Device Type dropdown. Follow the on-
screen instructions for your selected device type to complete the registration.

Enferprise Portal Home | About CMS | Newsroom | Archive | (EAHelp&FAQs | () Email | [ Print

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Registered MFA Devices

There are no MFA devices associated with your profile

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the
options.

- Phone/Tablet/PC/Laptop

- Text Message Short Message Service (SMS)
L= Interactive Voice Response (IVR)

- E-mail

Please note that you are only allowed two aftempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again.

Select the MFA Device Type that you want to use for logging into
Select the MFA Device Type that you want to your application. nu below.

Select MFA Device Type
Phone/Tablet/PC/Laptop
Text Message-Short Message Service (SMS)
Interactive Voice Response (IVR)

E-mail

= MFA Device Type:

12




Text Message — Short Message Service (SMS)
» User provides a phone number to obtain a security code.

E-mail

» User provides a valid, accessible e-mail address to receive a security code.

Phone/Tablet/PC/Laptop

* User downloads the Symantec Verification and Identity Protection (VIP)
Access software on their device to generate a security code.

Voice Message - Interactive Voice Response (IVR)

» User provides a phone number to receive a voice message containing the
security code.

Note: Users may register up to four (4) MFA devices for their account.
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MFA Device Type: Text Message -

Short Message Service (SMS)

» If selecting Text Message - Short Message Service (SMS) as the MFA Device Type, enter
the Phone Number that will be used to obtain the Security Code. Enter a brief description
(e.g., Text) in the field labeled MFA Device Description.

Enferprise Portal Home | About CMS | Newsroom | Archive | (g} Help&FAQs | [ Email | ([ Print

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Registered MFA Devices

There are no MFA devices associated with your profile

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an exfra layer of protection to
your user name and password

‘You can associate the Security Code to your profile by registering your phone, computer or E-mail_ Select the links below to find out more information about the
options.

- Phone/Tablet/PC/Laptop

- Text Message Short Message Service (SMS)
L= Interactive Voice Response (IVR)

> E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
= MFA Device Type: |Text Message-Short Message Service (SMS) [ |

Enter the phone number that will be used to obtain the Security Code.
* Phone Number 1 222 1234

* MFA Device Description: | Text

GEZIED GETED
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@s MFA Device Type: E-mail

» If selecting E-mail as the MFA Device Type, the E-mail address on your profile will be
automatically used to obtain the Security Code. Enter a brief description (e.g., E-mail) in
the field labeled MFA Device Description.

CMS.gov

Centers for Medicare & Medicaid Services

Enferprise Portal Home | About CMS | Newsroom | Archive | @E}Help&FAQs | [ Email | [ Print

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Registered MFA Devices

There are no MFA devices associated with your profile

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the
options.

L= Phone/Tablet/PC/Laptop

|- Text Message Short Message Service (SMS)
[= Interactive Voice Response (IVR)

L= E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
* MFA Device Type: E-mail [~]
E-mail Address: Testerd@gmail.com

The E-mail address on your profile will automatically be used for the E-mail option.Your e-mail address cannot be changed at the time of MFA
registration.To change your E-mail please select 'Change E-Mail Address' from the 'Change My Profile' menu.

= MFA Device E-mail
Description -

I GETED
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If selecting Phone/Tablet/PC/Laptop as the MFA Device Type, enter the alphanumeric

code that displays under the field labeled Credential ID (on the VIP Access software) in
the Credential ID field. Enter a brief description (e.g., Laptop) in the field labeled MFA

Device Description.

Note: Users can expand the
Phone/Tablet/PC/Laptop
option on the screen to find
the link to download the VIP
Access software.

Enterprise Portal Home | About CMS | Newsroom | Archive | (E)Help&FAQs | [ Email | [} Print

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Registered MFA Devices

There are no MFA devices associated with your profile.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user name and password.

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the
opfions.

> Phone/Tablet/PC/Laptop

L- Text Message Short Message Service (SMS)
L~ Interactive Voice Response (IVR)

1= E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
= MFA Device Type: Phone/Tablet/PC/Laptop [~ = VIP Access

Enter the alphanumeric code that displays under the label Credential ID on your device. [[eredentiatip
* Credential 1D: L=

Security Code 013‘

* MFA Device Description 9427 1 5 ] ‘
[
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Phone/Tablet/PC/Laptop -
Download VIP Access Software

Register Your Phone, Computer, or E-mail

= Users can expand the
Adding a Security Code ta your login also known as Multi-Factor Authentication (MFA) can make your login mare secure by providing an extra
5 layer of protection 1o your user name and password
Ph On e/] abIe t/PC/L ap top O ptl O n You can assocmate the Secunty Code to your profile by registenng your phone, computer or E-mail. Select the ks below lo fnd oul more

Information about ihe ophions

on the screen to find the link to PR

Te use the Vahdation and 10 Protecton (VIP) access software on your phone, you must downlgad the VIP Access soflware o your phone, if
you do not already have it Select the following link -hilps symantec comhome ¥

d Ownl O a d th e VI P AC C e S S S 0 ftwa re - To use VIP access software on your computer, you must download the VIP Acce:

following link -https Vi 5 ¥

software, if you do not already have it Select the:

L= Text Message Short Message Service [SMS5)
L= Interactive Volce Responze (IVR)

L+ E-mail

| Fro m Symante C Web S ite’ d OWnl 0 ad Please note that you are only allowed two attempts to register your MFA device, If you are unable to register your device within two attempts

please log out, then log back in to try again

th e VI P AC CeS S S O ftware fo r m Obile Select the MFA Device Type that you want to use to login to secure applcations from the dropdown menu below.

* MFA Device Type. | FroreTablelPCiLagiop ~|

O r d e S kto p d eVi CeS . Enter the alphanumenc code that displays under the label Credential 1D on your device.

- Credential I0:

* MFA Device Descriphon:

' MS Enterprize Por
= & sy

c

idprotectvipsymantec.com

/Symantec_ VALIDATION & ID PROTECTION CENTER Hulp and Suppart | Feedback

Home Leam More | Where to Uise

Symantec Validation & ID Protection

Symantec Validation & 1D Protection (VIP) protects your onfing accounts and transactions. The VIP credential provides
a dynamic secunty code that you can use in addition 1o your user name and passwerd for safe and secure account

Sotks Protect Your

Online Accounts

You can select the VIP eredential that best fits
your nesdsi

Get VIP Credential

What iz VIP?
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MFA Device Type: Voice Message -

Interactive Voice Response (IVR)

» If selecting Voice Message - Interactive Voice Response (IVR) as the MFA Device Type,
enter the Phone Number and corresponding Extension that will be used to obtain the
Security Code. Enter a brief description (e.g., IVR) in the field labeled MFA Device
Description.

CMS.gov

Centers for Medicare & Medicaid Services

Enferprise Portal Home | About GMS | Newsroom | Archive | () Help&FAQs | [ Email | (), Print

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Registered MFA Devices

There are no MFA devices associated with your profile.

Register Your Phone, Computer, or E-mail

Adding a Security Code fo your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to
your user name and password

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the
options.

- Phone/Tablet/PC/Laptop

- Text Message Short Message Service (SMS)

L~ Interactive Voice Response (IVR)

- E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log
back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.

= MFA Device Type: Interactive Voice Response (IVR) ﬂ

Enter the phone number that will be used to obtain the Security Code.
= Phone Number 111 222 1212 Extension: | 123

* MFA Device Description: | R

I GEED
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Users will see an on-screen message confirming successful registration of the
device to the user profile and receive an e-mail notification for successfully

registering the MFA Device Type.

Enterprise Portal

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Home | About CMS | Newsroom | Archive | (g} Help&FAQs | [ Email | [, Print

:Register Your Phone, Computer, or E-mail

;You have successfully registered your Phone/Computer/E-mail to your user profile.

E!CIick 'OK to close this window and login.

@ CMS.gov |EnTerprlse Portal
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View Registered Devices

To view the list of registered MFA devices, go to the CMS Portal > My Profile
page and select the Remove Your Phone, Computer, or E-mail link.

Portal Help & FAQs 6 Print

CMS
.gov

Enterprise Portal

My Portal  HIOS

CMS Portal > EIDM user menu page = My Profile

Screen reader mode Off | Accessibility Settings
=

L= Change My Profile
View My Profile
Change Password
Reaister Your Phone Computer._or E-mail
Remove Your Phone, Computer, or E-mail

B Log Out Welcome -

Remove Your Phone, Computer or E-mail

Credential ID/Phone Number/E-mail MFA Device Type MFA Device Description Remove Selected

VSHM27792651 STANDARD_OTP Laptop

As a user who is required to login using Multi- Factor Authentication(MFA), you will need at least one MFA device registered to your profile to
continue to access to your application using MFA.

To remove this device, please register a new device to your profile

20
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1. Go to https://portal.cms.gov and select Login to CMS Secure Portal on
the CMS Enterprise Portal.

2. Read the Terms and Conditions and select I Accept to continue.

3. Enter your User ID and select Next.

CMS .g OV | Enterprise Portal

Centers for Medicare & Medicaid Services Leam abowl your héathcare ogtions

Health Care Quadity Improvement System  Frovider Resources

CMS Portal > Welcome to CMS Portal

Welcome to CMS Enterprise Portal

The CMS Enterprise Portal is a gateway being offered to allow the public to / e T | reque d
access a number of systems related to Medicare Advantage, Prescription -

Drug, and other CMS programs.

Eaorgot User 107
Forgol Password?
e Liser Registrabon

M Enterodise Poral | aceis | Medicars shared Savings Program | Physician Valus § 43P | Open Payments | amar | cre

Enviromments

CMS Provides Health Coverage for 100 Million People... [ ——T—"
Medicare Already a subscriber?
Bov [0 Your Subsen
Brivacy Policy
Information far ch 19 in nved of healih
...through Medicare, Medicaid, and the Children's Health Insurance Program, And with health T ﬁ e COVErage

insurance reforms and health care exchanges, we are improving health care and ensuring Horw
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Swanch CMS gov

CMS Secure Portal

Ta lag into the CMS Portal a CMS user account i

—lp 8 Login to CMS Secure Portal

Get E-Mail Alerts Non-Production

Get Email Updates
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S Steps to Log in using MFA

CENTERS FOR MEDICARE & MEDICAID SERVICES

4. Enter your Password, select an MFA device from the MFA Device Type dropdown menu,
enter a Security Code, and select Log In.

Hame | About CMS | Mewsioom | Archive

CMSgOV ‘ Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality System  Provider

Welcome to CMS Enterprise P

Enter Security Code
A Secunty Code 12 required to completa yaur login.

To retrieve & Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication{MFA) device
wihen you originally requested access, from the MPA Device Type dropdown menu below.

Security Codes expire, be sure ta anter your Security Code promptly,

Unable to Access Security Code?
If you are unable to access a S
from this page. For security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The
Security Code will be sent to the em:

urity Code, you may use the "Unable To Access Security Code?” link, To use this link you will be directed away

address in your profile. You will be required to login sgain with your User 1D, Password and Security Code

You may also call your Application Help Desk to obtain a Se

urity Code,

After you receive the Security Code using this link or from your Help Desk, you must select the ‘One-Time Security Code’ option from the MFA

pdown menu

Heed to Register an MFA Device?

IF you have not registered an MFA device and would like to do s¢ now, you may use the "Register MFA Device” link. Fér security purposes you
will be prompted to login again and answer your challenge questions before registenng an MEA device,

Passwaord:

MEA Device Type: Select MFA Device Type

|«

Security Code: |
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Example of Using Text Message -

CMS :
oo s SMS Device Type to Log In

Home | About CMS | Newsroom | Archive | (g Help & FAQs | () Email | ([, Print

Enterprise Portal

1.  Enter your Password. CMS.gov

Centers for Medicare & Medicaid Services

2.  Select the MFA Device Type: :
Text Message - Short e o

Message Service (SMS) . A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly.

3. Click the Send button. The Unable to Access Security Code?

S L] C d L] ll b If you are unable to access a Security Code, you may use the "Unable To Access Security Code?" link. To use this link you will be directed away from this page. For
e Curlty O e Wl e S e nt tO security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email

address in your profile. You will be required to login again with your User 1D, Password and Security Code.

th e regi S te re d d eVi C e ] You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the 'One-Time Security Code' option from the MFA Device Type dropdown
menu.

Need to Register an MFA Device?

4 . E nter the CO de lnto th e If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device" link. For security purposes you will be prompted to

login again and answer your challenge questions before registering an MFA device

Security Code field.

MFA Device Type: Text Message- Short Message Service (SMS)ﬂ @

The Security Code for the Text Message- Short Message Service (SMS) will expire in 10 minutes.
5. Click the Log In button to N —
proceed. [ canca ]

Forgot Password?
Unable to Access Security Code?
Register MFA Device

24




Example of Using Text Message -

CMS :
oo s SMS Device Type to Log In

6. Users will arrive at the My Portal page and see the yellow “HIOS” button
displayed on the dashboard to access HIOS.

'ortal Help & FAQs

CMS
.gov

Out Welcome -

Enterprise Portal

My Portal HIOS

CMS Portal > My Portal
|

Use the link below to request access to Systems/Applications

The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and cross-enterprise

search tools, supports simplified sign-on, and uses role-based access and personalization to present each user with only relevant content and
applications. The vision of the Enterprise Portal is to provide "one-stop shopping" capabilities to improve customer experience and satisfaction

Application Access Contact Help Desk

There are several ways to manage access to applications in the CMS Enterprise
Portal / ACO Help Desk Contact the ACO Information Center at 1-888-734-6433
or
(select option 2) if you have any questions about using the ACO Portlet

" . . . features. TTY users should call 1-888-734-6563.
1. To get access to applications supported by EUA go to the Enterprise User Administration site.

2. To get access to applications supported by EIDM and IACS, click the ‘Request Access Now' link on the right. Advanced Provider Screening (APS) Help Desk For issues with the

3. To review application access you have already been granted, click the ‘My Access' link on the Welcome ; APS application:
menu in the top right corner of the page. / Contact the CITIC Help Desk at: (410) 786-2580
Send email to: CMS_IT_SERVICE_DESK@cms.hhs.gov

CMS Help Desk | EUA Please visit the Enterprise User Administraticn
EUA) page.

Compr ive Primary Care (CPC) Help Desk Information Contact
the CPC Help Desk at CPCiSupport@Telligen.org.
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Use of One-Time Security Code

CENTERS FOR MEDICARE & MEDICAID SERVICES

| Security Code.

1. Select the ‘Unable to Access
| Security Code?’link. On

| selecting this link, the
‘Unable to Access Security
Code’ popup message will

| be displayed. Select OK to

| continue.

If you are not able to access your Security Code, you can request a One-Time

Home | About €M | Mewsroom | Archive | (€N elp & Faos | () Emait |\ Print

Enterprise Portal

CMS.gov

d

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources

Welcome to CMS Enterprise Portal

Enter Security Code
A Secunty Gode s required to complete your kgn

To relneve a Secunty Code, please select the Phone, Compules, or E-mail thal you registered as your Mul-Faclor Authenbeabion(MPA) device when you onginally
requested access, from the MFA Device Type dropdown menu below,

Becurily Codes eapare, be sure lo enber your Secunty Code promplly.
Unable to Access Security Code?

¥ you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be directed away from this page. For
securty purpeses, you will be prompted 1o answer your challenge questions before the Secunty Code is generated. The Sacunty Code will be sent 1o the email address in
your profile. You will be required 10 login again with your User 1D, Password and Security Gode:

You may also call your Application Help Desk to obtain a Security Code.

Afier you receive the Security Code using this ink or from your Help Desk, you must select the ‘One-Time Securty Code’ option from the MFA Device Type dropdown
menu

Noad to Register an MFA Doviea?

¥ you have not registered an MFA dewce and would ke 1o do S0 now, you may use the "Regster MEA Dewce” Ink. For secunty purposes you will be prompled o login
b before

ogen and anawer your chalk an MFA device

PAssWOrd: amesnanan D |

e = S
You are navigating away fram the lagin page Do you
wish to confinue?

MFA Device Typa: One-Time Securty Code

The Secunty Code for the One-Teme Security Code will expire in 30 rmir

Security Code:

Forgot Password?
Unable: 1o Access Securily Code?

Reqister MFA Device

v
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Use of One-Time Security Code

2. Enter your User ID and select
Next.

3. Answer the challenge
questions and select Next.

4. You'll see an on-screen
message informing you that
the Security Code has been
sent to the E-mail address on
your profile. Select OK to
return to the login page.

Note: This security code will expire
in 30 minutes or after it is used
successfully for the first time.

CMS .gOV Enterprise Portal

Centers for Medicare & Medicaid Services
Health Care Quality Improvement System Provider Resources

Screen reader mode Off | Accessibility Settings

Please answer the following challenge questions

Type a significant date in your life?
What is your favorite cuisine?
What was your favorite toy when you were a child?

CMS Portal Login issues should be directed to XOSC Tier 1 support at 1-855-267-1515 or CMS FEPS@cms.hhs.gov.
For trouble with your EUA account, please visit the Enterprise User Administration (EUA) page.

@8 CMS.gov I Enterprise Portal

Home | About CMS | Newsrgom | Archive | g} Help&FAQs | () Email | g Print

CMS gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System  Provider Resources
Screen reader mode Off | Accessibility Settings

Unable to Access Security Code

A Security Code has been sent to the E-mail address on your profile. The Security Code will expire in 30 minutes or after its first time use
If you do not have access to your registered E-mail account, please contact your Application Help Desk

Click 'OK' to close this window and login

@ CMS.gov |Enterprlse Portal

Home | About CMS | Newsroom | Archive | (g Help&FAQs | [ Email

&
E
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CNMS Use of One-Time Security Code

CENTERS FOR MEDICARE & MEDICAID SERVICES

5. Read the Terms and
" CMS.gov
Condltlons and SeleCt IAccept Centers for Medicare & Medicaid Services

to continue.

Home | About CMS | Newsroom | Archive | (gl Help & FAQs | £ Email | (5 Print

Enterprise Portal

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

6. Enter your User ID and select Ener ScariyCode
Next. A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly.
Unable to Access Security Code?
7. Enter your Password, select
If you are unable to access a Security Code, you may use the "Unable To Access Security Code?" link. To use this link you will be directed away from this page. For
- - security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
-
On e Tlm e Securl ty CO de as address in your profile. You will be required to login again with your User ID, Password and Security Code.
th Mm D - T d You may also call your Application Help Desk to obtain a Security Code.
e evice Type, an

After you receive the Security Code using this link or from your Help Desk, you must select the 'One-Time Security Code' option from the MFA Device Type dropdown

enter the Security Code that

Need to Register an MFA Device?

.
WaS S ent tO th e E - mall ad dres S If you have not registered an MFA device and would like to do so now, you may use the "Register MFA Device" link. For security purposes you will be prompted to

. login again and answer your challenge questions before registering an MFA device.
on your profile. Then select R —
Log In.

MFA Device Type: One-Time Security Gode [v]

The Security Code for the One-Time Security Code will expire in 30 minutes

[ corsl

Forgot Password?
Unable to Access Security Code?
Register MFA Device
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Q;MD SERVICES

Go to https://portal.cms.gov and
select Login to CMS Secure Portal
on the CMS Enterprise Portal.

Read the Terms and Conditions and
select I Accept to continue.

Enter your User ID and select Next.

Enter your Password, select an MFA
device from the MFA Device Type
dropdown, enter the Security Code,
and select Log In.

Steps to Remove an MFA Device

CMS,gOV Enterprise Portal

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to CMS Enterprise Portal

=
Enter Security Code
A Security Code is required to complete your login.

To retrieve a Security Code, please select the Phone, Computer, or E-mail that you registered as your Multi-Factor Authentication(MFA) device when you originally
requested access, from the MFA Device Type dropdown menu below.

Security Codes expire, be sure to enter your Security Code promptly
Unable to Access Security Code?

If you are unable to access a Security Code, you may use the "Unable To Access Security Code?” link. To use this link you will be directed away from this page. For
security purposes, you will be prompted to answer your challenge questions before the Security Code is generated. The Security Code will be sent to the email
address in your profile. You will be required to login again with your User ID, Password and Security Code.

You may also call your Application Help Desk to obtain a Security Code.

After you receive the Security Code using this link or from your Help Desk, you must select the ‘One-Time Security Code’ option from the MFA Device Type drepdewn
menu.

Need to Register an MFA Device?

If you have not registered an MFA device and would like to do so new, you may use the "Register MFA Device” link. For security purposes you will be prompted to
login again and answer your challenge questions before registering an MFA device.

MFA Device Type: Select MFA Device Type [v]

Security Code:

Forgot Password?
Unable to Access Security Code?
Register MFA Device

Home | About CMS | Newstoom | Archive | () Help & FaQs | () Email | (J Print
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CNMS Steps to Remove an MFA Device

CENTERS FOR MEDICARE & MEDICAID SERVICES

5. On the My Portal page, select your username and then select My Profile
from the dropdown menu.

@ Foral Help & FaGs & Print

C M s My Access
"gov Enterprise Portal L ol M Profie
My Portal  HIOS

CMS Portal > My Portal
|

b

Use the link below to request access to Systems(Applications
The Enterprise Portal combines and displays content and forms from multiple applications, supports users with navigation and cross-

enterprise search tools, supports simplified sign-on, and uses role-based access and personalization to present each user with only

relevant content and applications. The vision of the Enterprise Portal is to provide "one-stop shopping” capabilities to improve

customer experience and satisfaction.

Application Access Contact Help Desk

There are several ways to access to licati in the CMS ACO Help Desk Contact the ACO Information Center at 1-868-734-6433 (select
2= opticn 2) if you have any questions about using the ACO Portlet features, TTY users
" p—
Enterprise Portal — should call 1-888-734.-6563
1. To gel access lo apphcalions s ted by EUA go 1o the Enterprise User Adminiztration " -
e s by A go 10 the y Advanced Provider Screening (APS) Help Desk For issues with the APS
o ' application
2 Toget access 1o apphcations supported by EIDM and IACS, click the ‘Request Access Now' L e = / Contact the CITIC Help Desk at: (410) 786-2580
link on the nght

Send emadl to: CMS|T_SERVICE DESK@oms hhs.gov

w

To review apphcabon access you have already been granted, chok the "My Access’ Ink on the

g
Welcome menu in the top right comer of the page. ‘__J‘ CMS5 Halp Dask | EUA Please visit the Enterprise User Administration (ELUA) page

Comprehensive Primary Care (CPC) Help Desk Information Conlact the CPC Help
Desk at CPCiSupporti Telligen org

DOR Help Desk For technical assisiance, please contact MDRtech@cms hhis gov

For Policy ssues conlacl CMS M Al s i
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Select the Remove Your Phone, Computer, or E-mail link to remove a registered MFA
device from your profile. Please note, you must have more than one device type
registered before you can successfully remove an MFA device.

@ rortal Help & FAGs = Print

CMS
.gov

Enterprise Portal

My Portal HIOS

CMS Portal > EIDM User Menu > My Profile
Screen reader mode Off | Accessibility Settings
-

L= Change My Profile

View My Profile
Change Password
Register Your Phone. Computer. or E-mail

Remove Your Phone, Computer, or E-mail

E Log Out Welcome - |E|

View My Profile

First Name : I

Last Name : |

Date of Birth : [N

E-mail Address : [ INNNNENEGG

U.S Home Address

Phone Number : NN

Home Address Line 1: _
Home Address Line 2 :

city : N

State : VA

Zip Code : 22030

Country: USA
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7. Select the radio button next to the device you wish to remove, select Send Security
Code, enter the security code received on the selected MFA Device Type, and select
Next to proceed.

@ Poraitieip 8 FaCs &) Print [# Logou

CMS
.gov

Enterprise Portal

My Pertal  HIOS

CMS Portal = EIDM user menu page = My Proflle

Screen readar mode O | Accessibility Settings
-

= Change My Profile
iy Wy Profile

Remave Your Phone, Computer or E-mail

Changs Password ) N Credential ID; umbet/E-mail MFA Device Type MFA Device Description Remave Selected
Registar Your Phone. Compater. or E-mail
Bemoye i Phy comguder of E-my VSHMITTERES' STANDARD_OTP Laptop _

Tasteig@gmai com Email Email

Entar the Sacurity Code from a Phone l."c'mp ns E-mail that you have aln vly registerad with this account Keep in mind that the Security Code
@pire in a shorl period of tme. Plaase anter and confirm tha ¢ rm promg

* Secunly Code _

8. Removal of your registered MFA device is now complete. Select OK to proceed.
Note: You will receive an e-mail notification for successfully removing the MFA device.

9. You will need at least one MFA device registered to your profile to continue to access
your application using MFA. To remove the last registered device from your profile, you
will need to register a new device to your profile.
33




e Ifyou encounter any issues with your account or MFA device
registration, please contact the Exchange Operations Support Center
(XOSC) at CMS_FEPS@cms.hhs.gov or 1-855-267-1515.

e Additionally, for step-by-step instructions on how to register an MFA
device, you may also visit:
https://www.youtube.com/watch?v=y4HaapQPy2g&list=PLaV7m2-

e Reference materials are available on the CCIIO website:

https://www.cms.gov/CCIIO/Resources/Forms-Reports-and-Other-
Resources/index.html#Content

34
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