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KillNet’s Targeting of the Health and Public Health Sector (December 2022 -
March 2023)

Executive Summary

Pro-Russia hacktivist group, KillNet, has actively targeted the United States health and public health (HPH)
sector since December 2022. Their signature distributed denial-of-service (DDoS) attacks on critical
infrastructure sectors typically only cause service outages lasting several hours or even days. However, the
range of consequences from these attacks on the HPH sector can be significant, threatening routine to
critical day-to-day operations. An examination of the group’s cyber offensive from December 2022 to
March 2023 provides insight into how and why they target the healthcare industry, and recommendations
for how HPH organizations can better protect themselves.

Overview

On January 28, 2023, KillNet and its affiliates conducted numerous coordinated DDoS attacks, targeting
HPH organizations in the U.S. and several NATO countries, apparently, in retalition for the allocation of
tanks to and in support of Ukraine. Active since at least January 2022, KillNet is known for conducting
DDoS campaigns against multiple critical infrastructure sectors in countries that support Ukraine in the
war between Russia and Ukraine or appear to be “anti-Russia.” Although their primary type of cyber-attack
method usually does not cause major damage, it can cause service outages to vulnerable systems lasting
several hours or even days. Whereas many hactivist groups abstain from targeting HPH organizations, the
group has dispassonately targeted hospitals and medical organizations across the sector.

Impact to HPH Sector

In the late January 2023 attack, over 90 known orchestrated DDoS attacks took place on healthcare
systems (covering multiple hospitals), lone hospitals, and medical centers. Of these, 55% were healthcare
systems with at least one hospital and lone hospitals with Level | trauma centers, which provide the most
comprehensive and highest level of trauma care to critically ill or injured patients. As they are normally
large establishments with considerable patient data to enter and exploit, these types of HPH organizations
are ideal targets for KillNet and its affiliates.

Number of HPH Organizations by Trauma Level Alledgely
Targeted by KillNet DDoS Attack on 28JAN2023 (n=91)
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Figure 1: Graph of HPH Trauma and non-Trauma Organizations Alledgely Figure 2: Map of 48 U.S. States Alledgely Targeted by
Targeted by KillNet on January 28, 2023. KillNet on January 28, 2023.
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Since the February 24, 2022 Russian invasion of Urkaine, KillNet continued its harassment of U.S. and
NATO countries’ critical infrastructure. By December 2022, their targeting of the HPH sector was apparent,
with announcements of their coordinated attacks across multiple countries posted on the Telegram
channel of its founder and leader, KillMilk. A timeline of the posts exclusively targeting the sector from
both KillMilk and KillNet can be found below. For purposes of this case study, only threats to and attacks
on the HPH sector will be examined.

December 2022

o WE ARE KILLNET
urn.2ue1

December 8, 2022

KillMilk

United States Congress, you will regret your actions! I give my
word and stake the fate of Killnet. Starting today, your citizens'
money will begin to disappear. Today, your medical systems for
tracking severe patients will be disabled. Your citizens will pay a
huge price! I will sell all the data that | have about the credit cards

of American citizens. The amount of my archive reaches 2.5
million ==. | do not accept and will not accept apologies for
insulting the DPR flag. Your destiny is darkness, your future is
death.

# Some kind of medical system from the U.S. Department of
Defense. 10.000+ Login/Password.

. We Are Killnet. 441K G 06:45

33.8K @ edited 09:35

Figure 4: KillNet targets U.S. DoD healthcare
subsidiary, Humana Military. (December 16, 2022)
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Figure 3: KillMilk threatens U.S. Congress with extortion of health and personal
data of Americans because of U.S. military aid to Ukraine. (December 8, 2022)

January 2023

KillMilk
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Bcé o4eHb NpocTo - 33 NOAAEPKKY HALUWCTOB YKPauHbl, Mbl
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37a MHGOPMaLMA He CTOMT BaLUMX KOCbIX B3rnagos. Jlyuwe
BcnomuuTe [loHBacce - paccTpensl 6ONbHML, WKOM M AETCKUX
cafoB. ITH TBApPK KaMAYI0 MUHYTY HamayT CMEpTH U
CTUMYAMPYHOT CBOK MEUTY C MOMOLLBIO TRKENOrO OPYMMA.

MpocHKCE 3eMNAK - NoKa He nosgHo! Y@BEW NEPBLIM!

50.1K @ edited 15:23 J
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Figure 5: KillMilk announces targeting of U.S. and Européan HPH  Figure 6: KillNet re-posts article on their targeting of

Sector in response to support for Ukraine. (January 27, 2023)
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HPH sector. (January 31, 2023)
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KillMilk

4 BHumaHme koMbioHnTH PO u CHIM 4K

* ATaka co Bcex CTBONOB - L7 ¢

Meg yyepexaenun CLUA :

Mayo Clinic, PouecTep, MuHHecoTa
https://www.mayoclinic.org/patient-visitor-guide/minnesota

Cleveland Clinic, Knueneng, Orawno;
https://my.clevelandclinic.org/

Johns Hopkins Hospital, Bantumop, Mapunena;
https://www.hopkinsmedicine.org/

Massachusetis General Hospital, BocToH, MaccauyycetTc;
https://www.massgeneral.org/

UCSF Medical Center, Can-Opanumcko, KanudopHus;
https://www.ucsfhealth.org/

University of Michigan Hospitals and Health Centers, AxH-Ap6op,

e

Ronald Reagan UCLA Medical Center, Noc-Angxenec, Kanudophus |

https://www.uclahealth.org/
https://my.uclahealth.org/

New York-Presbyterian Hospital, Hbto-Mopk, Hbro-Mopk;
https://www.nyp.org/

Stanford Health Care-Stanford Hospital, Crendopg, KanudopHws;
https:/stanfordhealthcare.org/

Hospitals of the University of Pennsylvania-Penn Presbyterian,
dunagenodus, MNeHcunbBaxus;
https://health.usnews.com/

Cedars-Sinai Medical Center, lToc-Axppxenec, KanudopHus;
https://www.cedars-sinai.org/

Barnes-Jewish Hospital, CeHT-Jlyuc, Muccypw;
https://www.barnesjewish.org/

UPMC Presbyterian Shadyside, MuTTc6ypr, MeHcunbeanus;
https://cdn-upmc.azureedge.net/

University of Colorado Hospital, Opopa, Konopago;
https://www.uchealth.org/provider/

Duke University Hospital, [Japem, CesepHas KaponuHa;
https://www.dukehealth.org/

Mount Sinai Hospital, Heto-Mopk, Hbto-Mopk;
https://www.mountsinai.org/

NYU Langone Medical Center, Hbto-Wopk, Hbio-Aopk;
https://nyulangone.org/

Mayo Clinic Phoenix, ®eHnkc, ApuaoHa.
https://www.mayoclinic.org/patient-visitor-guide/arizona

Children's of Alabama

http://www.childrensal.org/

HCA Healthcare
http://hcahealthcare.com/

| Abrazo Arizona Heart Hospital

https://www.abrazohealth.com/

St. Bernards Medical Center, Apkan3aac

| https://www.stbernards.info/

r o

(= -"‘; Thomas Jefferson University Hospitals, ®unagenbdus, |
%E ] Muuuran; MeHcunseanus; AtlantiCare
= FIWWW L + f i |
© | https://www.uofmhealth.org/ https:/fwww.jefferson.edu/ https://www.atlanticare.org/

Figure 7: KillMilk threatens specific U.S. medical organizations. Not pictured: other countries’ medical organizations also threatened include
Finland, Germany, the Netherlands, Norway, Poland, Spain, and the United Kingdom. (January 28, 2023)

February 2023

KillMilk
Forwarded from WE ARE KILLNET
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transplant.” . -
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Bcem xak-konnekTMeam, O4MHOYKAM W NKOBOMY, KTO MMEeeT
cTpeccepsl, BOTHETLI, C2 NaHenw, cepeepa. Ecnu Bbl xenaete

NOAKNHYMTECA K Maccoson atake no CLUA - Hanuwute

@Infinity_administrator

74K © 0528 you tomorrow! s

Hello American and European clowns. | have a huge surprise for

' '

40.5K @ 15

Figure 8: KillNet posts open invitation to its affiliates to join mass attack on United States and includes medical-related
screenshot announcement of a "huge surprise" for American and European audiences. (February 1, 2023)
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Media is too big
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MeauuMHCKuin cekTop CLUA. B cnucok uenei nonanu

KOPMOPaTHBHbIE CETH rOCNUTaNEN,60MbHMUL, NOCTABWMWKOB
MEJULMHCKUX OHNanH-ycnyr. [1a npubyaer c HaMmu NPoNyCKHanA
CNOCOBHOCTL MMPOBON CeTH!

Cnucok ueneﬁ ansa secex y4aCcTHMKOB MepOonpuATHUAL

elegra.ph/Celi-po-med-SSHA-02-02

Mel Pycckue, We are Killnet!

@ 07:30

Uenn no men CLUA

rual 23

ToCOHTATH ¥ NOCTABIIMKH OHJIAIE MeAULHHCKIX yoioyr

https://www.massgeneral.org/ - IJIaBHLIIL CAT caMOTo HOJIBIION0 BOGHHOIO
TOCIHTAIA

https://molbio-api.massgeneral.org/ - API
https://giving.massgeneral.org/donate — JOHATEL
htips://globalhealth.massgeneral.org/
https://partnershealthcare.okta.com/ — KODI BX0J B CHCTEMY
https://spine.massgeneral.org/ — admin nagens

https://webamoss.cbp.dhs.gov/login — xopm Bxoa MEHHCTEPCTBO BHYTPeHHEH

GezonacHoCcTH

Figure 9: KillMilk announces DDoS attack on specific U.S.

HPH sector organizations. (February 2, 2023)
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Figure 10: KillNet announces more intended targets in

disruption to HPH sector. (February 2, 2023)
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| Stage 1 of the attacks on the medical institutions of the aggressor

WE ARE KILLNET

countries has come to an end! It's time for stage 2!!! 230k ® 1315

o . e h—_ = a—aES
| WE ARE KILLNET

We are very amused how foreigners want to hook us and refute us)

But then why shout about emptiness if there is no harm from

attacks and everything is calm in your countries? my answer is very

Cnuwkom MHOro

simple - we will destroy you all, we are killnet! 241K ® 13:20
T Mass General Brigham
Error establishing a e WE ARE KILLNET
429 database connection Forwarded from Passion Botnet
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ﬁ B nenpoctane 15:32. NonoeuHa paGoyero gHA, a
KOpNOpaTUBHbIe BXoAbl B oNbHUULI He paBoTaloT, calThl TOME.
OcTanbHble CHeCNM CBOM AOMEHbI, KTO TO nocTaeun Akamai u
Cloudflare 3y Hac aTo He ocTaHaBNMBAET M Mbl MPOAOMKAEM

ceTeBoe Mecueo! w

OTBETCTBEHHBIE 3A ATAKY:
KILLMET ANONYMOUS RUSSIA PASSION BOTNET NETSIDE
MISTNET USERSEC SARD BEAR.ITARMY AKL

Tak we cBoW BKNaA BHECHM :
Duck Leo Nion

BleepingComputer

New DDoS-as-a-Service platform used in recent attacks on
hospitals

A new DDoS-as-a-Service (DDoSaaS) platform named ‘Passion’
was seen used in recent attacks by pro-Russian hacktivists
against medical institutions in the United States and Europe.

K 1

Figure 11: KillNet posts announcing disruption to HPH sector, the end of Stage 1 of their DDoS attacks on the medical institutions of
“aggressor countries,” and shares a Bleeping Computer article on their recent DDoS campaign. (February 2, 2023)

March 2023

Few incidents in the HPH sector have been attributed to KillNet this month, with the exception of a DDoS
attack on a laboratory, blood, and pharmaceutical sub-industry organization. While little to no content on
their Telegram channel could be found that indicated a targeting of the sector, one information security
publication unveiled a campaign that had gone previously unnoticed. On March 17, 2023, Microsoft
Security published its observations that KillNet had been targeting healthcare applications using the

Microsoft Azure infrastructure for over three months.

The findings illuminated new trends on KillNet and other hacktivist organizations’ characteristic DDoS
campaigns in Azure from November 18, 2022 to February 17, 2023. Of those, Microsoft observed:
e Anincrease from 10-20 attacks in November to 40-60 attacks daily in February.
e The types of HPH organizations attacked included pharma and life sciences with 31% of all attacks,
hospitals with 26%, healthcare insurance with 16%, and health services and care also with 16%.
e In contrast to overall DDoS attack trends for 2022, in which Transmission Control Protocol (TCP)

was the most common attack vector, 53% of the attacks on healthcare were User Datagram
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Protocol (UDP) floods, and TCP accounted for 44%, reflecting a different mixture of attack patterns
used by adversaries.

Number of DDoS attacks on healthcare organizations (Nov 2022 - Feb 2023)
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Figure 12: Microsoft Security graph of DDoS attacks on healthcare applications in Azure. (March 17, 2023)

Attacked healthcare organization types

Biotechnology, 1%
Biotech, 2%

Pharma & Life Sciences,
31%

Public Healthcare, 8%

Health Care Insurance,
16%

Health Services & Care,

16% Hospitals, 26%

Figure 13: Microsoft Security graph of types of healthcare organizations targeted by DDoS attacks. (March 17, 2023)

Leadership and Key Individuals
On January 24, 2022, the Telegram channel “We are KillNet” was created, offering a DDoS/Stressor tool

on various URLs. Ostensibly, KillNet appears to have a semi-formal organization, founded by KillMilk, with
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over 90,000 followers on their Telegram channel. The group collaborates with and recruits affiliates with
similar ideologies or goals that align with Russian interests. Demonstrating that the group is acutely aware
of their online image, KillNet recently rebuked one online analysis of their organizatonal structure, or lack
thereof. In a March 21, 2023 post, the group emphasized that they are decentralized, that KillNet is just
an “idea” that unites the cyber patriots of Russia, and that they are not supported by the [Russian] state.

WE ARE KILLNET
Forwarded from Mucaps u3 Lita6a#

o,

by =)
= 2 B s
— - = — n |
- - = = == b
= _ =
= = =] (=]
o coooOEEomosm D
k= "Mucaps, Bac Tam ONATL N0 TENEeKy NOKa3bIBAT' EOh D EEEE =
& (3\_;, Myt Ham & 6oTa OO EEE

| Hac npoponxaioT "uccneaoBaTh’, LOMbBICAKMBATL, UCATb CTAaThK KU
| AenaTb penopTaMu.

&

KILLNET nbiTaioTcA M3y4nTh, MCCNeqoBaTh M ONMCaThb.

KILLNET 3T0 geueHTpanuaoBaHHan opraHuaauns, npocto MAEA. v 3o aa6aBHO‘ﬁ-'
=

OcoBeHHO CMELUHO YTO Mbl paboTaem Ha ®CB u MPY:)

ATAOE OEHLIWA TOMOA OT HUX?

[MaBHOE YTO HYHO 3HaTk, Mbl geueHTpanu3oeanHsel, KILLNET
370 BCero nuwes WOEA, koTopas o6beguHAET KMBEPNATPUOTOR
POCCHUMMMUcTMHa rae ToO pﬂ,qom.-

t.me/killnet_mirror
302K @ 101

Figure 14: KillNet rebukes Medium user, CyberKnow’s claim that they have an organizational structure. (February 25,
2023 and March 21, 2023)

Ironically, this comes just one week after another KillMilk post detailing his creation of a new private
military hacking company, Black Skills. The new group appears to be highly organized and structured with
24 “departments” in charge of various distinct functions such as intelligence, public relations,
investments, accounting, and general staff. Adding more formality to the initiative, KillMilk even requires
every applicant to list their skills whether they have served in the military or as public servants in a formal
questionnaire. It remains unknown whether this is a rebranding of KillNet or an organizational initiative to
better separate more skilled members from the rest of the community. Undeniably, however, is the fact
that since the February 2022 Russian invasion of Ukraine, KillNet and its leader, KillMilk have garnered
support from other hacktivist organizations, making them leaders in the cybercriminal underworld.

KillMilk, left the group on July 27, 2022, seemingly, to recruit a new group, but both continue to share the
others’ posts on Telegram, indicating some level of support still exists. KillMilk’s next day post, “What |
would do for my country now would be dangerous enough for my team. So | made the decision to withdraw
from KillNet for their own safety|.]” signals a possible departure due to threat from law enforcement. A
similar trend can be seen across other pro-Russian hacktivist groups like Evil Corp and Conti, which
splintered into smaller groups and rebranded to evade law enforcement. A Mandiant report also reinforced
this trend of loosely connected Russia-linked ransomware groups splintering into smaller cells to obscure
their identities and evade crackdowns. Though not much is known about the threat actor, the group’s new
leader is a hacker using the name Blackside, and specializes in ransomware, phishing, and crypto theft.
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Nomenclature and Associations

A post of KillNet's January 24, 2023 DDoS campaign against Germany highlighted many of their current
affiliates, among them, Infinity Hackers, ANONYMOUS RUSSIA, Killnet Collective, NETSIDE GROUP,
National Hackers Russia, KILLMIR, Passion Botnet, and PHOENIX. This campaign, while not against the
HPH sector, revealed that KillNet has a huge influence over over pro-Russian groups. However, in a March
12, 2023 posting on his Telegram channel, former KillNet leader, KillMilk, stated that he had to “shrink
[their] ranks from useless mobs and traitors” in preparation for the new Black Skills organization. On
March 26, 2023, KillMilk subsequently announced that KillNet had undergone a reform of personnel. It is
still unknown how KillNet's proposed reorganization will pan out, but owing to their successful attack
record and the current admiration they have online and across several Russian media outlets, it is likely
they will continue to grow in size and support.

KillMilk % Hy 4TO ManeHbKHe Mow, NpMLLNG BPEMA M NOMOBOPHT. ..

A TYT ogHam Ll 3agyManca Ha focyTe, No NOBOLY Kak BCE
Ha4MHaNGcs. Ho cNYCTA 7 MECALIEE MHE NPHILNGCS COXPAlLATSL
HALWM pAALI OT GECNoNe3IHod TONNB! W NpegaTensd. M 4To B WTore
CRRYACc MBIl MMEEM? - Mbl IMEEM OTNHYHEIR ONSIT, 8 Camoe
rRaBHoe "He3aBUCUMOCTE . Mbl NpHOSpeny TecHbIe W ADYHMeCHHe
KOHTaKThi C CQDbéQHbIMH M0ABMIA U3 TeX CAMBIX HEOD UHTEPHETa
B Ka4ecTEe NOGAeDHKH HALLER MACCHH. A roBOpHD O PasHEIX
TPYNNax XaKTHEHCTOR M KWGeD NpecTynHUKaX.

& 99% RU KOMBDIOHWTIA HAC HEHABWIWT 33 NONUTHHECKWE
BIMALAGI W OTHOWEHHE K CBO - HO Ham JOCTaTouMO TOMD CAMOro
1% KTO BCTAMET PAAOM C HAMM, W AACT No ef@ny mobbiM
HenobpowenatenaM. MoaTomMy A FopX¥YCh ITHM, H CMENO NHLLY 05
3TOM.

TaK BoT...

.Fl JAMYCKAKD HOBYH) CTPYKTYPY XaKTHEMaMa N0 RU KOMBIHUTI.
310 6yRET He NPOCTO ABHMEHHE CO CROMMW waeamiu. 3To Gynet
OPraHWIALIMOHHAA MALLMHA CO CBOWMM 33KOHAMM W LIEMAMM, C
BWCLMNNMHON W NopAgxom. 24 nogpazpenedua co 100%-o@
CHHXPOHW3aALMeR Mexy coboi. QMM Gnok C ropAYen nuHker
24/7 pnA npuema obpawgernid W 3aKazos. 3To GygeT "HacTHanA
Boewwan Xakepckan Opranusauun Black Skills” 5 nepesgge
(HEpHpie Hassim)

Figure 15: KillMilk announces creation of private military hacking company, Black Skills, a 24/7 single unit made up
of 24 divisions with its own laws and goals. (March 12, 2023)

Unlike the skilled hackers working for Russia’s security services’ groups like Fancy Bear and Sandworm,
KillNet is radically different. Behaving in a more reactionary manner, the group of hactivists oftentimes
appear to work in an emotional way, seeking revenge and retaliation against anything perceived as anti-
Russia or pro-Ukraine, given the current conflict between the two powers. While KillNet has been criticized
on some forums for perceiving to be seeking cooperation from Russian security services, any ties to official
Russian government organizations such as the Federal Security Service (FSB) or the Foreign Intelligence
Service (SVR) remain unconfirmed.

Motivations

KillNet is hardly subtle in its political agenda. Since the group’s inception, they have always exhibited a
pro-Russia or pro-Slavic state stance. This has garnered the support and coalescence of Russian and other
Slavic hacktivist groups like the Belarusian Infinity Hackers. The promotion of a pro-Slavic sentiment,
however, began to waver with the Russian invasion of Ukraine this past year, creating a new anti-Ukraine

theme and strenghtening their pro-Russian military theme. This, in turn, spurned a political antagonism
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toward any country or group that displayed or provided support to Ukraine during the conflict. While not
exclusively their main target, the United States has historically been the “Main Enemy” to Russia during
the Cold War. This anti-American posture breeds over into modern times, and especially in the cyberspace.

WE ARE KILLNET WE ARE KILLNET
Forwarded from Clerk from the Headquarters/

The distribution of yesterday's theme has begun!!!
https://infinity.ink/threads/nachalo-razdachi-seeds-podarok-dija-

adekvatnyx.1001/ 458K @ 12:25 -

Interestingly, amongst the repository of boastful threats and attacks that KillNet and KillMilk both post on
their separate Telegram channels, are numerous photo postings of cats or kittens that seemingly have no
added strategic value, other than the fact that they like them. One such posting on January 23, 2023 even
doxxes a Russian national and his parents for allegedly killing a cat. KillNet’s doxxing of a Russian national
provides validation that they are more aligned with statecraft-level Russian support, but will make
exceptions for low-level incidents that provoke offense.

In their assessment, SOCRadar reports that KillNet does not seem to be interested in financial gain. This is
supported by donation links on and a review of their Telegram channel, where several posts ask for
donations to support their network of hacktivists. However, like nearly all hacktivist groups, they aim to
disrupt and harm organizations and critical infrastructure to procure a ransom.

Common Tactics, Techniques, and Procedures (TTPs)
T ]
o ’

OMERICAN HACKERS

POCCHACKME CNELMANMCTEI FOBODAT UTO BCE 3aNAAHBIE i E
SMEDUKANCKHE KNGED CMIELMANHCTEI 3TO KNOYHE! U HE HA YT % e —
HeCnocoGHaR GHomacca e iy .

Figure 17: Sample Anti-American ;';md threatening healthcare memes from KillNet Telegram Channel.

In their March 2023 analysis, Microsoft Security highlighted that while KillNet uses DDoS as its main tool,
they noted that that kind of attack method is a relatively easy, low-cost, and anonymous method of
disrupting online services and websites. More so, KillNet and other similar hacktivist groups utilize them to
draw attention than to do any major damage. Typically lasting less than 12 hours, attack vectors included
TCP SYN, TCP ACK, and packet anomalies. KillNet and its affiliates likely launch attacks using DDoS scripts
and stressors, recruiting botnets, and utilizing spoofed attack sources.
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Like Russian security services, KillNet adopts similar active measure techniques in the form of
propaganda, misinformation, and disinformation. In one Russian media interview on October 9, 2022,
KillMilk continued his anti-American claims, stating in a media interview that his group had evidence that
the United States created [the] COVID-19 [virus].

On their Telegram channels, both KillMilk and KillNet show that they are adroit in graphic design and have
a penchant for using novel or “millenial” ways of announcing boastful threats or attacks, to include
memes, gifs, emojis, and short edited videos. Demonstrating their hostility to the U.S. HPH sector, on
February 4, 2023, five days after the release of HC3’s most recent Analyst Note on KillNet, former leader,
KillMilk, posted a meme that seemingly threatened the U.S. Department of Health and Human Services
(HHS). Whether signaling a future warning to HHS writ large or coincidentally in response to the Analyst
Note, it has already been shown that the hacktivist group remains aware of open source articles or
publications about their group (namely, from Medium user, CyberkKnow, and online publicaton, SOCRadar).

? = e WE ARE KILLNET
KillMilk , )
We have a DARKNET profile. Who created it, but the materials were

prepared just like in the Hague courtigs

https://socradar.io/dark-web-profile-killnet-russian-hacktivist-

groupy

SOCRadar Cyber Intelligence Inc.®

Dark Web Profile: Killnet - Russian Hacktivist Group - SOCRadar
i |’ Killnet is a pro-Russian hacktivist group known for its DDoS

N ) campaigns against countries supporting Ukraine, especially NATO

d 6 - e e countries...

8 [obpoe yTpo & 34.8K & 00:38 180K @ 1

T eXELT -

. Figure 18: KillMilk meme threatening HHS. (February 4, 2023) Figure 19: KillNet acknowledges SOCRadar's analysis
product of threat group. (December 17, 2022)

As of March 30, 2023, a simple Google search for “KillNet” in English reveals that HC3’s previous Analyst
Note on the group is the top third result. KillNet, KillMilk, and their affiliates’ proficiency in English on their
Telegram channel demonstrate that their members have some degree of open source situational
awareness. This was reinforced when they acknowledged postings of SOCRadar’s analysis of the threat
group on December 17, 2022 and Medium user, CyberKnow’s, analysis of the group on March 21, 2023.

In their analysis, SOCRadar defined several of their prominent characteristics and TTPs of the group:
= Due to its motivation and determination to defend Russia, the group chose its targets among NATO-
linked countries. It is also a potential threat to countries whose political interests contradict Russia.
= They prefer DDoS attacks against their targets. Victims can recover their systems from attacks,
which usually take 1-3 days, with appropriate measures in a matter of hours.
= They target websites of governments or public institutions. This way, they think that they signal to
the victims that the victims chose the “wrong side.”

= They announce their attacks and targets on Telegram channels.
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= They are associated with other hacker groups that have common goals or act in Russian interests.

Defense and Mitigations

There is no single action that can protect an organization from cyber threat groups, such as KillNet.
Nevertheless, healthcare organizations need to take proactive measures to mitigate against a wide variety
of attacks like DDoS. This Analyst Note presents a sample of mitigations, countermeasures, indicators of
compromise, and other courses of action from various cybersecurity organizations and governmental
publications as a guide to better prepare themselves against threats.

CISA Ransomware Guide
https://www.cisa.gov/stopransomware/ransomware-guide

Health-ISAC - Distributed Denial of Service (DDoS) Attacks
https://h-isac.org/distributed-denial-of-service-ddos-attacks/

Microsoft Security
https://www.microsoft.com/en-us/security/blog/2023/03/17/killnet-and-affiliate-hacktivist-groups-
targeting-healthcare-with-ddos-attacks/

Palo Alto Network - Unit 42
https://unit42.paloaltonetworks.com/preparing-for-cyber-impact-russia-ukraine-crisis/#how-you-should-
prepare-for-cyber-impact

SOCRadar
https://socradar.io/dark-web-profile-killnet-russian-hacktivist-group/

MITRE ATT&CK
SOCRadar lists two reconnaissance techniques for KillNet from MITRE ATT&CK’s map: Active Scanning and
Gather Victim ldentity Information.

MITRE Map
Reconnaissance Resource Development Credential Impact
Access
T1595: Active Scanning T1583: Acquire T1110: Brute T1498: Network Denial
Infrastructure Force of Service
T1589: Gather Victim ldentity T1584: Compromise T1489: Service Stop
Information Infrastructure

Figure 20: MITRE Map of KillNet. (SOCRadar)

Adversaries may execute active reconnaissance scans to gather information that can be used during
targeting. Active scans are those where the adversary probes victim infrastructure via network traffic, as
opposed to other forms of reconnaissance that do not involve direct interaction. This technique can easily
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be mitigated with preventive controls since it is based on behaviors performed outside of the scope of
enterprise defenses and controls. Efforts should focus on minimizing the amount and sensitivity of data
available to external parties.

Adversaries may also gather information about the victim’s identity that can be used during targeting.
Information about identities may include a variety of details, including personal data as well as sensitive
details such as credentials. Adversaries may gather this information in various ways, such as direct
elicitation via phishing for information. Information about users could also be enumerated via other active
means such as probing and analyzing responses from authentication services that may reveal valid
usernames in a system. Information about victims may also be exposed to adversaries via online or other
accessible data sets. This technique cannot be easily mitigated with preventive controls since it is based
on behaviors performed outside of the scope of enterprise defenses and controls. Efforts should focus on
minimizing the among and sensitivity of data available to external parties.

Identity Management

One of the easiest ways for hacktivists to get information about you is through your online presence.
Anyone can research you with just a few clicks of the mouse and a quick Internet search. It is important to
know what is publicly available about yourself, and then decide what to do about unwanted information.
One such way is through Identity Management (IdM), a program that could be utilized by HPH sector
employees to proactively protect themselves against KillNet’s and other hacktivists’ Gather Victim Identity
Information reconnaissance technique.

IdM consists of the discovery, analysis, and management of an individual or organization’s identity
elements, characteristics, and/or other attributes in public and non-public records, social media, and other
unstructured data sources. [dM programs seek to improve an organization’s ability to mitigate current
threats to its mission, capabilities, and personnel from adversarial and/or criminal entities seeking to
exploit identity data, as well as identify emerging threats to organizational assets.

FACEBOOK i0S PRIVACY SETTINGS (16)

IDENTITY THEFT

Practices to Avoid Identity Thet

>
>

©

Physical Security.

Suspended Social Security Number: Consumers are reporting a “government related
scam.” The consumer receives a call and is told that their SSN was used in criminal
activity. The caller will claim that the SSN has been suspended and they can help the
vietim get the situation cleared up. The Social Security Administration does NOT
suspend SSNs ever! Do not give persanal information out to callers. If you feel you've
been scammed, report it to the FTC immediately. Also, personally look up the number
of and call the agency the scammer(s) claims to represent. Make a detailed record of
the interaction and be prepared 0 provide as much information as possible.

n anllann

SAYVILYVINS WOIO0SSN

Find my iPhone

ceived an email
hone is onits

SAYVILYVINS W0OJ0SsSNn

SAYVILYVINS W0OJ0SSN

Report fraud & identity theft scams to the FTC at 1-877-FTC-HELP

(1-877-382-4357) or online: ftc.govicomplaint.

Figure 21: Sample IdM mitigation recommendation pages from DoD Social Media Smartcard booklet.
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One sample toolset is the Department of Defense’s (DoD) Social Media Smartcard booklet. This
comprehensive and regularly updated publication covers how to effectively manage one’s Social
Networking Services (i.e., Facebook, dating apps, message-to-message apps, etc.), Digital Ecosystems (i.e.,
Amazon, Coinbase, YouTube, etc.), Devices (i.e., Android, i0S, gaming systems, etc.), and General Best
Practices of recommendations and tips of online use for both adults and children. A link to the full booklet
can be found here.

Relevant HHS Reports
HC3: Alert - Russian State-Sponsored and Criminal Cryber Threats to Critical Infrastructure (May 9, 2022)

HC3: Alert - Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical
Infrastructure (March 1, 2022)

HC3: Analyst Note - Healthcare Sector DDoS Guide (February 13, 2023)

HC3: Analyst Note - Pro-Russian Hacktivist Group ‘KillNet’ Threat to HPH Sector (January 30, 2023)

HC3: Analyst Note - Pro-Russian Hacktivist Group ‘KilINet’ Threat to HPH Sector (December 22, 2022)

HC3: Analyst Note - The Russia-Ukraine Cyber Conflict and Potential Threats to the US Health Sector
(March 1, 2022)
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If you have any additional questions, we encourage you to contact us at HC3@hhs.gov.

We want to know how satisfied you are with the resources HC3 provides. Your answers
will be anonymous, and we will use the responses to improve all future updates, features,
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