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China-Based Threat Actors

Executive Summary

This white paper outlines Chinese cyber threat actors who are known to target the U.S. public health and
private health sector entities in cyberspace. The groups outlined within this document represent some of
the most capable and deliberate threats to the U.S. healthcare sector, and should be treated with priority
when designing and maintaining an appropriate risk posture for a health sector entity.

Overview

The U.S. Healthcare and Public Health (HPH) sector faces significant threats from both state and non-state
threat actors in cyberspace. Cybercriminals have proven to be formidable adversries to the health sector in
recent years, with digital extortion often in the form of ransomware, as well as data breaches being some
of the most common criminal tactics being leveraged by these gangs. State-sponsored threat actors also
pose a significant threat, with data exfiltration attacks for the purposes of intellectual property theft and
espionage being the primary motivations behind foreign governments targeting the U.S. health sector in
cyberspace.

The threat actors in this document consist of groups that have previously and are highly likely to continue
to target U.S. healthcare organizations agressively. This very often involves stealing intellectual property
related to medical technolgy and medicine, in order to operationalize it and bring it to market. It also
involves national security and public health-related cyberattacks, such as the attempts to steal COVID-19
vaccine research in recent years. In the case of at least one threat actor, it can inolve attacks for financial
gain.

A note about attribution in this report: For many of the cyber threat groups described within this document,
we provide a number of aliases. It is common for cyber threat actors to have many labels, and this is due
to the fact that these names are often applied to various intrusion sets as they are discovered, and
subsequent to their being linked to other intrusion sets with varying levels of confidence. For this reason,
attribution should not be considered 100% for these threat actors, and this includes any name given to
them, as well as between the intrusion sets associted with different intrusion sets and labeled by different
entities. Additionally, there is no official naming scheme, therefore the same group may be going by
various names.

Threat Groups

APT41

Summary/Overview: APT41 has a history of targeting the health sector. They are
known to conduct state-sponsored espionage activities as well as digital extortion
through their cyber operations.

Affiliations/Aliases: APT41 is a hacking group believed to be based out of Chengdu, China, and has an
alleged association with China’s Ministry of State Security. APT41 is also known as BARIUM, Winnti, LEAD,
WICKED SPIDER, WICKED PANDA, Blackfly, Suckfly, Winnti Umbrella, and Double Dragon, among other
labels.

Targeting: APT41 has directly targeted organizations in over a dozen countries, dating back to its earlierst
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known operations in 2007. Twelve of those countries can be seen in Figure 1. This includes both

government and private organizations based in the U.S., the UK, China, Taiwan, Hong Kong, India,
Thailand, Mongolia, Indonesia,
Vietnam, Bangladesh, Ireland, and
Brunei. The group’s espionage
campaigns have targeted healthcare
(including pharamceuticals),

g telecommunications, software and
w *} > the high-tech sector, media/news,
i 31 vk ‘,,) retail, travel, hospitality, sports,
education, logistics, finance,
entertainment (especially video

games) and digital currencies. They
are also known to target state
governments, which can include
U healthcare organizations. Much of
their targeting has historically
included theft of intellectual
property, and generally has been
Figure 1: APT41 geographic targeting according to 2022 Mandiant data. observed to align with China’s most
recent 5-year plan. Their
cybercriminal activities have primarily targeted the video game industry and virtual currency entities to
date, and often involve the deployment of ransomware. There are also indications that the group tracks
individuals and conducts surveillance, although HC3 is unaware of thiese types of activities specifically
being leveraged against the U.S. health sector to date.

Analysis of Operations: APT41 is believed to have been in operations since at least 2007. They are a group
whose goals include cyber espionage and financial gain. They distinguish themselves by primarily engaging
in financially-motivated cybercriminal activities, possibly without the knowledge of the state and ostensibly
for the benefit of the individual members of the group. This combination of operational goals is the reason

they are referred to by some as Double Dragon.

APT41 will exploit known vulnerabilites. They demonstrated this when they targeted ProxyLogon
vulnerabilities, as an example. They are known to be very aggressive when targeting such vulnerabilities.
They reportedly began exploiting the Log4J vulnerabilities in December of 2021 within hours after they
were disclosed to the public.

APT41 also uses well-known security tools, such as Acunetix, Nmap, JexBoss, Sglmap, a customized
version of Cobalt Strike, and fofa.su, which is roughly a Chinese equivalent of the popular website Shodan.
To conduct reconnaissance, they are known to use the previously-mentioned Acunetix and Nmap, as well
as Sqlmap, OneForAll, subdomain3, subDomainsBrute, and Sublist3r. They frequently use spearphishing
as an infection vector, but are also heavily reliant on SQL injections to initially penetrate a target
organization.
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APT41 is known to maintain a significant dwell time, and once
they have established persistent access to a target, they often WANTED

leverage more sophisticated TTPs and deploy additional BY THE FBI
malware as part of multi-staged attacks. As one example, in a APT 41 GROUP
campaign that lasted roughly a year, they pr— — e —
leveraged almost 150 unique malware variants to compromise @
hundreds of target systems. These variants included

backdoors, credential stealers, keyloggers, and rootkits. Some
of the malware they have been known to use includes
CROSSWALK, HIGHNOON, xDoor, Xmrig, ASPXSpy,

China Chopper, BEACON, MESSAGETAP, GhOst, njRAT, PlugX,
ZxShell, Mimikatz, BLACKCOFFEE, and POISONPLUG.

Some members of APT41 were indicted by the U.S. Department
of Justice in 2020; charges against them included
unauthorized access to protected computers, aggravated
identity theft, money laundering, and wire fraud.

MITRE has mapped APT41 in accordance with their ATT&CK | Figure 2: APT41 Wanted Poster.
framework, which can be found here.

One of the subgroups that is believed to operate as part of APT41 is called Earth Longzhi. They were first
identified as being active in 2020, and were observed as using both public as well as custom malware.

APT10

Summary/Overview: APT10 is known to conduct cyberespionage and cyberwarfare
activities, and have leveraged zero day vulnerabilities as well as an array of public and
custom tools. Much of their activities are believed to involve the collection of military and
intelligence data in support of China’s national security goals, but also other operations in
support of Chinese business operations.

Affiliations/Aliases: APT10 is also known as Menupass Team, Stone Panda, Red Apollo, Cicada, CVNX,
HOGFISH and Cloud Hopper. According to the U.S. Department of Justice, APT10 is a capability of the
Tianjin State Security Bureau of China’s Ministry of State Security.

Targeting: APT10’s geographic targeting has been reported to cover six continents (particularly the United
States, Japan, and various European countries) and includes industries such as healthcare, construction,
telecommunicationns, government, engineering, and aerospace.

Analysis of Operations: APT10 relies heavily on traditional spearphishing and access to victim’s networks
through managed service providers (MSPs). They are known to be able and willing to establish and
maintain a long dwell time. They also frequently leverage “living off the land” techniques, exploiting and
utilizing capabilities already existing in a victim’s environment, as well as DLL-side-loading and custom DLL
loaders. Legitimate tools and malware known to be used by APT10 includes certutil, adfind, csvde, ntdsutil,
WMIExec, PowerShell, HAYMAKER AKA ChChes AKA Scorpion, SNUGRIDE, BUGJUICE AKA RedLeaves
(overlap with PlugX), and QUASARRAT, also known as xRAT.
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Members of APT10 were indicted by the U.S. District Court of New York in 2018.

APT1S8

Summary/Overview: Very little is known about APT18. They are believed to be affiliated
with China’s military and, despite limited public knowledge, appear to be as capable as
any of China’s other cyberwarfare capabilities. They target a number of industries,
including healthcare, and are capable of leveraging complex vulnerabilities and
utilizing a wide array of malware.

Affiliations/Aliases: APT18, also known as Wekby, TA-428, TG-0416, Scandium, and Dynamite Panda, is
believed to be affiliated with the Chinese People’s Liberation Navy.

Targeting: APT18 is known to target human rights groups, governments, and various sectors, including
medical (especially pharmaceutical and biotechnology), aerospace, defense, construction, engineering,
education, industrial, transportation, and information technology.

Analysis of Operations: Very little has been released publicly about APT18, but they are believed to be
responsible for the 2014 attack on a healthcare provider, which resulted in theft of SSNs and PII for 4.5
million patients. They are also known to use sophisticated malware, including GhOst RAT, HTTPBrowser,
pisloader, and Poisonlvy. They frequently develop and adapt zero-day exploits for operations, and are
believed to have exploited the OpenSSL heartbleed vulnerability in the the previously-mentioned 2014
compromise of a healthcare provider.

APT22
Summary/Overview: APT22 has likely been operational since at least 2014. They often target political
entities (especially dissidents against the Chinese government) and the health sector.

Affiliations/Aliases: APT22 is also known as Barista, Group 46 and Suckfly. It is unknown which area of the
Chinese government they are affiliated with.

Targeting: APT22 is known to target information technology companies, healthcare companies (especially
biomedical and pharmaceutical), and political, military, and economic targets in the United States, in
Europe and across East Asia.

Analysis of Operations: APT22 is known to leverage complex malware such as PISCES, SOGU (AKA PlugX),
FLATNOTE, ANGRYBELL, BASELESS, SEAWOLF and LOGJAM. They are known to use strategic web
compromises in order to passively exploit targets of interest, and identify vulnerable public-facing web
servers on victim networks and uploaded web shells in order to gain access to the victim network.

Countermeasures, Mitigations and Defensive Actions

Due to the nature of advanced persistent threats, including their high level of sophistication as well as
their constant evolution of capabilities, it is challenging to attempt to compile a list of specific technical
steps to defend agaisnt a single threat, much less a list of them such as is in this white paper. However,
we recommend healthcare organizations begin by implementing the following;:
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The table below lists some of the top infection vectors used to generally compromise U.S. healthcare
organizations with the threat actors in this document:

v

N NSNS
N NN N

Be sure to understand the above infection vectors and ensure they are part of the focus of the enterprise
risk management plan.

1. The National Security Agency (NSA), the Cybersecurity and Infrastructure Security Agency (CISA),
and the Federal Bureau of Investigation (FBI) released a resource on Chinese state-sponsored
cyber operations. It includes valuable technical data that should be understood when defending
against Chinese threat actors. It can be found here.

2. The Department of Homeland Security (DHS) maintains a page on the cyber threat posed by China,
including resources for defense. It can be found here.

3. There are a number of resources available to understand China’s strategic approach towards
cyberwarfare. Several valuable documents are as follows:

a. Atlantic Council: The 5x5—China’s cyber operations

b. Booz Allen: China’s Cyberattack Strategy Explained

c. U.S.-China Economic AND Security Review Commission: Hearing on "China’s Cyber
Capabilities: Warfare, Espionage, and Implications for the United States"

d. Ball, D., China’s Cyber Warfare Capabilities, Security Challenges , Winter 2011, Vol. 7, No. 2
(Winter 2011), pp. 81-103, Institute for Regional Security

Appendix A: Threat Actor Targeting Matrix

The table below is a summary of the threat actors covered in the body of this paper. The first four are
covered in depth due to the fact that based on known activities, they present the greatest threat the the
U.S. HPH in cyberspace. The remaining actors also serve as threats to the U.S. HPH.
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