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Introduction

TLP: WHITE, ID# 201904251000

• What is web security?
• Protecting a webserver and associated applications and 

services

• How are web assets vulnerable?
• What is a vulnerability?

• The state of being open of exposed to attack
• Sometimes colloquially referred to as an exploit
• Effects both hardware and software of all types
• There is no finite limit; new vulnerabilities are being 

discovered all the time
• What is a zero day? Why are zero days important?

• An exploit/vulnerability that is not known to the 
vendors/developers

• Because zero days are unknown, they offer the 
attacker the element of surprise and an opportunity 
to gain a critical time advantage against defenders 
during an attack 

• What does a vulnerability scanner do?
• Scans identify known vulnerabilities of their targeted 

systems
• Scan is just one component of a vulnerability 

assessment

Source: Manufacturing Global

There are many ways to 
exploit a vulnerability
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Introduction (continued)

TLP: WHITE, ID# 201904251000

• Vulnerability management vs. vulnerability assessment
• Vulnerability management

• Ongoing, continuous, repeatable program 
• Includes vulnerability assessment process

• Vulnerability assessment 
• One-time project with defined start and stop dates
• *NOT* simply a scan; comprehensive analysis of 

enterprise-wide vulnerabilities with recommended 
remediation's 

• What is the vulnerability management lifecycle? (A critical part of 
vulnerability management and ultimately, risk management)

• Asset inventory
• Information Management
• Risk Assessment
• Vulnerability Assessment
• Reporting and Remediation
• Response Planning

• This presentation applies to HPH and other industries as well

Risk 
management 

program

Vulnerability 
management 

program

Vulnerability 
assessment

Vulnerability 
scan

WEB 
SCANNIG 
TOOLS
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Common web vulnerabilities

TLP: WHITE, ID# 201904251000

What types of vulnerabilities are associated with web resources?

• Cross site scripting (XSS)
• Malicious code injected into websites and passed on to victims surfing the site via their browsers

• SQL injection (SQLi)
• An attack on a SQL database via code being inserted into a SQL statement; execution of arbitrary 

code

• HTTP Header injection
• Malicious code injected into an HTTP packet

• AJAX testing
• Malicious code inserted in AJAX transmission

• File inclusion
• Can allow for outputting contents of file or code execution; often results in unauthorized access to a 

system

• Information leakage
• Application reveals sensitive technical information such as details about itself, the environment it runs 

in or user data
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SQL Injection attacks
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Injection attacks are commonly used to target web resources, so 
let’s look at one of the most frequently used – a SQL injection:
SQL – Structured Query Language, used for manipulating and retrieving 
information in/from databases
What is a SQL injection attack?
When the user exploits a vulnerable user input within a webpage or 
application in order to submit input as a SQL command

Let’s briefly look at a SQL Injection attack:

A successful SQL inject attack will allow the attacker to view, modify or delete records in the database

TO BE CLEAR: Injection attacks, and SQL injections specifically, are only one of many types of 
cyberattacks against web resources.

Image source: Acunetix.com

SQL database code

User input Processed command

Code source: Acunetix.com
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Vulnerability Assessments
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• Vulnerability management, which includes vulnerability 
assessment and remediation – is an iterative process

• Time is of the essence; Goal: Reducing the attack 
surface 

• Sometimes a tradeoff between patching and operations

• Per NIST: 
• Patch management is the process for identifying, 

acquiring, installing, and verifying patches for products 
and systems. Patches correct security and functionality 
problems in software and firmware. From a security 
perspective, patches are most often of interest because 
they are mitigating software flaw vulnerabilities; applying 
patches to eliminate these vulnerabilities significantly 
reduces the opportunities for exploitation. Patches serve 
other purposes than just fixing software flaws; they can 
also add new features to software and firmware, 
including security capabilities. 

Cisco/SANS vulnerability management methodology:
• 6-step iterative process

• Self-feeding process (each iteration provides inputs for the 
next)

• Part of greater risk management program

• Goal: Reducing attack surface

Vulnerability management model endorsed by SANS and Cisco
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Vulnerability Assessments (Cont.)

TLP: WHITE, ID# 201904251000

Vulnerability management model endorsed by SANS and Cisco

Cisco/SANS vulnerability management methodology:

• Asset inventory
• Comprehensive inventory of all information systems
• Preferably managed by a single authority

• Information Management
• Track all hardware systems, operating systems, installed 

patches and new vulnerabilities

• Risk Assessment
• Understanding threats and their potential impact on 

enterprise IT assets and business operations

• Vulnerability Assessment
• Calculate vulnerabilities based on business operations 

value and technical specifics, including scanning

• Report and Remediate
• Download, test and deploy and verify patches; Generate 

and disseminate reports 

• Respond
• Conduct incident response as necessary
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Free Scanning Tools

TLP: WHITE, ID# 201904251000

HHS does not endorse any tool or company in particular

• Scan My Server – Free website test for security weaknesses and confidential report; Searches for issues 
with code structure and errors as well as issues with password-protected pages, if permission is granted; 
Multi-site accounts and PCI certification testing can be conducted for a fee.

• https://scanmyserver.com/

• SUCURI – Free scan of website or blog for known malware, blacklisting status, website errors, injected 
spam, defacements and out-of-date software; For a fee, SUCIRI will remediate malware, blacklisting and 
bot spams, in addition to WAF protection, real-time monitoring and incident response.

• https://sucuri.net/

• Qualys – Free Community Edition of cloud security platform which provides asset discovery, vulnerability 
assessment, secure configuration assessment, web application scanning, digital certificate and public cloud 
management and the ability to assess security and compliance postures; For a fee, Qualys will provide 
infrastructure, cloud, web and endpoint security as well as software development vulnerability testing and 
security compliance validation.

• https://www.qualys.com

• Quttera – Free scanning against website, blog or SharePoint site with analysis for malicious or suspicious 
files and blacklisted status, among other features; For a fee, the offer various anti-malware services.

• https://quttera.com/

https://scanmyserver.com/
https://sucuri.net/
https://www.qualys.com/
https://quttera.com/
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Free Scanning Tools (Cont.)

TLP: WHITE, ID# 201904251000

HHS does not endorse any tool or company in particular

• Detectify – Free 14 day domain scan for 1000+ vulnerabilities, including OWASP Top 10, CORS and 
Amazon S3 Bucket misconfigurations; For a fee, the services can be extended beyond 14-day trial period.

• https://detectify.com/

• SiteGuarding – Free website analysis for malware, blacklisting, spam and defacement; Similar to SUCURI; 
For a fee, full enterprise website security is offered with this service.

• https://www.siteguarding.com

• WebInspector – Free website analysis for malware, blacklisting, backdoors and Trojans, and heuristic 
viruses; For a fee, the same services can be offered as automated in addition to immediate notifications, 
network security and dashboard capabilities.

• https://app.webinspector.com/

• Acunetix – Free website analysis for Trojans, auditing of Internet-facing servers, identifying system and 
network vulnerabilities, identify vulnerable and upgradable applications, and discovering information leaks; 
For a fee, more robust and comprehensive offerings of the free services are available.

• https://www.acunetix.com

• Google Safe Browsing – Free website analysis to determine if it has malware, is associated with phishing or 
for any other reason is not safe to visit; There is no pay service associated with this service.

• https://transparencyreport.google.com/safe-browsing/search

https://detectify.com/
https://www.siteguarding.com/
https://app.webinspector.com/
https://www.acunetix.com/
https://transparencyreport.google.com/safe-browsing/search
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Free Scanning Tools (Cont.)

TLP: WHITE, ID# 201904251000

HHS does not endorse any tool or company in particular

• MetaDefender – Free scanning of IP address against 12 anti-malware sites or files/hashes against 43 anti-
malware engines; For a fee, various network security products and cybersecurity services are offered.

• https://metadefender.opswat.com/#!/

• VirusTotal – Free scanning of files, URLs, domains and hashes against dozens of malware engines to 
determine if they are malicious or infected. There is no pay service associated with this service.

• https://www.virustotal.com

• ReScan Pro – Free malware scanner that searches for hidden redirects, obfuscated malware injects, spam, 
resident malware, defacements, adware/spyware, blacklist status and website errors. There is no pay 
service associated with this service.

• https://rescan.pro/

• TinFoil Security – Free API and web scanner; Also, free vulnerability-specific scans available. For a fee, 
various additional scanning services are offered.

• https://www.tinfoilsecurity.com/free-website-security-scan

• Vega – Free/open source web scanner; Identifies and validates SQL injections, cross-site scripting (XSS), 
inadvertently disclosed sensitive information, and other vulnerabilities. For a fee, various threat modelling, 
code review and penetration testing services are offered.

• https://subgraph.com/vega/

https://metadefender.opswat.com/#!/
https://www.virustotal.com/
https://rescan.pro/
https://www.tinfoilsecurity.com/free-website-security-scan
https://subgraph.com/vega/
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Free Scanning Tools (Cont.)

TLP: WHITE, ID# 201904251000

HHS does not endorse any tool or company in particular

• Hacker Combat – Free scanner for malware, blacklisting, back doors and many other forms of suspicious 
code. For a fee, various additional scanning services are offered.

• https://hackercombat.com/website-malware-scanner/

• Arachni – Multi-platform, vulnerability detection engine in both command-line and web-based versions. No 
fee is charged unless the tool is used for commercial purposes.

• https://www.arachni-scanner.com/

• Wapiti – Free command-line tool for auditing of websites and web applications including analysis for 
vulnerabilities, malware; Donations accepted

• http://wapiti.sourceforge.net/

• Zed Attack Proxy (ZAP) – Free vulnerability detection tool; Donations accepted
• https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

https://hackercombat.com/website-malware-scanner/
https://www.arachni-scanner.com/
http://wapiti.sourceforge.net/
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
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Securi

TLP: WHITE, ID# 201904251000

• To reiterate: HHS does not endorse 
any tool in particular

• A Securi scan was run against the 
Securi site as an example. The 
following data points were identified:

• IP address
• Type of firewall; firewall 

platform
• Presence of malware, spam or 

defacements
• Internal server errors
• Blacklist status
• Website monitoring services
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DHS NCCIC

TLP: WHITE, ID# 201904251000

• Cyber Hygiene Assessment
• Located here: https://www.us-

cert.gov/resources/ncats
• Sample (website) on right
• Report includes:

• Vulnerabilities (with rating)
• Changes since last scan
• Most frequently found vulnerabilities across 

enterprise
• Most vulnerable systems across enterprise 

(based on quantity and severity of 
vulnerabilities)

• We *DO* recommend the use of this resource

https://www.us-cert.gov/resources/ncats
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DHS NCCIC (Cont.)

TLP: WHITE, ID# 201904251000
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Additional Resources 

TLP: WHITE, ID# 201904251000

• Remediation resources for web attacks
• MITRE: Common Vulnerabilities and Exposures (https://cve.mitre.org/)

• Standardized identifiers for cybersecurity vulnerabilities in order to avoid variation among 
solutions and resulting gaps in security coverage as well as lack of interoperability between 
security databases and tools. 

• NIST: National Vulnerability Database (https://nvd.nist.gov/)
• U.S. government repository of standardized vulnerability management data represented using 

the Security Content Automation Protocol (SCAP) which enables automation of vulnerability 
management, security management and compliance efforts.

• NIST: Special Publication 800-40 (Rev. 3) Guide to Enterprise Patch Management Technologies
(https://csrc.nist.gov/publications/detail/sp/800-40/rev-3/final)

• Provides assistance in understanding enterprise patch management technologies and relevant 
metrics as part of an overall risk management program.

• Open Web Application Security Project (OWASP): is a not-for-profit international organization and an 
open community dedicated to enabling organizations to conceive, develop, acquire, operate, and 
maintain applications that can be trusted. All of the OWASP tools, documents, forums, and chapters 
are free and open to anyone interested in improving application security. They advocate approaching 
application security through people, process, and technology solutions. 
(https://www.owasp.org/index.php/About_The_Open_Web_Application_Security_Project) 

https://cve.mitre.org/
https://nvd.nist.gov/
https://csrc.nist.gov/publications/detail/sp/800-40/rev-3/final
https://www.owasp.org/index.php/About_The_Open_Web_Application_Security_Project
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Additional Resources (Cont.) 

TLP: WHITE, ID# 201904251000

• Remediation resources for web attacks
• SANS Reading Room: Patch Management (paper)

• https://www.sans.org/reading-room/whitepapers/iso17799/paper/2064
• A Practical Methodology for Implementing a Patch management Process (paper)

• https://www.sans.org/reading-room/whitepapers/bestprac/paper/1206
• Reducing Organizational Risk Through Virtual Patching

• https://www.sans.org/reading-room/whitepapers/intrusion/paper/33589
• Patch Management and the Need for Metrics

• https://www.sans.org/reading-room/whitepapers/bestprac/paper/1461
• Building a Vulnerability Management Program - A project management approach

• https://www.sans.org/reading-room/whitepapers/projectmanagement/paper/35932
• Agile Security Patching

• https://www.sans.org/reading-room/whitepapers/bestprac/paper/38410

https://www.sans.org/reading-room/whitepapers/iso17799/paper/2064
https://www.sans.org/reading-room/whitepapers/bestprac/paper/1206
https://www.sans.org/reading-room/whitepapers/intrusion/paper/33589
https://www.sans.org/reading-room/whitepapers/bestprac/paper/1461
https://www.sans.org/reading-room/whitepapers/projectmanagement/paper/35932
https://www.sans.org/reading-room/whitepapers/bestprac/paper/38410
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Outsourcing Cybersecurity

TLP: WHITE, ID# 201904251000

• A few recommendations for HPH organizations that outsource cybersecurity
• Small business does not mean small target; often quite the opposite
• There is no such thing as 100% security – not in the physical world and not in 

cyberspace
• As much as possible, develop in-house talent and knowledge for quality 

assurance/quality control over vendors; maintain consistent POCs for vendors
• The tools and resources available in this brief can be used to assist security vendors in 

doing their job and holding them accountable
• Develop in-house policies and procedures to augment outsourced security such as:

• Phishing training
• Prompt account termination for departing employees
• Principle-of-least-privilege policies towards access to IT resources
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Takeaways

TLP: WHITE, ID# 201904251000

• Vulnerability management is a necessary but not sufficient component to a cybersecurity program, which is 
a part of an organization’s risk management program; web security is part of all this

• Vulnerability management is an ongoing, never ending process

• Vulnerability management includes both scanning and remediation – both are critical

• Many free web scanning services and tools exist; it is imperative on the leadership for each organization to 
leverage their assets and resources as efficiently and effectively as possible

• We strongly recommend considering DHS’s vulnerability scanning program

• We recommend examining the free tools that exist, including but not limited to the ones in this presentation, 
and consider how they can help your organization

• Cost-based vulnerability scanning tools can also be valuable. We recommend any consideration of such 
tools include a full risk assessment and cost analysis.

• There are consequences to small healthcare providers who do not protect their data:



Reference Materials
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Questions

Upcoming Briefs
• The Dark Overlord

• Attack Surface

Product Evaluations
Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence products 
are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information
Need information on a specific cybersecurity topic? Send your request for information (RFI) to HC3@HHS.GOV or call 
us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

TLP: WHITE, ID# YYYYMMDDTTTT

mailto:HC3@HHS.GOV
mailto:HC3@HHS.GOV
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About Us

HC3 works with private and public sector 
partners to improve cybersecurity throughout 
the Healthcare and Public Health (HPH) Sector

Sector & Victim Notifications White Papers
Directed communications to victims or 
potential victims of compromises, vulnerable 
equipment or PII/PHI theft and general 
notifications to the HPH about currently 
impacting threats via the HHS OIG

Document that provides in-depth information 
on a cybersecurity topic to increase 
comprehensive situational awareness and 
provide risk recommendations to a wide 
audience.

Threat Briefings & Webinar
Briefing document and presentation that 
provides actionable information on health 
sector cybersecurity threats and mitigations.  
Analysts present current cybersecurity topics, 
engage in discussions with participants on 
current threats, and highlight best practices 
and mitigation tactics. 

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for 
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

Products

TLP: WHITE, ID# 201904251000

mailto:HC3@HHS.GOV
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