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The U.S. Department of Health & Human Services Health Sector Cybersecurity Coordination 
Center (HC3) and Health-ISAC are releasing this document to raise awareness of the Russia 
and Ukraine tensions, credible threats to US critical infrastructure sectors (not 
specifically healthcare) and potential mitigations for Russian cyberattacks.  

On March 21, 2022, the White House released “FACT SHEET: Act Now to Protect Against 
Potential Cyberattacks.”  The Biden-Harris Administration has warned repeatedly about the 
potential for Russia to engage in malicious cyber activity against the United States in 
response to the unprecedented economic sanctions we have imposed. There is now 
evolving intelligence that Russia may be exploring options for potential cyberattacks. 

On March 22, the Cybersecurity and Infrastructure Security Agency (CISA) is hosting a Broad 
Stakeholder Call to address impacts of the Russia-Ukraine situation on the Homeland. 
 Health-ISAC and HC3 encourage members to attend, and we will also share meeting notes 
with members following the call. 

PARTICIPANTS Dial-in Information:  800-857-6546 | Passcode: 2824553 
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https://www.cisa.gov/shields-up
mailto:TOC@h-isac.org
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Share Threat Intel: For guidance on sharing indicators with Health-ISAC via CSAP, please visit
the Knowledge Base article CSAP “Share Threat Intel” Documentation at the link address

 






















White House Fact Sheet: Act Now to Protect Against Potential Cyberattacks 

More information about HC3 can be found 

here: https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html 

More information about Health-ISAC can be found here: https://h-isac.org/ 

https://www.hhs.gov/about/agencies/asa/ocio/hc3/index
https://www.cisa.gov/shields-up
https://h-isac.org/
https://www.cisa.gov/shields-up
https://www.fbi.gov/investigate/cyber
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-cyberattacks/
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://h-isac.org/
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provided here:
https://health-isac.cyware.com/webapp/user/knowledge-base
Additionally, this
collaborative medium provides opportunities for attributed or anonymous sharing across ISACs
and other cybersecurity related entities.

Access the Health-ISAC Intelligence Portal: Enhance your personalized information-sharing
community with improved threat visibility, alert notifications, and incident sharing in a trusted
environment delivered to you via email and mobile apps. Contact membership@h-isac.org for
access to Cyware.

For Questions or Comments: Please email us at toc@h-isac.org




