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• Hive Ransomware Overview

• Legitimate Applications and Closed Source Code

• Hive Ransomware Attacks

• Hive Ransomware Activity Targeting the U.S. HPH

• Hive Tactics, Techniques, and Procedures (TTPs)

• Mitigations

Non-Technical: Managerial, strategic and high-
level (general audience)

Technical: Tactical / IOCs; requiring in-depth 
knowledge (sysadmins, IRT)

Slides Key:
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• First observed in June 2021

• According to the Federal Bureau of Investigation (FBI), it “likely operates as an affiliate-based ransomware”  

• Double extortion ransomware

• Human-operated attacks

• Uses legitimate commercial applications 

• Utilizes their own closed-source ransomware (complied for both 32-bit and 64-bit machines)

• Possible Russian-speaking actors

Hive Ransomware Overview

Additional information can be found in the 
August 25, 2021 FBI report, TLP: WHITE 

Flash Alert (MU-000150-MW) Indicators of 
Compromise Associated with Hive 

Ransomware
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Legitimate Commercial Applications Used by Hive

• Cobalt Strike

• ConnectWise

• ADrecon

Closed Source Code Hive Ransomware

• Written in Go programming language

• Compiled in UPX

• Windows specific

Legitimate Applications and Closed Source Code
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Initial Access

• Phishing Emails 

• Remote Desktop Protocols

First Hive Actions 

• Attempts to dump 
credentials

• Cache cleartext credential 
data

• ADrecon (legitimate 
commercial software) used 
to “map, traverse, and 
enumerate” the Active 
Directory (AD) environment

Hive Ransomware Attacks
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Hive Payload Executes

• Terminates:
o Computer backup and restore
o Antivirus and antispyware
o File copying

• Identifies and stops the following services:
o Database (sql, oracle, postgres, redis)
o Backup (bmr, vss)
o Protocol (sstp)

• Processes are terminated:
o mspub and msdesktop

• “hive.bat” and “shadow.bat”  Encryption 
Process Begins

o Excluding the C:\Windows” drive

Hive Ransomware Attacks – 2
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Hive Portal

• Ransom note

• Unique credentials given to victim

• 2–6 days for payment; if not, data is leaked to HiveLeaks

Hive Ransomware Attacks – 3
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Hive Ransomware Activity Targeting the U.S. HPH
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Results of the attacks for patient services

• Canceled surgeries, diversion of ambulances, and closed urgent care units

Information Stolen

• 62–400 GB of information/data related to:
o Medical records/care
o Financial documents
o Proprietary company work
o Insurance forms, court documents
o General work product, passwords
o Employees’ PII
o Confidential clients’ names

Hive Ransomware Activity Targeting the U.S. HPH (cont.)

Victim Name Here
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Hive Tactics, Techniques, and Procedures (TTPs)
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General efforts to help prevent ransomware attacks include:
• Maintain offline, encrypted backups of data and regularly test your backups.
• Create, maintain, and exercise a basic cyber incident response plan, resiliency plan, and associated 

communications plan.
• Mitigate internet-facing vulnerabilities and misconfigurations.
• Reduce the risk of phishing emails from reaching end users.
• Practice good cyber hygiene.

CISA ransomware tips: 
https://www.cisa.gov/sites/default/files/publications/CISA_Fact_SheetProtecting_Sensitive_and_Personal_Infor
mation_from_Ransomware-Caused_Data_Breaches-508C.pdf

Specific Mitigations/Detections for Hive Ransomware
• Remove applications not deemed necessary for day-to-day operations
• Abnormal termination of the bmr, sql, oracle, postgres, redis, vss, backup, and sst services
• Abnormal termination of the mspub and msdesktop processes
• Log monitoring

Mitigations/Detections

https://www.cisa.gov/sites/default/files/publications/CISA_Fact_SheetProtecting_Sensitive_and_Personal_Information_from_Ransomware-Caused_Data_Breaches-508C.pdf
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Questions

Upcoming Briefs

• 11/4 – Cobalt Strike vs the Health Sector 
Requests for Information

Need information on a specific cybersecurity 
topic? Send your request for information 
(RFI) to HC3@HHS.GOV.

Product Evaluations

Recipients of this and other Healthcare Sector 
Cybersecurity Coordination Center (HC3) Threat 
Intelligence products are highly encouraged to provide 
feedback. If you wish to provide feedback, please 
complete the HC3 Customer Feedback Survey. 

Disclaimer 

These recommendations are advisory and are 
not to be considered as Federal directives or 
standards. Representatives should review and 
apply the guidance based on their own 
requirements and discretion. HHS does not 
endorse any specific person, entity, product, 
service, or enterprise.

mailto:HC3@HHS.GOV
https://www.surveymonkey.com/r/HC3survey
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About Us

HC3 works with private and public sector partners to improve cybersecurity 
throughout the Healthcare and Public Health (HPH) Sector

Sector & Victim Notifications White Papers
Direct communications to victims or 
potential victims of compromises, 
vulnerable equipment or PII/PHI theft, 
as well as general notifications to the 
HPH about current impacting threats 
via the HHS OIG.

Document that provides in-depth 
information on a cybersecurity topic to 
increase comprehensive situational 
awareness and provide risk 
recommendations to a wide audience.

Threat Briefings & Webinar
Briefing presentations that provide 
actionable information on health sector 
cybersecurity threats and mitigations. 
Analysts present current cybersecurity 
topics, engage in discussions with 
participants on current threats, and 
highlight best practices and mitigation 
tactics. 

Need information on a specific cybersecurity topic, or want to join our Listserv? Send your request for information (RFI) to 
HC3@HHS.GOV,or visit us at www.HHS.Gov/HC3.

Products

mailto:HC3@HHS.GOV
http://www.hhs.gov/HC3


Contact

www.HHS.GOV/HC3 HC3@HHS.GOV


	Hive Ransomware
	Agenda
	Hive Ransomware Overview
	Legitimate Applications and Closed Source Code
	Hive Ransomware Attacks
	Hive Ransomware Attacks – 2
	Hive Ransomware Attacks – 3
	Slide Number 8
	Slide Number 9
	Hive Tactics, Techniques, and Procedures (TTPs)
	Slide Number 11
	Slide Number 12
	References
	References (cont.)
	Slide Number 15
	Questions
	About Us
	Slide Number 18

