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Common Attack Points for a Healthcare Organization

Image source: Wall Street Journal
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Cyberattacks – Initial Penetration

How does a cyberattack begin? How is 
infrastructure initially penetrated?

• The attack vector

What are the more common types of attack vectors?

• Phishing – A social engineering attack using a 
fake e-mail, often with a theme, to elicit 
interaction (clicking a link or opening an 
attachment) to deposit malware on the target 
system.

• Remote Desktop Protocol (RDP) – RDP is a 
protocol that is used for legitimate administrative 
access to a network. It is often exploited by 
cyberattackers.

• Software/application/hardware vulnerabilities
– New vulnerabilities are constantly being 
discovered and patched. They are also exploited 
before they are patched.

• Watering hole attacks (poisoned websites) –
Malicious websites can contain malware which is 
deposited on the system of anyone who surfs to 
the website.
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Phishing example: COVID-19 theme

Cares Act (COVID-19 relief bill) payroll lure:
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Phishing example: COVID-19 theme, Part 2
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Ransomware – What is it?

What is the purpose of ransomware?

• Used by cybercriminals as a form of a denial-of-
service attack

• Demands cryptocurrency payment in return for 
restoration of access

How does ransomware work?

1. Attack vector (usually phishing or Remote 
Desktop Protocol compromise)

2. Victim system reaches out to command-and-
control server to download ransomware

3. Ransomware is executed on victim system(s)

4. Ransom note is left on victim system

Some ransomware operators will conduct 
reconnaissance and move laterally to other systems to 
maximize the number of targets they can encrypt

Double extortion has become common
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Example Ransom Note

Ransom note with standard elements found in most ransomware notes:
•

Notification of attack

Futility of non-cooperation

Justification for trust

Instructions
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Communications between victim and ransomware operators

Ransom portal login
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Communications between victim and ransomware operators, part 2

Portal to upload files to test decryption
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Communications between victim and ransomware operators, part 3

Ransom portal landing page
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Communications between victim and ransomware operators, part 4

Negotiation

Payment and invoice

Delivery of decryptor
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A Snapshot of Healthcare Cybersecurity in 2020

What did 2020 look like for healthcare cybersecurity?

• VMWare/Carbon Black: 
o 239.4 million cyberattacks attempted in 2020
o Average of 816 attempted attacks per healthcare endpoint

o 9,851% increase from 2019
o Between January and February: 51% increase
o Increased throughout year

o Peaked September/October at 87% increase

• Emsisoft Ransomware statistics for 2020
o 560 healthcare organizations impacted

• Wall Street Journal (HHS): ~1M healthcare records breached each month last year
o One breached service provider is estimated to be responsible for ~10M breached records

• Tenable: 102 million healthcare records breached last year

• Patient in Germany died when being re-routed to another healthcare facility during ransomware attack

• Ransomware-as-a-service became standardized; Double extortion became popular

• Comparitech: Ransomware cost healthcare $21 billion last year

• COVID-19 themed cyberattacks began along with the pandemic “Another banner year for 
cybercriminals” - Emsisoft
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A Snapshot of Healthcare Cybersecurity in 2020, Part 2

2020
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A Snapshot of Healthcare Cybersecurity in 2020, Part 3
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A Snapshot of Healthcare Cybersecurity in 2020, Part 4

Big game hunting:



17

• In addition to ransomware attacks, data breaches are the other major plague to healthcare in cyberspace 
o These two attacks are often combined

• Ransomware attacks were responsible for almost 50% of all healthcare data breaches in 2020
o 19 leakers/sites double extortion

• Healthcare is the most targeted sector for data breaches.

• CI Security 2020 data:
• 630+ total healthcare organizational breaches
• 29 million healthcare records breached 

A Snapshot of Healthcare Cybersecurity in 2020, Part 5
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A Snapshot of Healthcare Cybersecurity in 2020, Part 6
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A Snapshot of Healthcare Cybersecurity in 2020, Part 7

“…the COVID-19 pandemic provides criminal opportunities on a scale 
likely to dwarf anything seen before. The speed at which criminals are 

devising and executing their schemes is truly breathtaking.”

- Michael D’Ambrosio, Head of the U.S. Secret Service Office of 
Investigations

Terry Wade, lead of the Federal Bureau of Investigation Criminal, Cyber, 
Response and Services Branch.

WashingtonPost.com, April 14, 2020

"...the risk to this sector will be 
elevated throughout this crisis." 

- FireEye, as part of an analysis of 
cyber threats to the healthcare 
industry during the coronavirus 

pandemic
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A Snapshot of Healthcare Cybersecurity in 2020, Part 8
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Coronavirus-themed phishing trends: 
8X increase in Coronavirus related phishing from Jan. to Feb., and again from Feb. to Mar.
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A Snapshot of Healthcare Cybersecurity in 2020, Part 9

• In many cases, these domains 
will host malware. The attack 
vector can be any number of 
options, such as phishing, 
watering-hole attacks and 
typosquatting.

• According to Checkpoint, new 
coronavirus-related domains 
are being registered at very 
high rates, and many of them 
are malicious.

o Over 4,000 coronavirus-
related domains 
registered in January and 
February 2020.

o Coronavirus-themed 
domains are 50% more 
likely to be malicious 
compared to other 
domains.

o Over 6,000 coronavirus-
related domains were 
registered in the third 
week of March 2020.
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A Snapshot of Healthcare Cybersecurity in 2020, Part 10

Coronavirus-themed campaign volume (Jan – July 2020):

Proof Point report: https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf

https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf
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A Snapshot of Healthcare Cybersecurity in 2020, Part 11

As the coronavirus/COVID-19 pandemic spread, several real-time infection maps were created:

• Johns Hopkins University
o https://coronavirus.jhu.edu/map.html

• World Health Organization
o https://who.sprinklr.com/

• Kaiser Family Foundation
o https://www.kff.org/global-health-policy/fact-sheet/coronavirus-tracker/

• HealthMap
o https://www.healthmap.org/covid-19/

• SharedGe0
o https://uscovid-19map.org/

• Microsoft Bing:
o https://www.bing.com/covid

• University of Washington
o https://hgis.uw.edu/virus/

https://coronavirus.jhu.edu/map.html
https://who.sprinklr.com/
https://www.kff.org/global-health-policy/fact-sheet/coronavirus-tracker/
https://www.healthmap.org/covid-19/
https://uscovid-19map.org/
https://www.bing.com/covid
https://hgis.uw.edu/virus/
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A Snapshot of Healthcare Cybersecurity in 2020, Part 12

Cloned portal mimicking an insurer:

Proof Point report: https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf

https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf
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Basic Access Control Theory

Access control: Security features that govern how users, applications and processes access information or a 
resource

Three security principles for any type of security control:

• Confidentiality – Ensuring information is not disclosed to unauthorized individuals,

applications or processes

• Availability – Ensuring information and resources are available to authorized

users, applications or processes in a timely manner

• Integrity – Ensuring that information is accurate and complete and not modified

in any unauthorized manner

Conceptual components:

• Subject – An entity that requests access to an object

• Object – A passive entity that contains either information or functionality

• Access – the flow of information or the granting of functionality from an object to a subject
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Access Control Models

Five types of access control:

• Discretionary Access Control (DAC) – Resource owner can 
decide who has access to the resource

• Example: Access granted to SharePoint site granted by project manager

• Mandatory Access Control (MAC) – Access is granted based 
on sensitivity-based labeling system

• Example: Access to classified Information is limited based on clearance and 
need-to-know

• Role-Based Access Control (RBAC) – Access granted based 
on defined role within organization.

• Example: All accountants have access to financial database

• Rule-Based Access Control (RB-RBAC) – Built on RBAC, pre-
defined rules grant access to a resource

• Example: You must be a doctor and only during 9AM to 5PM can you access 
patient records

• Attribute-Based Access Control (ABAC) – Attributes (subject, 
objects, actions, context, etc…) determine access

• Example: If a visitor wants to enter the building from 10PM to 6AM, they must 
first check in at the front desk to get a visitor badge and then they may only be 
allowed in if they have an employee escort them in
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Physical Access Control for Healthcare Organizations

What is to be protected?

• People
• Employees
• Infants
• Elderly
• Patients

• Medicine/drugs
• Controlled medications 

• Technology
• Networks
• Systems

• Data
• Patient records
• Employee records
• Intellectual property 

What physical access controls protect these assets?

• Physical barriers/protection
• Fences, gates, ports
• Guards/security
• Secure doors
• Digital locks
• Vaults/safes

• Surveillance
• Live video cameras

• Alarm systems
• Detecting people in unauthorized areas and/or at unauthorized 

times

Telehealth and telemedicine can not be covered by most of these? Why? 

Limitations on technology and authority.

Most important takeaway: While physical access control is critically important to healthcare, 
the greatest cyberthreats to healthcare are not mitigated by physical solutions 
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CISA: Vaccine Distribution Physical Security Guidance

Source: https://www.cisa.gov/sites/default/files/publications/COVID-19_Vaccine_Distribution_Physical_Security_Measures_508.pdf

https://www.cisa.gov/sites/default/files/publications/COVID-19_Vaccine_Distribution_Physical_Security_Measures_508.pdf
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CISA: Physical Security for Covid-19 Vaccine Points of Distribution Guidance (1 of 2)

Source: https://www.cisa.gov/sites/default/files/publications/POD%20Physical%20Security%20Action%20Guide_508.pdf

https://www.cisa.gov/sites/default/files/publications/POD%20Physical%20Security%20Action%20Guide_508.pdf
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CISA: Physical Security for Covid-19 Vaccine Points of Distribution Guidance (2 of 2)

Source: https://www.cisa.gov/sites/default/files/publications/POD%20Physical%20Security%20Action%20Guide_508.pdf

https://www.cisa.gov/sites/default/files/publications/POD%20Physical%20Security%20Action%20Guide_508.pdf
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Case Study: Miltenyi Biotech attacked with ransomware

Miltenyi Biotec, a global biotechnology and clinical research company headquartered in Cologne, Germany, 
was attacked with ransomware in October 2020

• They provide products and services that support scientists, clinical researchers, and physicians across 
basic and translational research, and clinical applications

• They offer solutions covering techniques of sample preparation, cell separation, cell sorting, flow cytometry, 
cell culture, molecular analysis, clinical applications and small animal imaging

• They employee 2500 people across 28 countries and offer over 17,000 products

• Working on the development of covid vaccine research among other things

• IT infrastructure spans 73 countries

• Breach was discovered to have began back in July 2020

• Confirmed data was leaked

• Mount Locker claims they stole 150GB of data, they posted 5% online in early November

• Operational disruption: “there have been isolated cases where order processing was impaired by malware 
in parts of our global IT infrastructure,”

• E-mail and phones down for several weeks
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Case Study: Biotech firm attacked with ransomware

American biotech firm, whose cold-storage capabilities are integral to Covid-19 vaccine distribution, was 
attacked with ransomware in November 2020

• 100-year old company that manages 183 warehouses worldwide and has approximately 13,000 employees

• Operations were impacted including phone systems, email, inventory management, and order fulfillment

• They shut down systems to prevent the spread of the attack

• The company filed an 8-K report with the Securities and Exchange Commission on November 16, 2020
• "determined that its computer network was affected by a cybersecurity incident" an " took immediate 

steps to help contain the incident and implemented business continuity plans, where appropriate, to 
continue ongoing operations“
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Case Study: Biotech firm attacked with ransomware

American biotech firm that designs and manufactures gene sequencing technology was attacked with 
ransomware in March of 2020

• The company is part of an international alliance that is sequencing cells from recovered COVID-19 patients 
to understand possible treatments 

• The ransomware group that attacked them was Revil/Sodinokibi

• Company usernames, an employee database, internal password policies and domain information were 
posted on a leak site as proof of compromise

• The company filed an 8-K report with the Securities and Exchange Commission on November 16, 2020
• They reported no material day-to-day impact on operations
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Compromise of Video Security Company

Cyberattack on American video surveillance company provides hackers with access to live feeds from schools, 
personal residences, workplaces, prisons and hospitals for two days in March of 2021

• The company sells cameras and AI-driven face and object recognition technology

• Hackers tracked down to Switzerland, not financially motivated or associated with any state
• Justified attacks: "lots of curiosity, fighting for freedom of information and against intellectual property, 

a huge dose of anti-capitalism, a hint of anarchism — and it's also just too much fun not to do it.“

• The compromise was caused by credentials posted on the public Internet
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What to Do About These Threats?

Resources:
• MIT Sloan: Cybersecurity Management in Pharmaceutical ad Biotechnology Industries

https://jalali.mit.edu/sites/default/files/documents/Cybersecurity_Management_Pharma_Biotech.pdf
• Health Care Industry Cybersecurity Task Force Resource Catalog

https://www.phe.gov/Preparedness/planning/CyberTF/Documents/hccs-tf-resource-catalog.pdf
• Health Industry Cybersecurity Supply Chain Risk Management Guide (HIC-SCRiM)

https://healthsectorcouncil.org/hic-scrim-v2/
• Health Industry Cybersecurity Protection of Innovation Capital (HIC-PIC)

https://healthsectorcouncil.org/hic-pic/
• Medical Device and Health IT Joint Security Plan

https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf
• Joint Cybersecurity Advisory - Ransomware Activity Targeting the Healthcare and Public Health 

Sector
https://us-cert.cisa.gov/sites/default/files/publications/AA20-
302A_Ransomware%20_Activity_Targeting_the_Healthcare_and_Public_Health_Sector.pdf

• Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients
https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf

• FBI – Ransomware
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware

• HHS: FAQs on Telehealth and HIPAA during the COVID-19 nationwide public health emergency
https://www.hhs.gov/sites/default/files/telehealth-faqs-508.pdf

• Must-Have Telehealth, Remote Work Privacy and Security for COVID-19
https://healthitsecurity.com/news/must-have-telehealth-remote-work-privacy-and-security-for-covid-19

https://jalali.mit.edu/sites/default/files/documents/Cybersecurity_Management_Pharma_Biotech.pdf
https://www.phe.gov/Preparedness/planning/CyberTF/Documents/hccs-tf-resource-catalog.pdf
https://healthsectorcouncil.org/hic-scrim-v2/
https://healthsectorcouncil.org/hic-pic/
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf
https://us-cert.cisa.gov/sites/default/files/publications/AA20-302A_Ransomware%20_Activity_Targeting_the_Healthcare_and_Public_Health_Sector.pdf
https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware
https://www.hhs.gov/sites/default/files/telehealth-faqs-508.pdf
https://healthitsecurity.com/news/must-have-telehealth-remote-work-privacy-and-security-for-covid-19
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ProofPoint 2020 Healthcare Threat Landscape report
https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf

2020 MID-YEAR Horizon Report The State of Cybersecurity in Healthcare
https://fortifiedhealthsecurity.com/wp-content/uploads/2020/07/Fortified-2020-Mid-Year-Horizon-Report-Digital.pdf

The State of Healthcare Cybersecurity: VMware Carbon Black Explores the Surge in Cyber Threats
https://www.carbonblack.com/blog/the-state-of-healthcare-cybersecurity/

Hospitals Suffer New Wave of Hacking Attempts 
https://www.wsj.com/articles/hospitals-suffer-new-wave-of-hacking-attempts-11612261802 v

VMWare Carbon Black Explores the State of Healthcare Cybersecurity in 2020
https://www.hipaajournal.com/vmware-carbon-black-explores-the-state-of-healthcare-cybersecurity-in-2020/

The State of Ransomware in the US: Report and Statistics 2020
https://blog.emsisoft.com/en/37314/the-state-of-ransomware-in-the-us-report-and-statistics-2020/

70% Ransomware Attacks Cause Data Exfiltration; Phishing Top Entry Point
https://healthitsecurity.com/news/70-ransomware-attacks-cause-data-exfiltration-phishing-top-entry-point

Top Healthcare Cybersecurity Resources from NIST, HHS, OCR, HSCC
https://healthitsecurity.com/news/top-healthcare-cybersecurity-resources-from-nist-hhs-ocr-hscc

ESET Threat Report Q4 2020
https://www.welivesecurity.com/wp-content/uploads/2021/02/ESET_Threat_Report_Q42020.pdf

Fueled by Profits, Ransomware Persists in New Year
https://www.bankinfosecurity.com/fueled-by-profits-ransomware-persists-in-new-year-a-15818

References

https://www.proofpoint.com/sites/default/files/e-books/pfpt-us-tr-healthcare-report.pdf
https://fortifiedhealthsecurity.com/wp-content/uploads/2020/07/Fortified-2020-Mid-Year-Horizon-Report-Digital.pdf
https://www.carbonblack.com/blog/the-state-of-healthcare-cybersecurity/
https://www.wsj.com/articles/hospitals-suffer-new-wave-of-hacking-attempts-11612261802
https://www.hipaajournal.com/vmware-carbon-black-explores-the-state-of-healthcare-cybersecurity-in-2020/
https://blog.emsisoft.com/en/37314/the-state-of-ransomware-in-the-us-report-and-statistics-2020/
https://healthitsecurity.com/news/70-ransomware-attacks-cause-data-exfiltration-phishing-top-entry-point
https://healthitsecurity.com/news/top-healthcare-cybersecurity-resources-from-nist-hhs-ocr-hscc
https://www.welivesecurity.com/wp-content/uploads/2021/02/ESET_Threat_Report_Q42020.pdf
https://www.bankinfosecurity.com/fueled-by-profits-ransomware-persists-in-new-year-a-15818
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Tenable 2020 Threat Landscape Retrospective
https://static.tenable.com/marketing/research-reports/Research-%20Report-Threat_Landscape_2020.pdf

Ransomware tactics are changing up a gear in 2021
https://techhq.com/2021/01/ransomware-tactics-are-changing-up-a-gear-in-2021/

Ransomware Demands continue to rise as Data Exfiltration becomes common, and Maze subdues
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report

Ransomware Payments Fall as Fewer Companies Pay Data Exfiltration Extortion Demands
https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020

Ransomware attacks on healthcare organizations cost nearly $21B last year, study finds
https://www.beckershospitalreview.com/cybersecurity/ransomware-attacks-on-healthcare-organizations-cost-
nearly-21b-last-year-study-finds.html

Over 102 million healthcare records exposed by cyber attacks In 2020
https://gulfnews.com/business/company-releases/over-102-million-healthcare-records-exposed-by-cyber-attacks-
in-2020-1.1615747723170

Biotech research firm Miltenyi Biotec hit by ransomware, data leaked
https://www.bleepingcomputer.com/news/security/biotech-research-firm-miltenyi-biotec-hit-by-ransomware-data-
leaked/

Hackers Hit COVID-19 Biotech Firm, Cold Storage Giant with Cyberattacks
https://healthitsecurity.com/news/hackers-hit-covid-19-biotech-firm-cold-storage-giant-with-cyberattacks

Food-Supply Giant Americold Admits Cyberattack
https://threatpost.com/food-supply-americold-cyberattack/161402/

References

https://static.tenable.com/marketing/research-reports/Research-%20Report-Threat_Landscape_2020.pdf
https://techhq.com/2021/01/ransomware-tactics-are-changing-up-a-gear-in-2021/
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://www.beckershospitalreview.com/cybersecurity/ransomware-attacks-on-healthcare-organizations-cost-nearly-21b-last-year-study-finds.html
https://gulfnews.com/business/company-releases/over-102-million-healthcare-records-exposed-by-cyber-attacks-in-2020-1.1615747723170
https://www.bleepingcomputer.com/news/security/biotech-research-firm-miltenyi-biotec-hit-by-ransomware-data-leaked/
https://healthitsecurity.com/news/hackers-hit-covid-19-biotech-firm-cold-storage-giant-with-cyberattacks
https://threatpost.com/food-supply-americold-cyberattack/161402/
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UNITED STATES SECURITIES AND EXCHANGE COMMISSION 8-K - November 16, 2020
https://www.sec.gov/ix?doc=/Archives/edgar/data/1455863/000119312520294943/d62059d8k.htm

Ransomware strikes biotech firm researching possible COVID-19 treatments
https://www.cyberscoop.com/covid-19-ransomware-10x-genomics-data-breach/

UNITED STATES SECURITIES AND EXCHANGE COMMISSION 8-K: April 1, 2020
https://www.sec.gov/Archives/edgar/data/1770787/000119312520094606/d913176d8k.htm

Another COVID-19 Research Firm Targeted by Ransomware Attack
https://healthitsecurity.com/news/another-covid-19-research-firm-targeted-by-ransomware-attack

Swiss Police Raid Apartment of Verkada Hacker, Seize Devices
https://www.bloomberg.com/news/articles/2021-03-12/swiss-police-raid-apartment-of-verkada-hacker-seize-
devices?sref=P6Q0mxvj

Security camera hack exposes live feeds from hospitals, workplaces and schools
https://www.localsyr.com/news/security-camera-hack-exposes-live-feeds-from-hospitals-workplaces-and-schools/

'It's too much fun not to': Hacker who exposed US hospitals' security cameras on inspiration behind attack 
https://www.beckershospitalreview.com/cybersecurity/it-s-too-much-fun-not-to-hacker-who-exposed-us-hospitals-
security-cameras-on-inspiration-behind-attack.html

Verkada Data Breach Exposes Feeds of 150,000 Security Cameras; Targets Include Health Care Facilities, 
Schools, Police Stations and a Tesla Plant
https://www.cpomagazine.com/cyber-security/verkada-data-breach-exposes-feeds-of-150000-security-cameras-
targets-include-health-care-facilities-schools-police-stations-and-a-tesla-plant/

References

https://www.sec.gov/ix?doc=/Archives/edgar/data/1455863/000119312520294943/d62059d8k.htm
https://www.cyberscoop.com/covid-19-ransomware-10x-genomics-data-breach/
https://www.sec.gov/Archives/edgar/data/1770787/000119312520094606/d913176d8k.htm
https://healthitsecurity.com/news/another-covid-19-research-firm-targeted-by-ransomware-attack
https://www.bloomberg.com/news/articles/2021-03-12/swiss-police-raid-apartment-of-verkada-hacker-seize-devices?sref=P6Q0mxvj
https://www.localsyr.com/news/security-camera-hack-exposes-live-feeds-from-hospitals-workplaces-and-schools/
https://www.beckershospitalreview.com/cybersecurity/it-s-too-much-fun-not-to-hacker-who-exposed-us-hospitals-security-cameras-on-inspiration-behind-attack.html
https://www.cpomagazine.com/cyber-security/verkada-data-breach-exposes-feeds-of-150000-security-cameras-targets-include-health-care-facilities-schools-police-stations-and-a-tesla-plant/
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Questions

Upcoming Briefs

• North Korean Cyber Espionage Campaigns 
Targeting the HPH Sector (3/25)

• New briefing structure beginning 4/8
o Keep an eye out for the registration 

invite soon!

Requests for Information

Need information on a specific cybersecurity 
topic? Send your request for information 
(RFI) to HC3@HHS.GOV, or call us Monday-
Friday between 9am-5pm (EST), at (202) 
691-2110.

Product Evaluations

Recipients of this and other Healthcare Sector 
Cybersecurity Coordination Center (HC3) Threat 
Intelligence products are highly encouraged to 
provide feedback. If you wish to provide feedback 
please complete the HC3 Customer Feedback 
Survey. 

Disclaimer 

These recommendations are advisory and are 
not to be considered as Federal directives or 
standards. Representatives should review and 
apply the guidance based on their own 
requirements and discretion. HHS does not 
endorse any specific person, entity, product, 
service, or enterprise.

mailto:HC3@HHS.GOV
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Health Sector Cybersecurity Coordination Center (HC3) Background

HC3 works with private and public sector partners to improve cybersecurity 
throughout the Healthcare and Public Health (HPH) Sector

Sector & Victim Notifications White Papers

Directs communications to victims or 
potential victims of compromises, 
vulnerable equipment, or PII/PHI theft, 
and general notifications to the HPH 
about currently impacting threats via the 
HHS OIG.

Document that provides in-depth 
information on a cybersecurity topic to 
increase comprehensive situational 
awareness and provide risk 
recommendations to a wide audience.

Threat Briefings & Webinar
Briefing document and presentation that 
provides actionable information on health 
sector cybersecurity threats and 
mitigations.  Analysts present current 
cybersecurity topics, engage in 
discussions with participants on current 
threats, and highlight best practices and 
mitigation tactics. 

Need information on a specific cybersecurity topic, or want to join our Listserv? Send your request for information (RFI) to 
HC3@HHS.GOV, or call us Monday-Friday between 9am-5pm (EST) at 202-691-2110.

Products

mailto:HC3@HHS.GOV


? Questions



Contact

Health Sector Cybersecurity 
Coordination Center (HC3) 202-691-2110 HC3@HHS.GOV
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