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Introduction
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According to the Homeland Security Systems Engineering & Development Institute:

• “Cyber threat modeling is the process of developing and applying a representation of adversarial threats 
(sources, scenarios, and specific events) in cyberspace.” 

• Such threats can target or affect a:
• Device
• Application
• System
• Network
• Mission
• Business Function
• Organization
• Region
• Critical infrastructure Sector

Cyber Threat Modeling
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Cyber Threat Modeling (cont.)
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Source: CISA



6

• MITRE ATT&CK® (Adversarial Tactics, Techniques & Common Knowledge) is a globally-accessible 
knowledge base of adversary tactics and techniques based on real-world observations. 

• The ATT&CK knowledge base is used as a foundation for the development of specific threat models 
and methodologies in the private sector, in government, and in the cybersecurity product and service 
community.

Mitre ATT&CK® Framework
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Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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https://attack.mitre.org/

Source: Mitre

https://attack.mitre.org/
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Mitre ATT&CK® Framework (cont.)
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• Matrices
• Detail adversary Tactics and Techniques  

• Tactics
• Threat actor’s tactical objective for performing an action

• Techniques
• How a threat actor achieves a tactical objective 

• Mitigations
• Actions taken to prevent successful execution of a technique

• Groups
• Threat Actors

• Software
• Software used by Threat Actors

• Resources
• Miscellaneous information regarding the ATT&CK Framework

• Blog
• Running blog by Mitre on the ATT&CK Framework

• Contribute
• Ways to contribute to improving the ATT&CK Framework
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Mitre ATT&CK® Framework (cont.)
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Lockheed Martin Cyber Kill Chain®

Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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• Tactics – 12 

Source: Mitre
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Mitre ATT&CK® Framework (cont.)

TLP: WHITE, ID# 202007231030

• Techniques – 156
• Sub-Techniques – 272

Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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• Mitigations – 41

Source: Mitre



13

Mitre ATT&CK® Framework (cont.)
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• Groups – 107

Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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• Software – 477

Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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• Resources

Source: Mitre
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Mitre ATT&CK® Framework (cont.)

TLP: WHITE, ID# 202007231030

• Blog

Source: Mitre
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Mitre ATT&CK® Framework (cont.)

TLP: WHITE, ID# 202007231030

• Contribute

Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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Source: Mitre
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Mitre ATT&CK® Framework (cont.)
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Mitre ATT&CK® Framework (cont.)
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Specific Threats to the HPH
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Name Associated Groups Description

APT41
APT41 is a group that carries out Chinese state-sponsored espionage activity in addition to financially motivated 
activity. APT41 has been active since as early as 2012. The group has been observed targeting healthcare, telecom, 
technology, and video game industries in 14 countries.

Deep Panda
Shell Crew, WebMasters, 
KungFu Kittens, PinkPanther, 
Black Vine

Deep Panda is a suspected Chinese threat group known to target many industries, including government, defense, financial, 
and telecommunications. The intrusion into healthcare company Anthem has been attributed to Deep Panda. This group is 
also known as Shell Crew, WebMasters, KungFu Kittens, and PinkPanther. Deep Panda also appears to be known as Black 
Vine based on the attribution of both group names to the Anthem intrusion. Some analysts track Deep Panda and APT19 as 
the same group, but it is unclear from open source information if the groups are the same.

FIN4
FIN4 is a financially-motivated threat group that has targeted confidential information related to the public financial market, 
particularly regarding healthcare and pharmaceutical companies, since at least 2013. FIN4 is unique in that they do not infect 
victims with typical persistent malware, but rather they focus on capturing credentials authorized to access email and other 
non-public correspondence.

menuPass Stone Panda, APT10, Red 
Apollo, CVNX, HOGFISH

menuPass is a threat group that appears to originate from China and has been active since approximately 2009. The group 
has targeted healthcare, defense, aerospace, and government sectors, and has targeted Japanese victims since at least 
2014. In 2016 and 2017, the group targeted managed IT service providers, manufacturing and mining companies, and a 
university.

Orangeworm Orangeworm is a group that has targeted organizations in the healthcare sector in the United States, Europe, and Asia since 
at least 2015, likely for the purpose of corporate espionage.

Whitefly
Whitefly is a cyber espionage group that has been operating since at least 2017. The group has targeted organizations 
based mostly in Singapore across a wide variety of sectors, and is primarily interested in stealing large amounts of sensitive 
information. The group has been linked to an attack against Singapore’s largest public health organization, SingHealth.

Tropic 
Trooper Pirate Panda, KeyBoy

Tropic Trooper is an unaffiliated threat group that has led targeted campaigns against targets in Taiwan, the Philippines, and 
Hong Kong. Tropic Trooper focuses on targeting government, healthcare, transportation, and high-tech industries and has 
been active since 2011.

• Navigate to “Groups”
• Ctrl+F
• Search for “health”
• Seven Groups are identified
• Four Groups with US HPH focus
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Specific Threats to the HPH (cont.)
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Specific Threats to the HPH (cont.)
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Threat Modeling with ATT&CK® 
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Threat Modeling with ATT&CK® (cont.)
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Threat Modeling with ATT&CK® (cont.)
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Threat Modeling with ATT&CK® (cont.)
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3 Techniques Listed
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Threat Modeling with ATT&CK® (cont.)
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3 Techniques Listed

Introduction to ATT&CK Navigator
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Conclusion
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• Mitre ATT&CK
• https://attack.mitre.org/

• Cyber Threat Modeling: Survey, Assessment, and Representative Framework
• https://www.mitre.org/sites/default/files/publications/pr_18-1174-ngci-cyber-threat-modeling.pdf

• Mitre ATT&CK Blog
• https://medium.com/mitre-attack

• Introduction to ATT&CK Navigator
• https://www.youtube.com/watch?v=pcclNdwG8Vs&feature=youtu.be

• Critical Infrastructure Sectors – Healthcare and Public Health Sector
• https://www.cisa.gov/healthcare-and-public-health-sector

References
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Questions

Upcoming Briefs
• Cybercrime and the Healthcare Industry (7/30)
• Cybersecurity Maturity Models (8/6)

Product Evaluations
Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence products 
are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information
Need information on a specific cybersecurity topic? Send your request for information (RFI) to HC3@HHS.GOV or call 
us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

TLP: WHITE, ID# 202007231030

mailto:HC3@HHS.GOV
mailto:HC3@HHS.GOV
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About Us

HC3 works with private and public sector 
partners to improve cybersecurity throughout 
the Healthcare and Public Health (HPH) Sector

Sector & Victim Notifications White Papers
Directed communications to victims or 
potential victims of compromises, vulnerable 
equipment or PII/PHI theft and general 
notifications to the HPH about currently 
impacting threats via the HHS OIG

Document that provides in-depth information 
on a cybersecurity topic to increase 
comprehensive situational awareness and 
provide risk recommendations to a wide 
audience.

Threat Briefings & Webinar
Briefing document and presentation that 
provides actionable information on health 
sector cybersecurity threats and mitigations.  
Analysts present current cybersecurity topics, 
engage in discussions with participants on 
current threats, and highlight best practices 
and mitigation tactics. 

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for 
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

Products
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Health Sector Cybersecurity 
Coordination Center (HC3)

(202) 691-2110 HC3@HHS.GOV
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