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Phishing Campaigns Demonstrate Importance of User Training and Awareness

Executive Summary

Most threat actors today continue to rely on phishing to compromise their targets. Using the various types of
phishing threat actors continue to evolve their tactics, techniques, and procedures (TTPs) to increase chances of
successful exploitation. HC3 has observed numerous high-profile attacks in the HPH sector in the past year and HC3
assesses that these trends will continue due to previous successful exploitation. Organizations need to be aware of
new trends and lures to ensure staff are properly vigilant against this threat.

Report
There are various types of phishing attacks that may be leveraged by threat actors. These include:

1)

Spear phishing: Spear phishing targets a specific group or type of individuals such as a company’s system
administrators or human resources department, for example.

Whaling: Whaling is an even more targeted type of phishing as it goes after the “whales,” or a company’s
CEO, CFO, CIO, or other high-level employee within a target industry or business.

Smishing: Smishing is an attack that uses text messaging or short message service (SMS) to get your
attention and lure individuals to click a link or unwittingly contact the threat actor.

Vishing: Vishing carries the same theme as all the other phishing attacks but is carried out over the phone
through a voice call. Hence the “v” rather than the “ph” in the name. Vishing may even leverage voice
changing software to sound more convincing and obscure the caller’s identity, often with a female voice.
Email phishing: Email phishing is the most common type of phishing, and it has been in use since the
1990s. Hackers may send these emails to any and all email addresses they can obtain and may leverage
personal information about the target individual to increase chances of successful exploitation.

HC3 has observed numerous high-profile phishing campaigns and successful attacks in the past year, with an uptick
of activity targeting the HPH sector. Some relevant threat activity observed by the HC3 includes the following:

In late June 2021, an infectious disease practice in the U.S. fell victim to an email security incident in which
a threat actor gained access to employee email accounts containing protected health information (PHI).

In May 2021, researchers identified a LinkedIn spearphishing campaign targeting individuals in the health
care sector to distribute malware and exfiltrate sensitive information.

In April 2021, a children’s hospital in Virginia fell victim to business email compromise (BEC) after a small
number of employees were compromised in a phishing attack, leading to a breach of patient information.

In late March 2021, individuals operating fake call centers were arrested in India for vishing campaigns that
targeted U.S citizens and impersonated tech support of various major U.S. tech companies—such as Apple,
McAfee, and Amazon—with VolP calling and caller ID spoofing. Government entities were also impersonated.
Also in March 2021, suspected Iranian hackers impersonated a well-known Israeli physicist as part of a
broader campaign to break into the email accounts of medical researchers in Israel and the U.S.

In late January 2021, the BazarLoader malware was observed being distributed by call centers in a malware
distribution campaign dubbed ‘BazarCall’ targeting medical professionals and healthcare entities.

In August 2020, Idaho nurses were targeted with a scam over the phone from a fake member of the state’s
nursing board telling her that her license had been suspended and then tried to extort $17,500 from her.
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How to Identify Phishing Attempts
e Suspicious emails claiming a free trial has ended for a service for which the recipient never signed up for.

o Unexpected emails containing only the name, address, and phone number of an unrecognized organization.
e Individuals asking callers to navigate to a website to cancel a subscription for which they did not sign up for.
e Emails from an email account with the name of a high-level individual in a known company, for example Tim

Cook at Apple.

Phone calls or emails pretending to be from a government entity, such as a Department of Health.

e Phishing attempts also come through social media platforms such as LinkedIn, Facebook and twitter. On
LinkedIn or other job hunting sites be weary of suspicious LinkedIn messages offering fake job offers or
illegitimate contact requests. Suspicious requests on personal social media sites such as requesting to
collaborate on research.

Figure 1 below is an example of a spear phishing message on LinkedIn from someone claiming to be a recruiter with
a fake job offer. Users should ask themselves whether a job offer is too good to be true and many fake jobs for
healthcare professionals offer the chance to work from home, which may not be realistic given the nature of the
work. You should check whether the company or recruiter is legitimate and never divulge personal information.
Additionally users should navigate to the company’s public website and use contact information provided there to
confirm the validity of the messages.

Dear Sir,

Collins Aerospace is a global aerospace and defense company
https://www.rockwellcollins.com

| saw your profile in Linkedin and then | like your enthusiasm.
We welcomes elites like you.

| want you to work in our company.

| should be very grateful if you would accept my request.
Contact us

Myron Womack
Human Resources Manager at Rockwell Collins
Washington D.C USA

Figure 1// A fake job offer sent via LinkedIn to employees at one of the targeted companies

Figure 1. Sample spear message on LinkedIn
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Additionally, be wary of messages claiming to be from social networking sites which are looking to confirm
information via email. The figure below shows a phishing attempt which looks to be from a company trying to
confirm information.

From: ZoomlInfo Notification [mailtonoreply@m.zoominfo-privacy.com)]
Sent: Thursday, May 6, 2021 4:19 FM
To: ar  ry@brown.edu

Subject: Notice of personal information processing. (This is not an advertisement)
ZoomlInfo Powered by DiscoverOrg
Personal Information Notice

This notice is to inform you of the collection, processing, and sale of certain personal information or personal data about
you ("personal information’). ZoomInfo is a provider of contact and business personal information regarding business
professionals for direct marketing purposes. Our customers are businesses trying to reach business professionals for

sales and marketing and recruiting. You can opt out of our database if you want to: the best way to do so is to visit our

Privacy Center at https://privacy.zoominfo.com, or send us an email at pri azoominfo.com. At the Privacy Center you

can also submit an access request or review our privacy policy. Please continue 1eac11ng below for more information

about the information we collect, how we gather it, and how it is used and shared.

Figure 2. Phishing email from ZoomiInfo stating Privacy Policy and notifying users of personal data that is collected.

Mitigations

e User training and awareness of new phishing campaigns targeting the HPH sector.

e Confirm receipt of an email from a known sender via a trusted communication method or contact.

e Secure VoIP servers and look for evidence of existing compromise (such as web shells for persistence).

e Block malicious domains and other indicators associated with campaigns, such as those mentioned above.

e Opt-out to remove your company data from data brokers such as Zoominfo as threat actors often leverage
this information when carrying out attacks and performing reconnaissance.

e Employee training on Operational Security (OPSEC) best practices to reduce personal information on public
personal and professional social media accounts such as LinkedIn that could be leveraged in social
engineering and spearphishing or whaling attacks.
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