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REVvil Overview

» Ransomware, first discovered by Cisco in April 2019

* Functional/technical similarities to GandCrab; likely at least
some of same operators

=) oleslw Juez @kvbNDtxLOkmIgRU - Oct 16, 2018 v
@coveware Hello, my name is Jameel, | am a Syrian father who lost both his
sons to the cruel war the country is going through
All'l have left of my children is the photos and videos | took of them before

» Operators known as Gold Southfield and Pinchy Spider

° “The Crown Pr|nce Of Ransomware” m:}%were mercilessly killed. And now GandCrab V5.0.3 has locked all of
« Do not target Commonwealth of Independent States (CIS) or R
Syria @ glasks Jua> v
 @kvbNDI OkmIgRU
+ Operate/maintain leak site They want 600 dollars to give me back my children,
. . . that's what they've done, they've taken my boys away
* Tactics, Technlques and Procedures (TTPS)' from me for a some filthy money. How can | pay them

o Leverages whitelists and blacklists for target file selection 600 dollars if | barely have enough money to put food
Ransomware-as-a-Service on the table for me and my wife?

Managed Service Provider (MSP) compromise
Big game hunting

Phishing (embedded macros, compressed JavaScript file,
executables), PowerShell, C2, RDP compromise,
compromised message forums, Cobalt Strike, software
vulnerabilities, exploit kits

1:55 AM - Oct 16, 2018 - Twitter Web Client

1 Retweet 29 Likes

>

O T Q

o O O O

» Distributed-denial-of-service attacks to increase pressure to pay

e Current status: Unknown
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History of GandCrab

» Origin: Revil/Sodinokibi is believed to have began as Gandcrab
o Initial operations in January 2018
Demanded payments in Dash cryptocurrency
Frequently/aggressively updated code; often communicated to and recruited affiliates via Exploit[.]in
Five major revisions to the code, many more minor updates

“...[E]asily the most rapacious and predatory malware of 2018 and well into 2019." — Brian Krebs,
cybersecurity journalist

o On May 31, 2019, they announced they were terminating the program

o O O O

“We ourselves have earned over US $150 million in one year. This money has been successfully
cashed out and invested in various legal projects, both online and offline ones. It has been a
pleasure to work with you. But, like we said, all things come to an end. We are getting a well-
deserved retirement. We are a living proof that you can do evil and get off scot-free. We have
proved that one can make a lifetime of money in one year. We have proved that you can become
number one by general admission, not in your own conceit.”
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History of GandCrab, Part 2

« They bragged of earning over English ~
$2 billion in extortion payouts
from victims; average weekly
project income was $2.5
million

What's the matter?

Your computer has been infected with candcrab ransomware .

All your files have been encrypted and you are not able to decrypt it by yourself.
o Kaspersky Lab estimated that To decrypt your files you have to buy candcrab decryptor
GandCrab accounted for half

of the global ransomware

The price is - 1850 vsp

market.

e GandCrab bragged that an What can | do to get my files back?
affiliate infected 27,031 victims You should buy our software Gandcrab pecrypeor . It will scan your PC, network
in a month, receiving $1 25,000 share, all connected devices and check for encrypted files and decrypt it. Current
in commissions price: 1890 usp . We accept cryptocurrency pass and Bitcoin

What guarantees can you give me?

To be sure we have the decryptor and it works you can use free decrype and
decrypt one file for free.
But this file must be an image, because images usually are not valuable,
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REVvil: A Continuation of GandCrab

What are the connections between REvil and GandCrab?
» According to Cisco, in April 2019 REvil actors deployed REVvil followed by Gandcrab in the same attack
» GandCrab operators “retire” a month later

» Cisco, SecureWorks and Brian Krebs all examined the GandCrab and REvil code, and have publicly
stated they believe the same group is responsible for both

» Code comparison: several components are similar
o SecureWorks has even implied that REvil was directly developed from a version of GandCrab

« “Unknown” deposited $130K in two cybercrime forums to demonstrate credibility, requested affiliates for
new ransomware-as-a-service operation, and claimed five years of experience in the field
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REvil: A Continuation of GandCrab, Part 2

Virtually identical string decoding function:
REvil GandCrab

1 BYTE * ecdecl REvil DecodeStringViaKey(int al, unsigned

2|{ 1_51’@ * cdecl GandCrab DecodeStringViaKey)|
3| int v5; // esi 2l{ -

4 unsigned int i; // eax 3| int vidy // esi

5| unsigned int j; // edi 4 unsigned int i; // eax

& char v8; // bl 5| unsigned int j; // edi

7| int v9; // ebx 6 char w73 // bl

B| int v10; /f esi 7| int vB; // edi

9 char vily f/ al 8 int v9; // esi

10| char w12; // dl 9| int v10; // ebx

11| char w14[256]); // [esp+Ch] [ebp-104h] 10| char wil; // dl

12| int v15; // [esp+10Ch] [ebp-4h] 11| char w13[260]1: // [esp+Ch] [ebp-104h]
13| _BYTE #*vl16; // [esp+124h] [ebp+ldh] 12| _BYTE #vldj // [esp+124h] [ebp+ldh]
14 13

15| LOBYTE(vS) = 0; 14 LOBYTE(vi) = 0;

16| for ( i = 0; i < 0x100; ++i ) 15| for ( i = O0p i < Ox100; ++i )

17 wv14[i] = i 16 yl3[i] = is

18 |for ( j = 0; j < 0x100; ++7 ) 17| for ( j = 0; 7 < 0x100; ++j )

19 18| (

20 vE = v14[3j]); 19 vl = v13[j):

21 v m (v5 + *|j & a2 + al) + v8), 20 vi = (vd + *|j & a2 + al) + v7);
22 v14[j] = v14[v5]; 21 v13[j] = vi3[vd];

23 v14[v5] = vB; 22 vi3i[vd] = v7;

24| |} 23 }

25| V9 = al; 24| vH = ad;

26 LOBYTE(v1D) = 0; 25 LOBYTE(v3) = 0;

27| wvll = 0; 26 LOBYTE(v10) = 0;

28| if { a4 ) 27| if ( ad )

29| { 28| {

30 vl = a5y 29 vid = aly

31 do 30 do

32 { 31 {

i3 vi5 m (vll # 1) a2 vi0 = (v10 %+ 1))

34 vl2 = v14[v15]; 33 vil = wv13[v10];

35 vi0 = {v10 + v14[v15]); 34 v9 = (v9 + v13[vl0]};

36 vid[vl5] = v1d4[vi0]} 35 v1i3i[vli0] = v13[v9];

37 vid[vli0] = w12} 36 v1i3i[v9] = vl1l;

38 #yl6 = vi6[ad — aS] " v1A[{v12 + vi4[(vil + 1)])}];: [37 *ylddd "m yl3[(vlil + v1i3[v10])]:
39 ++vl6y 38 -y

40 vll = yl15; 39 }

41 —-—dg 40 while ( v8 );

42 } 41| }

43 while { v9 ); 42| return al;

44| } 43}

45| return a5;
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REvil: A Continuation of GandCrab, Part 3

Similarities in URL build function:

REVvil URL build code

GandCrab URL build code

25| v2 = str len(C2_Domain)j;

26 URL_HeapSpace = HeapCreatel{Z * v2 + 2048, v9, v10);
27 URL = URL_HeapSpace;

28| if ( URL_HeapSpace )

.-l-.g

int prng_seed; // cax MAPDST
Iohu' t partl | Tbuf[256); // [esp+208k]

wchar t filename buf[256); // [esp+é08h] [ebp-1420h)
wchar t extension_buf(256]; // [esp+608h] [ebp-1220h)

wchar_t url _buf[2048]; // [esp+808h]

S const wohar_t *url_parts|[7]; // [esp+lB0Ch)

11 wurl_parts[0] = L"wp-content"”;
12| url_parts[l] = L statie™;

13| prng_sesd = 214013 * *prang_seed ptr)
14 url_parts[1] = L°content”)

15 wurl parts[3] = L"includes”;

16, url_parts[4] = L data"j

17 url_parts[5] = L"uploads”)

18| prog sead 4= l!!lﬂllj

19 url parts[6] = L news";

20| +*prng seed ptr = prog séeqr

21 )ﬁr l-lw{pnno buf, url pnrtl[{(prnq seed >> 16) & OxTFFFuibd) V 71);

1
2
3
4 wchar_t part0_buf[256); // [esp+Bh] [ebp-1820h]
5
6
7
8

id _ fastcall generate_random _url_and perform_http_POST request(int *prag_seed ptr, wchar_t *url base)

[ebp-1620h)

Protocol and domain name

[abp-1020h]
[ebp-1Ch]

Array of potential values
S [y —

29

30 wll = al;

31 memcpy2 (URL_HeapSpace, L°https://"); s Protocol

32 str_append(URL, C2 Domaln};

33 -tr nppnndﬂ RL, L"7" ‘h Domain name

34 - L" arp—content ;

35 \"3 = L"static"

36 vid = L::cnntent'; Array of potential values

37 vls = L"include";

28 v1E = L'uploads"; for first URI sub-path

39 vl7 = L"news";

40 vl = L"data";

41 v19 = L"admin";

42 rand_int = Sodinokibi_GetRandomInt(0, 7);

43 str_append(URL, uvuurand int]);

44 str_. _append(URL, L"/");

45 vil = l."lmges"-

46 vl2 = L"pictures";

47 vll = L"image";

48 v1i4 = L"temp"; Array of potential values
715 = : oz f—

;3 :,i; S :';:gpl’uc for second URI sub-path

51 vl7 = L"assets";

52 vl8 = L"pics";

53 vl9 = L"game";

54 vt = Sodinokibi lomInt(0, B8);

55 str_append(URL, {‘V'I.\)lvf:]]’

56 str_append(URL, L"/");

57 v7 = 0;

58 if ( Sodinokibi_GetRandomInt(0, 9) != -1 )

59 {

60 do

61 {

62 LOWORD(v21) = Sodinokibi_GetRandomInt('a', 'z'); Random resource

63 HIWORD(v21) = Sedinekibi GetRandomInt('a', 'z'); — Sl name generation

64 LOWORD(v22) = 0;

65 str_append(URL, &v21);

66 T

67 }

(1:] while ( v7 < Sodinokibi_ GetRandomInt(0, 9) + 1 );

(3] }

70 str nppmd:l:m., L"."}}

71 ext_arr = L"jpg";

72 v2l = L"png"; —~eaiiflmmmmm Array of potential values for resource extension

73 v22 = l."g:.f"

74 rand_int3 = 8 ibi_GetRandomInt (0, 2);

75 URL_HeapSpace = (HANDLE)str append(URL, (&ext_arr)[rand_int3]);

76

}
77 return

URL_HeapSpacej}

22 £ ( plck_; | ¥{prng_seed_ptr, partl_buf) ) Retrieval of value for second URI sub-path
23
24 if (g » url_f£il prag_seed ptr, filename buf) )
:: { PR " e Random resource
rng_soed = rng_seo try
27 :zl_pnruu] = L"ipg"§ P Saiasatiatiial name generation
28 url parts[4] = L png"; *Nﬂrn potential values
9 url_parts[S] = L gif"; for resource extension
30 url_parts[6] = L bmp";
31 prog_seed += 2531011,
iz *prng seed ptr = prog soed)
33 ptr_lstrepyW(extension buf, url plrtl[[spﬂ‘lq sead >> 16) & 3) + 3]1))
34 m 'Iptilt“{ur; buf, L"ts/%s/ts/%s.48", url base, part0_buf, partl buf, filename buf, extension_buf);
5 http_POST i ®(url_buf)j
36 }
3| )
38)

Figure 18. Decompiled pseudocode for GandCrab's BuildURL function. (Source: Secureworks)
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REvil: A Continuation of GandCrab, Part 4

Process flows are virtually identical:

E———— | oy
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Revil: Who They Are Today

« REvil continue to go big game hunting and target managed service providers
+ Have made recent headlines: Kaseya and JSB

« Still prolific and aggressive, as the Coveware data below substantiates:

Most Common Ransomware Variants in Q2 2021

Rank Ransomware Type Market Share% Change in Ranking from Q1 2021

Sodinokibi 16.5% -
2 Conti V2 14.4% -
3 Avaddon 5.4% +3
4 Mespinoza 4,00 New in Top Variants
5 Hello Kitty 4.5% Mew in Top Variants
3] Ryuk 3.7% +1
7 Clop 3.3% -3
8 THT v2 2.9% New in Top Variants
9 LY 2.5% Mew in Top Variants
0 Zeppelin 2.5% New in Top Variants

Top 10: Market Share of the Ronsomware attocks

N
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REVvil: Who They Are Today, Part 2

IBM data:
* REvil made up 22% of all IBM incident response engagements in 2020

» Estimates nearly 60% of the gang’s victims are from the United States

20
18
16
14
12
10
8
6 @59% - USA
4 B 8%- UK
2 B 5% - Australia
0
QO O O O OO0 O O O O O 0O O N B % Canada
v v v v v A A% v v v v A% v .
4 y < \ Y 4 W ; y X7 < 4 B 3% - Switzerland
F &R @Y R
B 2% - Brazil
m Number of attacks on record B 2% - Germany
B 2% - Spain

W 16% - Others
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REVvil: Who They Are Today, Part 3

Additional IBM data:

* REvil's ransom demands are high and generally increasing over time:
$60,000,000
$50,000,000
$40,000,000
$30,000,000

$20,000,000
$10,000,000 I
A I
DD

m Estimated Ransom Demand
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REVvil: Who They Are Today, Part 4

Known to sponsor hacking contests where the winner claims thousands of dollars and a job with/for them

Continuous creative thinking and capability development
Have discussed notifying major stock exchanges after compromises in order to increase pressure to pay

ransom
Shifted to Monero from Bitcoin in early 2020

o Combination of TOR and privacy coins make transactions virtually impossible to trace

REvil deployed to
22 Texas municipalities
8/19/2019
REwil 1.04 uploaded
to VirusTotal

[ ]
9/4/2019

Developed ability to encrypt open and locked files
Inspired by Maze ransomware operators, developed and maintain leak site
Scanning for point-of-sale systems in victim networks for additional monetization of attacks

L]
GOLD GARDEN
announces retirement

°
REwvil Beta uploaded
to VirusTotal
4/10/2019 5/31/2019
REvil 1.00 uploaded to
VirusTotal with GandCrab-like REwil leveraged in multiple
URI-building functionality SWC and MSP attacks
6/20/2019

4/28/2019

7/9/2019
REvil 1,03 uploaded
to VirusTotal
8/26/2019
REvil leveraged in MSP

attack impacting hundreds

5/7/2019
REwil 1.01 uploaded
to VirusTotal
6/11/2019
REvil 1.02 uploaded
of dental offices

to VirusTotal

4/17/2019
REvil first identified ITW,

*' OGRAM
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Victim Heat Map

Geographic distribution of REvil attacks:
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Configurations and Settings

Basic functionality of configuration keys:

» |dentification of C2 domains for control,
reporting and data dumps

» Settings for C2 traffic

* Privilege escalation

* Encryption commands

» Specifics about the ransom note

+ Data exfiltration (host information)

» Public key (for encryption of target data)

» Whitelist and blacklist configuration data
to ensure proper targeting of processes,
folders and files

» Decision logic for file encryption

Q ~\/ A

RSECURIT

—

<€ HHS CYBE

dhg True/false value used by the malware author during development (referenced only when
determining if the victim is Russian)
dmn Semicolon-delimited list of fully qualified domain names that represent REvil command and
control (C2) servers
exp True/false value that determines if REvil should attempt to elevate privileges by exploiting a
local privilege escalation (LPE) vulnerability
fast True/false value that determines how files larger than 65535 bytes are encrypted
img Base64-encoded value of the text placed at the top of the background image created and
set by REvil
nbody Baseb4d-encoded value of the ransomware note text dropped in folders where files were
encrypted
nname Filename string of the ransomware note dropped in folders where files were encrypted
net True/false value that determines if REvil should attempt to exfiltrate basic host and malware
information to the configured C2 servers listed in the dmn key
pid Integer value that is only referenced if the "net” key is set to send basic host and malware
information to the C2 server; likely associated with the sub key and could be a campaign
or affiliate identifier
sub Integer value that is only referenced when sending basic host and malware information to
the C2 server if configured to do so via the net key: likely associated with the “pid” config
key and could be a campaign or affiliate identifier
pk Base64-encoded value representing the attacker's public key used to encrypt files
ore An array of strings representing process names that REvil attempts to terminate prior to
encrypting and/or wiping folders to prevent resource conflicts
wipe True/false value that determines if REvil attempts to wipe blacklisted folders specified in the
wild key
wild An array of strings representing blacklisted folder name values: if the wipe key is configured,
then REvil attempts to delete (wipe) these folders prior to encrypting
wht Contains the following subkeys representing whitelisted values that REvil will not encrypt:
* eoxt — Whitelisted file extensions
e fld — Whitelisted folder name values
® fls — Explicit whitelisted filenames

Y PROGRAM




REVvil: Tactics, Techniques and Procedures

Per IBM, common REvil TTPs:

» Harvesting privileged account credentials, admins of
varying sorts.

HTTP and proxy (ports 80, 443, 3128, 8080)
FTP and SFTP (port 21, 115)

« Use of legitimate, remote access software like Database servers (ports 1433, 3050, 3306)

AnyDesk, NetSupport Manager, etc. Remote management (ports 22, 23, 3389, and

4899
* Use of PUTTY Link (aka Plink) to tunnel RDP )
sessions and establish connections to other devices+ Log deletion using publicly available code.
on the network with randomized source and

o O O O

destination ports. « Lateral movement — many times, a primary subgoal
is to move to a domain controller (DC).
+ Creation of one or more user accounts and/or o PSremoting session started; PowerShell
groups, group policies (GPOs). downloads scripts and files; privileged account

used (i.e., Domain Admin); ADrecon executed
(reconnaissance); Scheduled Task executes
script from SystemApps; lateral movement via

+ Attempts to encrypt network shares; creates new
tasks, registry keys.

- Attacker will target systems with V- Cobalt SMB beacon.
sphere/ESXi/Nagios, NAS (data exfil), network o Once on a DC, attackers attempt to disable
shares (data exfil), Exchange server (monitor and Windows security settings like MS firewall
steal internal communications) and consolidated settings for all domain-joined computers via
backups (which can frustrate recovery efforts) new GPO.
especially during the internal reconnaissance

o Deployment and detonation of ransomware on

phase. all domain-joined computers via GPO.

* Internal network scans looking for IP ranges with the Watch for any network activity to/from cloud storage

following services/ports: . . .
latforms as a way by which data is bein
o 10.0.0.0-10.0.255.255 D latad - o oy DY Wh 's being

S
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REvil: Commonly Exploited Vulnerabilities

Per IBM, REvil’'s commonly exploited vulnerabilities:

+ RDPs
o BlueGate CVE-2020-0609, CVE-2020-0610
o CVE-2020-16896
o CVE-2019-1225
o CVE-2019-1224 ©
o CVE-2019-1108 o

o CVE-2019-11510 Pulse Secure Connect
o CVE-2019-11539 Pulse Secure Connect
o CVE-2018-13379 FortiOS SSL VPN
(@)

CVE-2019-18935 Telerik Ul (JuicyPotato
exploit)

o Icg,
N
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CVE-2019-19781 Citrix

CVE-2019-2725 Oracle WebLogic

CVE-2020-2021 Palo Alto Firewall
CVE-2020-5902 F5 BIG-IP

CVE-2018-8453 (EoP) Windows (RCE) win32k.sys

CVE-2020-1472 Windows Netlogon ZeroLogon
(post-initial foothold/compromise)




REvil Capabilities

Per IBM, REvil’s capabilities include:

» Antivirus and sandbox evasion/anti-debug, anti- .
analysis tricks

* Binary encryption .

+ CRC32 checks .

* Process injection tactics .

* API hashing/dynamic API resolution

* Mounts and encrypts virtual disks (e.g. virtual
machine files like VHD, VHDX)

+ UAC bypass .
+ Wake-on-Lan (WolL)

« Process doppelganging

S
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Deploys and executes ransomware inside its own
virtual machine container

Disables Windows driver signature enforcement
Processes and service termination

Deletes data, e.g., various logs (attack evidence),
volume shadow copies, backups, etc.

Disables/deletes various system security settings
(e.g., Windows firewall, Windows Defender
definitions, etc.)

Evades detection, e.g., msbuild.exe, Heaven’s Gate
technique, use memory mapped I/O to encrypt each
file, etc.

Rapid, multithread encryption




REVvil Capabilities, Part 2

* REvil uses a combination of the following encryption
algorithms to encrypt and decrypt malicious configuration
data as well as user data:

o Elliptic curve Diffie-Hellman (ECDH)
o Salsa20

o SHA-3

o Advanced Encryption Standard (AES)
O

REvil also uses Curve25519 to generate private-
public key pairs using Curve25519

* Who are they looking to work with? What skills are they
looking for? They seek out individuals with the following
experience/skills:

o Penetration testing/red teaming
The MetaSploit Framework
Cobalt Strike

Kodiac

Enterprise data archiving and storage such as
networked attached storage (NAS) and tape drives

o Hyper-V
o Other network attack tools

| A:ZZSM-‘ '-."-I ~L*’$5,’;: | (N

|
i
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Historic Attacks

REvil vs. managed service providers:

* June 2019: Compromise of ~400 dental offices across the country
o Significant impact — some offices could not conduct treatment on patients without chart history/x-rays

o All were using the same data backup and archiving service provider, PerCSoft, the IT vendor for DDS
Safe, a data archiving software specifically for dental offices

o The companies who jointly produce the software as part of the backup service paid the ransom and
assisted the customers in decrypting their files

o There was some reporting that either the decryptor didn’t work, or was very slow

* August 2019: Successful attack on 22 Texas local governments via compromised software vendor used to
manage the municipality’s infrastructure
o Victims claimed they did not pay any of the demanded $2.5 million
» December 2019: Successful compromise and ransom payment from Synoptek, an IT management and
cloud-hosting service in California
o Used a remote management tool to install the ransomware on client systems
o Crippled operations for many of its customers
« December 2019: Compromised Complete Technology Solutions, who mainly offers managed IT services
and VoIP phone services
o They have hundreds of customers in the healthcare sector
o Over 100 customers were confirmed to be affected

o REvil demanded a $700,000 ransom from CTS in addition to demanding ransoms from extorted
individual dental offices

S
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Historic Attacks, Part 2

* March 19, 2021: Compromised Acer, the electronics and computer
maker

o Leaked documents included financial spreadsheets, bank
balances, and bank communications

o Set ransom at $50 million — the largest sum demanded at that

time
-

o Unknown if any payment was made

* April 2021: Compromise of Quanta Computer, largest laptop

manufacturer in the world [
o Apple is a large customer of Quanta 6 0

olll

o Quanta (publicly) refused to pay ransom; REVil demanded $50 | it oo st tmus  amorte s dorsroe
million ransom from Apple mok e G
o Ransom demand was hours before a high-profile Apple product .
General-Decryptor price
I aunc h eve nt the price is for all PCs of your infected network
o REvil posted screenshots, but none appeared to be overly il
o . You have 8 days, 19:07:29 Current price 214151 XMR
SenSItlve or embarraSSIng *|Fyou do not pay on time. the price will be doubled TRp I LR
. * Time ends on Mar 28, 16:30:11 Aft t d
o Unknown if any payment was made ” SIEEE om0

* June 2021: Compromise of Sol Oriens
o Contractor for National Nuclear Security Administration
o Administrative documents leaked
o Unknown if any payment was made
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JBS Compromise

JBS compromise:

« JBS SAs a Brazilian meat processing company, and the largest in world. JBS USA Holdings processes
about 20% of the United States’ meat supply.

» Attacked on May 30, 2021 by REvil; believed to be leveraged with Qbot for initial infection.

* ltis believed that JBS paid $11 million for decryption keys after $22.5 million was initially demanded.
* FBI called out REvil by name.

MEAT PROCESSING PLANTS CLOSED |

SOURCE : KODIMA KOODIMA VARILEK TRADING

Souderton, P4

| WORLD'S LARGEST MEAT SUPPLIER HIT BY CYBERATTACHK
2CBS EVENING NEWS

(L 1S CYBERSECURITY FROGRAM



Fujifilm Attack

+ Fujifilm, a Japanese multinational conglomerate, was likely hit between June 1-2,: 2021.
» Believed to be used in conjunction with Qbot malware for initial infection.
» Fujifilm acknowledged the ransomware attack and claimed it was limited to a few network segments.

 Fujifilm claims they did not pay the ransom.

FUJ I.FI I_M B @ Global Search Q

Value from Innovation

Consumer Healthcare Business News About Us

On June 2, FUJIFILM Corporation in Tokyo became aware of the possibility of a ransomware
attack.

Due to this issue, we are experiencing network problems today, impacting some of our
systems. For some entities, this affects all forms of communications, including emails and
incoming calls, which come through the company’s network systems.

We are currently working to determine the extent and the scale of the issue. We sincerely
apologize to our customers and business partners for the inconvenience this has caused.
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On July 2, 2021, REvil attacked an estimated 50 to 60 customers of the software company Kaseya via
compromise of their VSA (Virtual System Administrator) platform.

Those 50 to 60 impacted customers — managed service providers — are believed to manage IT services
for about 1,500 companies and organizations worldwide.

Initial ransom was believed to be $70 million, but reports stated that the demand dropped to $50 million.

REVvil operators exploited a zero-day vulnerability in their VSA platform just as they were patching it.

o Kaseya was previously notified of the vulnerability by the Dutch Institute for Vulnerability
Disclosure. It's been given the identifier CVE-2021-30116.

CISA and FBI released a free Kaseya VSA detection tool, which scans for indicators of compromise.

Kaseya claimed that they obtained a key to decrypt their systems and those of its customers from a
“trusted third party”. It is not known if any amount was ever paid.

VSA

by Kaseya
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Mitigation Practices: REvil

The HHS 405(d) Program published the Health Industry Cybersecurity Practices (HICP), which is a free
resource that identifies the top five cyber threats, and the ten best practices to mitigate them. Below are the
practices from HICP that can be used to mitigate REvil:

DEFENSE / MITIGATION / COUNTERMEASURE 405(d) HICP REFERENCE

Provide social engineering and phishing training to employees. [10.S.A], [1.M.D]

Develop and maintain policy on suspicious e-mails for end users, and ensure [10.S.A], [10.M.A]
suspicious e-mails are reported.

Ensure emails originating from outside the organizations are automatically [1.S.A], [1.M.A]
marked before being received.

Apply patches/updates immediately after release/testing, develop/maintain the [7.S.A], [7.M.D]
patching program if necessary.

Implement Intrusion Detection Systems (IDS), and keep signatures and rules [6.S.C], [6.M.C], [6.L.C]
updated.

Implement spam filters at the email gateways, and keep signatures and rules [1.S.A], [1.M.A]
updated.

Block suspicious IP addresses at the firewall, and keep firewall rules updated. [6.S.A], [6.M.A], [6.L.E]

Background information can be found here:
https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf
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https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf

Mitigation Practices: REvil, Part 2

DEFENSE / MITIGATION / COUNTERMEASURE 405(d) HICP REFERENCE

Implement whitelisting technology to ensure that only authorized software is [2.S.A], [2.M.A], [2.L.E]
allowed to execute.

Implement access control based on the principal of least privilege. [3.S.A], [3-M.A], [3.L.C]
Implement and maintain anti-malware solution. [2.S.A], [2.M.A], [2.L.D]
Conduct system hardening to ensure proper configurations. [7.S.A], [7.M.D]

Disable the use of SMBv1 (and all other vulnerable services and protocols) and  [7.S.A], [7.M.D]
require at least SMBv2. Restricting/Minimizing/eliminating RDP usage.




The Future

* REvil operations have recently ceased, and their website disappeared from the dark web.
o Speculation that they are lying low; or that they quit and formed BlackMatter.

» Disappearance likely due to the high-profile ransomware attacks against U.S. critical infrastructure, and the
resulting discussions between the highest levels of the U.S. and Russian governments.

* Russian hacker forums have banned them and other ransomware operators from advertising, but this is not
expected to seriously impede them.

* Due to the unwillingness of Russian law enforcement to cooperate with their U.S. counterparts, it is unlikely
that there were or will be any legal penalties issued to REvil members in the near future.
* However they are organized in the future:
o The individuals involved in REvil will most likely continue as ransomware operators.
o The relationships REvil had with other cyber criminals will most likely be preserved.
o The technology that REvil developed will continue to be utilized and built upon.
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» 9/2 — BlackMatter Ransomware _ _ . _
Need information on a specific cybersecurity
topic? Send your request for information
(RFI) to HC3@HHS.GOV.

Disclaimer
Product Evaluations
These recommendations are advisory and are
not to be considered as Federal directives or
standards. Representatives should review and
apply the guidance based on their own
requirements and discretion. HHS does not
endorse any specific person, entity, product,
service, or enterprise.

Recipients of this and other Healthcare Sector
Cybersecurity Coordination Center (HC3) Threat
Intelligence products are highly encouraged to provide
feedback. If you wish to provide feedback, please
complete the HC3 Customer Feedback Survey.

S
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mailto:HC3@HHS.GOV
https://www.surveymonkey.com/r/HC3survey

About Us

HC3 works with private and public sector partners to improve cybersecurity
throughout the Healthcare and Public Health (HPH) Sector

Products

White Papers

Direct communications to victims or Document that provides in-depth Briefing presentations that provide

potential victims of compromises, information on a cybersecurity topic to actionable information on health sector

vulnerable equipment or PII/PHI theft, increase comprehensive situational cybersecurity threats and mitigations.

as well as general notifications to the awareness and provide risk Analysts present current cybersecurity

HPH about current impacting threats recommendations to a wide audience. topics, engage in discussions with

via the HHS OIG. participants on current threats, and
highlight best practices and mitigation

K tactics.

Need information on a specific cybersecurity topic, or want to join our Listserv? Send your request for information (RFI) to
HC3@HHS.GOV,or visit us at www.HHS.Gov/HC3.

s _/@ LEADERSHIP FOR IT SECURITY & PRIVACY ACROSS HHS

HHS CYBERSECURITY PROGRAM



mailto:HC3@HHS.GOV
http://www.hhs.gov/HC3

O

Contact

o

www.HHS.GOV/HC3 HC3@HHS.GOV




	REvil/Sodinokibi Ransomware vs. The Health Sector
	Agenda
	REvil Overview
	History of GandCrab
	History of GandCrab, Part 2
	REvil: A Continuation of GandCrab
	REvil: A Continuation of GandCrab, Part 2
	REvil: A Continuation of GandCrab, Part 3
	REvil: A Continuation of GandCrab, Part 4
	Revil: Who They Are Today
	REvil: Who They Are Today, Part 2
	REvil: Who They Are Today, Part 3
	REvil: Who They Are Today, Part 4
	Victim Heat Map
	Slide Number 15
	REvil: Tactics, Techniques and Procedures
	REvil: Commonly Exploited Vulnerabilities
	REvil Capabilities
	REvil Capabilities, Part 2
	Historic Attacks
	Historic Attacks, Part 2
	JBS Compromise
	Slide Number 23
	Kaseya
	Mitigation Practices: REvil
	Mitigation Practices: REvil, Part 2
	Slide Number 27
	Slide Number 28
	References
	References
	References
	References
	References
	References
	References
	References
	Slide Number 37
	Questions
	About Us
	Slide Number 40

