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Ursnif Malware

Executive Summary

On April 16, 2020, FireEye released a report on the Top 10 malware affecting the healthcare industry in the first
quarter of 2020. Among the Top 10 malware identified was the malware family Ursnif (ranked number 2 with 30.2%
of malware detections), which is a form of banking trojan and spyware. The malware has previously targeted entities
in North America, Europe, and Asia and has undergone a number of development iterations following the leak of its
source code in 2015. As a result, it is highly likely that this malware will continue to evolve and appear in a variety of
campaigns targeting myriad industry verticals and geographies by indistinct threat actors.

Report

Ursnif (aka Gozi, Gozi-ISFB, Dreambot, Papras) is a modified modular banking malware with backdoor capabilities.
The latest source code was leaked to GitHub in February 2015 and its capabilities include intercepting and
modifying browser traffic (i.e. web injects), file download and upload, establishing a SOCKS proxy, system restart and
shutdown, system information gathering, and a domain generation algorithm (DGA). The malware can also steal data
and credentials from popular email and FTP clients and browsers as well as capture keystrokes, screenshots, and
clipboard data. While it is considered a banking Trojan by many security researchers, the Ursnif malware family is
also considered spyware given its information gathering capabilities. The malware is also capable of fileinfection.

Since the 2015 source code leak, Ursnif has been continuously distributed and the code has been routinely
modified and updated. Multiple versions of Ursnif are in distribution today and can generally be tracked by the
version ID in each individual binary. In addition, each binary also contains a campaign ID that allows Ursnif operators
to track concurrent campaigns. Dreambot is the Tor-capable variant of Ursnif and other malware families have also
incorporated portions of the Ursnif/Gozi-ISFB code. The Nymaim banking malware was updated to download a
separate banking module primarily based on Gozi-ISFB source code. The GozNym malware, which combines the
stealth of Nymaim and the powerful capabilities of Gozi, targeted U.S. businesses in Pennsylvania. In addition,
Vawtrak is believed to have emerged from the original Gozi code, but has since been modified so extensively that
there are now few similarities. Recently, another Ursnif variant deemed LOLsnif, which is capable of several layers of
obfuscation with a low detection rate, was used as a reconnaissance tool and downloader. In a recent campaign
that began in March 2020, Ursnif shifted its distribution technique from using Powershell to leveraging Mshta, likely
in an attempt to evade security defenses and change its footprint even more.

Ursnif has previously been used in conjunction with Bebloh as a delivery method to add sandbox evasion with
distribution from the Cutwail botnet. This technique was used in campaigns targeting Japanese users. In these
campaigns, Ursnif also leveraged an Anti-PhishWall module to evade the popular anti-phishing and anti-MITB (Man-
in-the-Browser) product used in Japan. Ursnif is typically distributed using spam email campaigns and fake Adobe
Flash Player updaters promoted via deceptive websites. LOLsnif was recently observed leveraging a Google Drive
link that downloads a password-protected zip file with a java script file inside. These infection methods were able to
bypass several security layers including Windows Defender. See Appendix A for sample phishing lures. Additional
I0Cs associated with Ursnif are provided in Appendix B. Mitre ATT&CK techniques for Ursnif are provided in
Appendix C.
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Figure 1. Microsoft Word document phishing lure with file name “invoice.docx” used in a January 2019 Ursnif campaign. Source: PCRisk.
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Figure 3. Example of an Polish invoice-related spam email that delivers a malicious Microsoft Excel document ("faktura_210.xls") which injects
Ursnif into the system. Source. PCrisk.com

[TLP: WHITE, ID#202006160800, Page 5 of 10]
HC3@HHS.GOV


mailto:HC3@HHS.GOV

Health Sector Cybersecurity Coordination Center (HC3)
Sector Note

June 16, 2020 TLP: WHITE Report: 202006160800

R General - [F)Conditional Formatting + &= Insert * e
Calibri -1 - A A Pr- @ 4 2 E =4
= . 05 9 [[PFomnatss Table - Hoetete - (3= O~
Paste - . . . — b
o B I U v A €© 3 €0 00 “aCell Styles - u |Format: -
1 SECURITY WARNING Macros have been disabled. Enable Content
04 S b

Document created in earlier version of
Microsoft Office Excel

To view this content, please click "Enable Editing" form the yellow bar and then click
"Enable Content™

Sheetl (3

Ready - 1 4+ 100

Figure 4. Screenshot of the malicious MS Excel document from Polish invoice-related spam email from Figure 3. Source: PCRisk.com.

Appendix B: Indicators of Compromise (10Cs) Assoclated with Ursnif

The following indicators were used in a recent Ursnif campaign beginning on or around 24 March 2020 in which
Ursnif shifted its multistage payload distribution technique from leveraging Powershell to Mshta, a utility that
executes Microsoft HTML Applications (HTAs) which can be leveraged by attackers to bypass application whitelisting
solutions and browser security settings. Additional I0Cs from another Ursnif-based campaign deemed LOLsnif from
7 April 2020 are provided in the table on the following page.

Newly registered campaign domains:
hxxp://xolzrorth[.Jcom
hxxp://grumnoud[.Jcom
hxxp://gandael6[.Jcom
hxxp://chersoicryss[.Jcom

Payload URLs:
hxxp://xolzrorth[.]Jcom/kundru/targen.php?l=zoak2.cab
hxxp://grumnoud[.Jcom/kundru/targen.php?l=zoak4.cab
hxxp://gandael6[.Jcom/kundru/targen.php?l=zoak6.cab
hxxp://chersoicryss[.Jcom/kundru/targen.php?l=zoak2.cab

Download URL:

doc-00-20-
docs.googleusercontent[.Jcom/docs/securesc/971q9pt3pod9mpumel15kp2j33hcurr8/c560lkciidvhh4viucof3ludaoi
efOm5/1585069725000/11599430631386789056/11599430631386789056/1yns_lujuoinor2ytitx8-
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39p5i0k7i0r?e=download&authuser=0&nonce=uabb0udp5r3mag&user=11599430631386789056&hash=irhbu9
4msOnq978qg6ipge2kgosjdlI3a

MDb5:
8212E2522300EF99B0O3DFA18437FCA40
Source:

Antil, Sahil, and Kumar Pranjal Shukla. “New Ursnif Campaign: A Shift from PowerShell to Mshta,” April 7,
2020. https://www.zscaler.com/blogs/research/new-ursnif-campaign-shift-powershell-mshta.

10Cs from 2020-04-07 LOLsnif campalign provided by Deutsche Telekom

Indicator Type Indicator

CVE CVE-2017-0144

domain 6buzj3jmnvrak4lh.onion

domain lamanak.at

domain wensa.at

domain kamalak.at

domain pipen.at

domain I135sr5h5jl7xrh2g.onion

domain gaxpT7aanksubggci.onion

domain mobify.at

FileHash-MD5 17f7151016b9267924ba99abclabchch

FileHash-MD5 f56772b9011d43747ef0d2b1eef19c06

FileHash-SHA1 f7691¢c3608¢3a013952da8b0d29534¢cd3aa40877

FileHash-SHA256 | e3d89b564e57e6f1abba05830d93fa83004cedaldbc32b3e5fb97f25426fbda2
FileHash-SHA256 | 4d98790aa67fb14f6bedef97f5f27ea8a60277dda9e2dch8f1c0142d9619ef52
FileHash-SHA256 | c206f90bd8e3a34f7eb522e01dba93e5dd8282a7573bbf03e6a91434c9d4a7fa
FileHash-SHA256 | 8ffe59d11b2adbf78054¢c8272¢79b942adb37393544bb92715256fcc837473¢e
FileHash-SHA256 | cc085b1f803¢1566d51372230a3¢18d87fe025cad2ed78704dca7827de3f7¢10
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FileHash-SHA256 | 8d700ea74a33ffa2fd3e0Ob2c47a2add4254¢c376a6a2e430457fe08248ddf2797
FileHash-SHA256 | f48e634d5ce543593b8f3b96452aa8308a49e545bf8349¢3de69315f1ba6c400
hostname been.dianer.at
hostname deem.dianer.at
hostname two.ahah100.at
hostname ap.ganikol.at
hostname ya.aftnoop.at
hostname apib.malorun.at
hostname apil0.dianer.at
hostname dfl.kamalak.at
hostname g8.farihon.at
hostname nort.calag.at
hostname chat.casus.at
hostname io.laurela.at
hostname w8.wensa.at
hostname api3.lamanak.at
hostname apill.explik.at
hostname k28.ioipzet.at
hostname chat.allage.at
hostname fl.pipen.at
hostname vv.malorun.at
CVE CVE-2017-0144

Source: https://www.telekom.com/en/blog/group/article/lolsnif-tracking-another-ursnif-based-targeted-campaign-600062

Appendix C: Mitre ATT&CK Techniques for Ursnif

iD Name
Component Object Model and Distributed
T1175 | COM

T1090 | Connection Proxy

T1094 | Custom Command and Control Protocol
T1132 | Data Encoding

T1005 | Data from Local System

T1074 | Data Staged

T1140 | Deobfuscate/Decode Files or Information
T1483 | Domain Generation Algorithms

T1106 | Execution through API

T1107 | File Deletion

T1143 | Hidden Window

T1179 | Hooking

T1185 | Man in the Browser

T1036 | Masquerading

T1112 | Modify Registry

[TLP: WHITE, ID#202006160800, Page 8 of 10]
HC3@HHS.GOV


mailto:HC3@HHS.GOV
https://www.telekom.com/en/blog/group/article/lolsnif-tracking-another-ursnif-based-targeted-campaign-600062

Health Sector Cybersecurity Coordination Center (HC3)
Sector Note

June 16, 2020 TLP: WHITE Report: 202006160800

T1188 | Multi-hop Proxy

T1050 | New Service

T1027 | Obfuscated Files or Information
T1086 | PowerShell

T1057 | Process Discovery

T1093 | Process Hollowing

T1055 | Process Injection

T1012 | Query Registry

T1060 | Registry Run Keys / Startup Folder
T1105 | Remote File Copy

T1091 | Replication Through Removable Media
T1113 | Screen Capture

T1064 | Scripting

T1071 | Standard Application Layer Protocol
T1082 | System Information Discovery
T1007 | System Service Discovery

T1080 | Taint Shared Content

T1497 | Virtualization/Sandbox Evasion

T1047 | Windows Management Instrumentation
Source: https://attack.mitre.org/software/S0386/
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