NAMATKA MO BE3OMNMACHOCTHU

BTB BII3HEC-OHTAIH

=BTb

— MEPbI OBECMEYEHUA BE3ONMACHOCTU AAHHbIX -

= HacTpoiiku rnbkoil ponesoi Mofienn foctyna K
MHdOpMaLK, NpaB LOCTYNa U NOAHOMOYUIA

= HacTpoiika BO3MOXHbIX AEMCTBUIA ANs Nofb3oBaTeNen —
TONbKO YTEHME, CO3AaHNe, IMMOPT, peaakTMpoBaHue,
noAnuce, yaaneHue

= XypHan geicTeui nonb3oBaTenel B cucTeme

= [lognncaHue [JOKYMEHTOB C UCNONb30BAHWEM YCIEHHON
KBanndULMPOBaHHOI 3NEKTPOHHOI MOAMNCKA 1
YCUNEHHOW HeKBaNUMULIMPOBAHHON 3NEKTRPOHHOI
noanuci

— PEKOMEHJALWW NO PABOTE B CUCTEME

= ckniounte pabory ¢ cuctemoin [160 ¢ komnbloTepos B
06LLECTBEHHbIX MECTaX, a TakXe Yepes Nyonu4HbIi
becnnatHblin Wi-Fi

= |Acronb3yiite Bpaysepbl, peKOMeHA0BaHHbIe
PyKOBOACTBOM Monb3oBaTens. B cryyae vcnonb3osaHms
Apyrix 6pay3epoB 3alMTa repefaBaemblx JaHHbIX He
rapaHTUpyeTcs.

= XpaHuTe Kioun A5 BXOAA Ha CbEMHOM HoCUTENE,
yCTaHaBNMBaiiTe MX TOMKO Ha BPeMs paboThbl ¢
cuctemont [1b0. B cnyyae yTepu knoveBoro Hocutens
obpatutecs B baHk

— KOHOUAEHLWUANBHOCTb JAHHbIX

= [lpu nepedaye AaHHbIX NCMOMBb3YIOTCS
cepTUULNPOBaHHbIe CPefCTBa KpUnTorpaduyeckoi
3aWmThl MHdOpMaLK, obecnedmBaroLme 3alLMLEHHOE
TLS-coepmHeHmne paboyero mecta KnueHTa ¢ ceppepom
banka

= [lpn obpaboTke faHHbIX B baHKe NMpuMeHsOTCS
TEXHUYECKIE 11 OPTaHN3aLMOHHbIE MepbI, CBEEHS O
KOTOPbIX COCTABNAIOT KOMMepYeCKyto TaiiHy bawka, n
NpefoCTaBNAOTCS TONMLKO MPY COOTBETCTBYHOWMX
OCHOBaHMSIX

MonHble pekoMeHaLuMm no be3onacHocTn
onybnnkoBaHb! Ha caiite VIBBO.RU

Ocranucb Bonpocbl? byaeM paabl HA HUX OTBETUTD!

LleHTp knmneHTCKOI MogaepXKi
8800200 23 10; +7 495783 21 21

MopaepxKa 3almIEHHbIX KNioYeBbix HocuTenei eToken,
JaCarta, PytokeH, besonacHoe xpaHeHue knioyei 311 Bo
BCTPOEHHOM 3aLUMLLIEHHON NaMATK

ABTopu3aums no cepTudMKaTy 1 NOTUHY UK C
WNCNonb30BaHMEM NOTUHA U Napons (Ana NpocMoTpa)

3awwmilenHbii npotokon HTTPS

He coobiwaiiTe CBOI NOrMH U Naponb HAKOMY, BKMoYas
COTPYAHMKOB baHka, He 3anncbIBaliTe 1 HE XPaHUTE WX B
TEKCTOBbIX (aiinax Ha KoMmbloTepe

PerynspHo MeHaiTe Naponi, He 1Cnonb3yitTe B KayecTse
napons CBOW NepcoHanbHble faHHble 1 Nerko
nofbupaemble KOMBUHALMU CUMBOMIOB

Wcnonb3yiiTe nuuexsnonHoe M0 n aHTuBMpyC

PerynspHo KOHTpONMpyiiTe COCTOSHIE CBOUX CYETOB I
HesaMelnMTeNbHO CoobLaliTe cOTpyfHMKaM baHka 0bo
BCEX MOLO3PUTENbHBIX UMK HECAHKLIMOHUPOBaHHbIX
onepaumsx

[lo6po noxanosaTb
B BTB buaHec-oHnainH

Cnpaska

M&mueunauuu no 6esonacHocTu



https://vtbbo.ru/dbo2assetsdoc/security-manual.pdf
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